NETWORKING ESSENTIALS  |  CHAPTER 7  |  STUDENT WORKBOOK
INDEPENDENT PRACTICAL ACTIVITY  •  90–110 MINUTES
Protect a Community Learning Centre
WEEK 5  /  LEVEL 4 
A step-by-step network security activity based on Cisco Networking Essentials, Chapter 7: Network Security.
	YOUR MISSION  You are a junior IT support assistant. Identify threats, recommend protection tools and design safe firewall rules for a small learning centre.



By the end, you should be able to
Explain information theft, identity theft, data loss/manipulation and disruption of service (7.1).
Recognise social engineering, malware, DoS/DDoS, brute force and botnets (7.1–7.2).
Choose appropriate patches, antivirus, antispam and antispyware protections (7.3).
Explain a firewall, DMZ, port forwarding and port triggering, then decide what traffic to allow or block (7.4).
How to work
Complete Tasks A–F in order. In each Learn the idea section, follow LOOK → THINK → TRY → CHECK before beginning the main activity. Write your prediction first, even if you are unsure. Use the lecture slides to help; check your answers at the back only after you have tried. No coding, administrator rights or network changes are required.
	Stage
	Task
	Time

	A
	Identify network risks
	15 min

	B
	Spot social engineering and malware
	18 min

	C
	Recognise attack methods
	15 min

	D
	Select protection tools
	15 min

	E
	Design a safe firewall policy
	25 min

	F
	Inspect and reflect + self-check
	15 min



The scenario: Riverside Community Learning Centre
Riverside provides evening computer courses. It has four staff computers, a database holding learner records, a public website for course bookings and guest Wi-Fi. Recent events include suspicious emails, unexpected pop-ups on a staff PC and periods when the website becomes unavailable. The manager wants you to recommend sensible security controls without disrupting teaching.
	WHAT YOU WILL PRODUCE  A completed threat table, attack classification, protection checklist, five firewall decisions and a short explanation of your choices.





Task A  |  Am I at Risk? (7.1)   |   15 min
Learn the idea
LOOK — Imagine Riverside as a building with locked rooms and important records. A network threat is anything that could harm those records, people or services. To describe a threat, ask TWO different questions: (1) Where did it come from? (2) What could it damage?
	FIRST QUESTION: WHO CAUSED IT?  EXTERNAL = someone outside the centre, such as a stranger on the internet. INTERNAL = someone with legitimate access or direct physical access to equipment, such as a staff member misusing an account.



	Type of harm
	In simple words
	Example at Riverside

	Information theft
	Someone copies data they should not see.
	A learner contact list is copied.

	Identity theft
	Someone uses another person’s identity or credentials.
	A stolen staff account is used.

	Data loss / manipulation
	Records are removed, damaged or changed.
	Attendance totals are altered.

	Disruption of service
	A system becomes unavailable.
	The booking website goes offline.



	THINK → TRY (30 SECONDS)  A stranger steals a staff password and uses it to log in. Is the attacker internal or external? Which TWO types of harm might result? Write your guess before checking.



My guess: Source = _____________________    Possible harms = ______________________________
	WORKED EXAMPLE  An employee changes learner attendance records without permission. Source: internal. Main impact: data manipulation. Notice that SOURCE and IMPACT are different answers.





Task A  |  Apply what you learned
STEP 1: Read. Review each incident below. Identify whether it is mainly an internal or external threat and choose the principal impact from the four types listed above.
	Incident at Riverside
	Internal / external?
	Main impact?

	A1. A stranger emails a fake login page to steal a staff password.
	________________
	______________________

	A2. A staff user deliberately deletes a shared learner spreadsheet.
	________________
	______________________

	A3. Someone outside repeatedly overwhelms the booking website.
	________________
	______________________

	A4. A visitor at a shared desk copies confidential student contact details.
	________________
	______________________



STEP 2: Explain. Choose one incident and explain the consequence for staff, learners or centre operations in 1–2 sentences.
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
STEP 3: Apply. Name one record or service that Riverside should protect first, and say why.
________________________________________________________________________________
________________________________________________________________________________
	PAUSE AND CHECK  Can you explain the difference between an internal threat and an external one without looking back?





Task B  |  Social Engineering and Malware (7.1)   |   18 min
Learn the idea
LOOK — A locked computer can still be vulnerable if someone persuades a person to hand over the key. Social engineering is a trick aimed at a HUMAN decision. The attacker may pretend to be helpful, urgent or authoritative to make a person share information or grant access.
	Name
	How the trick arrives
	Clue to notice

	Phishing
	Usually an email or electronic message
	A fake link asks you to log in urgently.

	Vishing
	A phone or voice call
	A caller requests a code or password.

	Pretexting
	A made-up role or story, in any channel
	“I am your IT technician; let me in.”



	THINK → TRY (30 SECONDS)  You receive a phone call: “I’m from IT. Your account will close unless you tell me the verification code.” Choose the communication method (phishing or vishing), and identify the pretended identity (pretexting).



Method: ______________________    Pretended identity: ______________________________
	WORKED EXAMPLE  “This is the help desk calling. Tell me your password so I can fix your account.” This is vishing (a fraudulent voice call) AND pretexting (pretending to be IT). One incident can fit more than one label.



STEP 1: Identify. Write the best-fitting social engineering label for each situation. Some examples may involve more than one technique.
	Situation
	Type of social engineering

	B1. Email says: “Verify your college account immediately” and links to a fake site.
	_______________________________

	B2. Caller claims to be a bank adviser and requests a one-time login code.
	_______________________________

	B3. Person pretends to be a new IT contractor to gain access to a locked room.
	_______________________________





Task B  |  Malware and practice
Learn the idea (part 2): malware is harmful software
Malware is software designed to do harm. These three names tell us HOW it reaches or spreads between devices. Imagine: a virus needs a host file; a worm can travel on its own; a Trojan hides behind something that appears useful.
	Type
	Picture it
	Key difference

	Virus
	An infected document passes bad code to another file.
	Attaches to or modifies an existing file/program.

	Worm
	One infected machine passes malware to other devices.
	Can spread without attaching to another program.

	Trojan horse
	A “free useful tool” secretly contains harmful software.
	Disguises itself as something legitimate.



	TRY BEFORE MATCHING  A “free PDF converter” installs hidden malware when opened. Is the best name virus, worm or Trojan? What clue tells you?



My answer: ______________________    Clue: _________________________________________
STEP 2: Match. Choose virus, worm or Trojan horse.
	Behaviour
	Your answer

	B4. A fake PDF utility installs a hidden malicious program.
	________________

	B5. Malicious code spreads to other devices without users opening an infected file.
	________________

	B6. An infected document modifies other local files to spread its code.
	________________



STEP 3: Explain. Which of B1–B6 would be most dangerous for learner records? State one reason.
________________________________________________________________________________
________________________________________________________________________________
	REMEMBER  Different attacks can overlap. For this exercise, choose the most direct label and explain your reasoning.





Task C  |  Methods of Attack (7.2)   |   15 min
Learn the idea
LOOK — Not every cyberattack steals files. Some stop a service, some guess login details, and some secretly collect information. Use the WHAT IS HAPPENING clue to identify the likely method.
	Attack
	Everyday picture
	What to look for

	DoS
	One source fills the entrance so no one else can enter.
	One source overwhelms/disrupts a service.

	DDoS
	Many different sources crowd the same entrance at once.
	Multiple devices overwhelm the service.

	Brute force
	Trying many different keys until one opens a lock.
	Many password guesses in succession.

	Spyware
	A hidden observer writes down private details.
	Secret collection of personal information.

	Adware
	Unwanted ads or tracking linked to browsing.
	Advertising and potentially tracking behaviour.

	Botnet / zombie
	One controller directs a group of hijacked devices.
	Compromised devices acting under remote control.



REMEMBER — A DoS/DDoS describes a disruption. A botnet describes the collection of compromised devices that may be used to carry it out. They can appear in the same incident.
	THINK → TRY (30 SECONDS)  A public website receives harmful traffic from 500 hijacked home computers. Write (a) the attack on the website and (b) the name for the group of hijacked devices.



Attack on website: _____________________    Group of devices: _______________________
	WORKED EXAMPLE  Hundreds of compromised PCs flood Riverside’s booking website at the same time. Best answer: DDoS; those devices may form a botnet.





Task C  |  Apply what you learned
STEP 1: Classify. Choose the best label: DoS, DDoS, brute force, spyware, adware or botnet.
	Observation
	Attack/malware category

	C1. One source sends overwhelming traffic to the booking service.
	________________

	C2. Thousands of computers flood the booking service simultaneously.
	________________

	C3. A script rapidly tests many passwords for a staff account.
	________________

	C4. An unwanted program secretly sends account details to another party.
	________________

	C5. Several infected PCs receive instructions from the same controller.
	________________

	C6. Software tracks websites visited to display targeted advertisements.
	________________



STEP 2: Reason. Why is a DDoS attack generally more difficult to stop than a DoS from one source?
________________________________________________________________________________
________________________________________________________________________________
STEP 3: Connect to business. What might happen if students cannot access Riverside’s booking website for a day?
________________________________________________________________________________
________________________________________________________________________________


Task D  |  How Can I Protect My Network? (7.3)   |   15 min
Learn the idea
LOOK — Imagine securing the learning centre as protecting a home. You repair broken locks (patches), check for unwanted visitors (antivirus), filter suspicious post (antispam), and control the door (firewall). No single tool stops every problem, so protections work together.
	Tool / habit
	What it does
	When Riverside should use it

	Patch / update
	A patch fixes a specific defect; updates may add fixes and features.
	A program has a known security weakness.

	Antivirus / antimalware
	Detects and helps remove malicious programs.
	A device behaves strangely or files may be infected.

	Antispam
	Filters unwanted/suspicious messages.
	Staff get many suspicious emails.

	Antispyware
	Finds/removes unwanted data-collecting programs.
	Unexpected tracking or spyware is suspected.

	Firewall
	Controls traffic using network rules.
	Unexpected devices try to connect to staff systems.



HOW TO CHOOSE — Step 1: Identify the symptom. Step 2: Choose a control that addresses that symptom. Step 3: Add a supporting action, such as reporting to IT, updating, or training staff.
	THINK → TRY (30 SECONDS)  A staff member reports (i) missed software security fixes and (ii) repeated fake password-reset emails. Which TWO controls address these different problems?



For (i): __________________________    For (ii): _______________________________
	WORKED EXAMPLE  The office computer has a known software vulnerability. First action: install the approved security patch/update; then confirm it installed successfully.





Task D  |  Apply what you learned
STEP 1: Recommend. For each problem, select the best FIRST control, then add one sensible supporting action.
	Problem
	Best first control
	Supporting action

	D1. Suspicious messages fill staff inboxes.
	________________
	________________

	D2. Operating systems have missed security fixes.
	________________
	________________

	D3. Staff PC displays unexpected pop-ups and behaves strangely.
	________________
	________________

	D4. Unknown inbound internet traffic reaches a staff device.
	________________
	________________



STEP 2: Explain. A staff computer becomes very slow and unfamiliar programs appear. Name two possible infection indicators discussed in the lecture.
________________________________________________________________________________
________________________________________________________________________________
STEP 3: Prioritise. Riverside can take only two actions today. Which would you choose and why? There is more than one reasonable answer.
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
	DO NOT DO THIS  Never deliberately open malware, click suspicious links or turn off protective controls for this activity.





Task E  |  How Do Firewalls Protect Networks? (7.4)   |   25 min
Learn the idea
LOOK — Think of a firewall as a security desk at a building entrance. It follows rules about WHO is coming, WHERE they want to go and WHICH service they need. A rule might allow visitors into a public reception area but not a locked records room.
	Term
	Easy explanation
	Riverside example

	Firewall
	Checks network traffic and applies allow/block rules.
	Allow website visits; block access to learner records.

	DMZ
	Separate network area for public-facing services.
	Put the booking website away from staff PCs.

	Port forwarding
	A specific permitted incoming service is directed to a specific device.
	Forward HTTPS (443) only to the public web server.

	Port triggering
	A temporary incoming mapping opens following a particular outbound connection.
	An authorised application opens a temporary connection.



DECISION RECIPE — (1) Who is connecting? (internet, staff or guest); (2) What do they need? (public site or private database); (3) Should that exact service be reachable? Allow only what is necessary.
	THINK → TRY (30 SECONDS)  Two people connect from the internet. Person A opens the public course website using HTTPS. Person B tries to open the private learner database. Which should be allowed? Which blocked? Explain in a few words.



A: ________________   B: ________________   Because: ______________________________
	WORKED EXAMPLE  Riverside wants people to reach its public course website. Policy: ALLOW Internet → public web server in the DMZ → HTTPS (TCP 443). Do not allow Internet → learner records database.



A simple network layout
 INTERNET  →  FIREWALL  →  PUBLIC WEB SERVER (DMZ)
                               ↘  STAFF NETWORK → LEARNER DATABASE
                               ↘  GUEST WI-FI (separate)
This is a conceptual diagram for planning rules, not a physical wiring diagram. Only services explicitly needed by the business should be reachable.


Task E  |  Apply firewall rules
STEP 1: Choose. Mark ALLOW or BLOCK for each proposed traffic request and give a short reason.
	Traffic request
	Allow or block?
	Why?

	E1. Internet → public website, HTTPS (443)
	__________
	________________________

	E2. Internet → learner database, database service
	__________
	________________________

	E3. Guest Wi-Fi → staff learner database
	__________
	________________________

	E4. Staff PC → public website, HTTPS (443)
	__________
	________________________

	E5. Unknown internet user → staff PC, remote admin access
	__________
	________________________



STEP 2: Explain. In your own words, why is publishing the website through a DMZ safer than exposing the entire staff network?
________________________________________________________________________________
________________________________________________________________________________
STEP 3: Compare. How is a carefully scoped port-forwarding rule different from exposing a device broadly through a router DMZ setting?
________________________________________________________________________________
________________________________________________________________________________


Task F  |  Safe Inspection, Reflection and Self-Check   |   15 min
Optional practical: inspect, do not change
If your computer and organisational policy permit, inspect your current firewall status. You do NOT need administrator access and must NOT change any rules, open ports, disable protections or access other people’s devices.
STEP 1: Find. Windows: open Settings → Privacy & security → Windows Security → Firewall & network protection (menu wording varies). macOS: System Settings → Network → Firewall.
STEP 2: Observe. Record whether the firewall is shown as enabled, or write “not accessible” if the device is managed and you cannot view it.
Observed status: ______________________________________________________________
STEP 3: Reflect. Write one sentence explaining why an organisation might restrict who can change firewall rules.
________________________________________________________________________________
________________________________________________________________________________
Quick self-check (circle one answer)
	Question
	A
	B
	C

	F1. What tries lots of passwords?
	Worm
	Brute force
	Patch

	F2. What is a deceptive phone call?
	Vishing
	Adware
	DDoS

	F3. A Trojan horse usually...
	Looks legitimate
	Needs no file
	Is a firewall

	F4. What fixes a software security defect?
	Spyware
	Patch
	Botnet

	F5. Many machines flooding one site is...
	DDoS
	Single-source DoS
	Pretexting

	F6. Where should a public-facing server be isolated?
	Staff database
	Guest laptop
	DMZ



Final reflection
Complete: “The biggest risk to Riverside is __________ because __________. My first security recommendation is __________.”
________________________________________________________________________________
________________________________________________________________________________
	FINISH LINE  Your submission is Tasks A–F. Use the next pages only to check and improve your answers. If you got a question wrong, write a correction and explain why.


Source: UWTSD Networking Essentials, Chapter 7 lecture (sections 7.1–7.4). Additional Riverside scenario and questions are fictional learning activities developed from the lecture.



Answer guide  |  Tasks A–C
SELF-CHECK ANSWERS – LOOK ONLY AFTER COMPLETING
These are model answers. For explanation questions, other well-justified responses are acceptable. The answer guide is intended to support independent checking, not copying.
Learn the idea: mini-check answers (A–C)
A: EXTERNAL (the attacker is a stranger). Possible consequences include identity misuse and information theft. B: VISHING is the call; PRETEXTING is the false IT identity. The fake PDF tool is a TROJAN, because it pretends to be helpful. C: DDoS affects the website; BOTNET describes the group of compromised computers.
Task A: Network risks
	Item
	Suggested answer

	A1
	External; information theft or identity theft (password misuse).

	A2
	Internal; data loss/manipulation.

	A3
	External; disruption of service.

	A4
	Physical/internal-access threat; information theft.

	A2/A3 reflection
	Example: altered records can affect attendance evidence; downtime stops students booking courses.



Task B: Social engineering and malware
	Item
	Suggested answer and reason

	B1
	Phishing – deceptive email directs user to a fake login site.

	B2
	Vishing – voice call asks for a security code; pretexting may also be involved.

	B3
	Pretexting – false identity (IT contractor) used to gain access.

	B4
	Trojan horse – harmful program disguised as a useful PDF tool.

	B5
	Worm – spreads between systems without attaching to another program.

	B6
	Virus – spreads by changing/infecting other files.



Task C: Attack methods
	Item
	Suggested answer

	C1
	DoS

	C2
	DDoS

	C3
	Brute force

	C4
	Spyware

	C5
	Botnet

	C6
	Adware



Reasoning: DDoS traffic originates from many devices, making it harder to block with a single-source rule. A booking outage may cause lost enrolments, disruption and loss of trust.
Answer guide  |  Tasks D–F
SELF-CHECK ANSWERS – IMPROVE YOUR EXPLANATIONS
Learn the idea: mini-check answers (D–E)
D: Security PATCHES/UPDATES address missed fixes; ANTISPAM addresses fake messages. E: ALLOW the public HTTPS request and BLOCK direct internet access to the private database; the services have different purposes and sensitivity.
Task D: Choose controls
	Item
	Example first control
	Supporting action

	D1
	Antispam filter
	Train staff to report suspicious messages.

	D2
	Security patches/updates
	Check update status and schedule maintenance.

	D3
	Antimalware / antispyware scan
	Isolate affected device and notify authorised IT support.

	D4
	Firewall rules
	Restrict access to required services and review logs.



Possible infection indicators: unusually high CPU usage, freezing, unexpected programs opening/closing, unknown processes, frequent crashes or very slow response. Priorities should be justified by likelihood, harm and ease of action.
Task E: Firewall policy
	Item
	Suggested decision
	Reason

	E1
	ALLOW
	Public website needs HTTPS access.

	E2
	BLOCK
	Confidential learner database should not be directly reachable from the Internet.

	E3
	BLOCK
	Guests are not authorised to reach staff records.

	E4
	ALLOW
	Staff may browse the public site over HTTPS.

	E5
	BLOCK
	Unsolicited remote administration to staff PCs is risky.



DMZ explanation: a public server is placed in a separately controlled network area; the firewall can limit access between that server and private staff systems. Port forwarding should expose only an authorised service and port, whereas broadly exposing a device increases the services reachable from outside.
Task F: Quick self-check
F1 B (brute force)     F2 A (vishing)     F3 A (looks legitimate)     F4 B (patch)     F5 A (DDoS)     F6 C (DMZ)
	BEFORE YOU FINISH  Explain one concept you initially misunderstood and write the corrected explanation in your own words.



________________________________________________________________________________
________________________________________________________________________________
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