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This report details the setup of a custom-built desktop computer for a work-from-home environment. It is capable of running design and simulation software and other general business applications. 
The second section examines cybersecurity risks and develops mitigation strategies and an incident response plan. 
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An electrical engineer is transitioning to a work-from-home environment, and they require a robust desktop computer capable of handling the following engineering (e.g. design and simulation) tasks efficiently: 
· SolidWorks Electrical 
· x86_64 Processor
· >16GB RAM
· SSD Drive Recommended [1].
· Pspice (integrated into OrCAD X) 
· 64-bit capable CPU chip.
· 8GB RAM 
· Recommended 500GB free disk space.
· 1024x768 resolution
· Dedicated graphics card [2].
· LabVIEW Software
· Pentium 4G1 or later/equivalent (64-bit).
· 1024x768 resolution
· 5GB disk space
· 16-bit colour graphics [3].
· MS365 (covering report writing, presentations, budget preparation, online video conference meetings and security software) 
· Windows 10/11
· 4GB RAM
· 4GB free disk space
· 1280x768 resolution
· Graphics – Direct X9 or later, with WDDM [4].
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[bookmark: _Hlk195267893]1.1. Asus PRIME B650M-A WIFI II
1.1.1. AM5 Socket – compatible with selected CPU, ensure to update BIOS with BIOS flashback button.
1.1.2. 4xDIMM max – 2 spare slots allowing for future memory upgrades.
1.1.3. 128GB Max Memory Supported – allowing for upgrades.
1.1.4. PCIe Graphics Card Interface – meets specs required for modern graphics card.

[bookmark: _Toc195270750]2.0. CPU

2.1. AMD Ryzen 7 7800X3D – compatible with selected motherboard
2.1.1. X3D ideal for CAD as helps with memory access.
2.1.2. Cheaper option compared to the latest AMD CPU as did not need this capability.
2.2. be quiet! Pure Rock Pro 3 59.6CFM CPU Cooler
2.2.1. 14-34.8dB

3.0 [bookmark: _Toc195270751]. RAM

3.1. 16GB+8GB+4GB+4GB=32GB= RAM Requirement from Software
3.2. Roughly 30-40% of RAM is used to run just the Windows OS and other background processes [5].
3.3. Minimum 64GB of RAM needed.
3.3.1. 64GBx40%=25.6GB+32GB=57.6GB used if everything was running.
3.4. Crucial Pro Overclocking 64 GB (2x32 GB) DDR5-6400 CL40 Memory
3.4.1. Dual channel configuration uses both memory channels and doubles the bandwidth [6].
3.4.2. Alter the mega transfers from the JDEC specification of 4800(MT) to the RAMs XMP profile (6400).

[bookmark: _Toc195270752]4.0. Storage

4.1. 500GB+5GB+4GB=509GB minimum free disk space.
4.2. Kingston NV3 1 TB SSD x2
4.2.1. To run in RAID1 as a backup in case one drive fails [7].
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5.1. Motherboard has:
5.1.1. 1xVGA, 1xHDMI, 1xDisplayPort, 1xPS/2, 4xUSB2.0, 4xUSB3.2, 1x2.5GB Ethernet, 3xAudioJacks

[bookmark: _Toc195270754]6.0. Graphics Card

6.1. Asus DUAL EVO OC GeForce RTX 4060 8 GB
6.1.1. Run wires directly to monitors using HDMI.
6.1.2. Supports up to 4 displays.
6.1.3. Ray tracing provides higher quality rendering.

[bookmark: _Toc195270755]7.0. Case

7.1. be quiet! PURE BASE 501 Airflow Window
7.1.1. Fits all components and is on the cheaper side.
7.1.2. Airflow for extra dissipation of heat. 
7.2. 3x Case Fans to ensure components don’t overheat.
7.2.1. Low decibels

[bookmark: _Toc195270756]8.0. Power Supply

8.1. 450W estimated.
8.2. Corsair RM750e 750W 80+ Gold Certified Fully Modular ATX

[bookmark: _Toc195270757]9.0. Network Connectivity

9.1. Motherboard has 2.5Gb Ethernet, WiFi6 – allowing for no network card.

[bookmark: _Toc195270758]10.0. Peripheral Devices

10.1. ViewSonic VX2418C 24.0" 1920x1080 Monitor.
10.1.1. x2 for ease-of-use.
10.2. Logitech MK345 Wireless Keyboard and Mouse & GOJI Mouse Mat
10.2.1. Ergonomic
10.3. JBL Quantum 100 – cheapest for comfort in long conference calls.
10.4. Asus Webcam C3

[bookmark: _Toc195270759]11.0. Required Software

11.1. CD Key for Windows 11 Pro Retail
11.1.1. Key more cost effective than download.
11.1.2. Pro version has more capabilities for business uses.

[bookmark: _Toc195270760]Shopping List

	Component
	Component Name
	Specification
	Price
	Image

	CPU
	AMD Ryzen 7 7800X3D 
	4.2GHz, 8-Core 
	£369.00
	[image: ]
[bookmark: _Toc195270773]Figure 1: Ryzen 7 7800X3D [8]

	CPU Cooler
	be quiet! Pure Rock Pro 3
	59.6CFM 
	£37.99
	[image: ]
[bookmark: _Toc195270774]Figure 2: CPU Cooler [9]

	Motherboard
	Asus PRIME B650M-A WIFI II
	AM5
	£129.98
	[image: ]
[bookmark: _Toc195270775]Figure 3: ASUS PRIME B650M-A [10]

	Memory (RAM)
	Crucial Pro Overclocking 64GB
	2x32GB, DDR5-6400 CL40 
	£169.98
	[image: ]
[bookmark: _Toc195270776]Figure 4: Crucial 64GB [11]

	Storage
	Kingston NV3 1TB
	M.2-2280 PCIe 4.0 X4 NVME SSD
	£51.95
x2
	[image: ]
[bookmark: _Toc195270777]Figure 5: Kingston 1TB [12]

	Graphics/Video Card
	Asus DUAL EVO GeForce RTX 4060
	8GB 
	£279.00
	[image: ]
[bookmark: _Toc195270778]Figure 6: Asus DUAL EVO GeForce RTX4060 [13]

	Case
	be quiet! Pure Base 501 Airflow
	ATX Mid Tower Case
	£89.99
	[image: ]
[bookmark: _Toc195270779]Figure 7: be quiet! Case [14]

	Case Fan
	be quiet! Pure Wings 3
	49.9CFM 120mm
	£9.95
x3
	[image: ]
[bookmark: _Toc195270780]Figure 8: 120mm Fan [15]

	Case Fan
	be quiet! Pure Wings 3
	57.4CFM 140mm
	£9.95
	[image: ]
[bookmark: _Toc195270781]Figure 9: 140mm Fan [16]

	Power Supply
	Corsair RM750e (2023) 
	750W 80+ Gold Certified Fully Modular ATX
	£89.99
	[image: ]
[bookmark: _Toc195270782]Figure 10: Corsair RM750e [17]

	Peripheral Devices
	ViewSonic VX2418C 24.0”
	1920x1080 165Hz 
	£89.97
x2

	[image: ]
[bookmark: _Toc195270783]Figure 11: VX2418C 24.0" [18]

	Peripheral Devices
	Logitech MK345
	Wireless
	£29.99
	[image: ]
[bookmark: _Toc195270784]Figure 12: Logitech MK345 [19]

	Peripheral Devices
	JBL Quantum 100
	Headset
	£18.74
	[image: ]
[bookmark: _Toc195270785]Figure 13: JBL Headset [20]

	Peripheral Devices
	Asus Webcam C3
	1080p 30fps
	£32.04
	[image: ]
[bookmark: _Toc195270786]Figure 14: Asus Webcam [21]

	Peripheral Devices
	GOJI Ergonomic Mouse Mat
	Non-Slip
	£8.99
	[image: ]
[bookmark: _Toc195270787]Figure 15: Ergonomic Mat [22]

	Software (Operating System)
	Windows 11 Pro
	Cd Key Retail
	£8.63
	[image: ]
[bookmark: _Toc195270788]Figure 16: Windows 11 Pro [23]

	TOTAL:
	£1587.96



PCPartpicker was used to determine compatibility between all components of the desktop computer [24]. A cheaper headset was picked than the one in the link and a Cd Key was found for Windows 11 Pro Retail as this is more cost-effective.

[bookmark: _Toc195270761]2: Cyber Security – Risks and Strategies

[bookmark: _Toc195270762]Cybersecurity Risks and Their Impact

Recent audits have identified several risks (and their impact) across areas of the company. These risks are prioritised based on their potential impact and likelihood before any mitigation steps are implemented (1=most impact):
1. Limited cyber security training among employees.
Having already resulted in occasional instances of phishing and social engineering attacks, it could lead to unauthorised access to sensitive information and systems. 
Without proper training, employees pose a serious threat to the company as human error remains the weakest link in cybersecurity, 98% of cyber-attacks rely on social engineering, with phishing accounting for 70% all social engineering attacks [25]. This issue has a high likelihood and can have a serious impact on the company’s operations and customer data. 
2. Some devices used in the company have outdated firmware and default passwords.
Outdated firmware can have security gaps and can make the company susceptible to cyber-attacks and other risks including ransomware, data breaches, data loss, malware and IoT vulnerabilities [26]. Issues may also arise with new security technologies not being compatible, and regulations not being met [26].
This risk would have a significant impact on the company if exploited. Cyber-criminals can actively scan for vulnerable devices and exploit them using known vulnerabilities [27]. Default passwords are also easier for hackers to guess, meaning that it is more likely they will gain access to sensitive information they can use for ransom or to disrupt the system.
3. Company’s network is vulnerable due to outdated firewall configurations.
This allows unauthorised access to the network and systems therefore increasing the risk of ransomware attacks and data theft, which could lead to loss of customer confidence. Outdated firewalls may be more likely to crash and need rebooting, leading to periods of decreased security [28]. 
Outdated firewall configurations still pose a huge risk to the company – e.g. Denial-of-Service and Distributed-Denial-of-Service attacks could lead to downtime and are very common. 
4. Company sources components from international suppliers, some of which lack robust cyber security practices.
Increases the risk of introducing vulnerabilities into the manufacturing process, it could lead to supply chain threats such as ransomware attacks, security breaches, malware infection, process disruptions and intellectual property theft. Cybercriminals can also claim to be a known retailer and request a change to the payment process – also known as supplier fraud [29].
Although this risk could halt manufacturing processes and possibly grant access to cybercriminals, when comparing it to the other risks identified, it is less likely to happen if nothing has been implemented to mitigate the above-mentioned risks. 
[bookmark: _Toc195270763]Cybersecurity Mitigation Strategy 

After security measures have been implemented the risks have been re-prioritised based on their potential impact and likelihood:
1. Company’s network is vulnerable due to outdated firewall configurations.
1.1. Schedule Regular Updates and Patches – when firewalls reach their end-of-life ensure to upgrade to keep up-to-date with the latest security features [30]. 
1.2. Conduct Regular Security Audits – These can reveal any vulnerabilities, meaning the company can address these quickly [30]. 
1.3. Implement Network Segmentation – If a breach has occurred, it can contain the impact as it will limit how far the cybercriminal can penetrate [30].
Denial-of-Service and DDOS attacks are increasingly popular, on average, Microsoft mitigates 1700 DDOS attacks daily [31].
2. Limited cyber security training among employees.
2.1. Regular Cyber-Security Training – Including social engineering and phishing examples. Also, encourage employees to not write passwords down or share them.
2.2. Blocking Unsecured Websites.
Organisations with regular cyber-security training reduce phishing success by 60%, however human error is still responsible for 82% of data breaches [25].
3. Company sources components from international suppliers, some of which lack robust cyber security practices.
3.1. Third-Party Risk Assessments – Implement a regular third-party risk assessment schedule which will uncover third-party security risks before cyber criminals exploit them [29].
3.2. Data Encryption – This can be used to minimise the value of sensitive data in the event of a third-party breach [29].
3.3. Incident Response Planning – Responses should be designed for specific scenarios to minimise the impact on the company if an attack occurs. These responses should be updated and tested routinely [29].
4. Some devices used in the company have outdated firmware and default passwords.
4.1. Update All Firmware and Software – as soon as updates are released. 
4.2. Install Anti-Virus Software – to constantly watch over and scan all devices and alert when there is a vulnerability [26]. And update the license yearly.
4.3. Reset All Default Passwords – to stronger ones and implement multi-factor authentication for employee sign-ins.
[bookmark: _Toc195270764]Incident Response Plan

[bookmark: _Toc195270765]Preparation

Recent audits have determined the risks and mitigation steps have been implemented for each of these. The risks have been re-prioritised based on their potential impact and likelihood, so the company’s security team can monitor the weaknesses. 
The company should also keep a backup copy of all data on a network attached storage that makes a backup once a day, so in the case of a ransomware or malware attack, they can restore data easily. 
This stage of the response plan should regularly be visited to make improvements to policies, procedures, and systems as well as conduct updates when technologies change [32].
[bookmark: _Toc195270766]Threat Identification

Once an incident is identified the security team must investigate and document findings regarding the type of attack, the source of the breach, and the cybercriminals goals. The team must also inform any stakeholders/customers of the attack and communicate their planned next steps [32].
[bookmark: _Toc195270767]Threat Containment

The security team must then contain the threat swiftly, possibly by using the companies network segmentation, where it can limit how far the cybercriminal can penetrate. The team should isolate applications/systems that are under attack from the rest of the company’s networks [32].
[bookmark: _Toc195270768]Threat Elimination

Once the attacker has been contained, the security team must remove the attacker and any malware or viruses from the affected systems and files. The team must also keep stakeholders/customers informed of the progress and if any information has been leaked [32].
[bookmark: _Toc195270769]Recovery and Restoration

Once the threat has been removed, the security team must restore systems, recover data from backup, and monitor the affected network/system/application to ensure the cybercriminal doesn’t return – this step could take several hours.
[bookmark: _Toc195270770]Feedback and Refinement

Once the incident is concluded, the security team and other parties (privacy experts, lawyers and business decision makers) should review what happened, record ant lessons that have been learnt and identify any improvements that can be made to the company’s defences [32].

[bookmark: _Toc195270771]Conclusion

The desktop computer setup could have been a little cheaper, but the components chosen allow for future upgrades and smooth running of all design, simulation, and other business applications. MS365 professional was a beneficial choice as it includes professional tools for report writing, presentations, budget preparation, as well as Microsoft Defender to protect against cybersecurity threats.
Following this, the risks to the company were evaluated and mitigation steps were executed. The risks were then reranked into which could be a weakness even with mitigation strategies in place. The incident response plan was very brief, and the company and security team should review this and create responses based on the company’s weaknesses and for different types of attacks that may occur.
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