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Introduction

This report is the continuation of Coursework 1. In this Coursework 2, we will explore
different steps needed to configure, secure and manage a virtualized network environment.
We will therefore understand key concepts such as VPN,DHCP, remote access and more. The
aim of this courswork is to develop a robust and secure network infrastructure that is fully
operational.



I- Swansea Network

A- Initial Connectivity Verification ( Coursework 1)

Before implementing the new services, it may be useful to highlight that all systems are
connected to the corresponding systems they are meant to communicate with. All ping tests
were successfully completed thanks to the configurations made in Coursework 1.

[&s] Command Prompt
C:\Users\Nour>ping 1.1.1.1

Pinging 1.1.1.1 with 32 bytes of data:

Reply from : bytes=32 time=9ms TTL=50
Reply from : bytes=32 time=16ms TTL=560
Reply from : bytes=32 time=16ms TTL=50

1.1.1.
1.1.1.
1.1.1.

Ping statistics for 1.1.1.1:
Packets: Sent = 3, Received = 3, Lost = @ (8% los

s),

Approximate round trip times in milli-seconds:
Minimum = 9ms, Maximum = 16ms, Average = 9ms

Control-C

LY o

&% Command Prompt X e 67

Pinging 86.24.33.1 with 32 bytes of data:
Request timed out.

Ping statistics for 86.24.33.1:
Packets: Sent = 1, Received = 0, Lost =

1 (100% lo
C:\Users\Nour>ping 86.24.33.2

Pinging 86.24.33.2 with 32 bytes of data:
Request timed out.

Ping statistics for 86.24.33.2:
Packets: Sent = 1, Received = @, Lost = 1 (100% lo

C:\Users\Nour>ping 86.24.33.1

- .‘= Q Search

Command Prompt

C:\Users\Nour>ping 192.168.16.1

Pinging 192.168.10.1 with 32 bytes of data:
Reply from 192.168.10.1: bytes=32 time<lms
Reply from 192.168.10.1: bytes=32 time<lms
Reply from 192.168.10.1: bytes=32 time<lms
Reply from 192.168.10.1: bytes=32 time=1ms

TTL=128
TTL=128
TTL=128
TTL=128

Ping statistics for 192.168.10.1:
Packets: Sent = 4, Received = 4, Lost =
s),
Approximate round trip times in milli-seconds:
Minimum = O@ms, Maximum = 1lms, Average = Oms

0 (0% los

C:\Users\Nour>

Command Prompt aF

Microsoft Windows [Version 10.0.26100.3194]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Nour>ping 172.22.30.10

Pinging 172.22.360.10 with 32 bytes of data:
Request timed out.

Ping statistics for 172.22.30.160:
Packets: Sent = 1, Received = ©, Lost = 1 (100% 1
0ss),
Control-C
A
C:\Users\Nour>

= 20141
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Figl : Pinging from Windows 11



Fig2 : Pinging from Windows 2022

o]

Mouse integraton

Auto capture keyboard

ximate r
inimum =

Administrator

yministrator: Command Prompt

159PM
e here to search

202025

[o[op!

i G @ Brortcr

25
14°C Mostly doudy A @ T2 dx ENG o0 o0 Q

o B8R
Mouse ntegraton

Auto capture keyboard

@ pir
nitted

B oh@o BRgEErmc

/ m 2
in,uehs's'osed‘ @ o5 = omag v v Eamings upcoming A & £ dx ENG ;05




Fig4 : Pinging from Ubuntu

1 nour@ubuntu-cardiff: ~

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

$ ping 172.22.30.1

PING 172.22.30.1 (172.22.30.1) 56(84) bytes of data.
64 bytes from 172.22.30.1: icmp_seq=1 ttl=64 time=1.21 ms
(&
---172.22.30.1 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 1.211/1.211/1.211/0.6000 ms

:-$ ping 86.24.33.1
ping: connect: Network is unreachable

: ping 192.168.10.10
ping: connect: Network is unreachable

ping 192.168.10.1

ping: connect: Network is unreachable

N |




B- Configuring Firewall Rules to Enable ICMP Traftfic

Fig5 : Firewall Rules Reactivated LAN
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We configured a rule that allows ICMP traffic between specific IP addresses only. This rule
applies to the local host with IP address 192.168.10.1 and permits ICMP communication
exclusively with the remote IP address 192.168.10.254. This configuration ensures that only
trusted devices within the LAN can exchange ping request, which increase security by
restricting ICMP access. We configured the same thing whithin the WAN.
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Fig6 : Firewall Rules Reactivated WAN

After that, we configured the Internet because our servers didn’t have access to Internet, due
to the failure of ping responses from 1.1.1.1



C- DNS

Then, I configured DNS as it allows computers to resolve domain names into IP addresses.
That enables communication between device and domain services.

The configuration of this screenshot bellow restricts the DNS service to listen only on the IP
address configured, rather than all available IP addresses.

This ensures that only authorized machines can query the DNS server, which is useful as it
limits the DNS service to specific interfaces for security.

R Serve o
@ ~ | Server Manager, * Remote Access (@1 F Mamage Took View e
g . ' I
i& Dashboar( 2 DNS Manage ' — ]
B LlocalServ file Action View Help | s-dcnouracca Properties ? X
ii All Servers vallc qQ =
e L ol J ‘ = ﬁ‘ = ‘ Debug Logging Event Logging Monitoring Security
I§! AD DS £, DNS Interfaces Forwarders Advanced Root Hints atus DNSSEC Status
] v 7 s-dcnouracca ) .
18 pHcp d F dlsokinZ Select the IP addresses that will serve DNS requests. The server can listen pnning Not Signed
S DNS N SOTWaIC EQOXUD ZONV for DNS queries on all IP addresses defined for this computer, or you can unning Not Signed |
= _| Reverse Lookup Zong limit it to selected IP addresses. 41
ii File and S _| Trust Points Lt
o ([ _| Conditional Forwardg i
© (O Al IP addresses
=l Remote Al (@ Only the following IP addresses: TASKS ¥
@ Remote D IP address:
-~
[] fe80::51b3:18b0:b638:c94b -
[] 8624331
[ fe80::4cb:deda:5277:1fa5
[J 10024
[ fe80::d08¢:3176:d975:297d
192.168.10.1
Cancel Apply Help
>
SERVICES
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Fig7 : DNS Server IP Address Configuration
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Fig9 : Configuring DNS Forwarders for External in DNS Manger



D- Active Directory Domain Services Setup

Then, I installed the Active Directory Domain Services (AD DS) role to the server using
Server Manager. The required features for AD DS were pre-selected automatically during the
setup process.

Then, in the same way we installed the AD DS, we install the DNS role.

= Tools  View  Help
[ Add Roles and Features Wizard

% Daj + g : DESTINATION SERVER
DL [nstallation progress o
i Lo
i Al View installation progress
i pH @ Feetureinstaliation
i3 Fild
i@ s arted on s-dc
gﬁ Rel Active Directory Domain Services

Remote Server Administration Tools

Role Administration Tools
[ rests gy
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center Hide
AD DS Snap-Ins and Command-Line Tools
_ You can close this wizard without interrupting running tasks. View task progress or open this
2 page again by clicking Notifications in the command bar, and then Task Details.
Export configuration settings

Services Performance

Performance BPA results

BPA results

] -§- Y 2:48 PM
H L Type here to search - B d% 2002005 =

Figl0 : AD DS Installation Progress
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Figll : Forest Configuration

This step is crucial for our project because it creates a forest that is the foundation of our
Active Directory environment. Without the creation of the forest, we would not be able to
implement domain services, group policies, and establish trust between the different part of
our network.



A Post-deployment Configura... |
1 ]

Configuration required for Active Directory Domain
Services at S-DC

Promote this server to a domain controller

Figl2:
Promote Server to Domain Controller



E- DHCP

The DHCP ( Dynamic Host Configuration Protocol) allows the server to automatically assign
IP addresses and other network configuration parameters to client devices.

P

& Add Roles and Features Wizard - m] X

age Tools View

DESTINATION SERVER

Select server roles s

Select one or more roles to install on the selected server.

Roles Description

[] Active Directory Certificate Services Dynamic Host Configuration

[ Active Directory Domain Services Protocol (DHCP).Server enables you
[] Active Directory Federation Services to centrally configure, manage, and
[C] Active Directory Lightweight Directory Services P\'OVIde.tempora‘ry P add.resses and
[C] Active Directory Rights Management Services related information for client

[[] Device Health Attestation computers.

[C] DNS Server

[] Fax Server

[m] File and Storage Services (1 of 12 installed)

[[] Host Guardian Service

[ Hyper-v

[C] Network Policy and Access Services

[C] Print and Document Services

[C] Remote Access

[[] Remote Desktop Services

[[] Volume Activation Services

[C] Web Server (IS)

[] Windows Deployment Services

[] Windows Server Update Services

Hide

Events Events

Performance Services
BPA results Performance
BPA results

: = 5:54 PM
E AL Type here to search & e 30005 M

Fig13 : DHCP Installation



v @ | [rA Manage Tools View Help
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v
i
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Length: 244
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Figl4: IP addresses Configuration

This screenshot bellows illustrates the [P Address Range configuration step. The administrator
is specifying the range of IP addresses that the DHCP server will allocate to client devices.

The DHCP server will automatically allocate IP addresses to client machines within the range
of 192.168.10.10 to 192.168.10.100 on the network.



After completing the configuration, the client was tested to verify that it successfullyobtained
an IP address from the DHCP server.

By using the ipconfig command, we verified that the client received an IP address whithin the
specified range, along with the appropriate subnet mask and default gateway.

Learn about
this picture

3] C:\WINDOWS\system32\cmd. X

Microsoft Windows [Version 10.0.26100.3775]
(c) Microsoft Corporation. ALl rights reserved.

C:\Users\n.almutwaly>ipconfig

' Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Link-local IPv6 Address : feB80::5985:5107:38ed: fd5e%6
IPvl Address : 192.168.10.10

Subnet Mask : 255.255.255.60

Default Gateway : 192.168.160.1

C:\Users\n.almutwaly>

16°C am
Cloudy ||

| = 18:28
L m - c u > A L) l;? Q))) 11/05/2025

Figl15: DHCP Confirmation



A- Remote access and Services

Then, The Routing and Remote Access was configured to enables secure communication and
between Swansea and Cardiff networks through secure VPN connections.

Server Manager * Remote Access @1V Menage ool view e

E Routing and Remote Access
I8%8 Dashboard | File Action View Help
Local Server @ = | Z1 | K E 6| H =

% Server Status

i§ ADDs
_ 5 $-DC (local) Routing and Remote Access Is A
{8 DHcP Configured on This Server
% DNS This server has already been configured using the Routing and
Y Remote Access Server Setup Wizard. To make changes to the
g File and Sto current configuration, select an item in the console tree, and then
- on the Action menu, click Properties.
| CHIN

=1 Remote Acc ﬁsiKsi:

@ Remote Des

Enable DirectAccess on this Server v

You are currently using only VPN for providing remote access to
your clients. You can use rich remote access experience based on
DirectAccess by enabling DirectAccess on this server. Using
DirectAccess, your domain-joined clients can seamlessly connect
to your corporate network. To enable DirectAccess on this server,
you can run the "Enable DirectAccess" wizard by selecting the
"Enable DirectAccess..." option on the action pane on the right or
on right-clicking the machine node on the left.

Done
S-DC 20111 Error RemoteAccess System 5/11/2025 2:04:05 PM
S-DC 20111 Error RemoteAccess System 5/11/2025 2:02:03 PM
S-DC 20111 Error RemoteAccess Svstem 5/11/2025 2:00:08 PM
SERVICES

All services | 9 total iﬁSKS >

' ‘ ; - 223PM
H L Type here to search ERM g5



The screenshot bellow illustrates the illustration of a static route in the Routing and Remote
Access Service. It ensures that traffic destined for the 172.22.30.0 is correctly rououted
through the specified interface.

| P Windows Defender Fire t O
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_ﬂ_— Network Interfaces i . . . etwork. Specify the ted
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Figl6: Static Route Configuration Swansea to Cardiff in Routing and Remote Access
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E- Default Gateway

The Default Gateway was then installed, as it allows devices on a local network to
communicate with devices outside that network.

v @ I FA Manage Tools View Help

New Scope Wizard
File Router (Default Gateway)
E Dasht You can specify the routers, or default gateways, to be distributed by this scope. TASKS ¥ |
z @ ;
B Local | More.. X
= D
BE AllS ? j To add an IP address for a router used by clients, enter the address below.
s v
N IP address:
o P& & »
g Filea Last Update Windows Activation
192.168.10.1
Q hrted  3/20/2025 6:01:55 PM  Not activated
< r |
TASKS ¥
< Back Next > Cancel 1
Filter P By @\ v
Server Name ID Severity Source Llog Date ar:c Time i
. 6:09 PM
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Figl7: Default Gateway



F- VPN

Then we configured the VPN that creates a secure tunnel between the Cardiff and Swansea
sites over the Internet.

n 9 0 ere € ewa t Ced >ec |8 e
File Actidy View Help
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¥ Core Networkina - IPHTTPS (TCP-In) Care Networkina All Ves Allow 2
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Fig18: VPN Connection Type Configuration
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Fig19: VPN Configuration
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Fig20: Set to Persistent Connexion between Swansea and Cardiff

This screenshot confirms that the VPN has been configured with a constant connection
between the Cardiff and Swansea networks.



G- Creation of new user

& Server Manage N s
Server Manager * Dashboard @ |V Monage Tools  view Hep

New Object - User X

i
i Local Seré

ii All Server—| ; Createin:  nour.acca/Users
3 = € on ~
RADDS ccount for ad...
fi DHCP M First name: ‘Nour l Initials: ‘ ‘ s in this group c...
:% DNS Last name: lN Mutwaly l i thrs el
— s of this group t...
W§ File and Full name: {Nour Al Mutwaly ‘ s in this group c...
e Is s who have ad...
Ei Remote User logon name: s »wlho Favevien:
|n.almmwaiy | @nour.acca v ministrators Gro...
nts who are per...
User logon name (pre-Windows 2000): e SN atos,
INOUR\ ] [n,almutwany ] [ Hide
in controllers i...
in guests
< Back Cancel in users
ed administrato...
%Enterprise K.. Security Group... Members of this group ...
%Enterprise R.. Security Group... Members of this group ...
’.‘BGroup Polic... Security Group... Members in this group c...
E.;Guest User Built-in account for gue...
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i > || 8% protected Us... Security Group... Members of this aroup ... W
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Performance Performance
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Fig21: Creation of new user

This screenshot shows the creation of a new user account ( n.almutwaly) in the nour.acca
domain. These accounts will be used for authentification and access control across the
Swansea and Cardiff network.



H- Creation of a reverse lookup zone

E
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Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(® Network ID:

192 .168 1 .

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0.10.in-addr.arpa.
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Fig22: Creation of the reverse lookup zone
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I- Joining the ClientS1 to domain
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Fig23: ClientS1 Successfully Joined to nour.acca Domain
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Fig24: Domain User Account Successfully Logged into nour.acca
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J- Second Disk Mounted to D:\SwanseaFiles

{2 s-dc - Settings

] Generai
System

[ ooy
Storage
({) Audio

@ Network
@ Serial Ports
L us

[] sheredFoiders
@ User Interface

Storage
Storage Devices
& Controller: SATA
s-de.vdi

Attributes

Hard Disk:

Information

Type (Format):
Virtual Size:
Actual Size:

Details:
Location:
Attached to: -

Encrypted with key:

SATA Port 1 VB2

[ solid-state Drive
[ Hot-pluggable

Normal (VDI)

20.00GB

20,00 GB

Fixed size storage
C:\Users\52422859\0neDrive - U

Cancel Help

20:45
&% 14°C lightrain A 71 dx ENG O

03/04/2025

Fig25: Second Virtual Hard Disk




K- Swansea and Cardiff domains
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Fig26: Configuration of a trust relastionship between Swansea and Cardiff
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Fig27: Connect Swansea machine to the Client



1I- Cardiff Network

A- Routing and Remote Access
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Fig28: Enabling IPv4 Packets Forwarding on Debian



B- DHCP
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Fig29: Configuring DHCP Server Interface on Debian
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Fig30: DHCP Configuration on Debian

C- Creation of the child domain
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Fig31: Establishing Trust Relationship Between Parent and Child domains in Active Directory
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Fig33: Configure Samba AD Domain Controller Password Policies and Create Domain User
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Fig34: Configuring IIS to Redirect Website



D- Shared Folder
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Fig35: Disk Configuration for File Sharing



E- Website Creation
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Fig36: Website Creation

BB Alowed RO... Securty Grc

Mouse ntegration .

Auto capture keyboard ...

DUHE BB ERmc




8 s-dc (Winser 02/04/25)

unhing] - Oracle VM VirtualBox

e Machine Vew Input Heb

o 0e
Mouse ntegraton

Auto capture keboard .

“index htmi - Notepad
File Edt Format View Help
<IDOCTYPE html>

§ DHCP
1 <html>
& ONS <head>

<meta charset="utf-8">
<title>Swansea</title>

</head>

<body>
<hl>Welcome to Swansea</h1>
<p>Hello</p>

</body>

</htmlp

le and Storage Se

Ln 11, Col 7 00%  Windows (CRLF) UTF-8

10539M
= de 4/3/2005

Type here to search

BUI5 BEUSrec

Fig37: Creating a Local Homepage on the Swansea IIS Web Server
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Fig38: Automatic User Creation on Debian Server



