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Introduction 
 
This report is the continuation of Coursework 1. In this Coursework 2, we will explore 
different steps needed to configure, secure and manage a virtualized network environment. 
We will therefore understand key concepts such as VPN,DHCP, remote access and more. The 
aim of this courswork is to develop a robust and secure network infrastructure that is fully 
operational. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

I- Swansea Network 
 

A- Initial Connectivity Verification ( Coursework 1) 
 

Before implementing the new services, it may be useful to highlight that all systems are 
connected to the corresponding systems they are meant to communicate with. All ping tests 
were successfully completed thanks to the configurations made in Coursework 1.  

 
 

Fig1 : Pinging from Windows 11 

 
 
 
 
 



 
                                                           
                                             Fig2 : Pinging from Windows 2022 

 
                                             Fig3 : Pinging from Debian 

 
 
 



 
 

Fig4 : Pinging from Ubuntu 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

 
 
 
 
 



 
B- Configuring Firewall Rules to Enable ICMP Traffic 

 
 

Fig5 : Firewall Rules Reactivated LAN 

 
 
We configured a rule that allows ICMP traffic between specific IP addresses only. This rule 
applies to the local host with IP address 192.168.10.1 and permits ICMP communication 
exclusively with the remote IP address 192.168.10.254. This configuration ensures that only 
trusted devices within the LAN can exchange ping request, which increase security by 
restricting ICMP access. We configured the same thing whithin the WAN. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

 

Fig6 : Firewall Rules Reactivated WAN 
 
 
 
After that, we configured the Internet because our servers didn’t have access to Internet, due 
to the failure of ping responses from 1.1.1.1 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 

C- DNS 
 
Then, I configured DNS as it allows computers to resolve domain names into IP addresses. 
That enables communication between device and domain services. 
The configuration of this screenshot bellow restricts the DNS service to listen only on the IP 
address configured, rather than all available IP addresses. 
This ensures that only authorized machines can query the DNS server, which is useful as it 
limits the DNS service to specific interfaces for security. 
 
 
 

 
Fig7 : DNS Server IP Address Configuration 

 
 
 
 
 
 
 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig8 : DHCP Scope Option Configuration – Setting DNS  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 

 

Fig9 : Configuring DNS Forwarders for External in DNS Manger 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 

D- Active Directory Domain Services Setup 
 
 
Then, I installed the Active Directory Domain Services (AD DS) role to the server using 
Server Manager. The required features for AD DS were pre-selected automatically during the 
setup process. 
Then, in the same way we installed the AD DS, we install the DNS role.  
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig10 : AD DS Installation Progress 

 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 

Fig11 : Forest Configuration 
 
 
 
This step is crucial for our project because it creates a forest that is the foundation of our 
Active Directory environment. Without the creation of the forest, we would not be able to 
implement domain services, group policies, and establish trust between the different part of 
our network. 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
Fig12 : 

Promote Server to Domain Controller  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 

E- DHCP 
 
 
 
 
The DHCP  ( Dynamic Host Configuration Protocol) allows the server to automatically assign 
IP addresses and other network configuration parameters to client devices. 
 
 
 

 
Fig13 : DHCP Installation 

 
 
 
 
 
 
 
 
 
 
 



 
 
 
 

 
Fig14: IP addresses Configuration 

 
 
 
This screenshot bellows illustrates the IP Address Range configuration step. The administrator 
is specifying the range of IP addresses that the DHCP server will allocate to client devices.  
 
The DHCP server will automatically allocate IP addresses to client machines within the range 
of 192.168.10.10 to 192.168.10.100 on the network. 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
After completing the configuration, the client was tested to verify that it successfullyobtained 
an IP address from the DHCP server. 
By using the ipconfig command, we verified that the client received an IP address whithin the 
specified range, along with the appropriate subnet mask and default gateway. 
 
 

 
Fig15: DHCP Confirmation 

 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 

A- Remote access and Services 
 
 

Then, The Routing and Remote Access was configured to enables secure communication and 
between Swansea and Cardiff networks through secure VPN connections. 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
The screenshot bellow illustrates the illustration of a static route in the Routing and Remote 
Access Service. It ensures that traffic destined for the 172.22.30.0 is correctly rououted 
through the specified interface. 
 
 

 
 

Fig16: Static Route Configuration Swansea to Cardiff in Routing and Remote Access 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 

E- Default Gateway 
 
 
The Default Gateway was then installed, as it allows devices on a local network to 
communicate with devices outside that network. 
 
 

 
Fig17: Default Gateway 

 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 

F- VPN 
 
Then we configured the VPN that creates a secure tunnel between the Cardiff and Swansea 
sites over the Internet.  
 

 
 
 

Fig18: VPN Connection Type Configuration 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

 
Fig19: VPN Configuration 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 

 
Fig20: Set to Persistent Connexion between Swansea and Cardiff 

 
 
This screenshot confirms that the VPN has been configured with a constant connection 
between the Cardiff and Swansea networks. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 

G- Creation of new user 
 
 

 
 

Fig21: Creation of new user 
 
 
This screenshot shows the creation of a new user account ( n.almutwaly) in the nour.acca 
domain. These accounts will be used for authentification and access control across the 
Swansea and Cardiff network.   
 
 
 
 
 
 
 
 
 
 
 



 
 
 

H- Creation of a reverse lookup zone 
 
 
 

 
Fig22: Creation of the reverse lookup zone 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 

I- Joining the ClientS1 to domain 
 
 

 
Fig23: ClientS1 Successfully Joined to nour.acca Domain 

 
 
 
 
 
 
 
 
 
 
 
 

 
 



 
 
 
 

 
Fig24: Domain User Account Successfully Logged into nour.acca 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 

J- Second Disk Mounted to D:\SwanseaFiles 
 

 
 

 
 

Fig25: Second Virtual Hard Disk 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 

K- Swansea and Cardiff domains 
 
 
 

 
 

Fig26: Configuration of a trust relastionship between Swansea and Cardiff 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 
 

 
Fig27: Connect Swansea machine to the Client 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 

II- Cardiff Network 
 

A- Routing and Remote Access 
 
 
 

 
Fig28: Enabling IPv4 Packets Forwarding on Debian 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 

B- DHCP 
 
 
 

 
Fig29: Configuring DHCP Server Interface on Debian 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
Fig30: DHCP Configuration on Debian 

 
 
 

C- Creation of the child domain 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig31: Establishing Trust Relationship Between Parent and Child domains in Active Directory 
 
 



 

 
Fig32: Verify Domain User Account Integration on a Client Machine 

 
 

 
 
Fig33: Configure Samba AD Domain Controller Password Policies and Create Domain User 

 
 
 
 
 
 
 



 
 
 
 
 

 
Fig34: Configuring IIS to Redirect Website 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 

D- Shared Folder 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
                                 Fig35: Disk Configuration for File Sharing  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 

E- Website Creation 
 

 
                                                 Fig36: Website Creation  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 

 
Fig37: Creating a Local Homepage on the Swansea IIS Web Server 

 

 
              Fig38: Automatic User Creation on Debian Server 

 


