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Abstract
In this project, we investigate and analyse the effectiveness of vulnerability assessments in enhancing the security of network infrastructure. A thorough analysis of scholarly articles and credible material provides a comprehensive understanding of the strengths and limitations of vulnerability assessments, as well as the emerging trends and challenges faced within the field. Orchestrated vulnerability assessment scans against a real-time network infrastructure reveals valuable data that is used to compare and analyse the impact such assessments have on security posture. Through the findings of the enacted assessment, appropriate mitigation measures are then presented to effectively assist in the remediation of identified high-risk vulnerabilities.
The implementation reveals the many convolutions surrounding the comparison of vulnerability assessments, with fluctuating variables disrupting the analysis of uncovered data. However, the careful evaluation of collected information has presented respectable evidence that supports the notion of vulnerability assessments enhancing infrastructure security. From such findings, an understanding of network security posture and appropriate remedial actions were laid out for the benefit of both the report and the real-time network involved.
This project highlights the many benefits that can come with the use of vulnerability assessments and provides useful information that can aid in the strengthening of infrastructure security. The findings of this report outline the best course of action for the real-time network involved, while also offering suggestions of no fewer than bi-annual assessments of infrastructure security, with continued vigilance and periodic assessments labelled a necessity for organisations.
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Cyber security stands as a cornerstone to the stability and safety of technology. In the coming years, growth surrounding the use and transaction of individual data is set to become rampant, with more extensive data collection approaches stemming from the introduction of new online applications and technologies [1]. Ensuring the secure collection and storage of this data is vital, with guidance materials such as the DPA 2018 and GDPR 2016 enforcing strict measures protecting the handling of individual data. The UK government found that in a recent cyber security breaches survey that 39% of UK businesses identified an attack against their network, with one in five being sophisticated DoS, malware, or ransomware attacks [2].
This project aims to highlight the shortcomings of many network infrastructures, showcasing the weaknesses and vulnerabilities of systems across the digital world. The inclusion of a real-time network infrastructure will provide a genuine insight into how vulnerability assessments function, and their effect on an active infrastructure, something that is lacking within the field of study. The report will not only be beneficial to the real-time network involved but also to those looking to replicate a similar study in the future or protect their network infrastructure.
Before beginning this project, it is important to formulate an understanding of some of the key concepts within vulnerability assessments, including network infrastructure, vulnerabilities, existing mitigation methods, and the deployment of penetration testing. Each of these elements play a significant role in not only vulnerability assessments but also throughout this project to enable the analysis and critical evaluation of network infrastructure security. Failure to understand such concepts could compromise the project, threatening both its integrity and reliability.

[bookmark: _Toc133341451][bookmark: _Toc133341620]1.1 Background
Network infrastructure is composed of both the hardware and software elements that enable connection, communication, and operations within a network. Opening the path for systems and services to communicate and function both locally and over the internet, network infrastructure security is often considered to pose the greatest security risk to organisations thanks to its vulnerable nature [3]. 
Network infrastructure can be classified under several broad categories that vary in both geological and physical size, connectivity, and security posture. Local-area-networks (LAN) defining characteristic is its confinement to a single physical location. Capable of stretching out to connect thousands of devices within an organisation, LANs are often found operating within home or office environments, connecting both wired and wireless devices [4]. Wide-area networks (WAN) are not limited like LANs, utilising various connectivity methods such as satellite links and leased lines to reach coverage across large geographical areas. This spanning network can encompass both individual users or numerous LANs to allow for the likes of shared data and remote working on a global scale [4]. Enterprise networks envelop both LANs and WANs to connect campuses, branches, and data centres over large geographical areas. Due to the required availability of enterprise networks, such infrastructure must offer high availability, scalability, and robustness to ensure the constant flow of data [4].
To help protect network infrastructure from looming attacks caused by vulnerabilities and threats, there are many methods and security provisions available that aim to secure systems both physically and virtually to minimise the level of threat imposed on a network. In [5] authors discuss several software-based security methods essential to establishing efficacious security policies and guidelines. Designed to monitor and filter the stream of data and interconnection between networks, Firewalls help protect and mediate internal network systems from external network attacks and threats. The working principles of firewalls consist of packet filtering, application proxy, and stateful inspection, which aim to intercept dangerous packets, conceal network infrastructure, and analyse potentially malicious activity within a network [6]. 
Virtual private networks (VPN) also help protect network systems and their data by utilising IPsec or SSL-based tools to establish and authenticate encrypted connections between networks and devices. Authors in [6] discuss the defining qualities of both Firewalls and VPNs, comparing the threats each face, and their issues and offer valid suggestions of how to mitigate their shortcomings. The deployment of such methods helps formulate layers of security that can actively limit attackers and targets to slow progression towards successful breaching of the network infrastructure. Suitable security, monitoring, and recovery strategies are to be implemented within network security policies to ensure best practices, appropriate configurations, and reliable backups are met [5]. 
Penetration testing is a specialised test methodology targeted toward identifying vulnerabilities within a system that could be exploited by adversaries [7]. It is described by the UKs National Cyber Security Centre as “a method for gaining assurance in the security of an IT system by attempting to breach some or all of that system’s security, using the same tools and techniques as an adversary might.”[8]. The value of penetration testing comes from the detailed analysis of the vulnerabilities identified, heavily relying on the thorough interpretation of any findings.
[image: The Vulnerability Life Cycle]
[bookmark: _Toc133341702]Figure 1 - Vulnerability Lifecycle [9]
Vulnerabilities are recognised as flaws within systems, services, or applications that can be exploited by would-be attackers to circumvent and evade security infrastructure to manipulate systems in ways they were not intended [10]. Found across a variety of areas within infrastructure, vulnerabilities can affect and weaken both hardware and software systems, policies, procedures, and even the system user themselves [11]. Figure 1 depicts a typical life cycle of a vulnerability, demonstrating the increase in attack frequency relative to time. New vulnerabilities that have been discovered are often quickly announced by developers to warn users of the potential threat their system, service, or application may pose. Shortly after, the vulnerabilities are documented and stored within an accessible database for use of individuals, or most often vulnerability scanning tools, to identify potential vulnerabilities in a system and propose suitable mitigation measures. 
When a vulnerability has been exploited to achieve a negative effect on a system, it is considered a threat [12]. These threats can cause damage to a network by stealing or corrupting data, disrupting services, or gaining unauthorised access to systems. While software-based threats are a cause for concern, physical threats such as access or damage to physical network infrastructure can also occur, either by intentional means caused by attackers or unintentionally caused by the likes of natural disasters. 
Once a threat actively exploits a known vulnerability against a network using specialised tools and techniques, it is recognised as an attack on the network. Whether it is a passive network attack, aimed at monitoring incoming and outgoing traffic to locate any unencrypted or poorly encrypted packets to pick apart and retrieve sensitive information. Or an active network attack, targeting not only data confidentiality but also data integrity. Examples of active attacks include Denial-of-Service (DoS).
DoS attacks attempt to halt the availability of a network or machine by enervating memory and computation resources. During this time systems or services may become unavailable and inaccessible and thus cause major disruptions to the networks affected. While LANs such as home networks may not be the traditional target of costly DoS attacks due to the smaller impact they may have, they remain a perennial target for attackers as demonstrated by authors in [13]. 

[bookmark: _Toc133341452][bookmark: _Toc133341621]1.2 Aim & Objectives
The aim of this project is to investigate and analyse a real-time network within an organisation, assessing its vulnerabilities and proposing mitigation strategies. This aim can be broken down into several objectives, each of which adheres to the SMART objective structure, assuring to outline each objective clearly, defining measurables, and ensuring that every objective is relevant and achievable during the given project timeline. 
· Review current work done on the existing real-time network to identify the importance of vulnerability assessment on securing the network infrastructure.
· Explore existing literatures to identify the effectiveness, cost, accuracy, user-friendly interface, and detailed reports of various vulnerability assessment tools.
· Choose an appropriate research method for investigating and analysing the real-time network’s security posture.
· Plan a vulnerability assessment using appropriate tools on the real-time network.
· Analyse and compare the outcomes gathered from vulnerability assessments in the real-time network with the existing assessments.
· Design and implement high threat vulnerabilities to demonstrate their impact within a simulated environment.
· Propose appropriate mitigation measures to aid in the remediation of the NGO network based on the vulnerability assessment conducted.

[bookmark: _Toc133341453][bookmark: _Toc133341622]1.3 Approach of the Study
This project will follow the experimental evaluation of an anonymous real-time network infrastructure. With the use of specialised vulnerability assessment tools, the report will conduct detailed vulnerability scans of the real-time network to produce crucial comparative data. The adopted method of research of the real-time network will be influenced by previous studies identified throughout the literature review. A detailed comparison of the vulnerabilities identified within the real-time network across two separate scans will be prepared, highlighting critical information surrounding the infrastructure's security. Few High impact vulnerabilities will be tested within simulated environments to demonstrate the threat that faces the real-time infrastructure. The results of these simulations can be used to highlight key points of failure within the network and help provide a breakdown of how such vulnerabilities can be exploited. Using the information collected from both research and the real-time assessment, a detailed vulnerability analysis report commending mitigation measures for the identified vulnerabilities will be collated and provided to the involved organisation.

[bookmark: _Toc133341454][bookmark: _Toc133341623]1.4 Existing Project Material
This project is a continuation of a previous study conducted by a master’s student at the university. The preliminary investigation focused on the infrastructure security of an organisation's network, assessing existing vulnerabilities across its systems using vulnerability assessment software. For both legal and security reasons, I will refrain from revealing the identity of the organisation throughout this project, instead referring to them as the NGO. 
During the previous study, a pair of vulnerability assessments were conducted utilising the Greenbone vulnerability scanner tool OpenVAS, producing a collection of detailed reports documenting the findings of the Greenbone software. This continuation will look to initially compare the existing material at hand, identifying any similarities or differences among its data. Moving forward, a further vulnerability study will aim to gather the necessary data to understand the effectiveness of the previous vulnerability assessments and how they may have enhanced the infrastructure security.
The analysed reports document multi-phased vulnerability scans conducted on the NGO network from the 8th of April 2022, and 3rd-4th of June 2022. Phase 1 began with the analysis of just two internal subnetworks from the NGOs network infrastructure. Whereas phase 2 encompassed thirteen (13) individual subnetworks within the scope of its vulnerability scan. Both phases possessed their own set of identified vulnerabilities that could potentially threaten the security of the network infrastructure. Across each report, only results with a minimum quality of detection (QoD) of 70% are presented to help reduce the chance of false positives.  

[bookmark: _Toc133341455][bookmark: _Toc133341624]1.5 Structure of the Report
There are four sections to this project. The first part is to locate and disseminate existing literature related to the project's endeavour. Uncovering and understanding the place that vulnerability assessments now hold in the field of cyber security. The detailed vulnerability assessment against the NGO network that was conducted using specialised software tools to ascertain the NGO network’s security posture is described in the second section. Part three is both an analysis and comparison of the newly gathered data with what was already learned in the first two phases. We may make judgements about the value of vulnerability assessments in strengthening the security of network infrastructure using this comparative study. Finally, part four presents the findings of the project, curating related findings from the experiment and proposes a suitable remediation strategy for the NGO network involved.
Chapter 1 illustrates the outlining structure of the report, detailing the aim and objectives of the project, as well as related background material that can help bring about success to this project.
Chapter 2 concentrates on available existing literature relative to the project at hand, delving into a slew of credible published materials, detailing the likes of network infrastructure, penetration testing, and vulnerability assessments.
Chapter 3 details the chosen research methodology and established experimental hypothesis to be followed throughout the project. Providing reasoning behind each selected approach of the layered methodology structure.
Chapter 4 presents the deliverable of the project, outlining not only the approach to the implementation but the implementation itself. Collected data and accumulated results are brought together and prepared for analysis. 
Chapter 5 reviews the collected data from the project’s implementation, thoroughly analysing its findings and drawing detailed comparisons between itself and the established data previously acquired.
Chapter 6 builds upon the performed implementation analysis, taking identified high-risk vulnerabilities and providing appropriate mitigation strategies based on the conducted vulnerability assessment. 
Chapter 7 concludes the findings of the project, summarising the achievements of the report and what can be taken from the experience. The possibility of future work and further research is also documented.
Chapter 8 offers a personal reflection on the project from the writer. A discussion of what when well, what problems may have been encountered, and what could have been done differently to improve the project are among its talking points.
Chapter 9 is a list of all reference material that was read and helped influence this project. The reference list follows the IEEE citation style, as used within the field of Computing.

[bookmark: _Toc133341456][bookmark: _Toc133341625]Chapter 2 – Research & Review of Literature
[bookmark: _Toc133341457][bookmark: _Toc133341626]2.1 Introduction
In this literature review, I aim to explore the current state of knowledge on vulnerability assessments and the factors that contribute to the effectiveness of such processes in enhancing network infrastructure security. A thorough analysis of existing scholarly and credible material can help provide a comprehensive understanding of the strengths and limitations of vulnerability assessments, as well as the emerging trends and challenges within this field. The review will look to hone in upon key areas of vulnerability assessments, including network infrastructure and related threats, vulnerabilities, and attacks. The standards and various approaches to penetration testing. And identify poor practices and gaps within existing research to be built upon to help further research within the field.

[bookmark: _Toc133341458][bookmark: _Toc133341627]2.2 Network Infrastructure
Storing what is usually much of the confidential data of an organisation, the network and its infrastructure stand as primary targets for attackers looking to access material through unauthorised means. Due to this heightened threat, networks need to remain cautious of potential vulnerabilities that may threaten their security. In [14] authors from Sans Institute discuss many of the shortcomings within network infrastructure while highlighting the importance of both careful design and implementation of network infrastructure. Attention towards internal security infrastructure is often overshadowed by the threat of internet-related attacks, something that could lead to significant consequences if not addressed. Ponemon Institute LLC’s annual Cost of Insider Threats: Global Report [15] corroborates this statement, where it is said that the average cost per insider incident is over £400,000, with blame directed towards network infrastructure negligence. Unsecured devices, poor compliance with policies, or forgetting to patch and upgrade operating systems or services are just some of the factors that could contribute to such incidents. A balance of fundamentals attributing to a network’s confidentiality, integrity, and availability can act as security foundations to help protect such critical infrastructure. Refer to 2.5 for more detail on the Information Security Triad and its importance in securing network infrastructure. 

[bookmark: _Toc133341459][bookmark: _Toc133341628]2.3 BYOD
In [16] authors describe the many challenges and related threats that come with the deployment of Bring-your-own-Devices (BYOD) within network infrastructures. The report documents how the introduction of hyperconnected devices presents additional methods of connectivity within a network, through such services as Bluetooth, cellular, and NFC. This introduction of devices further complicates what are already sophisticated network infrastructures, instigating new points of contact and subsequently greater chance of vulnerabilities. Both the connections and the devices themselves are often poorly secured and can result in an increase in risk to the network. The inability to effectively monitor the behaviour of BYOD devices further inhibits the securing of infrastructure, as well as ensuring the compliance of policies set out within the network. These limitations of BYOD can harm information system security and ultimately lead to failure within networks, especially those not appropriately adapted for the introduction of foreign architecture that is personal devices.
In [17] authors demonstrate the difficulties of mitigating the concerns and risks of BYOD while retaining the privacy and satisfaction of users. Through its comparative research and iteration, the conclusion of a single solution to BYOD security being an impossibility is generously supported. Findings identified threats and vulnerabilities to contribute 39.9% and 69.2% towards the risk of BYOD respectively. The report helps elucidate the importance of tailored security policies towards not only BYOD but also the larger network infrastructure to help improve security posture and minimise risk. Authors in [18] emphasise this importance, highlighting the minimal conducted research and studies on security policies within the existing literature, mentioned only once within 21 (twenty-one) published studies.
In recent years, the development and evolution of Zero Trust [19], a new cyber security paradigm, offers a means of combating the vulnerabilities and issues that may come with the deployment of BYOD and remote users.  Rearranging typical static network defence parameters, a Zero Trust Architecture (ZTA) security framework shifts the focus from protecting network segments to safeguarding resources, such as assets, services, processes, and network accounts. The rationale behind this shift is that the network's location is no longer deemed the most critical factor in ensuring the security of the resources [19]. Any implied authority is repudiated, and authentication is required to establish an authorised connection to a network and its resources. IBM in a recent report [20] found that on average, organisations that implemented ZTA saved almost USD 1 million (£830,000) in breach costs compared to those that did not have ZTA deployed, representing a 20.5% savings. Authors in [21] provide a comprehensive breakdown of the cost and budgeting behind the implementation of ZTA and uncover the many difficulties of adopting this revolutionary security paradigm. Global conglomerates such as Microsoft [22] and IBM [23] are among those to have already implemented ZTA within their network(s). 


[bookmark: _Toc133341460][bookmark: _Toc133341629]2.4 Wireless
Wireless connectivity can offer an efficient way of integrating devices and systems into a network through its often simple, quick, and low-cost set up. As a result of these characteristics however, wireless networks are encountering further obstacles in achieving security. Authors in [24] envelop themselves in the current trends of security and privacy in wireless networks, striving to understand the many shortcomings of wireless connectivity. While preventative countermeasures are evaluated, the difficulty involved in mitigating innumerable possible threats and vulnerabilities of wireless connectivity is realised. As a result, both individuals and organisations are recommended to adapt to threats and vulnerabilities as seen fit to best accompany existing network infrastructure and security posture. 
Authors in [25] propose the adoption of Big Data methods within networks to help reduce network traffic volumes which could lead to more easily identifiable unauthorised or malicious packets. Data filtering is suggested, with varying parameters including the IP and port address of both senders and receivers, and network packet size to be implemented. Comparing statistical characteristics of each packet against the likes of average packet sizes and average number of packets in flow to help identify any anomalies. This aggregation through the use of hierarchical windows has been proven to effectively reduce the size of flowing network traffic by authors [25]. A detailed discussion of the multifractal spectrum of network packets reveals how malicious activity can be both identified and anticipated through this method. While adverse effects are recognised, such as the implications of slower network traffic due to the additional treatment of packets, the advancements in security posture are seen to quell such implications.
Refer to 2.6.1 for a detailed explanation on different wireless attacks, and example threats and vulnerabilities that typically target network infrastructure.

[bookmark: _Toc133341461][bookmark: _Toc133341630]2.5 The Information Security Triad
The analysis of results of a network assessment can aid in evaluating system security, procedures, and tools through the incorporation of the information security triad, see figure 2. This common model forms the basis for the development of security systems, comprised of three core elements, confidentiality, integrity, and availability. Achieving all three standards can help strengthen the security profile of an organisations network, and leave it better equipped to deal with any incidents that may target the infrastructure [26].
[image: Diagram
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[bookmark: _Toc133341703]Figure 2 - The CIA triad [27]
The National Institute of Standards and Technology (NIST) offers definitions for the three core elements of the information security triad.
· Confidentiality – “Preserving authorised restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information.” [28]
Confidentiality refers to the collective efforts and policies in place to preserve the privacy and security of confidential information. Such efforts may include ensuring that unauthorised individuals are limited in the information they can access. Additionally, the classification of restricted data, paired with the use of data encryption and multi-factor authentication can aid in the fight against confidentiality breaches.
· Integrity – “Guarding against improper information modification or destruction and ensuring information non-repudiation and authenticity.” [28]
Integrity focuses on the authenticity, accuracy, and reliability of data. Attackers will surpass implemented security systems and policies to gain unauthorised access to sensitive information with the intention of tampering its data. Poor preparation for such attacks can at times leave incidents to go without blame within an organisation, this could make it very difficult when identifying the attack’s origin. Hashing, digital signatures, and digital certificates are tools that can help protect and reinforce the integrity of data. 
· Availability – “Ensuring timely and reliable access to and use of information.” [28]
Even while retaining its confidentiality and integrity, data without the appropriate availability can quickly lose its value. Ensuring that systems within a network remain online and operate as intended is essential for the survival of the network infrastructure. Data should be readily available upon request of authorised individuals and have up-to-date redundant systems on standby in case of any accidental or deliberate interference with the primary network.
Sans Institute presents numerous detailed examples of the effective use and deployment of the CIA triad when structuring system maintenance programs [29]. The proposed programs each share direct correlations to the triad and aid in the mitigation of flaws and threat recovery through the prevention and mitigation capabilities highlighted while utilising the model.

[bookmark: _Toc133341462][bookmark: _Toc133341631]2.6 Threats, Vulnerabilities & Attacks
[bookmark: _Toc133341463][bookmark: _Toc133341632]2.6.1 Wireless Threats, Vulnerabilities & Attacks
Attacks made against a wireless network are typically viewed as either an active attack, seeking to actively harm and disrupt the network through the alteration or destruction of communicated data [30]. Or a passive attack, that aims to covertly monitor and take note of critical network information, such as open ports and potential vulnerabilities, to be used maliciously in a possible escalation toward a future active attack [24]. These passive attacks will often refrain from causing any initial damage to the target network to help minimise any suspicion of an ongoing or upcoming attack.
Table 1 showcases a collection of wireless attacks that malicious individuals could launch against an unaware or insecure network. Such attacks could potentially disrupt or damage both the operations and infrastructure of a network.   
	Source
	Attack
	Description

	[31]	DoS Attack
	These malevolent attacks exhaust the availability of a network and its resources (system memory, network bandwidth, and compute power) grinding operable infrastructure to a halt and leaving systems unavailable.

	[32]	Jamming Attack
	Irregular and sophisticated radio signals are made to interfere with and disrupt legitimate wireless signals, overwhelming devices and causing difficulty for legitimate devices to decode received data packets.

	[33]	Eavesdropping
	Unsecured wireless connections are intercepted and accessed, providing unauthorised individuals an insight into ongoing communications between devices. Through this method, unauthorised individuals can survey sensitive information that could be used for future malicious activities.

	[34]	MitM (Man-in-the-Middle) Attack
	Furtive attackers are positioned amongst what is believed to be a trusted communication between two parties. Capable of collecting information transferred between parties, or even imitating a selected party. Confidential information such as personal credentials is an example of targeted information.

	[35]	SMTP Attack
	Malicious clients will continuously connect to an SMTP server(s) with the intent of ceaselessly consuming all of its resources, disrupting the functionality of the SMTP service. This flooding will continue with more and more clients until the server is brought to a halt, directly impacting the availability of a vital network resource.


[bookmark: _Toc133341736]Table 1 - Wireless Attacks

[bookmark: _Toc133341464][bookmark: _Toc133341633]2.6.2 Further Threats, Vulnerabilities & Attacks
In [36] authors conduct a systematic mapping study of existing cyber-security literature to identify key factors within cyber-security research. From the 78 (seventy-eight) analysed articles, the authors found DoS and malware to be the most commonly cited vulnerabilities within the cyber security field, appearing at a frequency of 37% and 21% respectively. Further notable attacks, however, such as session hijacking and MitM attacks, only attained a frequency of 3% across those papers analysed. Such findings help demonstrate the severe lack of research available on many other dangerous security vulnerabilities and illustrate the potential dangers brought on by failure to understand. Organisations were found to attribute to 95% of victims throughout the literature, with various applications including cyber-physical systems and network infrastructure amongst the most targeted applications identified.
These dangers are represented clearly within the reports of the phase 1 scan of the NGO 3.0 network, where 83% of host machines were found to transmit sensitive information in unencrypted cleartext form. As a result, over five-sixths of the 3.0 network were rendered vulnerable to possible session hijacking or MitM attacks, vulnerabilities that may seem neglectable to benign users based on the minimal research and coverage within the existing literature. This failure to document the threat of such vulnerabilities could be suggested to have led to such complications across the NGO network, with attempts to understand the issues now more difficult due to the lack of reference material.
While each of the thirteen (13) subnetworks provided valuable material to be analysed, the 3.0 subnetwork in particular offered an interesting insight into the possible effects of the previously conducted vulnerability assessments in enhancing the NGOs network infrastructure security. It was revealed that between the two initial vulnerability assessments, the 3.0 subnetwork experienced an 82.9% decrease in identified vulnerabilities that abided by the implemented QoD filter, as presented in both figure 3 and figure 4. However, of the three host systems identified within the phase 2 scan of the 3.0 network, just one host from the initial phase 1 scan remained. While this may suggest a large percentage of the previously identified vulnerabilities may have been mitigated, drawing to such conclusions so soon is dangerous as there may be other factors at play that could have led to the absence of these vulnerabilities. This is further explored in 2.9. It is important to note that the absence of the five hosts from phase 1 within phase 2 does not imply the mitigation of vulnerabilities, and therefore taking the reported 82.9% decrease in identified vulnerabilities as a means of promoting a more secure network infrastructure is poor practise. The noted statistic only represents the fluctuation of identified vulnerabilities between phases, not an increase in security.

[bookmark: _Toc133341704]Figure 3 - Vulnerability distribution of subnetwork 3.0 during phase 1

[bookmark: _Toc133341705]Figure 4 - Vulnerability distribution of subnetwork 3.0 during phase 2
When analysing the comparable subnetworks between phases 1 and 2, it was found that 38% of vulnerabilities identified during phase 2 were not originally identified during phase 1. Additional findings to note include that during phase 2, two of the three identified host machines of the 3.0 subnetwork presented vulnerabilities not previously discovered during the initial phase 1 scan. An interesting discovery antithetical to previous comments and notions.

[bookmark: _Toc133341465][bookmark: _Toc133341634]2.7 Existing Literature Status
[bookmark: _Toc133341466][bookmark: _Toc133341635]2.7.1 Phase 1 Analysis
The vulnerability assessment conducted on the 8th of April 2022 was only a partial network scan that had taken place internally on the NGO’s campus. Tasked with assessing and highlighting the vulnerabilities and configuration errors within both the X.X.3.0 and X.X.10.0 subnetworks of the NGO, Phase 1 encompassed a total of two subnetworks within its vulnerability assessment. A collection of documented reports [37] detailing the findings of the OpenVAS security tool were produced and have since been carefully analysed. Amongst the two subnetworks were nine (9) unique host devices, each found to present numerous vulnerabilities that had been identified during the OpenVAS vulnerability scan. 429 total vulnerabilities were identified by the vulnerability scan, of those results just 48 complied with the previously mentioned QoD filter. Amongst those results, 5 of the identified vulnerabilities stood as a high risk to the network and its infrastructure. 42 vulnerabilities were recognised as a medium risk to the network, and the remaining 1 vulnerability was recognised as a low risk to the network.
	Severity
	Frequency

	High
	5

	Medium
	42

	Low
	1


[bookmark: _Toc133341706]Figure 5 - Phase 1 Vulnerability Severity Frequency
The graphs below depict the vulnerabilities identified across the two subnetworks analysed during phase 1. Highlighting the different severity of risk and their frequencies.

[bookmark: _Toc133341707]Figure 6 - Phase 1 Vulnerability Distribution of the 3.0 Subnetwork


[bookmark: _Toc133341708]Figure 7 - Phase 1 Vulnerability Distribution of the 10.0 Subnetwork

[bookmark: _Toc133341467][bookmark: _Toc133341636]2.7.2 Phase 2 Analysis
Between the dates of June 3rd and 4th 2022, seven weeks after the initial internal phase one scan, various external remote scans against the NGO network were conducted using a secure VPN connection provided by the NGO. This continuation of the vulnerability assessment aimed to provide a deeper understanding of further vulnerabilities affecting the NGO network, while also allowing for a direct comparison against previous findings to highlight potentially mitigated vulnerabilities. 
During the full network scan of phase 2 [38], 13 individual subnetworks were scanned. Amongst those 13 subnets, 25 host devices were found to house vulnerabilities unbeknownst to the NGO network administrator(s). 1,863 total vulnerabilities were identified by the vulnerability scan, appearing across user devices, servers, switches, and printers. Of those results just 125 complied with the previously mentioned QoD filter. Amongst those results, 15 of the identified vulnerabilities stood as a high risk to the network and its infrastructure. 104 vulnerabilities were recognised as a medium risk to the network, and the remaining 6 vulnerabilities were recognised as a low risk to the network.
	[bookmark: _Hlk132058361]Severity
	Frequency

	High
	15

	Medium
	104

	Low
	6


[bookmark: _Toc133341737]Table 2 - Phase 2 Vulnerability Severity Frequency
The most common threat identified throughout the 13 generated OpenVAS reports was an SSL/TLS: Deprecated TLSv1.0 and TLSv1.1 Protocol Detection vulnerability, accounting for nearly a quarter (30) of all 125 identified vulnerabilities. If the use of outdated and unsecure protocols was known to an attacker, the affected cryptographic techniques could be easily exploited to gather sensitive information within the network, causing significant damage to the NGO. To help circumvent these issues, it is recommended that deprecated protocols identified are disabled, in favour of the more secure TLSv1.2+ protocols.
2.7.2.1 Comparative Phase 2 Analysis
While the phase 2 vulnerability assessment encompassed what was believed to be the entirety of the NGO network, only the X.X.3.0 and X.X.10.0 subnetworks could be comparatively analysed against the results and data collected during phase 1. 
Across both X.X.3.0 and X.X.10.0 subnetworks, 276 total vulnerabilities were identified by the vulnerability scan, a near 36% decrease as compared to phase 1. Of those results just 13 complied with the previously mentioned QoD filter, a significant 73% decrease in valid vulnerabilities identified. Amongst those results, 1 of the identified vulnerabilities stood as a high risk to the network and its infrastructure. 11 vulnerabilities were recognised as a medium risk to the network, 74% fewer than previously discovered. And the remaining 1 vulnerability was recognised as a low risk to the network.
	[bookmark: _Hlk132149199]Severity
	Frequency

	High
	1

	Medium
	11

	Low
	1


[bookmark: _Toc133341738]Table 3 - Phase 2 Vulnerability Severity Frequency for 3.0 & 10.0 Subnetworks
Figure 8 and figure 9 depict the vulnerabilities identified across the two subnetworks analysed during phase 2. Highlighting the different severity of risk and their frequencies.

[bookmark: _Toc133341709]Figure 8 - Phase 2 Vulnerability Distribution of the 3.0 Subnetwork
With only half the number of vulnerable devices now detected, the phase 2 X.X.3.0 subnetwork scan might act as a valuable piece of data capable of highlighting the potential of vulnerability assessments in enhancing the security of network infrastructure. Of the three host systems identified within the phase 2 network scan, just one host from the initial phase 1 scan remains, suggesting a large percentage of the previous identified vulnerabilities may have been mitigated. However, the newfound presence of hosts 1 and 2 may bring about many questions surrounding the accuracy of the OpenVAS tool, such as why these devices were not previously identified during phase 1. Drawing to such conclusions so soon can be considered poor practise, as previously discussed in 2.9. It is important to consider that there may be other factors at play that could have led to the absence of identified vulnerabilities between phases. While mitigation is a possibility, detection failure by the OpenVAS software must also be considered. Additionally, it is important to note that host devices within the targeted subnetworks may not have been left in a live state during the conducted vulnerability scans, and therefore would have gone undetected by the OpenVAS software.

[bookmark: _Toc133341710]Figure 9 - Phase 2 Vulnerability Distribution of the 10.0 Subnetwork
The remaining device within the 10.0 subnetwork shares an almost identical set of vulnerabilities to its phase 1 self. The device has traded one of its previous vulnerabilities for a new one, previously unidentified during phase 1.
Phase 2 brought about new vulnerabilities not previously identified during the phase 1 scan(s). With 38% of vulnerabilities identified during phase 2 not previously identified during phase 1. These vulnerabilities can be found across both new and existing host devices. However, there was a significant reduction in identified vulnerabilities between phases 1 and 2, with 29 vulnerabilities believed to be absent from the phase 2 scan of the X.X.3.0 subnetwork, and 6 vulnerabilities absent from the X.X.10.0 subnetwork. An 83% and 46% absence rate respectively.
[bookmark: _Toc133341468][bookmark: _Toc133341637]2.7.3 Critical Analysis
While the analysis of both phases provides a critical understanding of the vulnerability assessments conducted against the NGO network. The available data suffers from several limitations that impact the reliability and comprehensiveness of the findings.
One of the main limitations of the report is the limited scope of the initial vulnerability assessment in phase 1. The absence of critical infrastructure and subnetworks dramatically affect the value of the data gathered and is reflected in the deducible findings of the comparison. It could be said that there is insufficient evidence to be had from the comparison to reliably influence the findings of this project.
Furthermore, the analysed reports lack information on the proposed remediation actions to address the identified vulnerabilities. The absence of critical infrastructure and subnetworks from phase 1 further affects the value of data gathered and is reflected in the deducible findings of the comparison. As such, the report fails to offer any indication toward the security posture of the network infrastructure or any appropriate remediation strategy to be followed. This omission is significant since vulnerability assessments are a key action to understand the posture of network infrastructure security and can aid in the deployment of penetration testing to ensure better network security.

[bookmark: _Toc133341469][bookmark: _Toc133341638]2.8 Vulnerability Assessment
[bookmark: _Toc133341470][bookmark: _Toc133341639]2.8.1 Types of Vulnerabilities
By making use of various network assessment tools to help carefully map systems within a network, vulnerability assessments will aid in identifying the various services and versions of services running within a network to locate and catalogue potential vulnerabilities systems may face [39]. As of the time of writing, the American National Institute of Standards and Technology has published over 200,000 [40] known software vulnerabilities threatening the security of systems globally. It has become almost essential that frequent vulnerability assessments are carried out on networks [41] as to help identify any of the catalogued vulnerabilities and produce an effective remediation strategy to overcome the danger lurking within the infrastructure.
2.8.1.1 The Common Vulnerability Scoring System
When vulnerabilities are identified, it is important to prioritise those that pose the greatest threat to the network and its infrastructure. To aid in assessing the degree of criticality per vulnerability, vulnerability assessment standards such as the Common Vulnerability Scoring System (CVSS) were developed. The CVSS is an open framework for communicating the characteristics and severity of software vulnerabilities relative to other vulnerabilities [42]. Three varied metric groups constitute the assigned threat ranking of a vulnerability on a scale of 0 to 10. Using these scores, CVSS places vulnerabilities within a qualitative severity rating scale to create a clear textual representation, as defined in Table 4. 
	Rating
	CVSS Score

	None
	0.0

	Low
	0.1 – 3.9

	Medium
	4.0 – 6.9

	High
	7.0 – 8.9

	Critical
	9.0 – 10.0


[bookmark: _Toc133341739]Table 4 - Qualitative severity rating scale
CVSS’s standardised vulnerability rating technique is both platform and vendor independent. Its mentioned open framework aids in the transparency of its individual attributes and scoring algorithm. A detailed breakdown of the calculations and variances of the CVSS can be found in the specification document [42]. 
Authors in [43] scrutinise the lack of both a theoretical and empirical justification for the existing algorithm behind the CVSS formula. The chosen sequencing is a measurement of not the security risk, but of the technical severity of a vulnerability, thus failing to offer any sort of considerable data when trying to conclude risk-based decisions. The severe lack of evidence to accompany any reasoning behind the chosen deprivation formula leads us to question the robustness and validity of such a fundamental calculation of standards. An inability to handle the potential relationship(s) between vulnerabilities is also highlighted by the authors. Failing to consider the exploitation of chained vulnerabilities has the potential to produce misleading scores and thus potentially further endanger network infrastructure and security. 

[bookmark: _Toc133341471][bookmark: _Toc133341640]2.8.2 Vulnerability Scanning
Vulnerability scanning plays a significant role in vulnerability assessments, identifying key information such as hosts within a network and their attributes, including operating systems and open ports. Using this information, the scanner can help locate any misconfigurations within the network, outdated software such as an operating system, or even missing released patches. Even going as far as ensuring valid security policy compliance across a network [44]. Holm concluded that while vulnerability scanners do not identify every vulnerability within a network (34 – 55 percent), the software is very capable of providing sufficient remediation guidelines for many of those identified (44-87 percent) [45].
In [46], authors evaluate device security after having performed controlled vulnerability assessment(s), replicating some of the intended actions of this project. OpenVAS was one of the tools adopted for the course of this report. While a seemingly flexible and easy-to-deploy testbed is documented, the authors fail to propose suitable remediation or mitigation strategies to help rectify any of the vulnerabilities identified throughout the study, something I aim to resolve throughout this project. Moreover, the possibility of false positives within this study is not disclosed by the authors. The absence of such information could be due to complete ignorance or widespread apathy among the authors, each of which effecting the validity and reliability of the report.

[bookmark: _Toc133341472][bookmark: _Toc133341641]2.8.3 Vulnerability Scanning Tools
Network vulnerability scanning technologies can often expedite the discovery of system vulnerabilities. Built upon an open-source framework, OpenVAS (Open Vulnerability Assessment System) is a vulnerability scanning tool that specialises in host-based and network-based vulnerability scanning [47]. Its implementation of various functions and international standards enables the vulnerability manager to deliver an active means of protection by collecting related information from network devices and analysing the potential threat of said device against its vulnerability library [48]. Each identified vulnerability is allocated a threat level score following the previously discussed CVSS standards structure, refer to section 2.8.1.1 for further details.
Authors in [49] analyse and compare the features, functionalities, and limitations of existing vulnerability scanning tools with supporting data and information gathered through rigorous surveys. Authors discern OpenVAS as a leader in not only community support, but vulnerability coverage, tool coverage, and usage level also when compared among its vulnerability scanning competitors such as OWASP and Vulcan. It is noted however that OpenVAS’s resource intensity and reliance on capable systems to optimally operate can impact performance and user experience. This is reflected within [50], where authors identified a trend in usability issues experienced among users of OpenVAS. Frequent failure to conduct critical functions such as applying appropriate host scanning configurations or resolving basic security concerns was documented. With findings expressing as little as three out of ten users possessing the capabilities to utilise the vulnerability tool to its full potential. Further in-depth findings of user-based testing can be explored throughout the report [50].
Nmap [51] is a widely adopted network discovery and security auditing utility, built upon an open-source framework. Possessing a strong feature set capable of various functions including host discovery, port scanning, service detection, and firewall evasion [51], the popular tool is described as an excellent multi-functional utility in Tim Corcoran’s ‘An introduction to Nmap’ [52].

[bookmark: _Toc133341473][bookmark: _Toc133341642]2.9 Penetration Testing
Asserting any penetration test has unearthed all flaws within a system is poor practise, as is the belief that the lack of identified flaws infers security [53]. Geer and Harthorne reiterate this when theorising how the list of potential vulnerabilities within a network is unknowable, and hence unenumerable. This inability to enumerate all possible threats results in testers being unable to prove security due to the lack of a falsifiable hypothesis that a network is secure [54].
[bookmark: _Toc133341474][bookmark: _Toc133341643]2.9.1 Standards of Penetration Testing
There is a myriad of procedural standards for conducting penetration tests presented by cybersecurity institutions around the globe such as Fortinet. Fortinet is a global cybersecurity solution conglomerate and breaks penetration testing down into a five-phase process, these phases are reconnaissance, scanning, gaining access, maintaining access, and analysis [55]. 
2.9.1.1 Reconnaissance
Aiming to define and plan the scope and aims of the test, the reconnaissance phase addresses the target systems and various pen testing methods to be used. As to better understand the target, pen testers will gather valuable information on the network such as its potential vulnerabilities [55]. 
2.9.1.2 Scanning
Aiming to define and plan the scope and aims of the test, the reconnaissance phase addresses the target systems and various pen testing methods to be used. As to better understand the target, pen testers will gather valuable information on the network such as its potential vulnerabilities [55]. 
2.9.1.3 Gaining Access
To gain access to the system, testers will utilise all their knowledge on the target to launch a web-based attack, deploying the likes of cross-site scripting (XSS) and structured query language injection (SQLi) to identify system flaws that could be exploited to access the network [55].
2.9.1.4 Maintaining Access
Aimed at imitating advanced persistent threats (ATPs), testers will strive to discover which vulnerabilities will enable a continued presence within a target network, and what level of access can be achieved [55]. 
2.9.1.5 Analysis
To conclude the penetration test, any exploited vulnerabilities are documented. This includes the methods taken to achieve penetration, any sensitive data gathered during testing, and the amount of time spent within the target's network infrastructure [55].
2.9.1.6 Alternate Standards
Alternate cyber security organisations such as EC-Council and Checkpoint adopt similar approaches towards penetration testing, openly suggesting and opting for a five to six-phase process [56], [57]. Each approach deploys initial reconnaissance and scanning phases for data gathering, followed then by the utilisation of said data to breach and access the target network. Uncharted subnetworks of the target are carefully explored, ensuring to identify and document any vulnerabilities initially unnoticed. Findings are then brought together to produce detailed guidance on the mitigation of identified vulnerabilities and strengthening of network infrastructure security. Although all ‘standards’ from such security organisations do not share an identical stratagem, there is often little to differentiate between the proposed phased approach to penetration testing. 

[bookmark: _Toc133341475][bookmark: _Toc133341644]2.9.2 Types of Penetration Testing
Penetration tests can be divided into three management methods, each with varying amounts of system information available to those testing the network. Each method can provide vital information on network security, illustrating how attackers with varying degrees of information and experience could target and exploit vulnerabilities.
2.9.2.1 White box Testing
White box testing utilises full access to network information, including live services, network mapping, and host addressing. Performed internally, this test approach can help evaluate the efficacy of internal vulnerability assessments and management controls through the identification of known flaws and misconfigurations [8]. This testing method could provide a viable indication of how potential malicious insiders may attempt to attack a network, making use of what knowledge is available to them.
2.9.2.2 Black box Testing
Black box testing simulates an attack on a network where there is no knowledge of the target's systems or infrastructure. Performed externally, testers will aim to identify ways in which access to a target’s internal IT assets can be achieved. This method of approach can provide a realistic simulation of how a genuine attack may take place, highlighting how attackers may act to circumvent the security infrastructure that is in place. While a black box test can be useful, it is important to note that the lack of information on the network can lead to many vulnerabilities remaining uncovered during the testing period [8].
2.9.2.3 Grey box Testing
Focused on assessing the security of high-value areas of a network, grey box testers are placed within the network perimeter with the objective of going deeper. Testers are often equipped with varying levels of privilege as to simulate attacks where intruders have breached the perimeters of the network but only possess minimal information on the infrastructure [8]. This method of testing can help showcase the approaches attackers may take towards embedding themselves deeper into the network and gathering information.
[bookmark: _Toc133341476][bookmark: _Toc133341645]2.9.3 What are the Benefits of Penetration Testing?
When it comes to the potential benefits of penetration testing, cybersecurity firm Kaspersky calls attention to the avoidance of financial, operational, and reputational losses caused by potential cyber-attacks. The identification of vulnerabilities before they are exploited can lead to the mitigation and minimisation of cyber-related incidents, and thus help avoid crippling losses across an organisation. It is also suggested that the use of penetration testing can aid in the compliance of government, industry, or internal corporate standards. Identifying points of failure within a network can provide an opportunity to adjust and correct any configuration errors that may inhibit necessary certification [58].
Authors in [59] draw attention to some of the benefits obtained by individuals participating in penetration testing, such as accrued knowledge and competency of penetration testing from their involvement in using the quality assurance tools. Additionally, it is highlighted how organisations may utilise penetration testing to help assess the degree of security awareness among its staff, and consequently devise appropriate security investments to help strengthen employee understanding. Further findings presented by the authors corroborate the work of Kaspersky, noting how the use of penetration testing can help safeguard against failure and evoke trust among the likes of shareholders by minimising financial and reputational losses. 
Some of the more evident benefits of penetration testing are mentioned by authors in [60]. The discovery of vulnerabilities or programming flaws throughout testing can enable network administrators to swiftly mitigate and secure their network before such weaknesses are exploited by malicious individuals. As a result of this, the potential of both internal and external attacks is reduced, aiding in the security and protection of user-sensitive information.

[bookmark: _Toc133341477][bookmark: _Toc133341646]2.10 Conclusion
In conclusion, this literature analysis has emphasised the value of network infrastructure, penetration testing, vulnerability assessments, and comprehending various sorts of threats and vulnerabilities in today's technology-driven environment. A number of key conclusions from the evaluation have been drawn, including the necessity of thorough security measures, the value of ongoing assessments, and the crucial role that qualified experts play in detecting and reducing security threats. The analysis has also demonstrated how crucial it is to take preventative measures in correcting vulnerabilities and keeping abreast of new threats. The integrity, confidentiality, and availability of network infrastructure and data must be guaranteed, and this assessment highlights how crucial it is to take strong security precautions and maintain vigilant watchfulness in this regard. 

[bookmark: _Toc133341478][bookmark: _Toc133341647]Chapter 3 – Research Methodology
[bookmark: _Toc133341479][bookmark: _Toc133341648]3.1 Saunders’ Research Onion
This project will adopt Saunders’ research onion as its chosen research methodology. The research onion’s layered structure offers personalisation in the form of effective progression, enabling adaptability and the freedom to curate an appropriate methodology for the chosen project [61]. Following the incremental layers set out by the methodology, the research onion can help benefit the organisation of research and further develop research design [62] through its offered holistic approach. This is important for the project, as documenting and explaining the choices made throughout research can help validate both findings and resulting understandings [63]. 
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[bookmark: _Toc133341711]Figure 10 - Saunders' Research Onion Diagram [64]
Broken down into six distinctive layers, the research onion methodology aims to improve decision-making throughout the project, providing a clear and structured framework for the most appropriate philosophy, approach, choice, strategy, time horizon, and data analysis for any given project. See Figure 10. The clarity of the structure of the framework enables peers to evaluate the research project more easily and thus help facilitate peer reviews. As a result, a shared understanding of the project between peers can help enhance its replicability, something that is essential for scientific rigour and credibility. Appendix 5 illustrates a brief overview of the of the chosen methodical approach for the project, that is in line with the structure of the Saunders’ research onion.
[bookmark: _Toc133341480][bookmark: _Toc133341649]3.1.1 Research Philosophy
A positivism philosophical approach will be taken throughout this project, analysing, and reflecting upon observable realities to identify regularities and relationships throughout collected data against the proposed hypothesis [65]. This philosophy aligns well with the quantitative, experimental approach that the study would likely take in order to measure the effectiveness of vulnerability assessments in enhancing network infrastructure security. Its emphasis on the use of scientific methods to study phenomena through the likes of quantitative data collection and statistical analysis best suits the project and its desired goal.
[bookmark: _Toc133341481][bookmark: _Toc133341650]3.1.2 Research Approach
As for the approach, the project will follow a deductive reasoning style, shifting reason from a more generalised rule to a specific law-like inference, something that is often followed when testing theories [66]. This approach will make use of well-established, pre-existing bodies of research to help formulate a hypothesis on the outcome of the project and then test this hypothesis against carefully curated data to help determine whether to support or refute the assumption. As the research design is based on established work and findings, a deductive approach can also help improve the generalisability of the project.
[bookmark: _Toc133341482][bookmark: _Toc133341651]3.1.3 Research Methodology 
Through a mono-method quantitative approach, the collection and measurement of data can be done in a precise and objective manner, using statistical analysis to quantify the hypothesis and draw conclusions. Following a mono-method approach can help standardise the data collection process of the project, in addition to increasing the generalisability of the results. This standardised data collection brought on by a mono-method approach can enhance the comparability of project results between studies due to the manner in which results have been collected. 
[bookmark: _Toc133341483][bookmark: _Toc133341652]3.1.4 Research Strategies
An experimental approach can test the established cause-and-effect relationship of the project. Tested within a controlled environment, an experiment can aid in collecting conclusive data to help support, refute, or validate the hypothesis. Designed to test existing theories, this approach is deductive in nature and is consistent with the adopted positivist research philosophy, which asserts that knowledge can only be objectively studied.
[bookmark: _Toc133341484][bookmark: _Toc133341653]3.1.5 Research Time-Horizon
The nature of the research focuses on current data that can reveal the relationship between the studied variables and help understand the phenomena. Pairing this information with the time constraints of the project, a cross-sectional time horizon is believed to best suit the project and its restricted flexibility.
[bookmark: _Toc133341485][bookmark: _Toc133341654]3.1.6 Research Techniques
The variation of existing and mitigated vulnerabilities is amongst the data to be collected throughout the deployed experimental vulnerabilities assessments. Using targeted statistical analysis to help identify correlations within the data align with existing layers of the methodology and can help deliver a coherent and consistent research process. 

[bookmark: _Toc133341486][bookmark: _Toc133341655]3.2 Experimental Hypothesis
The established experimental hypothesis focuses on the NGO’s network infrastructure security acting as the dependent variable, with the deployment of a vulnerability assessment on said network as the independent variable. As the collected data will stem from the same network source, it will subsequently become part of a dependent sample.
The null hypothesis (H0) states that ‘the deployment of a vulnerability assessment does not enhance the infrastructure security of the network’. Whereas the alternate hypothesis (H1) states that ‘the deployment of a vulnerability assessment does enhance the infrastructure security of the network’. These hypotheses can be translated into more statistical representations.
H0: Infrastructure Security before Vulnerability Assessment = µInfrastructure Security after Vulnerability Assessment
H1: Infrastructure Security before Vulnerability Assessment ≠ µInfrastructure Security after Vulnerability Assessment
These hypotheses will be revisited throughout the project analysis to help evaluate gathered data and conclude whether vulnerability assessments can help to enhance network security infrastructure. 

[bookmark: _Toc133341487][bookmark: _Toc133341656]3.3 Gantt Chart
A common project management tool for visualising a project’s schedule and timeframe is the Gantt chart. Providing a clear overview of all the tasks and activities that need to be achieved throughout a given period, Gantt charts are capable of helping identify dependencies between tasks. Such feature can greatly support the continuous progress of the project and further enhance its efficiency, minimising the opportunity for setback or disruption.
Figure 11 portrays a Gantt chart designed to epitomise the expected distribution and allocation of time throughout the project, providing a clear visual representation of the anticipated timeline and enabling easily adjustable timeframes.
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[bookmark: _Toc133341712]Figure 11 - Project Gantt Chart

[bookmark: _Toc133341488][bookmark: _Toc133341657]3.4 Contingency Plan
In the event that no further vulnerability assessment can be conducted on the NGO network, a simulated vulnerability assessment must take place. The deployment of virtualised software will allow for the conduction of simulated vulnerability assessments, taking selected vulnerabilities identified throughout previous phase scans, documenting, and providing an appropriate mitigation strategy for the NGO. If stage 2 illustrated within figure 11 cannot be completed, the proposed contingency plan will be enacted as to enable the continuation of the project. The establishment of such a contingency plan is essential as to help protect the integrity of the project and its implementation. Appendix 4 depicts an example topology of the simulated implementation to be conducted in the event of adopting the proposed contingency plan.

[bookmark: _Toc133341489][bookmark: _Toc133341658]3.5 Conclusion
This chapter details the selected research methodology to be adopted for this project, the Saunders’ Research Onion. It discusses the various characteristics offered by the influential methodology, outlining its structured and layered approach that can help to improve decision-making, provide a clear framework, and enhance the replicability and credibility of the project. Relevant reasoning behind each chosen layer to the research onion is also documented, in addition to a hypothesis derived from the experimental foundations of the project. Ensuring adherence to the chosen philosophies and approaches throughout the project’s preliminary research can aid in achieving its desired outcome, and result in a successful implementation. Use of Gantt chart is presented to aid in the efficient progression of the project and its assigned objectives. Necessary contingency plan is considered and developed to help increase risk management and protect the integrity of both the project and its implementation.



[bookmark: _Toc133341490][bookmark: _Toc133341659]Chapter 4 – Design & Implementation
[bookmark: _Toc133341491][bookmark: _Toc133341660]4.1 Design Formulation
As previously discussed, this project aims to understand the effectiveness of vulnerability assessments in enhancing infrastructure security within a real-time network environment. In order to deliver an effective and meaningful implementation, it is important to ensure that a comprehensive understanding of the project and its desired deliverable can be achieved. Such an understanding can be reflected within a well-formulated and structured design. 
Flowcharts are a great illustrative tool that can be used to help elucidate a sequence of operations and visualise complex processes. Incorporating such diagrams can not only aid in the understanding of the flow of work but also highlight potential wasteful efforts and problematics scenarios. Thus giving rise to enhanced problem-solving and decision-making [67]. Appendix 1 presents a flowchart created to illustrate the structured design of a successful implementation. 
While an analysis of the prerequisite work has been performed, much of the information it offers could be considered outdated due to the prolonged period between both phase 2 and phase 3. As a result of this, another vulnerability assessment will be proposed and put toward the NGO, with the hope of approval in order to understand the current security posture of the network infrastructure. This implementation can help in verifying the existence of vulnerabilities within the network, as well as examining the potential threat(s) posed against the NGO. With this information, appropriate remediation and mitigation strategies can be curated.
Given the project's positivist and deductive approach, a similar method to that used in Phase 2 will be employed for the implementation. Subject to approval by the NGO, an external vulnerability assessment will be conducted using a secure VPN connection provided by the network. The encrypted tunnel will enable a thorough assessment of the target network and its infrastructure without hindering the research project. The data collected will be crucial for analysing the effectiveness of infrastructure security enhancements and for advancing the understanding of vulnerability assessments in securing a network.
To minimize disruption to the NGO workforce during the vulnerability assessment, network scans will be performed outside of typical office hours. The proposed date for the assessment will be the first weekend of April, specifically the 1st and 2nd of April. Following the security rules and permissions set out by the NGO network administrators and security policy, the provided network account to be used with the VPN client does not possess any administrative rights, but instead simply provide access to the network.
[bookmark: _Toc133341492][bookmark: _Toc133341661]4.2 Resources and Design
[bookmark: _Toc133341493][bookmark: _Toc133341662]4.2.1 OpenVAS
Greenbone’s vulnerability scanning and management software OpenVAS will be the chosen vulnerability assessment tool for the project’s implementation. The evaluated literature cited in section 2.7.3 of the project report, which highlights its excellent vulnerability coverage and ongoing support, serves as some of the justification for this decision. Additionally, OpenVAS is capable of delivering intricate and well-detailed analysis reports from each conducted vulnerability scan. These reports offer critical information such as vulnerability detection results, potential impact, and suggested solutions to help mitigate the identified vulnerability. 
Further reasoning stems from the use of such tool within the initial phase(s) of the implementation. Ensuring to minimise the number of variations between the initial two phases and the forthcoming implementation phase can help in bolstering the validity of the project. Additionally, its open-source framework presents no obstacles for those looking to reproduce the implementation, providing the project with a greater level of replicability [68]. Appendix 2 illustrates a detailed overview of the operations of OpenVAS and its supporting infrastructure while conducting vulnerability scan(s).
[bookmark: _Toc133341494][bookmark: _Toc133341663]4.2.2 Nmap
Nmap will be used to aid in the discovery and verification of active hosts and services on the NGO network. Utilising its various functions including host discovery, port scanning, service detection, and firewall evasion, the excellent multi-functional utility can help effectively gather necessary network configuration information for the intended vulnerability assessment. Much like OpenVAS, the review literature in section 2.7.3, in addition to its open-source framework, stand as valid justification for the use of the Nmap auditing utility throughout the projects implementation. Helping both validate its credibility and further support in enhancing the replicability of the project.
[bookmark: _Toc133341495][bookmark: _Toc133341664]4.2.3 Total Network Inventory
Total Network Inventory (TNI) will be deployed within the secure host machine to supplement Nmap in the discovery and verification of active hosts and services within the NGO network. Its intuitive graphical user interface enables efficient surveillance of both inventory management and software accounting, in addition to flexible filtering capabilities to conveniently locate desirable data. Utilising additional software suites throughout the project implementation can help enhance the methods and techniques used for host discovery, providing comprehensive coverage of the network infrastructure, and expanding the potential range of identified hosts. 
[bookmark: _Toc133341496][bookmark: _Toc133341665]4.2.4 Host Machine
A secure Windows personal home computer will act as the host machine throughout the implementation of the project. Built upon capable x86 architecture, the PC will support a minimum of 16GB of available RAM and offer a minimum of 100GB+ of available storage. These deliverables have been carefully selected to attain to the specified minimum requirements of the relevant software to be used throughout the implementation.
A secure virtualised Kali Linux [69] environment will be used to conduct a large majority of such implementation, deploying both of the previously mentioned OpenVAS and Nmap tools. The Kali Linux distribution is configured around advanced penetration testing and security auditing and acts as a versatile and user-friendly operating system [70] for the actions relevant to the implementation.
[bookmark: _Toc133341497][bookmark: _Toc133341666]4.2.5 Network Connectivity
A secure virtual private network (VPN) connection will be provided by the NGO to enable a remote connection to the target network infrastructure. The VPN will be configured within the Windows host machine and will be accessible by the virtual Kali environment via a configured NAT (Network Address Translation) network adapter. VPN connectivity is essential to the success of the implementation, as without access the necessary vulnerability assessment cannot be executed. The use of a secure VPN ensures the protection and confidentiality of any data migrating throughout the NGO network. The prevention of loss of sensitive information is of upmost importance as to adhere to the UK public general Data Protection Act of 2018.
Appendix 3 depicts an example topology of the external implementation to be conducted. 
Knowledge of the network infrastructure, including each subnetwork and their relative IP addressing table was obtained prior to the implementation from the NGO. With this information, a list of targets was created within OpenVAS to be applied to each relevant scan. Configured targets are what dictate the IP range of host devices targeted by OpenVAS during a vulnerability scan. Figures 12 and 13 depict such targets and showcases user flexibility.
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[bookmark: _Toc133341713]Figure 12 - OpenVAS Targets List
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[bookmark: _Toc133341714]Figure 13 - OpenVAS New Target
Each individual subnetwork target created adhered to the same default configuration presented within Figure 13, targeting all IANA assigned TCP ports within identified host machines. While reducing the range of ports to be scanned can limit the scale and accuracy of a vulnerability assessment, scanning all 65,535 TCP ports across each potential host machine can consume a lot of time. With many of the TCP ports rarely being utilised [71], a reduced range can enable a larger collection of subnetwork scans to be conducted during the limited time spent within the NGO network. Only few select targets configured, such as group internal and external scans, would capture all TCP ports as to ensure coverage of all potential vulnerabilities across host devices.
[bookmark: _Toc133341498][bookmark: _Toc133341667]4.3 Implementation
The project implementation took place over the course of two consecutive days as to enable myself enough time to conduct a full network vulnerability assessment, encompassing all known subnetworks and their host machines. With this time, any difficulties encountered could be troubleshooted and resolved without any hinderance to the task at hand. The implementation consisted of twenty (20) individual vulnerability scans, each assessing and highlighting any vulnerabilities or configuration errors present within network devices belonging to the NGO. 
[bookmark: _Toc133341499][bookmark: _Toc133341668]4.3.1 Results of Implementation
The NGO network was divided into a collection of internal and external subnetworks, both sets provided with accompanying internal and external IP addressing schemes. Knowledge of this division can help us understand and foresight potential explanations behind the presence of identified vulnerabilities within each subnetwork. Only identified vulnerabilities with a minimum quality of detection (QoD) of 70% were presented within each generated report as to help reduce the chance of false positives. 
While twenty (20) vulnerability scans were conducted on the NGO network, a total of fourteen (14) subnetworks were scanned, one more than what was scanned during phase 2. Main internal IP host devices ranged between a X.X.0.1 and X.X.10.254 IP range, encompassing 2,794 potential host machines across eleven (11) different subnetworks. An additional X.X.30.0/24 internal range that was used for virtual environments was also scanned. External IP host devices made up the remaining two subnetworks, with IP ranges of X.X.234.0/24 and X.X.255.0/24, holding 508 potential host machines. Table 5 presents the structure of the NGO subnetworks, including their alignment within the network and the number of potential hosts.
The six additional network scans composed large scale group assessments of the internal and external subnetwork clusters. Ensuring to cover all 65,535 TCP ports of identified hosts, these further scans were performed to help ensure full coverage of potential vulnerabilities and safeguard against unidentified anomalies. 
	Subnetwork IP
	IP Range
	No. of Hosts

	X.X.0.0 / 24
	Internal
	254

	X.X.1.0 / 24
	Internal
	254

	X.X.2.0 / 24
	Internal
	254

	X.X.3.0 / 24
	Internal
	254

	X.X.4.0 / 24
	Internal
	254

	X.X.5.0 / 24
	Internal
	254

	X.X.6.0 / 24
	Internal
	254

	X.X.7.0 / 24
	Internal
	254

	X.X.8.0 / 24
	Internal
	254

	X.X.9.0 / 24
	Internal
	254

	X.X.10.0 / 24
	Internal
	254

	X.X.30.0 / 24
	Internal
	254

	X.X.234.0 / 24
	External
	254

	X.X.255.0 / 24
	External
	254


[bookmark: _Toc133341740]Table 5 - List of NGO Subnetworks
It is important to note that a scan of the X.X.0.0/24 subnetwork is absent from phase 2 for unknown reasons, making it difficult to make any inferences about noticeable changes to the security posture of the subnetwork.
Of the 14 subnetworks targeted by the OpenVAS software, 57% of generated reports concluded that select target subnetworks were absent of vulnerabilities, presenting no immediate threat to the NGO. To help confirm the presence of live devices within these ‘secure’ subnetworks, ICMP echo requests were sent via Nmap to determine the current state of identified machines. Figure 14 reveals some of the captured ICMP responses within the X.X.30.0 subnetworks, confirming the presence of active live host machines.
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[bookmark: _Toc133341715]Figure 14 - Nmap ICMP request within 30.0 subnetwork
By establishing the presence of live host devices within a subnetwork void of identified vulnerabilities, we are able to determine that the lack of results is unlikely to be caused by the inactivity of the subnetworks’ host machines. Supporting the outcome of the OpenVAS scan reports.
Further confirmation of the OpenVAS scan results stemmed from the deployment of network management software, Total Network Inventory (TNI). Provided with the relevant subnetwork IP range(s), TNI was able to develop a comprehensive inventory of identified host machines within the NGO network. Its use of secure protocols throughout analysis ensured the protection of critical network information during the established connection, protecting the integrity of the project. Using its well-structured user interface, the TNI suite was able to generate informative records of network devices that could be effectively evaluated and called upon if necessary for further investigation. Figure 15 reveals captured data from the TNI software when deployed within the NGO network.
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[bookmark: _Toc133341716]Figure 15 - Deployment of Total Network Inventory
After successfully completing the configured vulnerability scans, the generated reports from OpenVAS can be analysed and any critical vulnerabilities will be unveiled in accordance with the defined flowchart. Through meticulous analysis, it is possible to establish an understanding of the network’s security posture, which can help guide the appropriate remedial action that is to follow. 
[bookmark: _Toc133341500][bookmark: _Toc133341669]4.3.2 Challenges
While the project implementation was successfully executed, achieving the desired outcomes of the vulnerability assessments, various challenges had been encountered at times that led to the disruption of flow of the project.
4.3.2.1 VPN Connection Error
During the configuration of the test environment, connection attempts to the provided NGO VPN were frequently met with a distinct error code detailing that the VPN server was unreachable. Figure 16 depicts the presented error prompt, with accompanying message and error code.
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[bookmark: _Toc133341717]Figure 16 - VPN Client Error Encounter
Attempts to troubleshoot the issue included ensuring correct credentials were provided to the VPN client in case attempts prior had presented false credentials. Upon investigation, the error occurred due to the set authentication period being exceeded, with the necessary two-factor authentication to blame for the loss of time [72]. To overcome this issue, I was to ensure that the necessary login credentials in addition to the two-factor authentication token were provided within the given timeframe, as to allow for a successful and consistent login attempt.
4.3.2.2 NGO Subnetwork Intersection
Due to the required active network connection of the host machine to establish the VPN client, the configured Kali virtual machine would also embed itself within my home network via its bridged NAT adapter. Given that my home network shared an IP address with a target subnetwork of the NGO, the vulnerability assessment's findings were considered to be problematic, and inaccurately represented the security posture of the network. Figure 17 and figure 18 both showcase the devices foreign to the NGO subnetwork, mistakenly identified by the VM and falsifying collected network data. 
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[bookmark: _Toc133341718]Figure 17 - Home network detected within scan.
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[bookmark: _Toc133341719]Figure 18 - Home network detected within scan.

To help troubleshoot this issue, I would utilise the previously mentioned target feature of OpenVAS mentioned within 4.3.1, applying a host exclusion filter to the subnetwork scan effected by this issue. In order to do this, I had to first identify the host IPs within my home network to be excluded from the scan by accessing my home routers settings and manually document the hosts connected, with their designated IPs. Once all connected hosts of my home network were identified, an appropriate .txt file was created to efficiently group and exclude said hosts from participating in the scan. 
Notwithstanding, this circumstance highlights the potential issue wherein a host device within the NGO subnetwork shares an IP address with a host within my home network and is consequently excluded from the OpenVAS scan. This exclusion poses a risk of unidentified vulnerabilities, which could potentially be present in the omitted device from the subnetwork scan. 


[bookmark: _Toc133341501][bookmark: _Toc133341670]Chapter 5 – Analysis
[bookmark: _Toc133341502][bookmark: _Toc133341671]5.1 Phase 3 Analysis
Of the 20 vulnerability scans conducted across the 14 subnetworks of the NGO, 1,319 total results were captured by the OpenVAS software [73]. Of those 1,319 results, just 154 vulnerabilities complied with the configured QoD filter, revealing a 23% increase in potential network threats when compared to phase 2. These 154 vulnerabilities were present within just five (5) of the fourteen (14) targeted subnetworks, plaguing 21 host machines across both internal and external IP ranges. A total of 24 high risk vulnerabilities were identified, in addition to 117 medium risk and 13 low risk vulnerabilities. 
	Severity
	Frequency

	High
	24

	Medium
	117

	Low
	13


[bookmark: _Toc133341741]Table 6 - Phase 3 Vulnerability Severity Frequency
Figure 19 depicts the distribution of the identified vulnerabilities by their severity within both the internal and external IP ranges.

[bookmark: _Toc133341720]Figure 19 - Distribution of Identified Vulnerabilities by Severity in Phase 3

[bookmark: _Toc133341503][bookmark: _Toc133341672]5.1.1 Subnetworks 3.0 & 10.0 Comparison
In spite of the clear increase in identified vulnerabilities within the NGO network during phase 3, further inspection of individual subnetwork results compared to those acquired during phases 1 and 2 can reveal compelling trends. Building upon the comparative analysis of subnetworks X.X.3.0 and X.X.10.0 written in 2.7.2.1, phase 3 presents further relevant findings that support the proposed alternate hypothesis of vulnerability assessments enhancing infrastructure security if deployed on a network. 

[bookmark: _Toc133341721]Figure 20 - Vulnerability Frequency within 3.0 Subnetwork
Figure 20 illustrates the recorded trends of identified vulnerabilities within the X.X.3.0 subnetwork between each of the enacted phases. Phase 3 experienced a near 67% decrease in identified vulnerabilities compared to the results of phase 2, which in itself had already identified 83% fewer vulnerabilities to phase 1. A distinct exponential decay in the number of vulnerabilities identified between phases can only suggest that the performed vulnerability assessments had positively impacted the infrastructure security of the NGO network.

[bookmark: _Toc133341722]Figure 21 - Vulnerability Frequency within 10.0 Subnetwork
A similar conclusion could be drawn from the recorded trends of identified vulnerabilities within the X.X.10.0 subnetwork presented within figure 21. Phase 3 revealed a significant decline in identified vulnerabilities when compared to the previous two phases, with the OpenVAS software reporting zero notable findings abiding to the applied assessment filters. 

[bookmark: _Toc133341504][bookmark: _Toc133341673]5.1.2 Complete Subnetwork Comparison
In contrast to the limited comparative analysis between phase 1 and 2, the comprehensive network scan carried out during phase 3 facilitates a thorough examination and juxtaposition of the differences between the reported assessment results of phase 2. Allowing for a detailed understanding of the evolution of infrastructure security across the NGO network, and the influence of vulnerability assessments.
As previously documented, phase 3 had exhibited a 23% upsurge in identified vulnerabilities across its subnetworks in comparison to phase 2, with newly detected threats ranging throughout the severity index. However, an analysis of the distribution of vulnerabilities between the two phases revealed that nearly 50% of the newly discovered threats associated with phase 3 were located in the X.X.5.0 subnetwork, which had previously been devoid of any identified vulnerabilities. The distribution of vulnerabilities across both phases 2 and 3 can be seen in figures 22 and 23 below. 

[bookmark: _Toc133341723]Figure 22 - Phase 2 Vulnerability Distribution

[bookmark: _Toc133341724]Figure 23 - Phase 3 Vulnerability Distribution
A total of 118 vulnerabilities were discovered within the X.X.5.0 subnetwork, consisting of 18 high risk, 88 medium risk, and 12 low risk threats. These vulnerabilities were spread across thirteen (13) host devices, with an average count of nine (9) vulnerabilities per host. 
This sudden influx of identified vulnerabilities within the X.X.5.0 subnetwork seemingly opposes the interpretations of prior results, potentially revealing the failures of such assessments and suggesting inconsistency among the findings of tools such as OpenVAS. The perceived incapacity to record valid data could be said to lead networks down false avenues of security and shadow the genuine magnitude of network instability, worsening the security of the infrastructure.
However, additional speculative reasons offer justified logic behind the absence of these new vulnerabilities from previous scans. Since the enactment of phase 2, there has been a period of 10 months in which the NGO may have adjusted their network infrastructure. This may have entailed the reconfiguration of existing systems, or even the complete relocation of subnetworks and their relative IP address range. As a result, highlighted hosts during phase 3 may have been absent from the phase 2 scan owing to their nonexistence within the X.X.5.0 subnetwork at that time.
These same reasons could also be applied to the five (5) newly discovered vulnerabilities within the X.X.4.0 subnetwork during phase 3, solely impacting one host device.
It is unknown whether confirmation of active host machines within any of the subnetwork, in particular X.X.4.0 and X.X.5.0, was conducted during phase 2, as was documented during phase 3 using both Nmap and TNI in 4.3.1.
It is important to note that although many of the vulnerabilities identified during phase 3 had previously gone undetected, a significant number of susceptible subnetworks from phase 2 no longer appear to exhibit any discernible threats. Further examination of the collected data between phases 2 and 3 reveal that half of all previously vulnerable subnetworks have been purged of formerly identified vulnerabilities, these include subnetworks X.X.1.0, X.X.10.0, X.X.30.0, and X.X.234.0. Additionally, subnetworks X.X.3.0 and X.X.9.0 experienced a 67% and 50% decrease in identified threats respectively. While seemingly offering no initial clear influence on the enhancement of infrastructure security, it can be discerned through careful investigation that a staggering 80 of the 129 vulnerabilities discovered during phase 2 were no longer present within the phase 3 scans, representing a 62% reduction in known threats and therefore strengthening the security of the network infrastructure.

[bookmark: _Toc133341505][bookmark: _Toc133341674]5.2 Summary & Conclusion
Overall, the conducted phase 3 vulnerability assessment sheds light on the complexities associated with verifying the security of network infrastructure. While comparative figures such as fluctuating vulnerability count(s) can provide an indication of changes in security posture, the inability to continually enumerate all possible threats, originally proposed by Geer and Harthorne [52], leaves the comparison of findings a difficult endeavour. Despite the observed increase in known network vulnerabilities during phase 3, which suggests a decline in network security, the discovery of a 62% reduction in previously identified vulnerabilities serves as a testament to the efficacy and potency of vulnerability assessments.
However, continued vigilance and periodic assessments are still necessary to maintain network security. While showing a positive impact against the underlaying threats uncovered during phase 2, the phase 3 assessment still uncovered areas of weakness within the network infrastructure of the NGO. Because of this, it is suggested that the NGO conducts a vulnerability assessment on their network at a minimum interval of three (3) months, and a maximum of six (6) months as to enhance the security of infrastructure within the network.
In order to further enhance the security of the network, appropriate remedial actions must be taken to address the identified vulnerabilities throughout the phase 3 scans. The aim of these actions is to mitigate the vulnerabilities that pose the greatest threat(s) to the infrastructure and have been assigned high risk threat levels in accordance with the CVSS standards that have been discussed. Although the CVSS has been subject to criticism and scrutiny in literature [41], it remains widely adopted and accepted by professionals in the field of cyber security and networking. Therefore, it will be employed as the basis for the remediation strategy outlined in the report.
[bookmark: _Toc133341506][bookmark: _Toc133341675][bookmark: _Hlk125452605]Chapter 6 – Mitigation
As mentioned in 5.2 the proposed mitigation and remedial strategy of this report will focus primarily on vulnerabilities identified during phase 3 that attain a high risk CVSS score from the OpenVAS assessments. Each vulnerability will be broken down and appropriate remedial strategies will be provided to NGO network to aid in the mitigation of critical threats.

[bookmark: _Toc133341507][bookmark: _Toc133341676]6.1 High-Risk Vulnerabilities
During phase 3, a total of 14 subnetwork assessments were conducted, where OpenVAS identified a total of 24 high-risk vulnerabilities on 10 individual host machines. However, it is important to note that the identified vulnerabilities were limited to just 7 distinct threats, which manifested at different frequencies across the various devices. Table 7 presents a detailed overview of the high-risk vulnerabilities, their respective frequency of occurrence, and the number of devices on which they were detected among the 10 vulnerable hosts. 
	Identified High Threat Vulnerability
	Frequency
	No. of Host with Vulnerability

	SSL/TLS: Report Vulnerable Cipher Suites for HTTPS
	12
	9

	SSL/TLS: OpenSSL CCS Man in the Middle Security Bypass Vulnerability
	4
	4

	Lighttpd Multiple Vulnerability
	4
	2

	GoAhead Server HTTP Header Injection Vulnerability
	1
	1

	Microsoft Windows SMB Server Multiple Vulnerabilities-Remote
	1
	1

	Microsoft Exchange Server End of Life (EOL) Detection
	1
	1

	Microsoft SQL Server End of Life Detection
	1
	1


[bookmark: _Toc133341742]Table 7 - Identified High Risk Vulnerabilities & Their Frequencies

The documentation of high threat vulnerabilities, including their descriptions and corresponding remedial strategies, will be supported by the generated OpenVAS reports and their comprehensive analysis of each identified vulnerability. 
[bookmark: _Toc133341508][bookmark: _Toc133341677]6.1.1 SSL/TLS: Report Vulnerable Cipher Suites for HTTPS
6.1.1.1 Description
Facilitating the encryption of data transfer between client and server, Transport Layer Security (TLS) and Secure Socket Layer (SSL) protect the integrity of network packets through the use of message authentication code (MAC) algorithms provided by cipher suites. 
In the event that vulnerable cipher suites are utilised, attacks may intercept or modify captured data packets sent between client and server by exploiting the suites’ vulnerability. Such an incident could expose confidential information or even lead to the delivery of malicious data to the breached network infrastructure through packet modification.
6.1.1.2 Mitigation
When establishing TLS/SSL configurations, it is essential to ensure that selected cipher suites are void of known vulnerabilities. Cipher suites that are old or outdated may be susceptible to attacks that can compromise the security and integrity of the network. To address this concern, it is possible to adjust the current network configuration so that the active HTTPS service no longer accepts the identified vulnerable cipher suite(s). This approach can help to mitigate the potential risks associated with the use of vulnerable cipher suites, such as the interception or modification of data in transit. Affected cipher suites are listed within the relative OpenVAS assessment report.

[bookmark: _Toc133341509][bookmark: _Toc133341678]6.1.2 SSL/TLS: OpenSSL CCS Man in the Middle Security Bypass Vulnerability
6.1.2.1 Description
OpenSSL is a carefully crafted software library that provides various cryptographic functions such as SSL and TLS protocols to help implement secure network communications. Although widely adopted, the open-source toolkit suffers from a vulnerability related to its processing of ChangeCipherSpec messages. 
This vulnerability permits unauthorised man-in-the-middle attacks to initiate specially constructed TLS handshakes to force the use of a zero-length master key during OpenSSL communication. Referred to as a ‘CCS injection’, the vulnerability enables the hijacking of ongoing communication sessions and the collection of sensitive information. 
6.1.2.2 Mitigation
The recommended remedial action from the OpenVAS report suggests updating the running version of the OpenSSL library on affected systems. Vendor updates are available that patch the mentioned vulnerability and help prevent such an attack from targeting the NGO network. 

[bookmark: _Toc133341510][bookmark: _Toc133341679]6.1.3 Lighttpd Multiple Vulnerability
6.1.3.1 Description
Lighttpd is an open-source web server designed to deliver fast and secure data transfer. While recent releases strive to prevent malicious activity, machines utilising older builds of the software can suffer from unpatched vulnerabilities known to the hacking community. 
Within the NGO network, Lighttpd was found to be running a known vulnerable build of the software, version 1.4.23. Successful exploitation of such build would enable unauthorised individuals to execute arbitrary SQL commands against the web server, in addition to allowing access to local files via hostname.
6.1.3.2 Mitigation
Appropriate remedial action to help tackle the vulnerability would involve deploying a vendor fix, patching the running version of Lighttpd to a more stable and secure release such as 1.4.35.

[bookmark: _Toc133341511][bookmark: _Toc133341680]6.1.4 GoAhead Server HTTP Header Injection Vulnerability
6.1.4.1 Description
Similar to Lighttpd, GoAhead is an open-source web server built to provide secure and reliable connectivity. However, as with most services, malicious actors have identified ways to exploit the legacy software to conduct harmful actions such as in this case, HTTP header injection.
Enabling an attacker to manipulate and falsify a select host header, HTTP header injection vulnerabilities may subsequently enable the creation of malicious webpages featuring poisoned host headers. If executed successfully, the vulnerability can compromise both the confidentiality and integrity of the target web application, potentially resulting in unauthorised access to web pages or other forms of cyber-attacks. 
6.1.4.2 Mitigation
This vulnerability was discovered in GoAhead web server version 2.5.0. Suggested remedial action would involve deploying a vendor fix, patching the running version of GoAhead to a known secure build. Version 5.1.6 onwards are known to not experience such complications or exhibit these vulnerabilities. 

[bookmark: _Toc133341512][bookmark: _Toc133341681]6.1.5 Microsoft Windows SMB Server Multiple Vulnerabilities-Remote
6.1.5.1 Description
Windows Server Message Block (SMB) is a protocol used by systems running Microsoft Windows for sharing resources across networks, such as select files and peripherals like printers. The SMB server is responsible for handling requests sent between SMB clients as to enable and support ongoing communications throughout the network.
Due to the improper handling of particular requests, SMBv1 is vulnerable to remote code execution. With this knowledge, malicious actors could utilise specially crafted packets to target and exploit the vulnerable Windows protocol to deliver and execute arbitrary code within the target server. The NGO client facing this vulnerability is missing critical security patches that have been highlighted previously by Microsoft published bulletin MS17-010 [74].
6.1.5.2 Mitigation
To mitigate this threat, supported systems can update to the latest available security patch released by the vendor. However, unsupported legacy devices that cannot update to a secure patch are recommended to instead discontinue the use of SMBv1 entirely. It is possible for networks to cut-off SMB directly by preventing the use of TCP port 445 on devices bordering the network infrastructure.

[bookmark: _Toc133341513][bookmark: _Toc133341682]6.1.6 Microsoft Exchange Server End of Life (EOL) Detection
6.1.6.1 Description
Microsoft Exchange Server is messaging platform that offers features such as email, contacts, and task management. The service is designed for implementation within business environments to provide an effective and secure communication tool for organisations. Security features such as spam filtering and virus detection offered to help protect networks and their users from malicious actors.
While Microsoft continues to develop more capable and secure versions of Exchange Server, many of its past implementations are now becoming unsupported as they reach their end of life (EOL). As a result, legacy versions of the service will no longer receive security updates to patch any existing or potential vulnerabilities identified. In this instance, the vulnerable NGO host machine has been found to deploy an older 2010 Exchange Server version, one that is now unsupported and EOL. Known vulnerabilities of this Exchange build may be leveraged by attackers to compromise the host machine and the network.
6.1.6.2 Mitigation
Microsoft provide detailed guidance reports specifying how outdated service users can avoid the vulnerabilities of EOL service versions [75]. The NGO Exchange Servers are capable of enacting a full migration to Microsoft 365, this migration would also include the removal of on-premises Exchange services as to prevent the service from exploitation. However, if specific Exchange features are required by the NGO, it is recommended that the service is upgraded a newer version of Exchange Server on-premises. Currently supported Exchange Server versions include 2016 and 2019, both with an expected EOL of October 14th, 2025.

[bookmark: _Toc133341514][bookmark: _Toc133341683]6.1.7 Microsoft SQL Server End of Life Detection
6.1.7.1 Description
Microsoft SQL Server is a relational database management system (RDBMS) that deploys structured query language (SQL) to create robust commands for data management. This software is extensively utilised by organisations of varying sizes for storing and retrieving crucial organizational data. The SQL server platform offers reliable, scalable, and high-performance services that ensure the efficient management of data, allowing organisations to make informed decisions based on accurate and timely information.
The obsolescence of outdated SQL software versions is a frequent occurrence, whereby with the release of new software iterations, legacy builds of SQL inevitably reach their EOL, rendering them unsupported and consequently, deprived of future security updates. The absence of further maintenance and updates leaves EOL SQL versions susceptible to any pre-existing or newly discovered vulnerabilities, thus endangering the safety and security of a network. NGO hosts were discovered to be running Microsoft SQL Server 2012, whose EOL date was July 13th, 2022. Known vulnerabilities of this SQL Server build may be leveraged by attackers to compromise the host machine and the network.
6.1.7.2 Mitigation
As was offered for Exchange Server EOL, Microsoft provide guidance material thoroughly documenting the appropriate remedial strategy to mitigate an SQL Server EOL [76]. The NGO network could migrate its existing vulnerable SQL Server to Microsoft’s popular Azure SQL service, taking advantage of the advanced and secure cloud computing databases. However, if existing database architecture must remain on-premises, the NGO may instead upgrade their existing SQL Server to a more modernised SQL version such as the 2019 or 2022 package, offering continued support and future security updates to mitigate existing threats found within the running EOL service.

[bookmark: _Toc133341515][bookmark: _Toc133341684]6.2 Simulated Demonstration of High-Risk Vulnerabilities
Leveraging the high-risk vulnerabilities identified above to exploit the NGO network can help demonstrate how such vulnerabilities can impact an organisation, while also providing some clarity on the consequences of ignoring identified threats. To accomplish this, a black box penetration test could be conducted, targeting the vulnerable hosts of the NGO network. 
However, due to the time constraints of the implementation and resource availability, such as access to appropriate software tools, it had been deemed impracticable to execute a black box penetration test within the NGO infrastructure. As a result, a simulated demonstration will be carried out instead, aimed at demonstrating some of the high-risk vulnerabilities identified during phase 3, and the gravity of the threat they pose to the NGO network infrastructure.
By enacting these demonstrations within the confines of a simulated environment, the potential impacts of any vulnerabilities can be evaluated in a safe and controlled manner, and not pose any threat toward the NGO network. The simulated vulnerabilities will be chosen based on the likelihood of occurrence as well as the severity of the consequences if left unaddressed. Ultimately, these demonstrations will hopefully reveal the importance of vulnerability management and showcase the potential implications of failing to properly secure network infrastructure.

[bookmark: _Toc133341516][bookmark: _Toc133341685][bookmark: _Hlk133002452]6.2.1 SSL/TLS: OpenSSL CCS Man in the Middle Security Bypass Vulnerability
Recognised as the second most frequent high-risk vulnerability during phase 3, the OpenSSL CCS MitM bypass faces a greater chance of occurrence compared to other high-risk threats due to its infliction rate, infecting 40% of all host machines susceptible to high-risk threats. If such a vulnerability was to be exploited, the potential for further cyber-attacks would increase considerably due to the possibility of confidential information, such as network credentials, becoming maliciously harvested by unauthorised actors through packet capture techniques. 
Utilising available networking equipment, a controlled environment was configured to emulate the effects of a man-in-the-middle attack against the NGO network, with the intention of understanding the consequences of the vulnerability’s existence. Using RJ45 cables, a pair of host machines were connected to a Cisco Catalyst 3560 series switch to complete an enclosed network environment. Figures 24, 25, and 26 picture the constructed environment, showcasing the lab equipment used.
A topology of these devices can be found in Appendix 6.
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[bookmark: _Toc133341725]Figure 24 – Host 25 & 26 to Switch Configuration
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[bookmark: _Toc133341726]Figure 25 – Switch 32 Configuration
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[bookmark: _Toc133341727]Figure 26 - Connected Host Machines
The switch in use was configured to enable Telnet connectivity between host machines, allowing for the transfer of data over cleartext channels. Such a service could be deployed by network administrators within the NGO to establish remote host connections to access files and execute programs across the network. Telnet was discovered to be an active service within the NGO network during phase 2, and as a result has the potential to enable this exact simulated attack to occure. Figure 27 presents the configured switch interface using the terminal emulator tool, PuTTY.
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[bookmark: _Toc133341728]Figure 27 - Switch Telnet Configuration

If the SSL/TLS: OpenSSL CCS man-in-the-middle security bypass vulnerability was to be exploited within the NGO network, unauthorised attackers could capture live network packets from ongoing communication sessions, with the potential to access sensitive information held within the seized data. In the event of such an incident, further cyber-attacks such as session hijacking could follow through the exploitation of any newfound information.
Figure 28 depicts the timeline of such an event taking place, showcasing the network reconnaissance tool Wireshark capturing a live TCP packet and presenting its data in cleartext form within the constructed network environment. In this instance, the attacker was able to recover the necessary password to access privileged EXEC mode on the configured switch. This would enable complete configuration privileges over the switch and its connected devices, presenting the opportunity for further malicious actions against the network and its infrastructure.
[image: ]
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As previously discussed, appropriate remedial action would be to instigate the immediate update of running OpenSSL services, patching the identified vulnerability. The necessary vendor fix is readily available and can be downloaded directly from the library creator.
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A comprehensive overview of the high-risk vulnerabilities identified during phase 3 is provided throughout this chapter. Relevant information surrounding their background and appropriate remedial actions are documented as to help reduce the risk of exploitation. These remedial actions include implementing software patches and updates, migration to alternate services, and even prohibiting the use of particular network functionality as to restrict the actions of malicious attackers. A simulated attack was also conducted to show the potential consequences the NGO network may face if one of the identified vulnerabilities was to be exploited.
It is essential that the documented vulnerabilities and their mitigation strategies are acknowledged by the NGO, as to ensure the immediate implementation of remedial actions to help reduce the risk of potential security breaches. Failure to enact upon such recommendations would allow existing threats to continue weakening the already vulnerable network infrastructure and further compromise the security of the NGO and its data.
Although not explored within this report, the remediation of medium-risk and low-risk vulnerabilities identified during phase 3 must also be studied. Appropriate actions on the mitigation of such threats will be provided to the NGO in full within a complete report on the conducted phase 3 vulnerability assessment at a later date.
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[bookmark: _Toc133341519][bookmark: _Toc133341688]7.1 Project Summary
This project has explored the various different aspects of vulnerability assessments, not only striving to understand the how each enacted element can directly influence the security of network infrastructure, but also help secure a real-time network. Conducting a thorough analysis of scholarly articles and credible material, including published whitepapers and peer-reviewed articles, this report provided a comprehensive understanding of the strengths and limitations of vulnerability assessments, as well as the emerging trends and challenges faced within the field. The analysis of preliminary assessment data provided a foundation in which a comparative examination between future work could help illustrate the value of vulnerability assessments in securing a network.
The projects aim was to assess the vulnerabilities identified within a real-time NGO network and propose a relevant mitigation strategy to aid in the remediation of such threats. This aim was achieved utilising a suite of carefully selected software tools, whereby a further vulnerability assessment was orchestrated to derive comparative data for the sake of understanding the effectiveness of prior assessments on the real-time network. With collected data helping determine the current security posture of the NGO infrastructure through comparative analysis. The project examined appropriate remedial actions toward high-risk vulnerabilities that were identified during the conducted assessment and documented a suitable mitigation strategy to be implemented by the NGO to help enhance infrastructure security.
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The rise of sophisticated cyber-threats is an emerging challenge that hounds at the security of organisations and network infrastructure. And while the proliferation of new technologies provides new ways of innovation for networks, the increasing complexity of infrastructure accelerates the formation of new vulnerabilities and zero-day exploits alike. Due to these factors, it is more crucial than ever that organisations remain vigilant and are aware of the continuously evolving cyber-threat landscape surrounding them to stay adequately protected against the latest threats. Continuous awareness of infrastructure security posture can enable organisation to actively monitor and forestall such cyber-threats through the mitigation of identified vulnerabilities. Something that can be provided by vulnerability assessments.
Through in-depth research and the conducted implementation, vulnerability assessments throughout this project have proven to be an essential tool for helping not only understand the security posture of existing network infrastructure, but also guide remedial action toward attaining a secure networking environment. The conducted network scans across each of the three phases have provided critical information for the NGO network involved and have been shown to of effectively enhanced the security of the network infrastructure, supporting the proposed alternate hypothesis of this report. The curated findings of the project’s mitigation phase will surely go on to further support the efforts of the NGO in strengthening their network infrastructure, and in no doubt offer valuable data that could contribute to the deeper understanding of the effects of vulnerability assessments on infrastructure security. 

[bookmark: _Toc133341521][bookmark: _Toc133341690]7.3 Recommendations for Further Research
The conducted research presents numerous opportunities for further exploration. With possible directions following such studies as the effectiveness of vulnerability assessments in different types of network infrastructures, such as cloud-based where the attack surface is different from traditional networks. However, the evaluation of alternative vulnerability assessment tools against those used throughout this project constitutes a promising avenue for future research. 
The effectiveness of a vulnerability assessment is contingent upon the likes of the tools used; this is due to a multitude of factors such as the vulnerability database employed by the application, that can introduce discrepancies in results due to differences in accuracy and coverage. Tools such as Nessus deploy proprietary scoring systems similar that to CVSS that aim to avoid criticism, measuring threat severity based on the risk posed, rather than the technical severity as is done using CVSS. This alternative approach to scoring identified vulnerabilities could result in a notable difference in findings and lead to drastically different results.
The comparison of collected data from differentiating tools can not only potentially provide a greater scope for vulnerabilities within a network, but also showcase which among the tools used were most accurate and reliable for assessments. Through the identification of such a tool, future vulnerability assessments and studies could benefit from more accurate and reliable results. 
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When reflecting back over the course of this project, it can be said that much of what was set out to be achieved was done so in an effective and well-documented manner. The success of the project can be placed upon the coordinated SMART objectives set out during the project’s conception, that provided guidance toward fulfilling the established aim. While contingency planning was curated to support the project throughout, it was not necessary to call upon its aid. However, in spite of the achievements of the project, there were a few instances where further work could benefit the report and its conclusive findings. A recommendation from the aforementioned chapter focuses on the use of additional scanning tools to expand the scope of the assessment and help better understand the impacts of software variables in adjusting the effectiveness of vulnerability assessments. Additionally, more extensive research and critical analysis of credible literatures could help augment the understanding of vulnerability assessments and could encourage alternate approaches to be taken in future projects. 
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Over the course of this project, I had found myself in many difficult situations that undoubtedly pushed me to my limits, each of which testing me on my ability to persevere. In such instances, I had to adapt to what I was experiencing to overcome the challenges ahead of me and continue to push myself to achieve my desired outcome. Reflecting back on what I have accomplished, I am able to discern the challenging but rewarding experience that has been this project. An instance that has influenced the development of both my academic and personal abilities, and one that can be taken with me into future projects to not only better my work, but also better myself.
Being responsible for the planning and coordination of every aspect of the project had shown me the importance of organisation and time management when conducting lengthy endeavours. Ensuring that tasks were tackled accordingly to best make use of the time available proved difficult, as this was heavily due to the project’s connection to industry via the NGO. By deconstructing the desired aim of the project into more manageable objectives, I was able to discern the project’s scope more easily and effectively allocate my time to achieving the desired goal. Such realisation can be seen in the developed project Gantt chart, outlining the structure of the project. This developed skill of task decomposition can be taken into future endeavours to not only help manage progress of projects, but also identify challenges in advance to proactively address them before they interfere with set objectives.
The project also fostered my ability to effectively approach unexpected challenges that necessitated astute ideation and problem-solving skills to overcome. These challenges were encountered not only during the implementation, but also throughout the conceptualisation and enactment of the written report. Such things as finding suitable literature to be critically analysed was a struggle, compounded by the fast-paced and constantly evolving nature of the cybersecurity field. With further challenges encountered during the implementation discussed previously within the report. Despite these struggles, I gained the ability to endure and take a positive, resolute attitude to issues, realising that setbacks were not a sign of failure, but rather, a chance to learn. And by applying a positive mindset and a well-structured approach to any troubling encounter, I was able to succeed on each of my past and now future endeavours.
Taking these newfound skills and abilities, I hope to better apply myself in any future projects I find myself in. Ensuring to maximise my potential by utilising the many developed traits I have attained during this experience.
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[bookmark: _Toc133341733]Figure 32 - Simulated Implementation Topology
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