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This document is designed to provide the managing directors of small companies with information about ransomware, by using the CryptoWall Trojan as a detailed example. The report is broken down into the following key areas:
Identifying broadly what ransomware is.
Explaining how ransomware can find its way onto computer systems.
Identifying how ransomware can be harmful to both personal and business computer systems.
Suggestions for preventing ransomware getting onto computer systems.
A method of dealing with ransomware should it gain access to computer systems.
Conclusion of report.
[bookmark: _Toc24984664]What is Ransomware?
NortonLifeLock Inc., a global leader in consumer Cyber Safety, [1] says that the idea behind ransomware is simple: “lock and encrypt a victim’s computer or device data, then demand a ransom to restore access.” [2] 
Ransomware is just one type of malicious software, often shortened to “malware” that can find its way onto computer systems, with the sole goal of causing disruption and making money.
Cryptowall is a type of ransomware that was unleashed upon the world towards the end of April 2014, it targets all versions of windows including Windows XP, Windows Vista, Windows 7, and Windows 8. Cryptowall is simple to identify, as when it has infected the computer, the message shown in Figure 1 is displayed. “The ransom cost for Cryptowall starts at $500 USD and after 7 days goes up to $1,000. The ransom must be paid in Bitcoins and sent to a Bitcoin address that changes per infected user.” [3] 
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There are several ways in which malicious software, Cryptowall specifically, can get installed onto computer systems. They include but aren’t limited to the following:
Phishing emails: Phishing emails are the most common way for Cryptowall to be sent to a target. These phishing emails try to trick the email recipient into clicking a link which then downloads the virus.
Exploit Kits: The next most common method of infection are exploit kits. Exploit kits take advantage of security vulnerabilities that are known within the operating system, like WordPress for example.
Malicious ads: As if online ads weren’t bad enough, cybercriminals can purchase or even hack ads to infect computers through internet browsers. Hacked ads often run JavaScript in the internet browser to download the malware in the background. [4]
[bookmark: _Toc24984666]Hazards of Ransomware
Once inside the computer, Cryptowall will inject new code into the operating system that installs malware. Once this is done, the virus will begin to encrypt all of the files it finds on a computer. Starting off with personal data such as documents and pictures. This is because the cybercriminal knows that this is what will affect both individuals and businesses the most.
Varonis have a produced a handy guide which shows what file types are vulnerable to Cryptowall encryption. It is reproduced in Figure 2. 
Ransomware is an especially nasty form of malware in that it attacks personal data, which if it hasn’t been backed up (more on this later), can be lost forever. This is because even if the owner of the hacked device pays up the ransom, there is no guarantee that the cybercriminals will release any of the data that has been encrypted. 
There was a case in the news recently (June 2019) where a company called Norsk Hydro lost an estimated £45 million due to a ransomware attack that hit 22,000 computers across 170 different sites in 40 different countries. [5]
These points, especially the Norsk Hydro example, show that there a multitude of ways in which ransomware can effect a business. The files can be encrypted and lost forever. Multiple computer systems can be infected if the virus is not caught early and the afflicted computer not isolated. Even if the files are returned to a useable state, which is unlikely, the time lost to the virus will no doubt have a negative impact on the business. If the business decides to play into the cybercriminals hands and pay the ransom, then an unexpected financial outgoing is obviously incurred.
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As previously mentioned, it is extremely unlikely, once a business has been subject to a ransomware attack that the data that has been encrypted will be returned to a useable state. Therefore it is far better to prevent a ransomware attack than to try and cure a computer system after it has been infected.
Kaspersky, a cyber-security company, suggests several “Tips on how to prevent ransomware attacks” which include [6]:
Never clicking on unverified links. These are links in spam emails or unfamiliar websites.
Don’t open email attachments from untrustworthy senders. Be sure to scrutinise the email address and content of the email to ensure it is genuine before opening any attachments.
Only download files from trustworthy websites. These sites are identifiable through the use of ‘https’ rather than ‘http’ in the internet address bar.
Use mail server content scanning and filtering. This piece of software makes it less likely for spam and phishing emails to get into an inbox, thereby reducing the chance of ransomware.
Use security software and keep it updated. Internet security systems are readily available and further reduce the risk of downloading any malware. However, it must be kept updated to the latest version in order for it to retain its effectiveness.
Back up data. If ransomware does get into a system and corrupt everything, then data will remain safe it has been backed up. Keep copies of data on external hard drives which are removed from the computers when they are not in use. Cloud based storage may also be used for this however it is not as secure as an external hard drive.
These tips should be sufficiently robust to keep ransomware such as Cryptowall out of computer operating systems if they are followed diligently. 
[bookmark: _Toc24984668]Dealing with Ransomware
Should ransomware find its way onto a machine then there some steps that should be taken to reduce risk to both the machine infected and other machines that may be on the same network, a real risk in a small business environment. The first thing that should be done is to isolate the computer to stop the virus spreading, this should be done by disconnecting it from the internet and any other networks that it may be on. As this report has stressed previously, the ransom should not be paid, there is no guarantee that data will be returned. Security software can be used to identify threats on the machine, if any are found they can be removed or quarantined. A ransomware decryption tool can be used to attempt to neutralise the virus, these are generally free. [7] Once this is done then any afflicted files can be removed and replaced with files from a backup device.
[bookmark: _Toc24984669]Conclusions
[bookmark: _GoBack]To conclude, ransomware is malicious software that will have a very detrimental effect on any business that it infects. It can disrupt valuable data of both employees and customers and will no doubt impact on the company financially as infection will stop the business from running normally and there is no way of saying whether or not data will be returned upon paying the ransom.  However, ransomware can be prevented by following some simple steps. Installing anti-virus software, being careful with suspicious links and attachments and backing up data are the best methods of limiting the effect that a ransomware attack will have.
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What happened to your files?
All of your files were protected by a strong encryption with RSA-2048 using CryptoWall
More information about the encryption keys using RSA-2048 can be found here: htto://en wikipedia org/wiki/RSA_(cryptosystem)

What does this mean?
‘This means that the structure and data within your fles have been imevocably changed, you will not be able to work
with them, read them or see them, it is the same thing as losing them forever, but with our help. you can restore them.

How did this happen?
Especially for you, on our server was generated the secret key pair RSA-2048 - public and prvate

All your files were encrypted vith the public key, which has been transferred to your computer via the Intemet

Decrypting of your fles is only possible vith the help of the private key and decrypt program, which is on our secret server.

What do | do?

Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be changed
If you really value your data, then we suggest you do not waste valuable time searching for other solutions because they do not exist

For more specific instructions, please visit your personal home page, there are a few different addresses pointing to your page below

1.https://kpaiTycrTjxqkilp.enter2tor.comiss:
2.https://kpaiTycrTjxakilp.tor2web.orgus:
3.https://kpaiTycr7jxqkilp.onion. o

Iffor some reasons the addresses ars not available, follow these steps

1. Download and install tor-browser- htto://ww torpraject org/projectstorbrowser html en
2. After a successful installation. run the browser and wait fo initialization

3 Type in the address bar- kpai7ycr7jxgkilp.onionfs:

4. Follow the instructions on the site

IMPORTANT INFORMATION:
Your Personal PAGE- https://kpai7ycrTjxakilp.enter2tor.com/u
Your Personal PAGE(using TOR): kpaiTycr7jxqkilp.onion/s

Your persanal code (if you open the site (or TOR s) directly, e ©
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XSL

Excel Spreadsheet

\WPD

WordPerfect Document

WB2

Webshots Picture File

JIXT

Plaint Text File

TEX

LaTeX Source Document

SWF

Shockwave Flash Movie

.SQL

Structured Query Language

.RTF

Rich Text Format File

.RAW

Raw Image Data File

.PPT

PowerPoint Presentation

.PNG

Portable Network Graphic

.PEM

Privacy Enhanced Mail Certificate

.PDF

Portable Document Format

.PDB

Program Database

.PAS

Delphi Unit Source File

.ODT

OpenDocument Text Document

.OBJ

Wavefront 3D Object File

.MSG

Outiook Mail Message

.MPG

MPEG Video File

.MP3

MP3 Audio File

.LUA

Lua Source File

KEY

Software License Key File

JPG

Joint Photographic Experts Group

.HPP

C++ Header File

GIF

Graphical Interchange Format File

.EPS

Encapsulated PostScript File

.DTD

Document Type Definition File

.DOC

Microsoft Word Document

.DER

DER Certificate File

CRT

Security Certificate

.CPP

C++ Source Code File

.CER

Internet Security Certificate

.BMP

Bitmap Image File

.BAY

Casio RAW Image

.AVI

Audio Video Interleave File

.AVA

AvaaBook eBook

N\ varonis

.ASS

Aegisub Advanced Substation Alpha

.ASP

Active Server Page

JS

JavaScript File

.PY

Python Script

.PL

Perl Script

.DB

Mobile Device Database File

C

C/C++ Source Code File

C/C++/Objective-C Header File

.PS

PostScript File

.CS

C# Source Code File

Obijective-C Implementation File

RealMedia File




