Name : Muhammad Ali



























Task 1
Research in data security and compliance 
Introduction
In today date and time companies use machine learning for almost everything.there are thousands of AI tools that help with bank loans,to read medical records being used in almost every walk of life and able to answer customers questions.thse tools are smart but they have flaws and they can become easy target for hackers.normal computer security is not that tricky.it keeps outsider away from files and data.but AI security is different and more hard to manage.Ai is like brain it looks at pattern and make decision on its own.because Ai never stop learning that is one of the reason it have weak spots.If a hacker hacks a data which teach AI, then AI will learn wrongs answers and rules.to fix this companies need strong security systems.companies need automated system that will protect AI from going rogue.this report will explain how the companies will build an environment to protect its systems detect problems and respond to any attack straightaway.According to the National institute of standards and technology organisation identify , access and manage Ai risks all the time.
How hackers attack the systems
To protect AI from being attacked we must need to learn the pattern of hacker use to attack the systems.some hackers will hack system only to steal files or crash websites. There are several ways hackers can attack AI system some of them are mentioned below
Prompt Injection: An attacker can give AI pre prepared set of instructions design to make it ignore its set rules.for example a malicious document can contain hidden instructions to make AI reveal secret information.
Data poisoning:  attackers can put incorrect data into system which is used to teach AI this act can cause AI to forget its rules and give false information.
Model theft: attackers can repeat the same questions to learn the AI pattern and answers and try to build same model of AI.
Training attacks: attackers sometime attack to make system reveal information through set or series of questions.A poorley AI design can easily expose sensitive information to the attackers.
Denial of service attack: attacker can send huge amount of requests to over whelm the AI system consuming its resources and eventually forced to shut down.
Different type of AI attacks[image: ]
AI governance and why it matters
AI refers to the policies , process and control used by an company to ensure that AI will be developed and used safely and responsibly.A useful approach will begin by identifying what AI system the company have.what the system is used for and what information it process and what will happen it fails.
Data privacy 
One major problem in Ai is preventing customers data.AI system always need large number of data to work with.this data can include customers number , name, address and financial records.for example an employee can easily manipulate or steal customer data and put it on chat bot.this can compromise customers data.hackers may also try to steal information from AI cloud or data centres.to reduce the risk an organisation should need to limit data access,use encryption where needed.
Bias and unfair decisions
AI bias happen when it gives unfair results through search.this is the result of system training mistakes.for example a system might favour certain people or organisation because it is trained that way.people should also be able to make question to AI.keeping an eye on system and make sure its fair is hard work and not an easy job.
Cyber security threats
AI system can also be vulnerable to cyber security threats.organisation needs to test their system,limit access to important resources and monitor usual behaviour.
AI introduces unique security that cyber security cannot block.governance framework brings security features to detect and restrict automation.governance set strict rules to what type of data can and cannot be fed to AI.
Incorrect information
AI sometimes gives incorrect information to users.these error can often called hallucination.AI chat bot can give customer a wrong health information.it also important to know that who can be responsible incase of mistake happen.
               Common AI risks 
    AI risk                                                       how it happens                                  how to reduce it
	Data privacy
	Customers personal information can be compromised
	Limit the access who can access data 

	Bias 
	When people are treated unfairly
	Always test fairness of the system

	Cyber attacks
	Hackers can steal data
	Encryption and security testing

	Incorrect information
	It happens when AI provide false information
	Make sure it has been getting correct information



AI governance 
Organisations can follow proper set of rules to help  them manage AI safely.
NIST AI risk management 
The NIST AI provides legal rules to organisations to help and identify risks linked to AI.it includes four main activities , govern , Map, |Measure , Manage.the main benefit of this organisation is business can use it wheather they are small or large.for example a small business may use simple risk checklist while thers a special team for large companies.
ISO/IEC 42001
This is the international standard for managing the AI system.it helps organisation create rules and responsibilities and assess risk management.for example a company can use standard rule which every department have to follow.main advantage of this is that it has organised AI approach.however a organisation must still run risks managements and take action where needed.
AI laws and compliance
Organisation must follow laws when creating their AI system.this mean follow the system and rules set for running an AI.
European union act
European union act is designed to make AI safer and protect peoples data.this act  mean an AI system which pose great threat to society will face tougher restrictions and rules.for example AI in recruitment or in health sector making decision needs tougher checks then AI use for simple question and answers.the law include transparency , prohibited AI users and high risk systems.different part of laws are introduced and different stages so organisations know when to check and apply for them.one benefit of EU act is that it makes organisation responsible who developed an AI system.however understanding the rules can be hard especially for small businesses.
Uk GDPR data protection
The UK data protection regulation is important when AI system use personal information.in Uk organisation must have valid reason to use people personal data.for example a recruitment company should not collect data it doesn’t concern them.organisation is bound to tell that why and how personal information is used and how it will protect data against any threat.the Ico will provide guide lines on how AI will use in respectful ways.
Why legal compliance matters
Following the legal rules will help organisation protect customers ,reduce legal problems and build trust among customers.however legal compliance should not be the only goal  for using AI.an organisation needs to follow basic rules still comes up with good results that are fair and understandable.therefore it is good for organisation to combine legal rules with good risk assessment and responsible decision making terms.
Protecting against AI threats
 Organisations should not wait for the threat to happen.they need to identify and eliminate threat soon it happen to keep the system safe.organisation needs to identify the threats and determine what could go wrong before developing the AI system.for example before the organisation start using chatbots for customer service it make sure chatbot wont reveal customers personal details.organisation should keep the record of the tools it used to build the system and why are they using it what information they access and who is responsible in case of any error.A system needs to be tested before it is available for the staff to use.security testing can be used and asked different question in different manner to test the system or give harmful instructions to see how it reacts.this test will help identify weakness of system way before the attackers can take advantage of it.however only testing cannot predict future problems or errors.organisation needs to make sure to check system continuously after it launched for customers.
Protecting AI system
Protecting the system mean putting security measures in place to reduce the chance of attack or mistake.for example only authorised staff will be able access the confidential data of customers not every staff member.the organisation should use passwords, access permissions and encrypted to keep information secure.data loss prevention tool can help stop employees from sharing an un authorised data using an AI services.on the other hand AI system should also be given permission required to carry out tasks.for example an AI assistant who answers customer question should not allowed to change customers details on its own.important weakness of these security measures is sometimes it makes system very slow.organisations need to balance security measures and using strong controls where the risk of threat is great.
Detecting an AI threat
This term mean identifying problems in AI system while its running.an AI monitoring tools can check un usual behaviour an alert staff as quick as possible to avoid attacks.forexample an AI monitoring tool can detect large number of customers data is being downloaded without authorisation.organisation also monitors AI accuracy , unusual activities and change in results.these check can help identify cyber attacks and change in results.these rules can also help identify system failure and unfair decisions.however these systems are not always correct.they can create false alarm and threats.this mean organisation should have several layer of checks rather then depending on one or two monitoring tools.
Automatic threat response
Automatic response that a system takes action on its own when it identifies any threat or security problems without needing to wait for someone to respond first.for example if an employee attempts to upload any personal information to unapproved AI tools security software will block it automatically.other responses may include stopping suspicious activity , limiting user access or switching to an earlier version of an AI.automatic response can reduce the damage because they act quickly.however system can make mistakes.for example they might block a genuine employee or interrupt an important business services.for this reason automatic response should be carefully tested and employee should be able to review incorrect actions.

               


  AI threat detection and response
  Problems                automatic response            human reponsibility
	Sensitive data sharing
	Block uploading
	Investigate the problems

	Unusual activity
	Limited access
	Check wheather attack is real

	AI errors
	Pause the system
	Review and fix

	Unfair decision
	Flag result
	Review the affected decision



AI in health sector
Common AI use in NHS is tools that read routine x ray for signs of lung cancer, AI software that listens to gp appointment to type medical notes automatically, and algorithm that predict missed hospital appointment to optimize clinic schedules.the AI results can be securely shared across different hospitals in NHS region.in the NHS AI tools like E_STROKE act as a vital second pair of eyes for clinical teams.the patients receiving brain scan results to manually measure and interpret every cross section of the scan, the AI software process the digital images in under two minutes.
Critical evaluation and recommendations
AI govern can help use organisations technology safely,but there are challenges.one challenge is cost.regular testing , security software and specialist employee can be expensive , especially for small business.another challenge is that AI technology changes quickly.a new threat can emerge after organisation has tested its system after approval.AI system can also be difficult to understand where some version can prioduce desicin without proper explaining how they reached the results.this makes it harder to identify unfair treatment or incorrect results.the organisation that use AI services from outside source may face further problems because they do not have control how those system are updated.this mean business should not simply trust claims made by AI providers.to improve the AI governance organisation should introduce strict legal rules and assign the strict policies to train staff and monitors high risk system regularly.organisations should keep record of incidents when problems are identified.A risk base approach is important.for example an AI tool used and public document may need fewer controls.although automatic response is useful but it have limitations and can make wrong judgement in decision that can affect peoples lives.overall AI governance requires a combination pf rules and policies.
Conclusion
Where AI provides many benefits for organisations who wants to make use of it including faster seamless services and lower cost and improved and effective and faster decision making abilities.however it also have some risks involve for example leaking of personal information on internet , cybersecurity threats unfair and bias and incorrect results.in this report it explains how organisations can manage these risks through different stages which involve protecting systems, detecting threats earlier , detecting and responding to the threats quickly and efficiently.framework such as NIST and ISO/IEC 42001 provide useful guidance and legal laws such as GDPR and EU act strengthen the legal side of AI to protect data and customers right of confidentiality.this report research show that no single tool or framework can completely make AI secure and remove the risk of using AI.the automatic system in place can help organisations respond quickly when the threat arise through different AI tools but the human involvement is very important and very vital factor.especially when decision can affect people rights and confidentiality.organisation needs to use clear policies and test the system on regular bases , continue employee training and monitoring.even then by combining these methods and measurements businesses can benefit from AI while continuing protecting customers their employees and customers information.
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