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[bookmark: _Toc40206134]Worksheet 1: Building the NOS infrastructure using Active Directory
Adding the ADDS role:
[image: ]
Creating an AD domain: - setting the DNS server the same as Publicnetwork adapter.
[image: ]
Starting the AD wizard to create a domain controller for an existing domain.
[image: ]
The domain name where the domain controller will be installed is: uwtsd.com.
[image: ]
I will accept the next settings as default and complete the ADDS installation.
[image: ]
Adding the computer to the domain:
[image: ]

Installing and connecting the Windows 7 client to the domain:
[image: ]



[bookmark: _Toc40206135]Worksheet 2: Resource Management in Active Directory:  Users, Computers and Groups

Creating the Sales Dept OU followed by three further OUs.
[image: ]
In the Users OU, two more OUs will be created, named as follows:
[image: ]
Now I have a Parent OU container and child OU’s.

Creating and managing AD User and Computer accounts, adhering with strong password policies: 
[image: ]
Setting the account lockout policy for invalid creditentials: 
[image: ]
Creating User/Computer Accounts and Managing their properties
[image: ]
[image: ]
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User account properties:  Disabling Accounts
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User account properties: Re-setting Passwords
[image: ]

Investigating the use of Group Objects in Active Directory
[image: ]
Creating the groups and adding users to it: 
[image: ]
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Task 1: Managing local access and Network Access to files and folder objects in Active Directory

Creating a shared folder on the domain and configuring share permissions
After the creation of a new folder called “Dept Database”, the permissions access for everyone will be removed as it can be a security concern.
[image: ]


The general group “uwtsddomainusers” will be added with read only permissions of the folder.
[image: ]
Technical staff group called “uwtsddomainusers2” will be added to the shared permissions list with full access permissions for the folder.
[image: ]
The permissions already set will affect only the folder. General users’ group will be added for the file’s permissions with read only access.
[image: ]
Technical support group will be assigned to the file’s permissions with full control over the file and folder.
[image: ]

Next, after logging with the general user account, the folder created needs to mapped to connect to it.
[image: ]

Within the shared folder, the access is denied for both creating and deleting a file. The reason is that the general users group have the permission for read only.
[image: ]
[image: ]

After logging off from the general user account, I will log on to the “adm-george” account from the technical staff group with full permissions control and now the add/delete option will be available.
[image: ]



File creation- “TestNewFile”, as technical staff user having full access permission.
[image: ]
File deletion- “Salesdatabase”, as technical staff user having full access permission.
[image: ]

Task 2: Controlling ‘domain resources’ using Organisational Units and Group Policy.

[image: ]

[image: ]
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[image: ]
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As we can see, the Documents and Music icons are now disabled from the start menu:
[image: ]


Removing the Pictures icon from start menu:
[image: ]

The Pictures icon is now disabled as well: 
[image: ]
[bookmark: _Toc40206137]Worksheet 4: Network Administration using DHCP

TASK 1: Installing and configuring the DHCP Service
PART A: INSTALL / AUTHORISE THE DHCP SERVICE:
[image: ]
[image: ]
[image: ]
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Scope activation:
[image: ]

PART B: CREATING A DHCP SCOPE FOR LEASING IP ADDRESSES TO DHCP CLIENTS ON THE PRIVATE NETWORK 
[image: ]
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[image: ]
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PART C: TESTING DHCP LEASES 
First I want to be sure that the scope is properly connected and active:
[image: ][image: ]




Running CMD commands from the Windows 7 client to verify that the DHCP server IP Address is the same one of the Server we have installed DHCP and Scopes on:

· Ipconfig /release:

[image: ]


· Ipconfig /renew:

[image: ]

· Ipconfig /all:

[image: ]
As we can see, DHCP server IP address is the IP address the DHCP and Scopes are created on.



PART D: CONFIGURING DHCP OPTIONS 
Verifying the computer name is that of the client:
[image: ]

Configuring DHCP options with DHCP Server Service 
Part A: Configuring DHCP Scope Options
[image: ]
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Part B: Testing DHCP Options

· ipconfig /renew (to obtain IP address from DHCP server)

[image: ]




· ipconfig/ all (to verify that default gateway IP address is the Server IP address)

[image: ]


[bookmark: _Toc40206138]Worksheet 5: Planning and Deploying DNS in the Network Infrastructure 

TASK A: Checking the Host Name and FQDN of the server: 
[image: ]
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TASK B: Installing the DNS service:
[image: ]
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Task 3.  DNS Application 
Installing a Web Server (IIS)
[image: ]
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Creating a Virtual Directory:
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[image: ]
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Testing: 
[image: ]


Finally, the simple page created in server 1 is now accessible in server 2 without the DNS resource records setup.
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Task completion from the low number server, installing the following roles:
[image: ]
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\Users\Adninistrator>ipcont ig/release

iindous TP Configuration

[Echernet adapter Local Area Connection:
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Default Gateway - - - - . . . . .
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Media State . .
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:\Users\Adninistrator>ipconf ig/reneu

indous IP Configuration

thernet adapter Local Area Connection:

Connection-specific DNS
Link-local IPué Address

IPud Address. . .
Subnet Mask . . . .
Default Gateway . .

Suffix

unnel adapter isatap.uutsd.com:

Media State .

Connection-specific DN§ Suffix’
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Media disconnected
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Deseription . - . - . . . . . Inte1{R> PRO/1688 MT Desktop Adapter
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DHCP Enabled. . . . . Yes
Autoconfiguration Enabied Yos
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IPud Address. . . - . .
Subnet Mask . . .

Lease Obtained. .
Lease Expires . .
Default Gateuay .
DHCP Server . . .
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DHCPu6 Client DUiD

192.168.100. 3CPreferred)
255255255 0
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Description . . . . .. . .
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Media disconnected
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\Users\Administrator>ipconfig/renew

indous IP Configuration

thernet adapter Local Area Connection:

Connection-specific DNS
Link-local IPué Address

IPud Address. . .
Subnet Mask . . . .
Default Gateway . .

Suffix

unnel adapter isatap.uutsd.com:

Media State .

Connection-specific DN§ Suffix’

:\Users\Administrator>

uutsd.con
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192.168.100.3
2552552550
192.168.100.1

Media disconnected
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:\Users\Administrator>ipconfig/all
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Host Name . . . © ... ... George—PC
Primary Dns Sufeix’ 11111112 uuesd.con
Node Type . . . DITITIITE Hybedd

IP Routing Enabledl 1 1 11111 :No

WINS Proxy Enabled: : 111111 :MNo

DNS Suffix Search List uutsd.con

thernet adapter Local Area Connection:
uutsd. con

Intel<R) PRO/180G MT Desktop Adapter
08-08-27-0F-76-B2

Connection-specific DNS Suffix
Description . . . . .. . .
Physical Address. | . |

DHCP Enabled. . . . . Yes
Autoconfiguration Enabied Yos
Link-local IPué Address £080::c879:380a:2£71:d040711 (Preforred>

IPud Address. . . . .
Subnet Mask . .

Lease Obtained.
Lease Expires
Default Gateuay
DHCP Server . .

192.168.100. 3CPreferred)
255255255 0

18 April 2020 18:23:24
26 April 2020 18:37:13
192.168.100.1
192168100 1

DHCPu6 Client DUiD

DHCPu6 IAID . 185073703
00-01-60-81-26-01-27-F2-08-08-27-0F~76-B2]

DNS Sexvers . . C ... :127.8.0.1

NetBIOS over Tepip) 1 1 11 111 : Enahled

unnel adapter isatap.uutsd.com:

Media State . . .
Connection-specific DN§ Suffix’
Description . . . . .. . .
Physical fddress. - 1 1 [l
DHCP Enabled. . . . . N
Autoconfiguration Enabied [

Media disconnected
uutsd.com

Microsoft ISATAP Adapter
90-60-60-06-00-00-60-L0
Yoo
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