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Task 1

Relevant areas of the National Policing Curriculum: 
Wellbeing and Resilience

Guidance:  

	
Consider and reflect on the impact of organisational justice on yourself as a member of the police service. (Code of Ethics)

Consider the steps that your organisation is taking to raise ethical standards. 


1000 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

In this answer I will explain how being a police constable can impact my wellbeing.
I will also discuss how I am affected by organisational justice, along with what the force is doing to upload standards. 

Organisational Justice can be described as how fairly people in work feel they are being treated in comparison to others. Rupp states “Organisational justice relates to employee perceptions of fairness in the workplace” (Deborah Rupp, 2015)  A perceived feeling of fairness in any workplace can lead to a respectful and productive work environment, whereas a lack of fairness in the workplace can lead to poor relationships in the workplace, this is reiterated on Staffscapes where they state “Fairness in the workplace (or lack thereof) can create reduced employee productivity. When all employees in the office are treated fairly, relationships become stronger and trust increases.” (StaffScacpes , 2022).

I witness the impacts of organisational justice daily in my workplace. I have seen that many officers believe there is a lack of organisational justice in the force, and this affects their behaviours, attitudes and even the culture in the workplace. Huczynski & Buchanan describe culture as, “the collection of relatively uniform and enduring values, beliefs, customs, traditions and practices that are shared by an organisation’s members, learned by new recruits and transmitted from one generation of employees to the next” (Huczynski, 2018). I have personally been affected by organisational justice, often whilst on shift I have noticed certain tasks such as attending rapes or incidents involving children which require a high level of work are often left for me to investigate. In my opinion officers with a longer length of service shy away from these incidents as they are complex and time consuming and leave them for new recruits to investigate in order for them to “develop my skills”, however I do not believe this is the case and I believe that these officers have become complacent in the role and look to new recruits to pick up the more difficult jobs. As these officers have been in the role for a considerably more amount of time than myself, they are not challenged by their supervisors on this and therefore reveals a lack of fairness in the workplace, which in turn makes me more stressed and therefore negatively affects my mental health. Fairness is a key pilar to policing and a lack of fairness amongst colleagues directly goes against the code of ethics which The College of Policing states “Fairness -You treat people fairly.” And “Equality and diversity - I will act with fairness and impartiality. I will not discriminate unlawfully or unfairly.” (The College of Policing, 2014). 
Mckee discusses fairness and states “fairness must be used in day-to-day operations as interventions are planned and debriefed, in the selection of new staff, in educational and development programmes, in annual personal reviews and for promotion, individuals should be asking themselves is what am doing or proposing necessarily ‘fair’” (Mckee, 2017). 

One thing I have observed is that a strong organisational culture isn’t always a positive one. A workplace can have a strong culture that is ineffective and negative on those working there. 
Arguably the most common assumptions of modern-day police culture are that there are racist attitudes and environments in the police service. In an article for the House Of Lords, Hayes raises concerns about racist policing include overuse of stop and search powers against black men and overuse of force. (Haves, 2020) However, I do not personally feel I have witnessed nor been impacted by this. 

A way in which my organisation can raise ethical standards is by upholding the Code of Ethics. As stated by the College of Policing, “The Code of Ethics is about self-awareness, ensuring that everyone in policing feels able to always do the right thing and is confident to challenge colleagues irrespective of their rank, role or position.”. (College of Policing, 2021) I am aware that my organisation is taking steps to raise ethical standards throughout the force. South Wales Police say that the code of ethics should be at the heart of what every officer does. The force has formed a Joint Independent Ethics Committee in order to encourage this. They state the “Committee will provide advice, support and assistance concerning ethical challenges arising from operational, administrative or organisational matters facing South Wales Police”. (South Wales Police, 2021) In these committee meetings ethical dilemmas are discussed, and how to raises standards across the force.
This is beneficial to the force as Mckee at Harvard Business Law states; in regard to Ethical standards “The challenge is that most leaders have networks full of people who think and act like them and many fail to seek out diverse opinions, especially in highly charged situations. Instead, they hunker down with people who have similar beliefs and values” (Mckee, 2018)
In recent news, an investigation was held by the Independent Office for Police Conduct (IOPC) whose findings were published in January 2022 and they revealed a “Subculture among Metropolitan Police officers who instead graphically joked about inflicting harm to colleagues and members of the public” (The Times, 2022) The finding found “the officers’ attitudes were racist and misogynistic, their words were obscene and threatening, and their defence that these were mere banter became a cover for bullying and harassment.” (The Times, 2022)
The force states the vision for South Wales Police is ‘to be the best at understanding and responding to our communities’ needs’.  As a serving officer I know that equality and diversity need to be prioritised for this to be achieved. 
Through my own experience, I have found when I feel I have been treated fairly, I am are more confident in my decisions at work, and this leads to more positive police outcomes as I can deliver an excellent service. Philadelphia PD states “Officers who view their agency as fair and just in managerial practices are less likely to adhere to the code of silence or believe that police corruption in pursuit of a noble cause is justified.” (Piquero, 2011)
To summarise, the best thing that can be done is to make South Wales police a strong and diverse organisation. Doing this would allow persons of all backgrounds to feel they have organisational justice, and that the police force treats them fairly, regardless of characteristics. They need to make it easier for officers who observe inappropriate behaviour to raise it in such a way they are not galvanized. It needs to be easier to report any unethical behaviour than it is to stay silent.  
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Task 2

Relevant areas of the National Policing Curriculum: 
Evidence based policing, Research Methods and Skills, Decision-making and Discretion 

You must choose a policing incident involving a partnership approach which you played a significant role with an offender/service user/victim and reflect on what happened. 

	
Give a brief description of the problem including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

What options did you consider when adopting a multi-agency approach? 

How did you decide on the most appropriate option to mitigate or resolve the problem and how did you evaluate the available evidence?

Justify your intervention and highlight potential consequences.


1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

In this answer I will describe an incident I attended whereby I adopted a multi-agency approach, and how I decided the most appropriate option based on available evidence. In this essay I will use Borton’s reflective model to reflect on the incident. 

A 999 call was made to police by an unknown person, and a female could be heard screaming. No information was passed by the caller but due to the disturbance heard the call was graded as an immediate response by the force control room.
I was allocated to the call and thus began utilising the National Decision Model (NDM). 

The College of Policing have created the NDM in order to assist police officers to make decisions and to provide a framework in which decisions can be examined and challenged, both at the time and afterwards. (The College of Policing, 2022). The NDM is demonstrated in figure 1

[image: See the source image]
(The College of Policing, 2022)
As demonstrated, the first step is gathering information and intelligence. I liaised with our force control room using my radio and asked for an intelligence check to be conducted on the number that had called. 
Checks were done using force systems, and they determined the number had come from a female who had warning markers for domestic abuse victim.
Domestic abuse is defined by Women’s Aid “We define domestic abuse as an incident or pattern of incidents of controlling, coercive, threatening, degrading and violent behaviour, including sexual violence, in the majority of cases by a partner or ex-partner” (Womens Aid, 2018)

I used my mobile to find further information on the female. In this instance the female had a male ex-partner linked to her as a domestic abuse aggressor. I viewed the males warning markers and saw that he can be violent upon arrest and use weapons. I utilised the NDM stage 2 and assessed the threat and risk. Due to the risk, I considered the use of other departments, primarily firearms to assist us with dealing with the male. 
Upon arriving at the address, there was no reply at the door, however it was open. I utilised the NDM again and considered the risk, and decided to use Section 17 of PACE, “Section 17 provides a wide-ranging power to enter and search premises without a warrant in order to arrest persons or to save life, limb or property. So far as the entry and search for persons is concerned, reasonable grounds for believing that the person is on the premises must exist and there is a limitation on search in respect of separate dwellings and, like all search powers, it is a search only to the extent reasonably required for the purpose for which the power was exercised.” (Police Professional, 2006)

Upon entering, I located the female alone in the garden. Clearly dishevelled, I made sure she was OK and had no injuries that needed any medical attention. The female did not disclose any offences and denied that anything had gone on at the address. I did not let the fact that she was unwilling to engage alter or distort my decision-making process through prejudgments.

As a response officer I know that this is not uncommon. As stated by Brown, “Even when a victim has reported abuse to the police, there are complex reasons they may not see through a prosecution - love, shame, guilt, isolation, fear of the process and language barriers to name just a few.” (Brown, 2021) 

As the female was reluctant to speak, I made sure to still treat her fairly and compassionately.
I am aware that biases can distort decision-making and the decision-making process. 
A bias is; “A tendency, inclination, or prejudice toward or against something or someone.
Biases are often based on stereotypes, rather than actual knowledge of an individual or circumstance”. (Psychology Today, n.d.) 

I decided to utilise evidence-based policing to try and determine what had happened. 
The College of Policing describes this as; “Creating, reviewing and using the best available evidence to inform and challenge policies, practices and decisions.” (The College of Policing, n.d.)

I asked clear, open questions to the female. There were no language or communication barriers. There were also not cultural issues. I then conducted house to house enquiries at neighbouring properties to see if any person had witnessed anything. I looked to see if any properties had CCTV, however they did not.

As the call had been made from the female’s phone, and there were previous incidents between her and her ex partner, I utilised the NDM and considered options available to try and obtain as much information from the female as possible. I asked her whether she would feel more comfortable speaking to an agency external of the police. 

I was aware of the charity organisation Live Fear Free. They describe themselves as being able to provide help and advice to anyone experiencing domestic abuse.  (The Welsh Government, 2022) I recommend this agency to the female and provided her with their details as I felt this would be beneficial given her reluctance to engage with police. I was aware that the female may have been a victim of domestic abuse but may be fearful to report this to me, Women’s Aid reiterates this and states “Domestic abuse is a largely hidden crime, occurring primarily at home. Women often don’t report or disclose domestic abuse to the police” and “only 18% of women who had experienced partner abuse in the last 12 months reported the abuse to the police.” (Women's Aid, 2022), I concluded by utilising the NDM that by offering the female contact details for the charity then she may be more likely to report an incident in her own time or any other incidents that may occur in the future. 

I then used force systems to find the male’s address. I requested other units to attend with him to check he was there and that words of advice be provided. I was aware that as we had not had any disclosures from the female, nor any other evidence of any offences, so he cannot be automatically treated as a suspect despite his past offending. However, I utilised the NDM and considered the potential risk of not locating and speaking to the male. In policing we are taught to always consider the threat, risk and harm every time we utilise the decision-making process. 
Risk is the likelihood of the event occurring (West Midlands Police, 2021)

Though the female was not forthcoming with information and did not want to engage, I felt it prudent to submit a Public Protection Notification report (PPN). These are forms that are available through NICHE. The forms have two main purposes. One is for officers to make referrals to partner agencies when they have concerns about vulnerable people. “The PPN is also used as a risk assessment tool for victims of domestic abuse and 
stalking and harassment (DASH).” (BCP Safeguarding Adults Board, 2015)

The PPN would be viewed and reviewed by South Wales Police domestic abuse unit, and the female can be allocated an IDVA. Safe Lives explains the role of an IDVA as; “A specialist professional who works with a victim of domestic abuse to develop a trusting relationship. They can help a victim with everything they need to become safe and rebuild their life. They are also the representative of their voice at Multi-agency meetings.” (SafeLives, 2022)
The IDVA’s are independent of the police and social services. I was aware that they can assist with supporting house moves, so I felt this would be extremely beneficial for the female given her situation. 

I then liaised with officers who confirmed the male was safe and well at his address. The male also denied nothing had taken place. Once I informed the female the male was in the company of officers and had been spoken to, she then disclosed she had in fact been assaulted. She said knowing he was with officers meant he was unable to come back and therefore she felt safe disclosing the full information. The male was then arrested by officers. 

The necessity for the arrest was for there to be a prompt and effective investigation, and in order to protect a vulnerable person. A person is defined as vulnerable by the National Police Chiefs Council (NPCC) if “ “A person is vulnerable if as a result of their situation or circumstances they are unable to take care or protect themselves, or others, from harm or exploitation” (NPCC, 2017)

The arrest was also in line with South Wales Police’s policy on domestic incidents, whereby if we have disclosures, we are to arrest in order to safeguard. This is done regardless of whether the victim supports police action or would support a prosecution. 

Utilising Borton’s reflective, model I felt I utilised support from other agencies in order to safeguard the female in both the short and long term. Even though she was not willing to engage initially, I was aware there are several reasons why this could be. DomesticViolence.Org explain “To an outsider, most don’t understand the victim’s situation and their thought process, wondering why they just don’t leave their abuser.” (Domestic Violence, 2022) I considered all options available to me, and thus decided on the most appropriate option at the time in order to safeguard the victim. I am aware that the assistance of other agencies and a multi-agency approach would benefit the victim. 
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Task 3

Relevant areas of the National Policing Curriculum: 
Vulnerability and Risk 

You must choose a policing incident in which you played a significant role with a victim of crime or anti-social behaviour and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Evaluate the appropriateness of different approaches (by professionals and the police) in supporting or managing vulnerable people or people at risk of harm. 

Evaluate what works in relation to tackling repeat victimisation and repeat offending. 


1250 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

In my answer I will discuss a time I attended a call where there was a victim of anti-social behaviour, (ASB). I will use Gibbs reflective model to reflect on the incident.  

Defined by the Metropolitan Police, “Antisocial behaviour is behaviour by a person which causes, or is likely to cause, harassment, alarm or distress to persons not of the same household as the person” (Antisocial Behaviour Act 2003 and Police Reform and Social Responsibility Act 2011).  (The Metropolitan Police, 2022)

In this incident the reporting person had been suffering annoyance and receiving verbal abuse from youths in the area. Some of these comments were of a racial nature. The person was Indian and felt this was the reason she was being targeted. I classed this incident as a hate incident. A Hate Incident is “Any non-crime incident which is perceived by the victim or any other person to be motivated by hostility or prejudice based on a person's disability, race, religion, sexual orientation or gender identity or perceived disability, race, religion, sexual orientation or gender identity.” (West Yorkshire Police, 2022)

Hate crime is not an uncommon occurrence. In the year ending March 2021, “There were 124,091 hate crimes recorded by the police in England and Wales” (Home Office, 2021) However “170,000 hate crimes go unreported in the UK each year.” (University of Huddersfield, 2016)

When speaking to the victim, I realised that this what not the first time she had issues with these youths. The female had minimised the first few incidents and explained them away as mistakes or coincidences. I am aware this is a common thing done by victims of anti-social behavior through my experience.  Though anti-social behaviour can appear, to an onlooker, like a low-level issue, it can sadly have deadly consequences. Fiona Pilkington took the life of herself and her disabled daughter Francesa in 2009 after falling victim to prolonged ASB.  The IPCC found that despite Fiona complaining to Police on numerous occasions, the Leicestershire Police “failed to classify them as a vulnerable family and their neighbourhood as an "anti-social behaviour ‘hot spot’ and … it was therefore never targeted for a more proactive police response". (Idependant Police Complaints Comission, 2009).

As this is repeat victimisation, I considered the importance of target hardening. Target hardening is explained as “Where a review of a property is carried out to identify if any security measures or advice can be given to reduce the risk of further crime or anti-social behaviour occurring.” (Corby Borough Council, 2022) This is something I was aware the Neighbourhood policing team could assist with. The aim of neighbourhood policing is to make communities feel safe and secure, by providing communities with a visible, accessible and accountable presence. (Communities and Local Government, 2010) I also tasked my sector hate crime officer to make them aware.
Explained by South Wales Police “Hate Crime Officers provide reassurance, support, assistance and advice, in order to meet the individual and specific needs of the victim. They also Provide support and advice to the officer who is undertaking the investigation, with emphasis on, victim care, mediators, interpreters and cultural issues.” (South Wales Police, 2021)
Minister of state for crime Prevention James Brokenshire said: “Antisocial behaviour ruins lives, damages our communities and, at its worst, can have tragic consequences. It is essential those who raise the alarm and ask for help are listened to and their complaints acted upon promptly.”(Brokenshire, 2011)

I assessed the incident and decided to submit a Public Protection Notification Report (PPN) and graded it as “High Risk”. This report goes to the force’s Public Protection department, and they disseminate to partner agencies. South Wales police states “A PPN is an information sharing document which allows officers to record safeguarding concerns when identified. Where these concerns exist for any adult at risk.” (South Wales Police, 2021). My PPN being submitted meant that a multi-agency meeting would be conducted. This is vital, as ASB is a multifaceted problem. These meetings are beneficial as every service share information, meaning everyone knows everything and all are on the same page. It’s not uncommon for someone to report issues to their housing officer, but not the police, or mention something to the council, but not social services. When this happens, things get missed and the true picture is unclear. Apart from contacting police, Fiona Pilkington discussed matters with two antisocial behaviour officers from her borough council, dealt with a series of social workers and even wrote to her local MP about Anti-social behaviour she was being subjected to. Therefore, these meetings are essential as everyone around the table then knows what their specific role is in order to solve the problem.


I was aware that each victim’s experiences of ASB is different, and the fear and terror associated are unique to them. The journey is a very personal and intimate. I was also aware of the importance of making external agencies aware as soon as possible.In 2010 HMIC found that forces have the best chance to give ASB victims a good service if they: Identify if a caller is a vulnerable (for instance, elderly or disabled) or repeat victim as soon as they call the police, so they can get extra support (HMIC, 2012)

I encouraged the victim to continue to report any incidents no matter how small they seemed. I explained the importance of doing so. As this can help provide all agencies with a clearer bigger of what’s going on. 


Though repeat victimisation can be managed by police and third-sector organisations, repeat offending is more complex and therefore more difficult to tackle. It’s paramount that ongoing issues of ASB are identified quickly and victims can be risk assessed promptly. However, in order to solve the issue of ASB the perpetrator also needs to be managed.  Steps that can be taken to try and reduce anti-social behaviour and crime committed by youths includes liaising with schools, the force youth offending teams and family support services. This is known as Diversionary tactics. The Children’s Wood in Glasgow supports the use of Diversionary tactics in reducing ASB and explains “Antisocial behaviour is not the young person’s fault but the result of inequality and poverty which is stressing their parents and leaving the young people with nothing to do and no money for hobbies and activities.” (The Children's Wood, 2022). My research found that most people as young people get older, they desist from anti-social behaviour and crime, however some people continue to commit offences afterwards and commit life-course persistent anti-social behaviour (Moffitt, 1993) This demonstrates the importance of working with young people to reduce reoffending. 

Utilising Gibbs reflective model, there needs to be a holistic approach to resolving issues of youth offending and anti-social behaviour. All agencies need to strive to prevent offending. The ongoing incidents of ASB require a multi-agency approach. Target hardening measures can be used to help situations such as this. Upon reflection, I felt I gave the victim an enhanced service and signposted to the relevant support. In this incident police were unable to identify the offenders which is why I believe that the most appropriate action from myself was to submit a PPN for the victim, this was to ensure that the victim could be safeguarded and so that multi-agencies are aware of her, it also gives the victim hope that police are doing something on the matter. However, I am also aware of another approach I could have taken which was to offer the victim a “victim referral support form”, this form expresses how the victim feels and allows for other relevant third parties to take action. This could be for example, the victim requesting CCTV at her address so next time she is able to identify the offenders. Another option would have been to utilise an “ASB Form” this is a form shared on polices databases that makes officers such as the neighbourhood team aware of on-going ASB issues so they can make more patrols of the area. Whilst these options are good, I feel in my instance the PPN was the best option as it focuses more on the victim and how she can be helped with regards to her vulnerability, which to me was the most important thing. 
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Task 4
Relevant areas of the National Policing Curriculum: 
Conducting investigations and information and intelligence.

You must choose a policing incident which is of serious and complex nature in which you played a significant role with an offender/service user/victim and reflect on what happened. 

	Give a brief description of the incident including social and legislative contexts and any relevant cultural, ethnicity and language issues. 

Consider how you have gathered, analysed and evaluated relevant information or intelligence from a range of sources as appropriate to the policing incident. Additionally, identify how you have developed the information and intelligence for the purpose of informing the tasking and co-ordination process. 

Focus on how you have made use of the additional sources of intelligence obtained through this complex investigation and explain how you have applied learning from previous serious and complex investigations.

Your reflection must illustrate your understanding and application of core principles of ethics, equality, diversity and human rights, as well as any relevant Code of Practice considerations, culturally sensitive practice and language preference.

1750 words (+/- 10%: include your actual word count at the end of each section)
 



ANSWER:

In this answer I will explain how I have played a significant role in a serious and complex incident. I will discuss what the complex incident entailed and the teams and departments that assist front line officers when dealing with a serious incident.  I will then reflect. 

The definition of serious and complex crime covers offences such as murder, sexual offences, human trafficking and large-scale drug crimes. For police, these are among the most challenging criminal offences to investigate. CLP Solicitors explains for defendants, such cases carry the prospect of heavy sentences, the need to navigate complicated legal proceedings, as well as the threat of negative media coverage. (CLP Solicitors, 2022) 

The case I will be discussing is a sexual assault of a child under the age of 16 by persons unknown. 
I was allocated to a call whereby a young female was reporting that a male had approached her and touched her private area under her clothing. The male had then made off on foot. 
As this incident began from a report from the victim - a member of the public - it was a reactive incident. Reactive patrol is police responding to specific requests from individuals or groups in a community that provides “immediate” response to calls. Reactive patrol provides help to ensure that calls are responded to in an efficient and timely manner. (Hendricks, 2013) I attended the call as an emergency response in order to safeguard the female, and quickly gather any evidence that would hopefully lead to locating and detaining the male. As this was a live incident, upon attendance I considered the importance of obtaining any Golden Hour material. 
The Golden Hour is a term for the period immediately following the commission of an offence when material is abundant and readily available to the police. (Deane, 2019)

A commonly cited example of a failed 'Golden Hour' comes from the Stephen Lawrence case in 1993. Police investigating 18-year-old Lawrence’s murder by four racist youths in South east London didn't interview suspects within the crucial time window, which lead to a delay in arrests.
As reported by the World Socialist Website; “Stephen Lawrence’s murder triggered a travesty of justice. No formal crime scene was established at the time. Police had the names of the murder suspects within hours but made no effort to interview them. They were not arrested for a fortnight. The delayed arrests meant vital evidence was lost, and the Crown Prosecution Service decided there was insufficient evidence for a trial.” (Bond, 2021)

When describing how the killer of Alice Ruggles was captured quickly, and subsequently found guilty of her murder, Senior investigating officer DCI Lisa Theaker said of Golden hour: “Getting evidence in the golden hour is vital. It’s fresh, it’s not contaminated, and it might not be there for very long. The priority for me is securing evidence as quickly as possible. Where’s my offender? That’s a real priority for me because they’ll be a wealth of forensic evidence on them. (Theaker, 2017)

I asked the female clear, open questions and covered Who, What, When, Where and How. “Using these questions in investigations constitutes a formula for getting the complete story on a subject.”  (Workfront, 2018) Good, thorough detail would enable me to have all the information in order to identify lines of enquiry to pursue. I also considered how trauma can affect memory. My research found a traumatic incident can cause a great deal of stress in both the short term and the long term. That stress response can have an impact on different areas of the brain that are strongly associated with memory function. (Casa Palmera Staff, 2010)
Being mindful of this, I worked to build rapport with the female and was reassuring when she was struggling to answer questions. 

I considered obtaining forensic evidence from the female. I am aware that in incidents such as sexual assaults, the victim themselves is considered a “scene” that needs to be preserved and exanimated in order to gather forensic intelligence. 
Explained by the College of Policing, “Early evidence kits ensure opportunities to capture forensic evidence are maximised in investigations into sexual offences.” (College of Policing, n.d.) 
Dr Edmond Locard formulated the principle of exchange. This means anyone who enters a scene both takes something of the scene away with them and leaves something of themselves behind. Every contact leaves a trace, however minuscule. This could be, for example fingerprints, DNA, and fibres. (The College of Policing, n.d.)

Due to the severity of this incident, I requested assistance from CID, specifically a PIP level 2 investigator. The College of Policing states that the PIP 2 Investigator “Utilises a range of appropriate investigative approaches to gather material, placing the victim at the centre of all actions and decisions, to safely and effectively investigate serious and complex crimes with a view to achieving an appropriate outcome for that investigation” (College of Policing, n.d.)
I was aware that the victim would need to give a statement in an achieving best evidence (ABE) interview. An ABE interview is a video recorded interview. ABE interviews are used for good practice and will be used as the child’s statement should the matter go to court, meaning the child would not need to attend the proceedings. I was aware that PIP 2 investigators are specifically and expertly trained to speak with children, therefore the assistance of CID would be paramount. 
This also meant the investigation was being carried out in line with the professional standards in the Police (Conduct) regulations 2012 as the victim was a vulnerable due to age. 
Vulnerable and intimidated witnesses: Vulnerable witnesses are defined by legislation as all children under the age of 18 and any witness whose quality of evidence is likely to be diminished because they have a mental or physical disorder or disability, including impairments to cognitive and/or social functioning. (Anon., 2021) Complaints of sexual offences always fall into this category. 

I then conducted immediate door to door enquiries in the vicinity. This forms part of the golden hour and is the way police can identify any potential witnesses who may have seen or heard something, and helps uncover any further lines of enquiry through information and intelligence.  Whilst conducting my enquires, I considered the National intelligence model (NIM) Explained by Innes, “The NIM is a business framework which provides structure in a police investigation to process information and turn this into actionable intelligence”. (Innes, 2004) The NIM ensures all information in policing is fully researched, developed and analysed. The NIM is applied to all levels of crime and anti-social behaviour. This incident would be considered Level 1 of the NIM as although serious in nature it happened on a local level. 

During my enquiries I uncovered an image of the suspect from a doorbell camera. I was able to get a brief description of the suspect, including what he was wearing. I then submitted an intelligence log with a description of the suspect and submitted it using the 3x5x2 model. The 3x5x2 intelligence assessment is a process undertaken by the Police when submitting intelligence. It involves rating the reliability of the source, the reliability of the information provided by the source, and also is it lawful to share the information or would there be a risk involved. 
Explained by North Yorkshire safeguarding “Through the 3x5x2 process all intelligence is submitted to police in its raw form from the source and goes through this assessment processes to be given a grade that informs the police how much value they can attribute to it and how they can use it.” (North Yorkshire Safeguarding Partnership, 2022) As this intelligence was obtained via CCTV, it was the most reliable source in the 3x5x2. It was also able to be shared lawfully 

Upon submitting my intelligence report, A local intelligence officer would then be utilised to disseminate the intelligence across the force.  College of policing explain the role of the intelligence officer as someone who “develops and evaluates intelligence, assessing the threat, risk, harm, vulnerabilities and opportunities which exist and identifying gaps. They manage the dissemination of the assessment or intelligence product, support reactive, proactive and/or crimes in action and provide advice on appropriate tactical options to support policing priorities.” (The College of Policing, 2022) Now that the location parameters were established, and I had a description of the suspect, I also utilised the police systems to look at local sex offenders or any other persons with the same modus operandi (MO) as the suspect. An MO is a distinct pattern or method of operation that indicates or suggests the work of a single criminal in more than one crime. (Merriam-Webster, 2022)

I made sure all my actions in the investigation were updated to the highest standard and fully detailed. This would assist senior officers and other departments in regard to tasking and co-ordination.  A Tactical Assessment will be produced by senior officers and will make recommendations as to how the priority should be tackled. The Metropolitan Police state “It will make an assessment about the likely effect of tactics and this will include detailed analysis of community impact and community response. The NIM states that a technique called Results Analysis should also feed into the process. This specifically addresses issues like the level of public satisfaction or support for previous tactics or operations and this in turn will influence any subsequent recommendations.” (Metropolitan Police Service, 2003)

Throughout this incident,  I carried out an ethical and thorough investigation. I conducted enquiries quickly and was able to obtain CCTV quickly and disseminate information in line with the NIM. The CCTV collected enables us to gather new information about the suspect.  I kept my victim up to date throughout, so she and her guardian were up to date with all case developments. I also respected confidentiality throughout. If I was to re-do this incident, then I feel my understanding of the NIM could be improved and I would ensure that the information I collected was lawfully shared with the tasking co-ordinators as early as possible, so they could instruct officers to carry out actions such as arrest enquiries earlier on in the investigation. 
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Task 5
Relevant areas of the National Policing Curriculum: 
Digital Policing, Vulnerability and Risk 

You must choose an incident involving digital technologies and reflect on how you provided an appropriate initial police response. 

	
Explain the immediate actions that you took to reduce the risk of harm caused by the incident. Detail who may be more vulnerable in this type of incident. 

1500 words (+/- 10%: include your actual word count at the end of each section)



ANSWER:

In this answer I will describe how I dealt with a victim of cyber fraud. I will explain how I reduced the risk of harm to the victim. 
“The term ‘cybercrime’ encompasses a wide range of criminal activity that involves some form of electronic or digital technology.” (Blackstone's, 2021) Internet scams evolve every day and come in many different forms. “The term internet scams generally refers to someone using internet services or software to defraud or take advantage of victims, typically for financial gain.” (Johansen, 2019)

In this incident, I attended a call whereby a person was reporting that a substantial amount of money had left his father’s bank account. The caller explained that he believed his father to have fallen victim to a scam, as there was a suspicious email in his inbox. Scam emails are currently one of the most common threats in cyber security. (Action Fraud, 2022) I am aware that these crimes are difficult to investigate as they can be carried out from anywhere in the world. They also often require financial checks which as a response officer I do not have access to, and require investigation by a specialist department with certain clearances such as the ability to check finances and computer analysis.  

I am aware however of growth of internet enabled crime. Statistics show that in 2022 4.95 billion use the internet. (DataReportal, 2022) Companies are warning that criminals have been exploiting and adapting to Covid-19 with a growth in fraud and scams that target people online. UK Finance says “Many of these scams harvest people’s personal and financial details, for example through phishing emails or text messages impersonating trusted organisations.” (UKFinance, 2022)


Having looked at the email on the male’s laptop, it appeared that he had fallen victim to a phishing scam.  Phishing is a cybercrime in which victims are contacted by email, telephone or text message by someone posing as a legitimate institution. Phishing.com explain this is done “ To lure individuals into providing sensitive data such as personally identifiable information, banking and credit card details, and passwords.” (Phishing, 2022) I still wanted to look for any “traditional” evidence that may be available, such as something in written form, however there was none.  Mass market mail and online fraud is varied but can be very sophisticated. In this case, the male had believed there was an issue with his PayPal account. He had been told by the scam email to click a link and enter his PayPal details, along with his debit card information. Which explain that “Impersonation scams accounted for the majority of reports (69%) with fraudsters most commonly pretending to be from banks, household brands, the NHS and government departments. Phone, text and email were the preferred methods used by scammers to con victims.”  (Merryweather, 2022)

Scammers will use companies and brands we know and trust and impersonate them. The Guardian reported that “in 2020, victims lost an average of £45,242 each to criminals imitating trusted brands such as Aviva and Allianz.” (Tims, 2021) As the male had entered his details into the phishing link, the scammer had then been able to withdraw money from the male’s bank account via PayPal. As the male in this case was elderly, I made sure to not use confusing jargon and ensured I spoke clearly.  I am aware this is not the only scam that people can fall victim to online. As stated by the Met police, “Many people in the UK, particularly the elderly and vulnerable, are lured by the prospect of a surprise win, and give large amounts of money or personal data to claim their fake prize.” (The Metropolitan Police, n.d.) Researcher Laura Carstensen believes older people are more susceptible to fraud due to brain activity. Carstensen explains “positivity bias, or the tendency to devote more attention and memory to positive information in general, as a common occurrence among older adults.” Carstensen relates this to changes in the brain, and states this bias seems to exist to help keep older adults’ moods and morale high. Yet despite these potential benefits, this bias can have perilous consequences for their financial security, leading them to ignore warning signs such as the aggressiveness or insistence of a telemarketer and to focus instead only on the potential rewards or profits they promise. (Carstensen, 1992)

Furthermore, figures from the National Fraud Bureau and Get Safe Online show that online dating fraud in the UK costs victims well into the tens of millions of pounds. Saga state the average loss for a person scammed by romance fraud is £10,000. Further statistics show that people aged between 50-59 are the most likely victims of this type of fraud. (Shaw, 2020)This is likely because the elder generations have not grown up with the internet, and therefore might not grasp that people are not always who they claim to be online. The impact of romance fraud can be extremely detrimental to a victim as not only will they have suffered great financial loss, but also the emotional impact of discovering that your relationship is false. It can often be the most difficult to come to terms with.  Sussex Police explain data shows a high proportion of Romance Fraud victims are “lonely, widowed or recently bereaved, have suffered from a recent break up and/or suffering from depression.” (Sussex Police, 2022)

No matter what type of cybercrime, there is a person who has fallen victim and has suffered a hardship of some kind because of it.  The male was, understandably, extremely upset about what had happened. I was understanding and gave good non-verbal communication to ensure the male knew I was listening attentively. I explained to the male that he had no need to feel embarrassed or ashamed. I told him how sophisticated these scammers are, and how they are not like typical criminals that the police deal with on the street. I told the male to cancel his debit cards immediately. I assisted him in contacting his bank. Given what had happened with the scam, the male was now untrustworthy of using his online banking or speaking to any bank employee on their Live chat system. I explained that he can contact the bank using a phone number on a letter he had been sent from them, such as a statement.  I encouraged the male to report the incident to Action Fraud. I assisted him in doing so. Described by themselves; “Action Fraud is the UK’s national reporting centre for fraud and cybercrime where you should report fraud if you have been scammed, defrauded or experienced cyber-crime in the UK” (Action Fraud, n.d.) We explained to Action Fraud what had happened, and the male was provided with a reference number.

Whilst at scene, I provided cybercrime prevention advice. I advised the male that, going forward, he should not open any links or attachments in emails unless such email is expected from that source.  I also explained about the importance of secure passwords and keeping anti-virus software up to date. I understand the vital importance when dealing with digitally enabled crime, is that people speak out.  Fraud and computer misuse make up 14 per cent of crimes, says Chris Blackhurst. (Blackhurst, 2022) However, many people are not coming forward and reporting fraud. This is likely due to the common misconception that victim’s will be blamed.  The shame is what prevents reporting leading to skewered figures on how bad the problem is, and how anyone can be victim. Sean Coughlan for the BBC says that research has found “elderly people can be left with feelings of anger, stress, upset, ridicule and embarrassment” (Coughlan, 2018) and “a number wouldn't want to accept that they're a victim, some wouldn't even realise it's been a fraud,". (Coughlan, 2018)
Breyault says sometimes people blame themselves and keep silent. He explains “The pandemic has only given criminals more ammunition -- a COVID-19 spin on their go-to tools like phishing emails, robocalls, fake texts, or bogus social media posts.” (Breyault, 2022)

Friend Against Scams – a National trading standards scam initiative explains; Everyone can make a difference in their own way. With increased knowledge and awareness, people can make scams part of everyday conversation with their family, friends and neighbours which will enable them to protect themselves and others.    (Friends Against Scams, 2022)  

After my attendance, I submitted a Public Protection Notification (PPN) for the attention partner agencies. I described in the notification report what had happened in detail, and this would be viewed and reviewed by South Wales Police Vulnerable Adults team. They then risk assess and decide as to whether the male needs pastoral care and support. I also tasked a Police Community Support officer from the neighbourhood policing team to attend, in order to provide a general welfare, and check in on the male later.  I am aware that the neighbourhood policing teams work with the Trading Standards scams team and conduct joint visits to victims of fraud in order to assess and put safeguarding measures in place. 


To summarise, I believe I dealt with the male empathetically and compassionately and talked him through the next steps in an informative way. I took consideration into the fact that the internet enabled financial crime can have a devastating impact on someone’s life and dealt with the report professionally. I prevented possible re-victimisation by providing crime prevention advice and signposted to other police departments and agencies who can assist in supporting the male moving forward. 
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Recognition and confirmation of progress on the Occupational Competency Portfolio (OCP). 
  
 
 
By signing the section below you are acknowledging your continuing progress on O.C.P.  

This is recognised by the university as work that is fully supporting this module BMPP 5003D; Policing in the workplace 2and in signing it will be equivalent to 1000 words towards the 8000 words equivalent total. 
 
 
 
 
Confirmation of the progress on the Occupational Competency Portfolio (OCP). 
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