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A webserver, which can be referred to as the hardware, the computer, or the software, is the 
computer application that delivers content that can be accessed through the Internet. 
Hacking web applications refer to gaining unauthorized access to a website or its associated data.  
 
Task 1: Cracking FTP credentials using Dictionary Attack 
 
A dictionary attack bypass the authentication mechanism employed in a password-protected 
machine by trying numerous combinations of keywords present in a dictionary file. 
 
Lab Scenario 
In this phase of web server hacking, an attacker tries to crack web server passwords.  The attacker 
tries all possible techniques to extract passwords, including password guessing, dictionary attacks, 
hybrid attacks, pre-computed hashes, rule-based attacks, distributed network attacks, etc.  The 
attacker needs patience, as some of these techniques are tedious and time consuming.  The 
attacker can also use automated tools such as Brutus, THC-Hydra, etc. to crack web passwords. 
 
Lab Objectives 
The objective of this lab is to help students how to: 

• Perform Nmap scan to find whether an ftp port is open 
• Perform a dictionary attack using hydra 

 
Pre- Activity exercise 
To perform the lab you need: 

• Windows Server  virtual machine 
• Windows 10 virtual machine 
• Kali Linux virtual machine 

 
 
Overview of Dictionary Attacks 
A Dictionary/wordlist contains thousands of words that are used for password cracking tools to 
break into a password-protected system.  An attacker may either crack a password manually by 
guessing it or use automated tools and techniques such as a dictionary method.  Most password 
cracking techniques are successful because of weak or easily guessable password. 
 
 
 
 



Dr Carlene Campbell  Page 3 of 17
  

 
Activity: 
Note: Screenshot may varies from the one in this lab. 

1. Before beginning this lab, launch the Windows 7 or 10 virtual machine from VMware 
workstation or virtual box and log in. 

2. Launch the Kali Linux virtual machine from VMware workstation or virtual box and log in. 
3. Go to shared folder located at https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EkN1wcrdKilKpH3OyLE
k72MBRWz6MRNsk8oYe99v5g5gzQ?e=pq8BCb and copy the wordlists folder and paste it 
in the Home directory as shown in the screenshot: 

 
 
4. Perform an Nmap scan on the target machine (Windows 10) to check if the FTP port is 

open. 

 

https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EkN1wcrdKilKpH3OyLEk72MBRWz6MRNsk8oYe99v5g5gzQ?e=pq8BCb
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EkN1wcrdKilKpH3OyLEk72MBRWz6MRNsk8oYe99v5g5gzQ?e=pq8BCb
https://uowtsd-my.sharepoint.com/:f:/g/personal/carlene_campbell_uwtsd_ac_uk/EkN1wcrdKilKpH3OyLEk72MBRWz6MRNsk8oYe99v5g5gzQ?e=pq8BCb
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20. Remotely access the FTP server hosted on the Windows 10 machine. 
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28. You have gained remote access to FTP server. 
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Task 2: Exploiting Parameter Tampering and XSS vulnerabilities in Web Applications 
 
Through web applications enforce certain security policies, they are vulnerable to attacks such as 
SQL injection, cross-site scripting, and session hijacking. 
 
Lab Scenario 

 
 
Lab Objectives 
The objective of this lab is to help students learn how to test web applications for vulnerabilities. 
In this lab, you will perform: 

• Parameter tampering attacks 
• Cross-site scripting (XSS or CSS) 
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Pre- Activity exercise 
To carry out the lab, you need: 

• MovieScope website configured during the lab setup 
• GoodShopping website configured during the lab setup 
• Windows host machine 
• Windows Server2016 or Windows 7 or Windows 10 an Attacker Machine 
• Windows Server2012 or Windows 7 or Windows 10 as a Victim Machine 
• Microsoft SQL server 2017  
• A web browser with an Internet connection 

 
Overview 
This lab demonstrates how an attacker can easily exploit parameter tampering and XSS attack to 
access protected information and perform other malicios tasks.  
 
 
Activity: 
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