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According to the Office of National Statistics (2024), of a survey of 1,544,000 children aged 10 to 15 years old, 847,000 (19.1%) experienced an online bullying behaviour, in the year ending March 2023. With such a high number of cases of cyberbullying to a small demographic, what are the challenges the police service face when combating online crime? Cyber-bullying is bullying that occurs online, such has on social media apps. Examples of cyber-bullying could be hurtful messages or sharing harmful content directed at a specific person (Security.org, 2025).  The rise of the modern age has brought upon the use of social media and the internet for everything from research, messaging others, or other activities. However, the benefit of anonymity and privacy has given rise to digitally enabled crime, such as cyber-bullying, harassment and stalking. The purpose of this essay is to critically examine these online-enabled crimes and what challenges police officers face when investigating these crimes, like this assignment chosen topic of cyberbullying, online harassment and stalking. These challenges can include online the establishment of end-to-end encryption by technology companies; the increasing rise of online criminal activity and the strain it puts on law enforcement; then the challenges with obtaining evidence and data from perpetrators abroad.

Online agitators and criminals hide behind a veil of anonymity, believing that their online actions would not have any consequences on their private life. However, every single user has a digital footprint that can be traced to discover what they have been searching and their activity online and on social media (Wigan & Leigh College, 2023). Police officers have very little problems getting access to the search records and social media activity once they have the authority to do so. However, the advancement of technology and social media networks’ commitment to protecting the privacy of online users have brought new challenges through the use of end-to-end encryption on messaging applications. End-to-end encryption is a form of privacy that only allows the user and the recipient to see the messages sent in a chat room (NSPCC, 2025). The direction of the National Crime Agency (NCA) and European police chiefs have explained their position where they believe that there is a public safety risk where messages cannot be remotely accessed by police officers. They also add that investigations have been hindered due to social media companies being unable to hand over records of message chat rooms since they cannot bypass the end-to-end encryption (National Crime Agency, 2025). This gives online perpetrators opportunity to not only send any form of abuse through these encrypted messaging apps, which can cause many forms of harm upon the victims, but to also carry out more extreme criminal acts, such as child grooming, human trafficking, terrorism, and so forth. This has prompted the director general of the National Crime Agency and thirty-two European police chiefs to openly call for technology companies to allow for law enforcement access to data that has been encrypted, due to concerns of public safety (National Crime Agency, 2024). This gives an indication that the law enforcement is still struggling with encrypted data and are dependent on technology companies to offer a solution. Even in the UK, there have been cases of police investigations being hindered with the recent increase in security with end-to-end encrypted messages, where police officers are struggling to find right-wing extremists due to the use of encrypted platforms and VPNs to avoid detection. Extremists will use these platforms to research, radicalise and promote their beliefs, because they are aware of the technical security of the platforms which allow them to avoid detection (Sky News, 2022). This poses a serious safety risk with the prevention a radical extremism and raises the question of what can be done to keep the security and privacy of online user safe while also being able to enforce the law and safeguard victims and vulnerable users on social media platforms.

The age of technology has brought many positive advancements to the lives of the average person, finding it almost impossible to live without being in-some way connected to the internet. According to DataReportal (2025) at the start of 2025, 97.8 percent of the population or 67.8 million people using the internet, while a further 79 percent or 54.8 million social media identities were homed in the UK. This indicates the massive scale of activity that appears online, activity that needs to monitored and policed; begging the question of whether the police service has the resources to respond to all reports of online crime? According to Public Technology (2025) the head of cyber operations at the National Crime Agency, Time Court, spoke at a Scotland public sector cyber event. Tim Court spoke to delegates that the UK law enforce are not properly equipped in the rise of cybercrime offences, speaking on the lack of funding provide to tackle the increase in crime located online and on social media sites. The rise of cyberbullying and online harassment has been shown to be increasing in recent years. This can be seen where BBC News (2017) did a freedom of information request for the number of cases involving cyberbullying, trolling, online harassment and death threats in England & Wales, year ending 2015; figures showed that the number of cases was 42,910. A report from the year after showed that this number had increased to 79,372, an increase of 36,462 cases in England & Wales. Estimating that this trend has continued to 2025, it would collaborate with Tim Court, head of cyber operation at NCA, account of the difficulty police forces may face with the increase of cyber-related offences. The overflow of cyber related offence has been seen diminishing the quality of services provided by the police force. Victims Commissioner (2022) surveyed victims of cyber-stalking and reported the service they received from police, who investigated their cases. The results showed a low level of satisfaction with the response of the police with only 13 percent of the victims being satisfied with the response. 10 percent of the victims had felt that the police had thoroughly investigated their accusations, while 45 percent of the victims were told that they should remove the presence from social media account, something that could have potentially escalated the abuse that was being received. One male victim was told that if he could not “hack it” then he should not be on social media, implying that it is the fault of the individual. These statistics could indicate behaviour committed by poorly trained police officers, and the lack of seriousness that comes with online crime; or it could be a result of the inability to allocated so much time to every cyber-related crime. Non-crime hate incidents are a form of online hateful bullying that has not gone over the threshold of being classified as a crime. These hate incidents are recorded by police as they have the potential of becoming more serious or could cause heightened tensions in the community (Home Office, 2023). After the arrest of Graham Linehan, in early September 2025, Assistant Chief Constable, Tom Harding, broke the new policy change that the Metropolitan Police will stop investigating non-crime hate incidents, stating that “We’re not here to deal with differences of opinion or online fallings-out". The commissioner of the Metropolitan Police, Sir Mark Rowley, also added that the police were placed in “an impossible position” due to the number of incidents and statements needed to be investigated online (The Standard, 2025). The decision to halt non-crime hate incident investigation is directly linked to the increasing number of online criminal activity and to prioritise more serious matters, such as the increasing number of online stalking that was touched upon previously.
Police officer's role to investigate and respond to reports of online crime can extend out of the boundaries of the United Kingdom, where the perpetrator may live abroad. The process for investigating online crime made by foreign nationals can prove difficult for UK law enforcement, due to the additional checks required by both the UK justice system and the systems in other countries (College of Policing, 2019). The process primarily involves the use of mutual legal assistance (MLA) requests which are sent with an internation letter of request to another country. The MLA is used when one country needs information and evidence, such as IP addresses; location data; official records, to be used by law enforcement to use in criminal investigations and court proceedings (Rahman, 2024). A report conducted by the G20 (2023) Anti-Curruption Working Group conducted a report on the quality and challenges faced with the use of MLA requests. Some of the findings included a difference in legal framework in the requested country; the difference in administrative processes and legal procedures end up lengthening the amount of time required to fulfil the MLA request. The quality of MLA requests has been cited as lacking by many G20 countries. Canada cited that the summary of the specifics of the investigation was often lacking, if not entire missing from many MLA requesting, causing delays and the inability to fulfil the requests. Then finally, countries such as China and the USA have cited issues with receiving little to no responses from countries that they have requested from. Instances of no acknowledgment of receipt of requests nor response more additional information or clarification on the MLA request had caused delays and communications errors between countries (G20, 2023). These issues have made it challenging and time-consuming in investigating criminal acts committed by foreign national living abroad, in such cases and online stalking and harassment. After the United Kingdom withdrew from the European Union in 2019, it brought a set of new challenges that law enforcement must face. Being a part of the European Union brought many perks, one being the participation in European investigations orders (EIO), which requires other EU countries to gather information for criminal investigation. EIO function relatively similar to MLA requests. However, Member States have an obligation to respond to orders, with 30 days to recognise and 90 days to execute an EIO (Corker Binning, 2020). The UK giving up participation in the EIO scheme means they must rely on the MLA requests and face the challenges previously mentioned. According to Rahman (2024) the UK reports that an MLA request sent to another country, such as the USA, on average takes 12 months for the request to be executed. This takes 9 months on average longer than the EIOs, which are obligated to be fulfilled within a 90-day period. 

The purpose of this assignment was to critically examine these online-enabled crimes and what challenges police officers face when investigating these crimes, like this assignment chosen online crime of cyberbullying, online harassment and stalking. The first challenge examined in this assignment was the police’s inability to access the data and records of message chat rooms that have been end-to-end encrypted, and pleas from law enforcement agencies for changes from technology companies. The topic of increasing cybercrime was then examined with the rise of cases involving online stalking growing in recent years, with the Metropolitan Police making policy changes to lighten the burden placed on police officers. Lastly, the investigation of foreign nations has problematic processes that can take longer periods of time to be fulfilled and confusion on the summary of the investigation. These challenges made more prevalent with the withdrawal from the EU; losing privileges, such as the participation in European investigation orders.
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