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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  

IPv6 is an Internet Protocol that was made to replace IPv4.When computers became rapidly popular during the 1990’s, there were limitations to the IPv4 standards and IP addresses were running out due to the standards limitations.[1] IPv6 improved these address limitations by offering trillions of available addresses, in comparison to the 4.3 billion IP addresses that IPv4 offers.[2] The aim of this document is to detail the features of IPv6 including structure, address types, advanced functionalities, and security.

Although the internet mostly uses IPv4, due to the limited amount of addresses this protocol provides, IPv6 offers a prolonging solution to additional devices being connected to the internet. This solution comes from the expansion of the IP address space from 32 bits to128 bits. [2] IPv4 addresses are made up of 32 bits and are made up of four octets, separated by periods producing the format X.X.X.X, for example 19.117.63.126. The octets of an IPv4 address must be a decimal value between 0 and 255. IPv6 addresses are made up of 128 bits and can be of two formats: normal and dual. The normal IPv6 address is made up of eight segments separated by colons and can be any hexadecimal value between 0 and FFFF, displaying as X:X:X:X:X:X:X:X, for example 2001:db8:3333:4444:5555:6666:7777:8888. The IPv6 dual address combines both the IPV6 normal address and IPv4 address. This format is displayed as X:X:X:X:X:X:Y.Y.Y.Y where X represents the IPv6 segments and Y represents the IPv4 octets. Similar to the former addresses mentioned, the dual format must have the IPv6 segments made of hexadecimal values between 0 and FFFF, and the IPv4 octets made of values between 0 and 255. [3]

There are three types of addresses that IPv6 transmits; unicast, multicast, and anycast. 
A unicast transmission refers to the process of sending a packet from one host to an individual host. There are multiple types of unicast addresses, these are:
· Global Unicast 
· Link-Local
· Loopback
· Unspecified Address
· Unique Local
· IPv4 Embedded

Global unicast addresses are summarised as the following by Cisco: 
“Global unicast addresses (GUAs), also known as aggregatable global unicast addresses, are globally routable and reachable in the IPv6 Internet. They are equivalent to public IPv4 addresses. They play a significant role in the IPv6 addressing architecture” [4]
Link-local unicast addresses are used to communicate with devices on the same local link. They cannot be routed to public networks. The IPv6 addresses that are link-local are autogenerated and start with the hexadecimal FE. [5]
Loopback unicast addresses are used by nodes to send an IPv6 packet back to themselves. A loopback address cannot be assigned to a physical interface and should never be sent beyond the device.
Unspecified unicast addresses are used as a source address in order to indicate the absences of an address. Similar to a loopback address, it cannot be assigned to an interface.
Unique local unicast addresses, known as private IPv6 addresses, are similar to global unicast addresses but for private use. They are designed for devices that do not need access to the internet and thus should not be routed to the global internet. 
IPv4 embedded unicast addresses are used when the IPv6 address carries an IPv4 address in the low-order 32 bits of the address. [4]

Multicast transmission refers to a host sending a packet to a selected group of hosts simultaneously. These hosts could be on a different network and any packet sent to a multicast address will be delivered to every host that has joined that selected group. There is no broadcast address in IPv6 in comparison to IPv4, instead multicast is used. There are two predefined multicast addresses; Well-known multicast addresses and Solicited-node multicast addresses. 
Well-known multicast addresses are reserved for assigned groups of devices and have the prefix ff00: :/12. The third hexadecimal digit, known as the Flag field, will always be set to 0. 
Solicited-node multicast addresses are a more efficient approach to the broadcast addresses in IPv4. They are automatically created for every unicast address on a device. [6]
Anycast addresses are similar to a multicast address but instead of the host sending a packet to a group of hosts simultaneously, it sends the packet to a single random host. The host is not completely random, the closest router takes the packet and forwards it to the closest host in the group There is no set prefix for an IPv6 anycast address and they use the same address range as global unicast addresses.[6]

Another advantage of the IPv6 upgrade are the security benefits. IPv6 runs end-to-end encryption universally. End-to-end encryption was retrospectively added to IPv4 however is not universally used and is deemed more of an add-on to the protocol. Sophos states that 
	“The encryption and integrity-checking used in current VPNs is a standard component in IPv6 available for all connections and supported by all compatible devices and systems. Widespread adoption of IPv6 will therefore make man-in-the-middle attacks significantly more difficult.”
This is not to say that IPv6 should be used as a replacement for service-layer and application verification. It only insinuates that it is more difficult for hackers to reroute network traffic in comparison to IPv4 [7]

In conclusion, IPv6 proves to be a significant upgrade from IPv4. It has solved the problem of depleting IP addresses that IPv4 faced whilst simultaneously improving the IP address itself. The improvement of the IP addresses and transmissions have improved packet transfer between hosts. Additionally, network security has been increased universally with the upgrade. Major companies such as Google and Facebook are currently available via IPv6 and many other web service providers are migrating over. For IPv6, it appears to be a question of when and not why when it comes to implementation. 
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0/24
	255.255.248.0
	172.16.2.1/24
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0
	255.255.192.0
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64
	255.255.224.0
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96
	255.255.248.0
	172.16.13.97
	172.16.13.102
	172.16.13.103

	Serial link 1
	172.16.13.104
	255.255.252.0
	172.16.13.105
	172.16.13.106
	172.16.13.107

	Serial link 2
	172.16.13.108
	255.255.252.0
	172.16.13.109
	172.16.13.110
	172.16.13.111
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