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In this report, I will be providing you with an overview of some of the security issues that I would have to consider if I wanted to release my website into a publicly hosted format. 
    I will also be displaying where I have demonstrated the user of defences against SQL injection. In addition, I will also be discussing how another type of security threat can possibly harm my website and how my website can be protected prior to being deployed.

I have written a database driven website, the purpose of the website is to display artists, their albums, and their songs. It also allows administrators the ability to edit, delete and update records in the database. 
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The main security issue that I must consider implementing defences against, is SQL injection. This is where an SQL Query is injecting into a data driven application and interferes with the queries that the application has with the database. [1] [2] If an SQL injection attack is successful, this means that the attacker will then have access to all the information in the database. [2] This means that several laws will be broken, such as the Data Protection Act. There are various examples of SQL injection attacks, such as retrieval of hidden data, subverting application logic, union attacks, examining the database, and blind SQL injection. [2]
    There are various other security threats I need to consider before taking my website public.
    One security issue is Broken Access Control. The main purpose of access control is to control what a user has access to. An example of this is a person working in the marketing department of a company will not have access to install / uninstalling software capabilities, they will not be able to access command prompt. An admin will have those powers.
There are different ways that access control can be broken, such as averting access control checks via the method of changing the URL, or HTML, or modifying API requests. Users can also manipulate metadata, this means they alter JSON Web Token (JWT), which can allow them to increase their access control. [3] 

Despite my website being released live on the internet, my website and the connected data as this current time, do not have any measures to protect it from SQL injection or any other security issues. This is something that I see an improvement I can make and will implement. 
In addition, at this current time, my database does not hold sensitive.
    I would however, like to implement security measures to my database to protect the users query. Gaining access to users will allow attackers to gain the knowledge of the administrator login for the website. This is dangerous and harmful. 
There are various things I can do to prevent SQL injection across my entire server. Such as filtering inputs, this would mean catching and removing malicious code that a user may enter. I could also restrict database code; this would mean controlling and minimising procedures and code and queries which are entered into the database. [4] 
    In regard to broken access control, there are various ways in which this exploitation can affect my website. After exploitation, the attacker will have the capability of deleting records from my database. This means potentially creating a backup of the database and website, so that if an attack happens, I can revert the database to before the attack. Another threat that could happen, is the attacker taking full administrative power and being able to lock me out of the website. [5] This would prevent me from regaining access, and the attacker could do more damage. 
To prevent broken access control from happening, I can avoid using obfuscation as a singular form of access control. In addition, I can state the level of access allowed for each resource at the coding level. Furthermore, I could by default, block access if a resource within the database is not meant for sharing publicly. [6] 
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