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Chapter one

INTRODUCTION
The current world is driven by technology, and every event happening in the world is somehow interconnected to exchange data, whether between two people, businesses, organizations, or even devices. As technology keeps evolving and advancing, the risks of Cybersecurity attacks are also evolving, making it imperative for every sector to adopt and implement evolving cybersecurity architecture to ensure the security of their assets.   
The UK Department for Business, Energy & Industrial Strategy (BEIS) uses the following criteria to classify businesses in the UK: Small businesses: Defined as having between 0 to 49 employees. Medium-sized businesses: Defined as having between 50 to 249 employees. This classification is based on the number of employees and is commonly used to categorize businesses for reporting and policy purposes [1].
The impact of cyber security attacks does not just lead to the loss of information or data of an enterprise, it extends to affect the reputation of a company, affects the supply chain, and also has legal implications on the affected enterprise, which can further affect business continuity [2].
The worst cases of cyber-attacks occurred during the COVID-19 pandemic when businesses were forced to move their business online without enough time to implement proper security measures to protect their assets, cyber attackers saw this as an opportunity to target Small and medium-sized enterprises (SMEs) with poorly configured security architectures. They exploited various vulnerabilities in these SMEs, by performing spear phishing and social engineering attacks, through email scams, brute force, etc. They targeted end-point devices and human error vulnerabilities [3].  These mounting cybersecurity threats were particularly targeted at SMEs, with employee strength of over 500. Even before the pandemic, SMEs often faced challenges like limited budgets and hiring skilled personnel. As the pandemic continued to take its toll on the broader economy, tighter budgets were seen also to affect cybersecurity spending strength by SMEs [4]. 
  
Based on McKinsey's research [4], SMEs have not received adequate cybersecurity support compared to larger enterprises. The cybersecurity market for SMEs, valued at over $40 billion, has been growing at more than 8 percent annually until recently. Within the SME category, there are three distinct segments based on IT requirements and personnel size: 
Limited maturity: This includes small offices and some small enterprises with fewer than ten full-time employees, operating in low-digitization industries, and lacking IT resources [4]. 
Medium maturity: SMEs with 100 to 499 full-time employees, operating in medium-digitization industries, and possessing some IT resources. 
High maturity: Involving SMEs with over 500 full-time employees, operating in high-digitization industries, and having dedicated IT resources. 
Each segment has unique cybersecurity needs. For instance, the limited-maturity segment closely resembles the consumer segment, with around 90 percent of cyber spending focused on endpoint security for most companies. 
Based on a report from the European Commission, small and medium-sized enterprises (SMEs) are integral to the European Union's economy, constituting 99% of all businesses and providing employment for approximately 100 million people. Additionally, SMEs contribute to over half of Europe's GDP and play a crucial role in enhancing value across various sectors of the EU economy. Not only do they facilitate digital transformation, but they also serve as a fundamental component of the EU's social structure [3]. 





 Some terminologies to help in the discussion of this project are as follows:
Threat
organizations and end users are finding it hard to keep up with the ever-evolving and complicated threat of cyber-attacks [5]. SMEs are always targets for cyber threats, due to inadequate and sophisticated security infrastructures. According to the 2023 threat landscape 2023, it is stated that SMEs will face more identifiable risks at a striking scale, malware attacks are evolving in techniques, and are been used for financial gains, and geopolitical chaos will lead to more cyber threats in different sectors of SMEs [6]. Anything with the opportunity to exploit a vulnerability in a system, thereby affecting the confidentiality, integrity, and availability of a system or network is a threat. An attack agent with the ability to cause an eruption in a system which can lead to negative impacts like loss of access to service, data, and financial loss is a threat [7]. 
A threat actor can tend to carry out an attack but has no opportunity to do that. For example, in an organization with a robust security infrastructure and a patch management program and policies, there may be no vulnerabilities in that system, hence a threat actor with the ability to perform an actor might likely not be able to do so because there's no opportunity for him in the system [8] .
Different types of threats are Web-based threats, Phishing, Web application threats, Spam, Denial of service, Data breaches, Insider threats, Botnets, Physical threats, Ransomware, Malware, and External environment threats [5]. 




Threat Analysis 
Based on a study by [9], it is noted that the most common categories of threats discovered during threat analysis are:
Accidental threats: these are threats caused by human error which can expose the organisation to attack. E.g misconfiguration of security devices or outdated security patches [9].
External or Intentional threats: these are threats caused by malicious agents, to gain unauthorized access to exploit the system [9].
Internal threats: this is one of the most dangerous threats that is often overlooked by organizations. Most organizations put more attention and resources on external threats with less attention on internal threats. An employee with malicious intent to steal sensitive data can become a threat agent for a cyber threat [9].  
Threat analysis is, therefore, an attempt to evaluate an organization's security protocols, processes, and procedures to identify potential threats, and vulnerabilities, and gain insights into possible attacks before they occur [9].
Vulnerability
A vulnerability is a potential weakness or flaw in a system database, software, or infrastructure. Vulnerabilities can also be found in controls or processes [7].
A Vulnerability is classified into two groups; 
· Technical vulnerabilities: could be bugs found in a line of code, software, or errors in hardware configuration.
· Human vulnerabilities: these are vulnerabilities caused due to human error. A typical example is an employee falling victim to a phishing attack [7].

Risk
A cyber risk is simply the likelihood that an attack will occur, and the potential impact of that attack scaled. The ability of a threat to act on a vulnerability discovered in a system is a risk to the asset owner. Certain factors could contribute to risks. Risk= threat x vulnerability [8]
No matter how secure a system is, it's likely that a risk can still be found, hence the need for frequent risk assessment and management [7].

Ransomware 
Ransomware remains a major cyber threat in the UK, with data theft and encryption as primary tactics for cybercriminals seeking profit. Data extortion attacks, involving stolen but not encrypted data, are on the rise. From September 2022 to August 2023, 297 reports of ransomware activity were received, leading to 28 NCSC-managed incidents, 18 categorized as C3 and above. Top reporting sectors include academia, manufacturing, IT, finance, and engineering, though there is no specific evidence of academia being targeted [10].

Cyber-attack: A cyber-attack has become so frequent that it is now a recurring incident in SMEs. An attack occurs as a deliberate act involving malicious activities targeted at disrupting the smooth operation of an organization. The goal of a cyber-attack is usually to breach the information or system of an organization. Cyber-attack occurs due to several reasons like:
· Limited or insufficient funds to implement a more sophisticated and efficient security architecture.
· Inadequate and well-experienced security specialist.
· Cost of training employees on recent cyber-attacks. 




Incident Management
NCSC aids Ukraine post-Russia invasion, enhancing cyber resilience. Despite ongoing cyber-attacks, the impact was mitigated due to Ukraine's robust cybersecurity and support from international partners, including the UK's cyber program. Collaboration minimizes the expected impact [10].
 Rationale for Cybersecurity Threat Analysis in SMEs 
Due to the complexity of the structure of different SMEs, the need for conducting a rigorous analysis of cybersecurity threats in SMEs becomes multifaceted. Firstly, SMEs frequently serve as suppliers or partners in larger ecosystems, making their vulnerabilities a potential channel for broader cyber threats. Secondly, the financial and reputational damage resulting from successful cyberattacks can be disproportionately impactful for smaller enterprises, necessitating proactive measures to mitigate these risks. 

Aims 
This project aims to determine the key threats in the UK based on available credible data, analyze their impact on Small and Medium-sized Enterprises, and implement adequate mitigation strategies.      
  
Objectives: 
· Review credible data on cyber security breaches survey in the UK, between 2020 to 2023 to identify the key threats affecting SMEs.
· Review the cybersecurity threat landscape
· Adopt a suitable methodology to meet the aim of this project
· Simulate attacks based on identified key threats
· Propose mitigation techniques
· Analyse the outcomes and provide recommendations 
Significance of Study

The significance of this study is to analyze major threats and attacks affecting SMEs and implement necessary mitigation. Threats like ransomware, phishing, and insider threats are frequently occurring incidents affecting SMEs. 

Structure of the project
This project is divided into three different parts. The first part focuses on the theoretical work that forms the basis of this project. The theoretical work involves reviewing different works of literature, journals, and research papers about cybersecurity in SMEs, and how they handle threat mitigation.
The second part discusses the problem formulation and the proposed design to be implemented in analyzing the threats; in this case the adoption of MITRE ATT&CK cyber security framework or any other available framework to perform different attacks on the proposed network. A replica of a sample SMB or SME network system infrastructure will be set up in a virtual environment, like a VirtualBox or VMWare station, and different virtual machines will be installed to represent computers and servers in that enterprise. A penetration testing will be performed to check the weaknesses and vulnerabilities in this system, and based on the vulnerabilities discovered, some attacks will be carried out.
The third part of this project will detail the findings of the attacks performed. In this case, the details of each vulnerability discovered during the pen test, details about the attacks, and whether they were successful or not? and what mitigation techniques were implemented to prevent the success of these attacks.
Chapter one gives an overview of the project, detailing the aim and objectives required for the completion of this project. It provides a guide and structure as to how the researcher will approach the project.
Chapter two is the research and literature review. It will discuss different key areas of this project topic; like different types of threats existing in SMEs, the current cyber security threat landscape, vulnerabilities in SME networks, different cyber security testing frameworks, current threat mitigation techniques, and related work.
Chapter three is the research methodology. It details the research methodology Research Philosophy, Approach, Design/Strategy, Choices, Time Horizons, Techniques, and Procedures that will aid the completion of this project. The research onion methodology proposed by Sauders [11] will be used as a guide for completing chapter three of this project.  
Chapter four is the design and implementation phase of this project. It outlines the proposed design and the implementation of this project. Beginning with the problem formulation, solution design, and then implementation. For this project, a prototype of the proposed SME network infrastructure for performing the attacks will be designed, detailing different network servers, network security devices, and configuration details, the testing bed will be set up using a virtual environment like Virtual Box, Azure with different virtual machines.
Chapter five is where the testing and evaluation details will be documented. It details the outcome of the experiment conducted based on the proposed design and implementation in chapter four.

Chapter six provides details about the proposed mitigation techniques and pattern that could be adopted by SMEs towards ensuring a more secure network.




Chapter 2
2.0 Literature Review

Introduction
The purpose of this chapter is to review different works that are related to the project topic, and that have been under-studied by other researchers. Some related aspects that will aid the completion of this work will also be discussed.  Different existing and emerging threats affecting SMEs and their mitigation techniques will be discussed. This chapter will also outline available cyber security frameworks available for penetration testing.

2.1 Review of Cyber Security Threat Landscape for 2020 - 2023 in UK SMEs.	Comment by David Ntino (2225674): Y – 2022?
For the past 12 months, according to a survey conducted by the UK National Cyber Security Centre, the following findings were analysed according to key aspects of cyber security [12]. 
In 2023, the NCSC received over 2,005 reports of cyber threats on SMEs, marking a nearly 64% increase from the previous year's 1,226. The organization issued 24.48 million notifications to inform entities of cyber incidents through its automated Early Warning service. Notably, there were 327 incidents involving the exfiltration/extortion of data, indicating an 18.5% increase from the previous year.
According to a survey by [13], 38% of SMEs in the UK experienced or identified a cyber-attack in the past. Over 82% of the SMEs reported phishing attacks, and 25% identified malware, ransomware, and denial of service attacks [12].
Incident response: In the event of a cyber breach, being able to detect and respond swiftly to attacks, incident response is crucial for minimizing operational, financial, and reputational harm., from a survey by [13] 84% of SMBs in the UK express their intention to notify their board, and 73% indicate their willingness to carry out an impact assessment. Nonetheless, a mere 18% of SMEs have a documented incident management plan, with qualitative insights indicating an informal approach often relying on internal expertise or external collaborators such as IT providers.
Vulnerability management: cyber-attacks are looking out for vulnerabilities in a system, this is why frequent updates and patches are essential to guide against any new vulnerabilities. Based on a survey conducted in 2022 on SMBs in the UK, 82% of SMEs have anti-malware protection up-to-date, 38% implemented a patch management policy, 34% used a security monitoring tool, 17% conducted a cyber vulnerability audit, and 13% relied on threat intelligence.
External engagement: 48% of SMEs relied on external and third-party information in resolving cyber security issues.43% adopted an insurance scheme, 39% used outsourced cybersecurity services, and only 6% had essential certification in cybersecurity.
Internal activity: the internal activities indicate the different approaches each organisation took in responding to threats. From this survey, 22% of SMEs adopted and implemented a cyber security strategy, 32% conducted a risk assessment, 16% performed awareness training, and 7% assessed risks.	Comment by David Ntino (2225674): Add summaries and critical appraisals 
In conclusion, the findings from the survey emphasize the urgent need for SMEs to prioritize cyber security measures and invest in robust incident response, vulnerability management, external engagement, and internal activities. By addressing these key aspects of cyber security, SMEs can better protect themselves against evolving cyber threats and safeguard their operations, finances, and reputation in an increasingly digitalized landscape.
2.2 Cyber Threats Affecting SMEs
According to the UK cyber security breaches survey report on SMEs between 2020 to 2023 [14] [15, 16] [17], among organizations reporting cyber threats, phishing attacks are overwhelmingly perceived as the most disruptive, with 62% - 67% of businesses and 65% of charities identifying them as such. SMEs have experienced a high rate of cyber-attacks for the past four years as a result, and several reasons could be responsible for this. According to the 2023 cyber threats survey [16] . It indicates that more attacks were focused on businesses, where 59% were SMEs, while 69% were large enterprises. According to a report by CNBC, it is reported that 43% of the enterprises are SMEs, which has cost the companies a great loss of up to [10]. 
Research on the impact of cyber-attacks shows that these attacks were successful because some SMEs could not afford to implement a more robust security architecture, and insufficiently skilled cyber security experts, while small enterprises undermined the impact of these threats, some said it wouldn't happen to them, and some couldn't afford the cost of funding a security awareness training and security auditing solutions [5]. The researcher addresses the need for SMEs to understand the impact of cyber threats and the potential effects they could have on their organisations in the future [5]
Understanding the cost of cyber-attacks is very crucial for SMEs, this is why the UK government invested over £2.4 billion in funding the National Cyber Security Centre to boost IT security infrastructure in 2016, yet cyber-attacks are still on the increase. This dominance is expected, as approximately half of these entities only recall encountering phishing attacks and no other cyber security breaches. However, it's crucial to examine organizations reporting breaches other than phishing attacks and their perceptions of the most disruptive types of breaches [15]. 
Table 1 below indicates that even within this subset, phishing attacks remain the primary disruptor, closely followed by impersonation attacks. Interestingly, denial-of-service attacks appear to have had a greater disruptive impact on charities compared to businesses. However, as of 2023, the percentage of businesses that experienced phishing threats reduced from 67% in 2020 to 59%, while impersonating increased from 11% to 35% in 2023. This is a clear indication that threat actors are now more interested in breaching organizations through impersonation tactics [10]. 	Comment by David Ntino (2225674): Which Figure? Name and Number it
Table 1 is a summary of the most disruptive cyber threats experienced by different SMEs in the UK over the past four years. Each threat indicates the percentage of SMEs that experienced a disruption due to the impact of the threats listed in the table.

Percentage of SMEs reporting the specified categories of breaches or attacks as the most disruptive, with the exclusion of those organizations solely reporting phishing attacks within the past year 
	MOST DISRUPTIVE CYBER THREATS
	2020
	2021
	2022
	2023

	Phishing 
	67%
	28%
	25%
	59%

	Others impersonating organisations in emails or online
	11%
	22%
	25%
	35%

	Hacking or attempted hacking of online bank accounts
	4%
	11%
	
	15%

	Takeovers of organisations or users’ accounts
	
	8%
	8%
	15%

	Viruses, spyware, or malware (excluding ransomware)
	7%
	9%
	9%
	14%

	Denial of service attacks
	
	8%
	8%
	8%

	Unauthorised access of computers, files, or networks by outsiders 
	3%
	
	
	3%

	Ransomware
	2%
	
	
	2%

	Unauthorized accessing of computers, files, or networks by staff
	1%
	2%
	
	1%

	Unauthorised listening to video conferences or instant messages
	
	1%
	
	

	Any other breaches or attacks
	1%
	5%
	
	4%

	
	
	
	
	



Table 1 Most disruptive cyber threats breaches in SMEs for four years [15] [14] [16] [17]
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Figure 1 bar chart showing the most disruptive threats in SMEs [14] [16] [15] [17]

From the above review of cyber threats survey and analysis, the first aim of this project has been achieved, and the most disruptive threats can be considered as the key threats affecting SMEs. These keys threats which are Phishing, Impersonation, Insider threats, DOS, Malware, Privilege Escalation, Social Engineering and Ransomware have been a consistent threat affecting SMEs. Mathieus, a cyber security researcher [18] discusses key threats affecting SMEs, and those key threats includes Phishing, Malware, Ransomware and Insider threats or Human error.  He explains that SMEs are often targeted by cyber-attacks for several reasons. “Firstly, SMEs typically have less robust cybersecurity infrastructure and protocols compared to larger organizations, making them easier targets for attackers. According to CNBC, 43% of hacks target small businesses, resulting in an average cost of US$200,000 per incident. However, despite the prevalence and cost of cyber-attacks, only 14% of small businesses have effective measures in place to defend against them [19]”. This project will only focus on a few of these key threats;
Phishing threats: Phishing attacks have been particularly prevalent in the UK, with SMEs often targeted due to their limited cybersecurity resources. The UK's Cyber Security Breaches Survey consistently highlights phishing as the most common type of attack faced by businesses. The National Cyber Security Centre (NCSC) has issued numerous warnings and guidelines to help businesses recognize and defend against these types of attacks, especially those exploiting the COVID-19 pandemic as a lure. The phishing threat is now the most commonly experienced attack by businesses. According to the survey report for 2022 and 2023, 83% to 79% respectively of businesses, experienced a phishing attack [16].
It involves tricking a user to click on a link that gives the threat hunters access to the user's network. They often utilize different forms of links video links, email, website links, and sometimes social media links in the form of friend requests.
Malware, Viruses, and Spyware threats: the 2022 and 2023 reports indicate that 12% to 11% of businesses experienced a malware attack. This particular attack occurs when threat hunters insert harmful code into a computer system or corporate network. Methods ranging from accessing compromised devices to interacting with malicious links found in spam emails or on websites are often used, and once the malicious code is inside the system network, it either corrupts the data or provides a back door for the threat hunters.

Ransomware threats: This period saw a significant rise in ransomware attacks against SMEs, partly due to the vulnerability of their often less sophisticated cybersecurity systems. Data extortion attacks, involving stolen but not encrypted data, are on the rise. From September 2022 to August 2023, 297 reports of ransomware activity were received, leading to 28 NCSC-managed incidents, 18 categorized as C3 and above. Top reporting sectors include academia, manufacturing, IT, finance, and engineering, though no specific evidence exists of academia being targeted [10].
This particular attack is a major threat to SMEs, as they usually lack sophisticated cybersecurity structures to counter this threat, which leaves them with the option of either paying a huge amount before gaining back access to their data or losing access to it permanently. Companies like British Airways, JW Marriot, and Google, have had to pay millions of Pounds as fines for data breaches of their customers due to ransomware attacks [20]. The EU GDPR has imposed huge restrictions on how businesses and organizations collect and store user data, anything contrary to that policy, now attracts a fine. The reports shows that ransomware attacks increased from 4% in 2022 to 7% in 2023 of business [16].  The high-profile attack on the NHS in 2017 served as a wake-up call, leading to increased awareness and investment in cybersecurity defenses across all sectors, including SMEs. The NCSC has been actively involved in providing advice and support to help businesses defend against ransomware. [21]
Denial of service (DDOS) threats: this occurs when a malicious actor overwhelms a target system with a flood of traffic, rendering it inaccessible to legitimate users. This can be achieved through techniques like traffic flooding, ping of death, SYN/ACK flooding, DNS amplification, and the use of botnets. Protection measures include firewalls, intrusion detection systems, load balancers, and vigilance for unusual traffic patterns, with response plans to minimize the impact of potential attacks [22]. According to [16] [14] , 10% to 7% of businesses experienced DDOS attacks between 2022 to 2023 respectively.
Insider Threats/Human Error: The most overlooked attack which is a major threat to businesses is the Insider threat. It refers to security risks that originate from individuals within an organization, such as employees, contractors, or business partners, who have insider information concerning the organization's security practices, data, and computer systems. In a survey study by [14] the researcher classifies insider threats from different perspectives (intention and type of threat actors) [23]. Unauthorized accessing of computers, files, or networks by staff is a typical example of an insider threat. A study on insider threats by [24] explores insider threats, as individuals with privileged access to an organization's assets, and their potential to disrupt proper functioning, leading to direct (financial) or indirect (reputational) consequences. It presents findings from an exploratory study examining three types of insider incidents—malicious, negligent, and well-meaning—and their relationship to the adoption of cybersecurity measures.
Remote Work Vulnerabilities
The shift to remote work during the COVID-19 pandemic exposed new vulnerabilities, with UK SMEs scrambling to secure remote access and protect against an increased risk of cyberattacks. The NCSC provided specific guidance for securing remote working environments, including recommendations for securing VPNs, using multi-factor authentication, and educating employees about the risks of using personal devices for work purposes [25].

Cloud Security Threats
As UK SMEs increasingly adopt cloud services for flexibility and cost savings, they also face heightened cloud security threats. Misconfigurations and inadequate access controls have led to data breaches. The NCSC has published cloud security principles to guide businesses in securing their cloud environments [26].
Legal and Regulatory Implications
UK SMEs operate under strict data protection regulations, notably the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. These regulations impose significant penalties for data breaches, emphasizing the need for robust cybersecurity measures to protect personal data. Compliance with these regulations has driven improvements in cybersecurity practices among SMEs [27].

Collaboration and Threat Intelligence Sharing
There has been a growing emphasis on collaboration and sharing of threat intelligence within the UK. Initiatives like the Cyber Information Sharing Partnership (CiSP) allow UK businesses, including SMEs, to share information about cyber threats and vulnerabilities, enhancing collective defense capabilities [28].
Impersonation threats: As of 2023, Impersonation threats were reported by 25% of SMEs in the UK [16], as one of the most disruptive threats. It involves attackers pretending to be someone else, like a trusted user, authority figure, or reputable organization, to deceive individuals or gain unauthorized access to systems or information. Examples include email spoofing, CEO fraud, tech support scams, social media impersonation, pharming, credential harvesting, and identity theft. To mitigate these threats, individuals and organizations should use security measures like multi-factor authentication, email authentication protocols, user awareness training, and thorough verification processes. Staying informed about emerging tactics and remaining vigilant online are also important.	Comment by David Ntino (2225674): Add Summaries and CA
Conclusion
For UK SMEs, the period between 2020 and 2024 has been marked by a rapid evolution in the cybersecurity threat landscape, influenced by global trends and local factors such as regulatory requirements and national cybersecurity initiatives. The response has involved not just technological solutions but also regulatory compliance, employee education, and sector-wide collaboration to mitigate risks. The support provided by national bodies like the NCSC, along with adherence to legal frameworks like the UK GDPR, has been instrumental in guiding SMEs through the challenges of this dynamic threat environment.

2.3 Setting up a robust cyber security architecture in SMEs


· Incident Response (IR)
Cyber Security Incident Response focuses on the organization's capability to respond to and recover from security incidents effectively. According to [29], incident response encompasses the preparation, detection, containment, eradication, and recovery from cyber incidents, alongside lessons learned to improve future security posture. The effectiveness of an incident response is often measured by the speed and efficiency with which an organization can return to normal operations and minimize damages [30]. An effective incident response plan often involves a series of steps that an organization takes in response to an incident. Research by [31], focuses on evaluating the importance of administrative and technical mitigation controls in responding effectively to cybersecurity threats.
These steps typically include:
Preparation: Developing policies, procedures, and tools in readiness for a cyber incident.
Identification: Detecting and determining the nature of the cyber incident.
Containment: Limiting the spread of the incident and isolating affected systems to prevent further damage.
Eradication: Removing the threat from the organization's environment.
Recovery: Restoring systems and data to normal operations, ensuring no threat remains.
Lessons Learned: Analyzing the incident and the response to improve future readiness and response.
· Cyber Threat Intelligence (CTI)
Cyber Threat Intelligence involves analyzing information about adversaries and their tactics, techniques, and procedures (TTPs) to make informed decisions about an organization's security. CTI is used to understand the threats an organization faces, anticipate malicious activities, and inform security strategies. Anzel Berndt [32] proposes the need for SMEs to implement Cyber threat Intelligence, as this could benefit SME managers to understand cyber resilience, as well as help them start implementing it with concrete actions and an order dictated by the experience of experts. CTI might be a reliable source of detecting and preventing threats before their impacts are felt by an organization, but it is also a very expensive and complicated process to implement. Large enterprises might find it a bit easy to implement due to their financial strengths and vast network resources, but this is not the case for SMEs with little financial strength and limited resources. [33] discusses the challenges of implementing threat intelligence that scales in today's complex threat landscape and digital infrastructure.   Understanding the nature of insider threats and the related threat landscape can help in forming mitigation strategies, including non-technical means. 
Activities in CTI include:
Collection: Gathering data from various sources about threats and vulnerabilities.
Analysis: Analyzing the collected data to identify patterns and behaviors of cyber adversaries.
Dissemination: Sharing actionable intelligence with relevant stakeholders within the organization.
Integration: Applying the intelligence to enhance cybersecurity measures, such as updating security policies, configuring security tools, and training staff.
· Incident Response (IR) Vs Cyber Threat Intelligence (CTI)
Comparison and Integration 
Purpose: IR focuses on responding to and managing cyber incidents after they occur, while CTI aims to proactively understand and anticipate threats to prevent or mitigate future incidents.
Actionability: IR actions are reactive, taken in response to specific incidents. CTI actions are proactive, aimed at preventing incidents based on the intelligence gathered.
Integration: While distinct, IR and CTI should be integrated for a comprehensive cybersecurity strategy. Intelligence from CTI can inform incident response plans, making them more effective. Conversely, insights gained from managing incidents can feed back into CTI to refine threat analysis and prediction
· Cyber Threat Awareness Training Program
[34] highlight challenges associated with the identification and detection of insider threats in both public and private sector organizations, especially those part of a nation’s critical infrastructure.  [35] analyze the effect of COVID-19 on remote working practices and the Cybersecurity threat landscape. It can also be recommended that organizations introduce more tailored cyber security awareness training based on threats of remote working.  
· Intrusion Detection Using Machine Learning Classifiers
[36] conducted an investigation, using quantitative and qualitative methods, of the challenges to adopting machine learning classifiers MLCS in the SME ecosystem, and how operations are managed to promote business growth. [36] will use existing global research from multiple disciplines to identify gaps and opportunities for UK SME small business cyber security.   The methodology of cyber-resilience in small and medium-sized organizations (SMEs) is investigated, and a comprehensive solution utilizing prescriptive malware analysis, detection, and response using open-source solutions is proposed for detecting new emerging threats [37] Through extensive testing and validation, as well as efficient algorithms and techniques for anomaly detection, safety, and security, the effectiveness of the approach in enhancing SMEs' cyber-defense capabilities and bolstering their overall cyber-resilience is demonstrated. Other influential work includes [38].
In summary, Incident Response and Cyber Threat Intelligence are essential, interconnected aspects of an organization's cybersecurity efforts. While IR deals with the immediate response to incidents, CTI focuses on the broader understanding of cyber threats to prevent or minimize the impact of future incidents.
	Comment by David Ntino (2225674): Summaries and CA, Incident Response?
2.4 Challenges of Mitigating Cyber Threats in SMEs
· Complexity in Government policies
According to [39] the researcher proposes the need for SMEs to adopt a more cyber-resilient approach to preventing cyber-attacks that is easy to implement and operate by every sector of the organization. He also discussed the challenges faced by some SMEs in implementing certain security measures against cyber-attacks. Some of these measures are influenced by governance, unassigned or unavailability of adequate resources, policies, training, awareness, and the ability to manage business continuity [40]. To add to this, it is important to note that certain policies usually involve complex procedures like planning, testing, and collaborating with external entities. 
The writer presents a framework and guidelines on cyber resilience for SMEs, and how they can be implemented, with an emphasis on various dimensions that are implored in cyber-resilient implementation, including its policies  [41].
· Variations in digitalization standards
Another researcher [42] highlights the challenges of setting up robust cybersecurity measures due to variations in the digitalization of manufacturing industry standards. faced by SMEs in industrial sectors. Pointing out the recent adoption of Industry 4.0 megatrend engineering research. The term Industry 4.0 denotes the fourth industrial revolution, marked by the digital transformation of the manufacturing sector and the incorporation of technologies such as the Internet of Things (IoT), artificial intelligence, and data science. while the term "megatrend" is used to describe a prominent and anticipated pattern or movement expected to have a substantial impact on both business and society at large. However solid this research might be, it poses a challenge to SMEs with limited resources, due to its complexity. This writer recommends a practical and valuable tool for identifying and addressing cybersecurity threats using a structured assessment approach that will help to detect the causes of attacks, and also identify possible mitigation [42].
· Inadequate Education and Awareness for employee
On the aspect of cybersecurity education and awareness programme, [39] emphasizes the need for SMEs to develop and implement more robust awareness training on cybersecurity. He points out that a lot of SMEs are facing cyberattacks due to easy targets on the part of their employees, who have little or no proper cyber awareness training on how to spot a phishing email, or how to keep their personal data and login credentials safe. This study discusses the security difficulties encountered by SMEs and also recommends a high-level cybersecurity education and awareness strategy to be adopted by both small and medium, -sized organizations. This programme is developed from the study of the current literature obtained through a combined assessment of research and practices Other challenges could be lack of sufficient finance to set up a robust security infrastructure, Dependency on Third-party Vendors, absence of incident response plan and compliance requirements	Comment by David Ntino (2225674): Summaries an CA
In conclusion, while SMEs face significant challenges in navigating the complexities of cybersecurity, adopting a comprehensive, informed, and adaptable approach can significantly mitigate these risks. By focusing on resilience, continuous improvement, and especially on empowering employees through education, SMEs can create a robust cybersecurity posture that protects against both current and emerging threats. This holistic strategy not only safeguards valuable assets and data but also supports the sustainable growth and competitiveness of SMEs in an increasingly digital and interconnected world.
2.5 Cyber Security Framework
Cybersecurity frameworks provide a structured approach to managing and improving an organization's cybersecurity posture. Some of the cyber security frameworks are explained below;

· NIST Cybersecurity Framework (CSF):
NIST is a framework developed by the National Institute of Standards and Technology (NIST). It comprises five core functions: Identify, Protect, Detect, Respond, and Recover, which provides a risk-based approach to managing cybersecurity [43].
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Figure 2 NIST Framework [44]

· ISO/IEC 27001:
The ISO/IEC is a framework published by the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC). It focuses on an Information Security Management System (ISMS), which emphasizes the Plan-Do-Check-Act (PDCA) cycle for continual improvement [44].




[image: ]
Figure 3 ISO-IEC Framework [45]


· CIS Critical Security Controls (CIS CSC): It was developed by the Center for Internet Security (CIS). It consists of 20 controls prioritized for maximum cybersecurity effectiveness. This particular framework is aimed at mitigating common and high-impact security threats in organisations [45].
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Figure 4 CIS Framework [46]



· COBIT (Control Objectives for Information and Related Technologies):
COBIT was Created by the Information Systems Audit and Control Association (ISACA). It focuses on aligning IT goals with business objectives, and it is divided into domains and processes, providing a comprehensive governance framework [46].
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Figure 5 COBIT Framework [47]


· FAIR (Factor Analysis of Information Risk):
It is a quantitative risk analysis framework that provides a standard for understanding, analysing, and measuring information risk. FAIR was developed by the Open Group, which emphasizes the use of probabilities and monetary values for risk assessment [47].
Figure 6 FAIR model[image: ]

OSINT FRAMEWORK
According to [48] Open-Source Intelligence (OSINT) refers to the collection and analysis of publicly available information from various sources, including the internet and social media platforms like Facebook, Twitter, and WhatsApp. This data is used for profiling individuals and businesses for intelligence purposes. While there's significant debate and research on the threats and vulnerabilities associated with social media use, this study aims to minimize bias in understanding these issues [48]. The OSINT Framework is a structured approach used by intelligence analysts and researchers to gather information from publicly available sources on the internet [49]. It categorizes information into various sections and provides a comprehensive list of tools, resources, and techniques for collecting and analyzing open-source intelligence. Users can access a variety of tools and methodologies organized by information categories, and the framework is continuously updated with new contributions and recommendations. Overall, it serves as a valuable resource for individuals and organizations involved in intelligence gathering, 
investigations, cybersecurity, and other related fields [49].















Figure 7 OSINT Framework


MITRE ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge):
Developed by MITRE Corporation, it provides a comprehensive knowledge base of adversary tactics and techniques. It is used for threat intelligence, red teaming, and improving detection and defense strategies for better security planning for organizations against cyber-attacks [50].
Fig. 8 contain a summary of the MITRE ATT&CK techniques and procedures, which will be relevant to achieving the aim of this project,
[image: ]
Figure 8 MITRE ATT&CK Model

Zero Trust Security Model:
This particular framework is not tied to a specific organization or standard, but a holistic approach to security. It assumes no implicit trust and verifies everything. Enforces strict access controls, continuous monitoring, and adaptive security measures [51].
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Figure 9 Zero Trust Principle [55]

In conclusion, Cybersecurity frameworks only provide organizations with a structured set of guidelines for protecting information systems, detecting cybersecurity events, responding to incidents, and recovering from attacks. These frameworks often include standards, guidelines, and practices to ensure that an organization's information security measures are aligned with its business objectives. They serve to ensure organizations assess their current cybersecurity posture, identify areas for improvement, and implement strategic security measures tailored to their specific needs and threats. However, without proper and well implemented security system, just having an understanding of these frameworks, won’t guarantee the safety of an organization from attacks.


2.6 Ipsos (Institute Public de Sondage d'Opinion Secteur)

Ipsos is commissioned by the UK government to carry out this survey.
Ipsos is a global market research and consulting firm headquartered in Paris, France. Established in 1975, Ipsos is one of the largest survey-based research companies worldwide. The firm provides a range of services, including market research, public opinion polling, and data analytics. Ipsos conducts research in various industries, offering insights and strategic advice to help organizations make informed decisions. With a presence in over 90 countries, Ipsos is recognized for its expertise in understanding consumer behavior, social trends, and market dynamics [55]. 
The company is committed to delivering accurate and reliable information to support clients in navigating the complexities of the business and social landscape [55].
This survey is usually conducted via telephone call, before the interview, participants are usually informed about the survey before the survey date. Participants are representatives from different organizations. During the interview, the interviewer from Ipsos calls on each representative to respond to some survey questions. Participating in this survey is voluntary, and all data are confidential, and no company personal details are always included in the report. The survey is nontechnical and participants do not require any knowledge of IT. 
The survey is usually open to all sectors of businesses, including those who are not affected by cyber security issues. SMEs, Large organizations Charities, and educational institutions are all included in the survey.
The survey aims to comprehensively capture all types of breaches or attacks experienced by organizations, encompassing both accidental and intentional breaches.
The number of UK businesses that were contacted to participate in the survey changes as each year advances. Ipsos undertook a random probability telephone survey of 1,348 UK businesses in 2020, 1,419 in 2021, 1,243 in 2022, and 2263 in 2023. This indicates that as at 203, the number of businesses participating in the survey increased to 1,243 in 2022 to 2263 in 2023.

This survey covered the following aspects:
• awareness and attitudes towards cyber security
• approaches to cyber security, including the technical and governance processes that organizations have in place to identify and manage cyber risks
• the nature and impact of cyber security breaches
• differences by size and sector.
Limitation to this survey, businesses without any online presence like a website or social media presence were not considered eligible for this survey. This survey was first initiated in 2018 until 2023. The most recent report of this survey is 2023.
2.7 OFFENSIVE SECURITY
An offensive security "OffSec," is the term for a group of proactive security techniques that enhance network security as opposed to weakening it by employing similar techniques that threat actors employ in actual attacks. Some offSec methods include Vulnerability assessment, penetration testing, and red teaming [56]

The tactics, procedures, and techniques adopted in offensive security are like those used by actual cyber attackers. By using these techniques, cyber security experts can detect and eliminate every possible vulnerability that could be exploited by cyber attackers [56].  OffSec is divided into three methods. Vulnerability scanning, Penetration testing, and Red teaming.
Each offensive method has unique differences from each other. 
According to [56], Vulnerability Scanning is an automated approach of using specialized tools to detect weaknesses or vulnerabilities in an organization's network. Vulnerability scanners can perform a full scan of a computer or network system for vulnerabilities in software, network devices, hardware driver versions, or unpatched software flaws [56]. This scanning is often performed by an insider security specialist, it is possible that not all vulnerabilities can be detected by the tools, hence, this method is not so reliable [57].   
Gemma Moore, a Cyberis director explains the difference between penetration testing and red teaming as “penetration testing is simply trying to get a full coverage of the technical vulnerabilities within a defined scope of work, while a red teaming is simply conducting a simulated attack using every available cyber-attack technique and tool to access valuable data [57].
Penetration testing often involves the use of human security expertise to detect vulnerabilities by acting as a threat actor [57]. Penetration testing uses specialized techniques and methods similar to what an adversary would use, to get a broad analysis of every technical vulnerability based on an established scope and tries to exploit those weaknesses. This is usually performed by a penetration tester, who often has access to more advanced security tools and services, that can be used to discover more flaws than a scanner tool. They are often provided with little or no details about the network to be penetrated. 
 On the other hand, Red Teaming testing adopts a more sophisticated approach towards discovering vulnerabilities and exploiting those vulnerabilities to expose or hijack sensitive data from the system without being caught. Red teaming adopts every technique a real-world cyber attacker will employ to breach a network system, and attacks are often simulated from any location, without any information given to the red teamer [56]. In other words, red teaming uses every adversary technique and manipulation to breach a network to access confidential data but doesn’t steal it [58]. After the attack, the red team reports all vulnerabilities discovered, the attacks conducted, the success achieved, and the failures recorded to the organization, and also recommends necessary mitigation techniques to prevent the success of these attacks in the future.

2.8 Red Team and Blue Team
Red Team
Red team is a team of cyber security experts that employs every adversary skill, pattern, and technique of a real-world cyber attacker, to try to breach an organizational network, to steal or access confidential data [58]. In doing this, they have to check for vulnerabilities and inject trojan horses or malware to modify certain configurations in the network to escalate more privileges within the network. Whereas, the blue team is a team of ethical hackers to act as a repellent against the red team [58]. They employ all necessary ethical methods to try to uncover all patterns utilized by the red team while breaching the network. 
Blue Team: The blue team uncovered the footprint and manipulations performed by the red team, to better restructure the security architecture of the network [58]. For this project, the red teaming method of offensive security is adopted to better achieve the aim of the project.

Red Teaming vs Blue Team
Red Teams challenge the security environment by acting as adversaries, while Blue Teams protect the organization by detecting and responding to these challenges. The interaction between Red and Blue Teams helps organizations identify weaknesses, improve incident response processes, and enhance their overall security posture. Some organizations also employ "Purple Teams," which aim to facilitate collaboration between Red and Blue Teams by ensuring that the defensive strategies are informed by the insights gained from offensive testing.

2.9 Tools for conducting a red teaming attack simulation

Red teaming attack simulation involves the use of various tools designed to assess and improve the security of information systems by mimicking the techniques of potential attackers. Below is a table that outlines some of the most commonly used tools in red teaming, highlighting their names, capabilities, uses, and associated commands. Each tool has its specific environment and context for use, making them essential components of a red teamer's toolkit. The commands provided are basic examples; each tool offers various commands and options tailored to various attack scenarios. 
Table 2 below, is a list of some of the most frequently used attack tools by red team engineers. The table includes the name of the tools, their capabilities, uses, and basic commands.

	Name
	Capabilities
	Uses
	Example Commands

	Metasploit
	Exploitation Framework
	To exploit vulnerabilities in networks and applications
	msfconsole to start; use exploit/multi/handler to set up a listener

	Cobalt Strike
	Post-Exploitation Tool
	To simulate advanced persistent threats (APTs) for network reconnaissance and data exfiltration
	beacon> powershell_import to import PowerShell scripts

	Nmap
	Network Discovery and Security Auditing
	To discover devices and services on a network, and identify vulnerabilities
	nmap -sS -T4 target for stealthy port scanning

	Wireshark
	Network Protocol Analyzer
	To capture and analyze network traffic
	GUI-based; no specific command, but can use tshark for CLI

	Burp Suite
	Web Vulnerability Scanner
	To identify security vulnerabilities in web applications
	GUI-based; use proxy to intercept and modify requests

	Mimikatz
	Credential Harvester
	To extract plaintext passwords, hash, PIN codes, and kerberos tickets from memory
	mimikatz.exe to start; sekurlsa::logonpasswords to dump passwords

	PowerSploit
	PowerShell Toolkit
	To perform network reconnaissance, bypass security measures, and exploit systems
	Import-Module .\PowerSploit.psd1 to import; use specific modules like Invoke-Shellcode

	Nessus
	Vulnerability Scanner
	To scan systems, networks, and applications for vulnerabilities
	GUI-based; scans are configured and run from the web interface

	Gobuster
	Directory/File & DNS Enumeration Tool
	To brute-force URIs (directories and files) in websites and DNS subdomains
	gobuster dir -u https://example.com -w wordlist.txt to brute-force web directories

	Gobuster
	Directory/File & DNS Enumeration Tool
	To brute-force URIs (directories and files) in web sites and DNS subdomains
	gobuster dir -u https://example.com -w wordlist.txt to brute-force web directories

	SQLmap
	Automated SQL Injection Tool
	To detect and exploit SQL injection flaws in database servers
	sqlmap -u "http://example.com/page?id=1" --dbs to list databases

	PowerShell Empire
	Post-exploitation framework, PowerShell-based command and control
	Lateral movement, maintaining persistence
	listeners<br>usestager windows/launcher_bat<br>set Listener http<br>execute

	BloodHound
	Active Directory Enumeration Tool
	To visualize AD environment and identify attack paths
	bloodhound --CollectionMethod All

	Responder
	LLMNR/NBT-NS/mDNS Poisoner
	To perform man-in-the-middle attacks on a network
	responder -I eth0 -wrf

	CrackMapExec
	Post-Exploitation Tool
	To automate assessment of large Active Directory networks
	crackmapexec smb 192.168.1.1/24

	THC Hydra
	Network Login Cracker
	To perform rapid dictionary attacks against more than 50 protocols, including FTP, HTTP, and SMB
	hydra -l user -P passlist.txt ftp://192.168.1.1

	OpenVAS
	Vulnerability Assessment Tool
	To scan systems for known vulnerabilities
	GUI-based; scans configured and run from web interface

	hashcat
	Password Cracker
	To perform password recovery using GPU acceleration
	hashcat -m 0 -a 0 hash.txt wordlist.txt

	John the Ripper
	Password Cracker
	To detect password weaknesses in databases or files
	john --wordlist=wordlist.txt hash.txt


Table 2 Components of a red teamer's toolkit [60]

In summary, based on table 2 above, this table serves as a guide to some of the most widely used tools in red teaming. The commands provided are basic examples designed to give a quick start. Each tool comes with a comprehensive set of options and capabilities that can be tailored to specific testing scenarios and environments. However, for ethical reasons, authorization is crucial before using any of these tools to conduct any form of testing on networks or systems not owned or explicitly permitted for such activities.

Conclusion of Literature Review
This chapter has broadly covered quite a range of topics to aid in achieving the aim and objectives of this project. The cyber security landscape from 2020 to 2024 has been dynamic and challenging, particularly for Small and Medium-sized Enterprises (SMEs). SMEs have increasingly become targets of cyber threats, underscoring the critical need for robust cyber security architectures tailored to their specific vulnerabilities and resource constraints. Despite the emergence of sophisticated cyber threats, the adoption of comprehensive cyber security frameworks, alongside innovative approaches like (Intrusion Prevention and Detection Systems), and offensive security, has proven instrumental in enhancing SMEs' resilience against cyber-attacks. Furthermore, tools for attack simulation, have enabled SMEs to proactively identify and mitigate potential vulnerabilities. In achieving the aim of this project, which discovering key threats in SMEs, data collection is pivotal in ensuring adequate results are generated, hence the need to rely on Ipsos as a trusted source of survey data. The challenges of implementing robust security measures are significant, and often hindered by limited financial and technical resources. As the digital threat landscape continues to evolve, SMEs must prioritize adaptive and cost-effective strategies to safeguard their digital assets and ensure business continuity.
CHAPTER 3
[image: ]This chapter presents the research philosophy, approach, research strategy, research instrument, data-gathering procedure, and statistical technique. The research onion model will guide the discussion of this project towards achieving its aim and objectives [52].
Figure 10 research onion by Saunders [52]

The concept of the research onion, introduced by Saunders, Lewis, and Thornhill in their book "Research Methods for Business Students" and illustrated in Figure 1, outlines a systematic approach to research design [52]. The process begins at the outer layer of the onion, where the researcher is required to define the philosophical paradigm guiding their research. Subsequently, the chosen approach aligns with the identified paradigm. For instance, in the case of a positivist paradigm, the deductive approach is adopted since positivist research involves testing theories and achieving generalizability [11].
The research onion is a metaphorical model representing the various layers or stages of the research process. It was developed by Saunders et al. (2007) to help researchers conceptualize the different components involved in designing and conducting a research study. The research onion consists of six layers, each representing a different aspect of the process, from broad philosophical considerations to specific data collection techniques. Here is an overview of the layers of the research onion [53]:

Research Philosophy
This is the innermost layer and represents the overall approach to the research, it represents the researcher's worldview and approach to understanding the nature of reality. Common research philosophies include positivism, interpretivism, and pragmatism. For a cyber security threat analysis and mitigation study, a positivist approach will be suitable as it emphasizes the use of objective data and scientific methods.  There are three main research philosophies [53]:
· Positivism: Emphasizes an objective and observable reality. Quantitative methods are often associated with positivist research.
· Interpretivism: Focuses on understanding subjective meanings and interpretations. Qualitative methods are commonly used in interpretivist research.
· Pragmatism: Combines elements of both positivism and interpretivism, using the most appropriate methods to answer research questions.
A positivist research philosophy is adopted for this project because positivism focuses on quantitative research, where the goal is to quantify variables, measure relationships, and establish statistical relationships. Positivism is also useful when working on large-scale surveys, where statistical analysis is used to infer patterns and relationships within the data collected from large numbers of participants. For this research, large-scale cyber threats survey data on SMEs in the UK between 2020 - and 2023 was collected and analyzed to determine the frequently occurring threats within 4 years, the highest-ranked threats will form the key threats, which will determine the type of attacks to be conducted. 
While positivism offers robust methods for certain types of research, it's important to recognize its limitations, particularly in studying complex, subjective, and social phenomena where qualitative methods and interpretivism approaches might provide deeper insights.

Research Approach:
The second layer involves choosing between deductive and inductive reasoning. Deductive reasoning starts with a theory and tests it with data, while inductive reasoning starts with data and derives theories from it. In the context of cyber security, a deductive approach may be appropriate, starting with established theories about threat analysis and mitigation. Choosing a specific research approach, is influenced by the chosen philosophy. The two main approaches are [53]:
Deductive: Starts with a theory or hypothesis and tests it through empirical observation.
Inductive: Begins with observations and patterns and works towards the development of theories.
A deductive research approach is ideal for this project because this project aims to determine the level of threats and how often it has occurred within a certain period. Since a deductive approach measures variables, establishes relationships between them, and quantifies the results, based on the survey data on cyber threats in UK SMEs, from the period 2020 to 2023, each threat will be critically analyzed based on how frequently it occurred and the impact it had on different SMEs, who were involved in the survey. Since the deductive approach relies on structured methodologies and standardized procedures, it is ideal to say that the deductive approach can be used to predict the outcome of the survey data based on the analysis done by Ipsos. While the deductive approach offers a logical and systematic method for testing theories, it may not be suitable for exploratory research or in areas where little is known about the phenomenon being studied.

[image: ][image: ]Figure 11 Comparison between quantitative and qualitative research [54]
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Figure 12 Quantitative and Qualitative style [54]

Research Strategy:
To achieve the overall aim of this project, a comprehensive plan is required to guide the direction and approach of this project. Firstly, an experimental research design is adopted in collecting the data through in-depth research conducted to determine the cyber threats landscape in the UK for the past four years, the various cyber threats that took place in UK SMEs, between 2020 to 2024, and from deductive philosophical stance, the frequently occurring threats will determine the key threats affecting SMEs. The quantitative methodological approach was adopted for this project since the data collected was measurable, and a statistical analysis was conducted using a bar chart, each bar represented a threat, and the bar with the highest percentage formed the basis for determining the key threats affecting SMEs. By carefully considering each component of the research strategy, the quality, and the impact of the findings will aid the proper implementation of this project.

Research Choices:
The fourth layer involves specific choices about data collection methods, sampling, and data analysis. In the context of cyber security, you might choose to collect threat data through network monitoring tools, conduct interviews or surveys with security experts, and analyze data using statistical methods. It involves decisions related to the methodology and methods chosen for data collection and analysis. Research choices include:
Mono-method: The mono-method employs a singular research approach throughout the study. Conversely.
Mixed methods: mixed methods necessitate integrating two or more research methodologies, typically combining qualitative and quantitative approaches. 
Multi-method: The multi-method extends this by incorporating a broader array of research techniques.
This project will utilize survey data on cyber threats in the UK over the past four years to determine the key threats affecting SMEs.  Given the nature of this research, a mono-method quantitative research choice is appropriate. This involves collecting numerical data on cyber security measures and breach incidents to statistically analyze their impact rate, by Utilizing a quantitative research method to enable statistical analysis of the effectiveness of different cyber security breaches. 






Time Horizon:
The fifth layer is the time horizon. This layer involves decisions about the timeframe for the research. For cyber security threat analysis, the time horizon might be influenced by the types of threats you're investigating. Some threats may be ongoing and require real-time analysis, while others may involve historical data., representing the timeframe over which the research is conducted. This can be:
Cross-Sectional: Data collected at a single point in time.
Longitudinal: Data collected over an extended period to observe changes over time.
A cross-sectional time horizon is suitable for this research choice, as it aims to assess the effectiveness of cyber security measures at a specific point in time or over the past four-year period.
Decision: Conduct the research at a single point in time or over a specific short period to capture a snapshot of the effectiveness of cyber security measures.
Techniques and procedures

Data Collection:
The outermost layer involves the specific methods and techniques used to collect data. This can include surveys, interviews, observations, experiments, or document analysis.
For this project, the data collection technique adopted is an interview. Since this project relies on secondary data generated by Ipsos, based on the report, their method of generating the cyber threats report was through a survey, where a top member staff of each SME was contacted via a phone call to participate in a brief survey, to answer some questions relating to the cyber security landscape of their organisations. This survey is conducted every year using a one-on-one conversation technique to collect detailed information to evaluate the current threat landscape. 


Data Analysis
This project uses existing data collected by the Department for Digital, Culture, Media and Sport, UK. Existing data from the past four years was collected and re-analyzed to determine the frequency of threats and the level of impact they had on the organizations. Using a data visualization procedure like bar charts to graphically represent the flow and trends of these attacks, the aim of identifying key threats in SMEs was achieved.
Below is a data analysis report based on the existing collected data over the past four years, between 2020 – 2023. Each table is accompanied by a bar chart to graphically represent the trends of each threat and the percentage of SMEs that were attacked by particular threats.
Percentage of SMEs that have identified the following types of threats or attacks in 2020, among the organizations that have identified any breaches or attacks.
	CYBER THREATS
	2020

	Phishing 
	86%

	Others impersonate organizations in emails or online
	26%

	Hacking or attempted hacking of online bank accounts
	16%

	Takeovers of organizations or users’ accounts
	9%

	Viruses, spyware, or malware (excluding ransomware)
	16%

	Denial of service attacks
	0%

	Unauthorized access to computers, files, or networks by outsiders
	6%

	Ransomware
	4%

	Unauthorized accessing of computers, files, or networks by staff
	5%

	Unauthorised listening to video conferences or instant messages
	0%

	Any other breaches or attacks
	1%



Table 3 Cyber threats survey for 2020 [17]
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Figure 13 Bar chart for cyber threats survey 2020 [17]








Percentage of SMEs that have identified the following types of threats or attacks in 2021, among the organizations that have identified any breaches or attacks.
	
	CYBER THREATS
	2021

	Phishing 
	83%

	Others impersonating organisations in emails or online
	27%

	Hacking or attempted hacking of online bank accounts
	8%

	Takeovers of organisations or users’ accounts
	7%

	Viruses, spyware, or malware (excluding ransomware)
	9%

	Denial of service attacks
	8%

	Unauthorised access to computers, files, or networks by outsiders
	2%

	Ransomware
	7%

	Unauthorised accessing of computers, files, or networks by staff
	2%

	Unauthorised listening to video conferences or instant messages
	1%

	Any other breaches or attacks
	5%

	
	


							
Table 4 cyber threats survey for 2021 [15]
			
[image: ]













Figure 14 Bar chart for cyber threats survey 2021 [15]






Percentage of SMEs that have identified the following types of threats or attacks in 2022, among the organizations that have identified any breaches or attacks.

	CYBER THREATS
	2022

	Phishing 
	83%

	Others impersonating organisations in emails or online
	27%

	Hacking or attempted hacking of online bank accounts
	12%

	Takeovers of organisations or users’ accounts
	10%

	Viruses, spyware, or malware (excluding ransomware)
	8%

	Denial of service attacks
	8%

	Unauthorised access to computers, files, or networks by outsiders
	4%

	Ransomware
	2%

	Unauthorised accessing of computers, files, or networks by staff
	1%

	Unauthorised listening to video conferences or instant messages
	1%

	Any other breaches or attacks
	3%



Table 5  Cyber threats survey 2022 [14]

Among UK businesses that reported experiencing attacks in 2022 (39% of surveyed businesses), phishing attempts were the most prevalent threat vector, accounting for 83%. Approximately one-fifth (21%) of these businesses identified more sophisticated attack types, such as denial of service, malware, or ransomware attacks. Despite its relatively low occurrence, ransomware was considered a significant threat, with 56% of businesses having a policy against paying ransoms
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Figure 15 Bar chart for cyber threats survey 2022 [14]


Within the group of organizations reporting cyber-attacks, approximately 31% of businesses estimate being attacked at least once a week. Around one-fifth of both businesses (20%) experienced direct negative outcomes as a result of cyber-attacks, while approximately one-third of businesses (35%) encountered at least one adverse impact [14].



Percentage of SMEs that have identified the following types of threats or attacks in 2023, among the organizations that have identified any breaches or attacks.

	CYBER THREATS
	2023

	Phishing 
	79%

	Others impersonating organisations in emails or online
	31%

	Hacking or attempted hacking of online bank accounts
	11%

	Takeovers of organisations or users’ accounts
	9%

	Viruses, spyware, or malware (excluding ransomware)
	11%

	Denial of service attacks
	7%

	Unauthorised access to computers, files, or networks by outsiders
	2%

	Ransomware
	4%

	Unauthorised accessing of computers, files, or networks by staff
	2%

	Unauthorised listening to video conferences or instant messages
	0%

	Any other breaches or attacks
	4%



Table 6 Cyber threats survey for 2023 [16]






Figure 16 Bar chart for cyber threat survey 2023 [16][image: ]
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Chapter Four
4.0 Design and Implementation
Introduction
This chapter will focus on two aspects, the design phase, and the implementation phase. 
The design phase will give details about the proposed design of how the testing environment. A flowchart will guide the cover the design phase which involves a flowchart of a sample SME network system and also the flowchart of each attack to be conducted. T

Problem Formulation
Analyzing major threats that affects SMEs and implementing necessary mitigation strategy is the main aim of this project. To achieve this, a virtual network infrastructure to depict an SME network will be design and set up using a virtual environment like VirtualBox, or VMware. Different virtual machines will be set up and configured with windows operating system, Windows Servers, MySQL database, Web application servers, and firewall protocol will be set up. The attacker machine will be a Kali Linux machine, victim machines will run on windows, ubuntu, etc. 
To test the current security architecture of SMEs, an offensive security approach (Red teaming) will be employed for this project.  


Design Phase	Comment by David Ntino (2225674): Red Team, Blue Team in LR
Anythng related to design must be in design others, put is in LR, RM
Scope and Objectives:

This scope will cover details of the attacks to be performed, including the targets, systems, and objectives.
Setting Up Virtual Environment:
Creating a virtualized environment to simulate the SME's network infrastructure. This may involve using tools like VMware, VirtualBox, or other virtualization platforms.


Evon Enterprise Network Structure	Comment by David Ntino (2225674): Design IS based on SME . Created a Secenrio: - Sample / Network Topology. – Use online Physical and logical topology builder

From the scenario, draft a virual simulated environment

Justify it with physical and logical topology.

Screenshots of implemented toplogy

List ur attacks: Justify why these attacks are choosen

Make sure this is linked with ur lr and rm and ur objectives

Implementation:

Implement those attacks 
Record th outcome

Propose Mitigation

Implement the attacks again (repeat)
Record the coutcoems

Produce Analysis: Add tabulated list

Consclue and reflect
This project has adopted a name for a sample SME called Evon Enterprise. Based on research a single SME in the UK comprised of 1 to 250 employees [1]. Most SMEs have no properly trained and certified network security expert. This SME network is designed as an enterprise environment with a web and File server, each protected with firewalls and IDPs/IPS.
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Figure 17 Evon sample network structure










Start 


Set Up Virtual Environment



Choose Virtual Platform (e.g., VMware, VirtualBox)




Create Virtual Machines (e.g. Kali Linux, Windows Server 2019, Windows 10)



Set up and configure Windows Server 2019, Install domain controller, add users and computers, DHCP, Windows 10)



Set up a Virtual Machine Kali Linux and install Necessary Testing Tools on Kali Linux (e.g., Metasploit, Nmap, Wireshark, Burp Suite)





Configure Network Topology (e.g., LAN, DMZ, Wireless)



Adopt Methodology and Frameworks for Red teaming exercise.



Proceed with Simulated attacks based on proposed key threats.(Document details of simulated attacks)



Stop


Figure 18 Flowchart design for Proposed Red teaming
SCREEN SHOT OF VIRTUAL ENVIRONMENT SET UP
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Start 


Kali Linux machine is the attacker machine, preloaded with attacking tools, Windows server machine is set up with a Domain controller, DNS, and DHCP, populated with over 100 users and 50 computers, windows 10 machine is set up as the victim machine,



 


Initial Reconnaissance
(Identify IP ranges, DNS information, open Ports, etc.)




Vulnerability Scanning    
(Use tools like Nessus, OpenVAS to identify vulnerabilities)



Exploitation and post-exploitation
(simulate Phishing, Impersonation, DOS, and Insider attacks)
- Attempt to gain access - Privilege escalation
- Lateral movement





Data Exfiltration      
  (Simulate stealing data)




Report Findings          
(Document vulnerabilities, potential impact, and     
recommended mitigations)




End


Figure 19 Attacks simulation for Red teaming
Flow diagram for Red Teaming Attack Simulation on Evon Enterprise Network systems
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Figure 20 Flowchart implementation process for attack simulation




Specification of proposed Set ups for the simulation
Due to ethical reasons, this proposed attack cannot be performed on a real-world SME network environment, hence the reason for using a virtual environment
Host Machine: The host machine will be used in setting up the attack simulation. 
A 12th Gen Intel ® Core (TM) i7-12700F, 2.10 GHz, and a 32 RAM machine, running a 64-bit Windows operating, x64-based processor system is used for this attack simulation. 
Virtual Box:
ATTACKER MACHINE
(KALI LINUX): This machine will be setup with different exploitation tools, for performing the attacks.

VICTIM NETWORK SYSTEM SETUP
Network/ Server Management: (Microsoft Windows Server 2022) Host a domain controller for   Evon enterprises (evonenterprise.local)

Victim machines (Windows 10, ubuntu)
These machines will be vulnerable to different attacks and 
Identifying Targets and Assets:
Identifying the specific systems, applications, and data that are within the scope of the 
Information Gathering (Reconnaissance):
Collect information about the target environment using passive and active reconnaissance techniques.
Network Scanning and Enumeration:
Scan the network for live hosts and open ports. Enumerate services and gather detailed information about the target systems.


Vulnerability Assessment:
Identify and assess vulnerabilities in the target systems. Use tools like Nessus, OpenVAS, or other vulnerability scanners
Exploitation and Gaining Access:
Exploit identified vulnerabilities to gain initial access to the target systems. Perform attacks based on proposed key threats.
Privilege Escalation:
Elevate privileges on compromised systems to simulate an attacker gaining higher levels of access.
Lateral Movement:
Move laterally within the network, simulating an attacker's ability to pivot and access additional systems.
Data Exfiltration:
Attempt to exfiltrate sensitive data from the target environment, simulating a real-world data breach.
Cleanup and Reporting:
Remove any traces of the penetration test and prepare a detailed report outlining findings, vulnerabilities, and recommended remediation steps.
End simulation exercise: End the attack simulation
Documentation
Document details of the attacks, include the attacks that were successfully conducted and the ones that failed, giving reasons why it failed. Recommend mitigation techniques for the attacks that were successful.


Implementation
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Enhancing Cyber Security Measures for Small and Medium Enterprises (SMEs): A Comprehensive 


Threat Analysis Approach


 


Cybersecurity threats analysis and mitigation in Small and Medium


-


sized Enterprises.


 


 


Chapter one


 


 


INTRODUCTION


 


The current world is driven by technology, and every event happening in the world is somehow 


interconnected to exchange data, whether between two people, businesses, organizations, or 


even devices. As technology keeps evolving and advancing, the risks of C


ybersecurity attacks are 


also evolving, making it imperative for every sector to adopt and implement evolving 


cybersecurity architecture to ensure the security of their assets.


  


 


 


The 


UK 


Department for Business, Energy & Industrial Strategy (BEIS) uses the following criteria 


to classify businesses in the UK:


 


Small businesses: Defined as having between 0 to 49 employees.


 


Medium


-


sized businesses: Defined as having between 50 to 249 employees.


 


This classification is 


based on the number of employees and is commonly used to categorize businesses for reporting 


and policy purposes


 


[1]


.


 


The impact of cyber security attacks does not just lead to the loss of information or data of an 


enterprise, it extends to affect the reputation of a company, affects the supply chain, and also 


has legal implications on the affected enterprise, which can f


urther affect business continuity


 


[2]


.


 


The worst cases of cyber


-


attacks occurred during the COVID


-


19 pandemic when businesses were 


forced to move their business online without enough time to implement proper security 


measures to protect their assets, cyber attackers saw this as an opportunity t


o target Small and 


medium


-


sized enterprises (SMEs) with poorly configured security architectures. They exploited 


various vulnerabilities in these SMEs, by performing spear phishing and social engineering 


attacks, through email scams, brute force, etc. They


 


targeted end


-


point devices and human error 
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