IPV6 was simply created as we have run out of IPV4 addresses which was previously considered impossible. IPV4 had just over four billion unique addresses and we have now run out. We now have 85 times more addresses than IPV4 as IPV6 has 340 billion addresses. Every square meters of the earth can have 1564 unique addresses which should me more than enough for the foreseeable future.

The very first feature of the IPV6 is the previously mentioned huge list of addresses. However, there are plenty more. This includes the new packet format. This is a simplified format. It removes any unnecessary information that IPV4 stores. A packet from an IPV6 address is only twice as large despite IPV6 addresses being four times longer than IPV4. [1]

Another benefit would be that every device can now have their own unique address meaning that end to end connectivity is now possible without using a translator like a NAT. Every host will be able to reach every single unique host directly once IPV6 is fully implemented. [1]

Originally, IPV6 was going to have IPSec (IP Security) by default with no way to disable it which would’ve made an IPV6 address more secure than an IPV4, however, that has now turned into an option feature which means that it can be more secure but no-longer by default. IPsec would’ve had two options for how it would be enabled. These are called Tunnel and Transport. A transport is two hosts directly communicating whilst a tunnel is either a gateway to gateway or a gateway to host. Both of these options ensure that a packet will be encrypted to stop a packet from being picked up along the way.[2] With IPV6, the broadcast is no longer able to be discovered meaning that it is harder than ever to hit anyone with a DDoS attack meaning that there should be a massive improvement for personal attacks as well as company wide attacks. [3]  If a router has IPV6 enabled by default whilst a firewall does not this can cause significant issues for a network as the firewall is not even seeing packets entering the network. This means the gate is open for malicious users to attack a network without having to go through a firewall or any other security measures that are only enabled for IPV4 addresses. [4]

A packet sent from an IPV6 address comes in the form of a header which comes with many parts. The parts go as followed: Version – 4 bits, Traffic Class – 8 bits, Flow Label – 20 bits, payload length – 16 bits, next header – 8 bits, hop limit – 8 bits, source address – 128 bits, destination address – 128 bits. All of these will make up a packet from an IPV6 address. This ends up equaling 40 Bytes whilst an IPV4 address is 20bytes. [2]

IPV6 has brought in a new form of hierarchical addressing with three different kinds of addresses. These three are: Unicast, Multicast and Anycast. A unicast is just for single nodes on a network. A multicast would be assigned to multiple nodes in a single group. Then finally, an any cast address is a group of nodes which can consist of multiple multicast groups. [3]

A major issue with deploying the IPV6 addresses is that if it is not well thought out and planned it can leave networks open to huge security holes by allowing them to have both and IPV6 and IPV4 addresses meaning all security features that would have been implemented are mitigated. [4]

With the security issue mentioned earlier there could be a lot of confusion on how to keep a network safe when the firewall won’t work. The simple solution is just to disable IPV6 and wait until every single piece of security on a network is ready to be moved over to IPV6. Disable anything that you do not need involving IPV6 and as soon as everything is ready, only then, should you be enabling IPV6. This is especially true if your network is used for anything more than personal use, especially businesses. It is also highly recommended to avoid using the tunnel feature of IPV6 for a while whilst IPV6 is still being deployed as automatic tunneling tools can make networks less likely to perceive an incoming attack. It will be a lot easier and safer to use once we have finally converted every single address to IPV6 but until then it’s better safe than sorry. [4]

IPV6’s architecture allows for a much more convenient way of allowing peer to peer connections which is being used more than ever as of late. Peer to peer connection is used in video-conferencing, streaming media, online multiplayer gaming, voice over internet. All of these features benefit both personal use and business use of the internet. This should also completely axe off NAT’s which just cause extra network delay. [5]

IPV6 also has a better auto-configuration setup than IPV4 which should make it easier than ever for tech-illiterate home users to set up their home network as there should no longer be the risk of IPV4 assigning two devices the same IP and having a confliction from it. This feature might not have as many benefits for businesses who need to know where each device will be for maintenance and network recovery purposes. [5]

[bookmark: _GoBack]The biggest reason why there is a huge need to switch to an IPV6 format rather than an IPV4 is simply because we are running out of IP addresses in IPV4 and will be out very soon so it is better to start implementing now rather than when we are completely out. Extensibility is the most important factor of designing the new internet format. [3]
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