
The Unix CLI and shell programming

This booklet introduces the Unix Command Line Interface (CLI) with its collection of runic utility programs. The strange command names are at first sight the most distinctive feature of the Unix CLI. In the words of Neal Stephenson:

“Note the obsessive use of abbreviations and avoidance of capital letters; this is a system invented by people to whom repetitive stress disorder is what black lung is to miners. Long names get worn down to three-letter nubbins, like stones smoothed by a river.” (Stephenson 1999.)

Let’s pick a command more or less at random and see what it does:


ps aux
The first word you type on the command line is taken as the name of a program to run. The CLI has a list of directories that it looks in to find an executable file with the name you give. (This list is called the “path” and if you would like to see what the current path is, you can type: echo $PATH).
The CLI creates a new process in which to run the specified program. The rest of the words on the command line after the command name itself are given to the program as arguments when it starts running. So in the above case, the ps program is started and given the single argument aux.
ps shows what processes you are running
ps aux shows details of all processes 
If you can remember a command’s name but can’t remember exactly what it does, or what its arguments are, the man command is very useful. (It’s the Unix equivalent of “help”.)

man gives the “manual” entry for a command
man ps manual entry for ps
Files and directories
The Unix CLI was made by people who had to do a lot of fiddling-around with text files. Programs and scripts are text files. Almost all Unix configuration is maintained in text files (in contrast to Windows, where this information is usually buried in the bowels of the Registry). With a text editor and a CLI you can do pretty much anything that can be done in Unix. GUI programs are a convenient but unnecessary front-end.

When you type commands into a CLI, the CLI has certain information which it uses to put your typing in context. Some of this information is in the form of environment variables like $PATH, mentioned above. Another piece of information is the current directory or working directory. You can find out what this is by typing:


pwd

This shows you where you are in the directory hierarchy. If you type a CLI command which refers to a file by name, that name is interpreted in the context of your current directory. For example, type ls for a list of files in the current directory:


ls
You can create a new file with the cat command:


cat > testfile

testing testing

^D

(The last line has the single character control-D, made by pressing the D key while holding down the control key). If you look in the current directory again you can see the new file is there:


ls

You can see what’s in it using the more command (with long files, more pauses at the end of each screenful). Alternatively if you just want to see the last few lines of a file (useful in the case of log-files which programs append to as things happen) then you can use the tail command. In this case the file is only one line, so the effect is the same:

more testfile

tail testfile
pwd shows the current directory, or “prints working directory”
ls shows (lists) the files in the current directory

ls /etc shows the files in the directory /etc
ls –l shows more details about the files in the current directory 

ls –al also shows files that begin with a dot, which are conventionally hidden
cat concatenates files – more about this later when we talk about redirection
more xxx shows the contents of file xxx
tail xxx shows the last few lines of  xxx
More about files
If we have an existing file, we might want to make a copy of it, to rename it or delete it. These actions can be achieved using the extremely runic cp, mv and rm commands, respectively.
cp xxx yyy copies file xxx to file yyy 

mv xxx yyy renames (moves) file xxx as file yyy 

rm xxx deletes (removes) file xxx 

These commands can all be asked to do slightly more than is implied by the above descriptions. Use the man command to get the details.

More about directories
You can make new directories using the mkdir command:

mkdir newdir

ls
You saw earlier how to display the current directory using pwd. You can change the current directory using the cd command:


cd newdir

pwd


ls
By convention, there is always a file in every directory called “.” (dot) which refers to the directory itself, and another called “..” (dot-dot) which refers to the parent directory. You can see them if you go


ls -al
So if you go


cd ..

You will change your current directory back to the parent directory where you were before. You can then use rmdir to remove the empty directory you just visited:


rmdir newdir
mkdir xxx make a new directory called xxx
cd xxx change current directory to xxx 

rmdir xxx deletes directory called xxx
Note that rm will not by default remove a directory, only a plain file. Try it!

Permissions

When you look at a directory using ls -al, as well as the file names you see a lot of other information. This looks a bit confusing, but most of it is to do with security.
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- rwxr - xr - x    2  fred       staff     56  Jul  8  14:20  he llo  

The owner,  fred , has  permission to read, write  and execute   The users in the group  staff  have  permission to read and  execute, but not write.   Other users have  permi ssion to read and   execute but not write.  

Every file has a single owner, in this case  fred , and a single group, in this case  staff  


Every process in the computer is running on behalf of some user, who is a member of a number of groups. One of the key functions of the operating system is to ensure that users only get to perform operations on files that are allowed. The permissions settings on each file show what is allowed for that file.
For files which belong to you, it is possible to change their permissions using the chmod command:

chmod –r testfile
Now no-one can read file testfile (not even you). Of course you can change it back. Execute permission on directories is used to control whether you can list their contents. Execute permission on plain files governs whether they are to be regarded as executable programs. (Unix has no convention like Windows of a file having an ending such as .exe to mean that it is executable.)
There is a special user called root on all Unix machines who is all-powerful. Only root can change the ownership of a file using the chown command. However, the owner of a file can change the group of a file to some group that they belong to.

chmod +r xxx give everyone read permission for file xxx
chown fred xxx makes fred the owner of  xxx 

chgrp staff xxx makes xxx belong to the staff group
Redirection and pipelines

Earlier on you created a file using the cat command:


cat > testfile

testing testing

^D

This was a bit of a cheat, because it used file redirection (the “>” character) without telling you what was happening. I’ll come clean now and tell you how this really works.

Every process has its own implicit input and output file, called stdin and stdout (for “standard input” and “standard output”). There is a CLI process which obeys the commands you type in its window. Its stdin is bound to the file which delivers the characters typed at the keyboard and its stdout is bound to another file which causes characters to appear in the window. When the CLI creates a new process to execute a command on your behalf, by default the new process inherits the same stdin and stdout. To see what this implies, try typing the following:

cat


hello 


world


^D

Can you work out what its happening? (The characters you type at the keyboard are reflected locally by another piece of software, so you can see what you are typing. The cat command is given these characters a line at a time when you press Enter. It then writes these characters to its stdout – in this case the screen.)

When we type “cat > testfile”, the CLI (in this case a program called bash) performs some pre-processing before it sets the cat program going in its own new process. In particular, it interprets the “> testfile” as an instruction to redirect stdout to a file called testfile. The process running cat therefore has the same stdin as the CLI (characters typed at the keyboard) but a different stdout (the file testfile).
As mentioned before, what cat actually does is concatenate files and send the result to its standard output. See what happens if  you type



cat testfile testfile testfile
As well as redirecting the output, the CLI can do other things with stdin and stdout:

cmd > xxx redirect stdout of cmd to write to file xxx

cmd >> xxx redirect stdout of cmd to append to file xxx

cmd < xxx redirect stdin of cmd to read from file xxx

cmd1 | cmd2 redirect stdout of cmd1 so that it forms stdin for cmd2

The last of the above forms is extremely useful, especially since a whole chain of commands can be assembled into a pipeline, each piping their output into the next. This explains why there are so many Unix commands like cat which do only one simple thing. To do complicated things, Unix does not use complicated commands; it uses simple commands joined together in complicated ways. (The fact that this principle is now recognised as best practice for object oriented programming is a tribute to the foresight of the inventors of Unix.)
For example, another simple command is wc (word count), which counts the number of lines, words and characters in a file. Suppose we want to count the number of processes. Rather than having yet another option to ps, we can simply go:


ps | wc 
The stdout from ps is redirected to the stdin of wc, which tells us how many lines there were, or in other words how many processes there were. It is very important to understand what is going on here. In particular note that the CLI starts two processes in parallel. It is not the case that ps runs and then its output is fed to wc. Both ps and wc are running at the same time, with the stdout of ps being passed on to wc as it is produced, line-by-line.
Miscellaneous commands

There are lots of other useful little commands that can be neatly used in pipelines, or as we shall see shortly, in scripts. Here are a few.
wc count lines, words, characters in input
echo xxx write xxx to output
tee xxx copy input to file xxx as well as to stdout

dirname xxx/yyy returns the directory part of the name: xxx
basename xxx/yyy returns the final part of the name: yyy
grep xxx looks for the string xxx in its input

sort returns its input, sorted line-by-line

uniq returns its input with duplicate lines removed

awk is used to extracting fields 

cut extracts fields from its input at specified character positions 
expr returns the result of evaluating an arithmetic expression

find searches a directory tree for files with specified properties
sed is used to perform find and replace

For example, to find all processes running the bash CLI, you could type:

ps aux | grep bash

Process control

All of the processes that we have had the CLI create on our behalf so far have run quickly and terminated. Often we will want to set a process going “in the background”, decoupling it from the CLI so that we can get on with some other work. If you know that you want to do this before you finish typing the command line, you can terminate the line with an ampersand, for example:


xeyes &

You can now go on and type more commands at the CLI while the newly created process continues to execute in the background. (It’s fairly obvious that this is happening, just by looking at the screen, but you can also use ps to see it in the list of processes.)
A brutal but effective way to get rid of such background process is to use the kill command. Find out the process number of the xeyes process using ps and grep. Say that the process number is 917, you can then type


kill 917

The eyes will disappear.

If you don’t realise that you want a process to run in the background before you press Enter, or if you just change your mind later, all is not lost. You can type ^Z (press the Z key while holding down the control key). This pauses the process, but doesn’t terminate it. You can then type

bg

This puts it in the background. If you change your mind again, for example because the process needs to get some input from the keyboard on its stdin, you can go

fg

This puts it back in the foreground again. If you just want to get rid of a process in the foreground, you can type ^C (press the C key while holding down the control key). This terminates the process and you can then continue to do more work at the CLI.
If you have finished with the CLI  you can type 


exit
The shell process itself will then terminate.

Shell scripts

Unix hackers hate duplicated effort. Although it is a point of honour amongst some individuals that they can type in a command line of truly breathtaking complexity and have it just work, most people agree that life is too short for that sort of nonsense. Instead, people put complex command lines in “script” files, which they can then execute just by typing the name of the file. (In Unix the CLI is often referred to as a “shell” or “command shell”, hence the term “shell scripts”.)
Before we find out about editors, we can use cat to get our first script into a file:

cat > hello

#!/bin/sh


echo hello world!


^D
The “hello world” program is traditionally the first one that you write in any language, on the basis that if you can edit a file and get it to execute, then you’ve broken the back of the problem. Everything else can be done using incremental changes. We’ll find how to change the file in a moment. First let’s get it to execute.


chmod +x hello

./hello
Easy! 
Now, we obviously don’t want to have to type in scripts from scratch each time. We could of course adopt a hair-shirt approach and use the sed command to modify an existing script file, but we are not trying to prove anything here. We will use a proper editor, of which there are a large number to choose from in Unix. The minimal editor, guaranteed to be present on any system is vi. It has been suggested  that this is a contraction of vile. It’s best left alone unless you are in a situation where it’s all that’s available. (In which case, pull up a man page and grit your teeth.) The editor of choice for Unix hackers is emacs, which has a somewhat daunting reputation. In the words of  Stephenson:
“Emacs outshines all other editing software in approximately the same way that the noonday sun does the stars. It is not just bigger and brighter; it simply makes everything else vanish.” (Stephenson 1999.)

Be that as it may, we will use gedit (which has the interesting distinction that you can extend its functionality using Python). You can start gedit in a fairly obvious way:


gedit hello &

Try changing what the hello script prints out. Save it using the button at the top of the window, then run the script again from the command line.

Variables and comments

The first line of the script starts with a hash (“#”) character which means that it is a comment. (The hash and all following characters on a line are ignored when processing command lines.) However, this is a rather special comment in that it says what interpreter this script needs. In this case we specify the classic “Bourne Shell”, which is an executable in the file /bin/sh. The Bourne Shell is guaranteed to be in this place on any Unix system. The CLI which we are using is called bash and it is practically identical to the Bourne Shell. In one of those little jokes that Unix is stuffed full of, bash actually stands for  “Bourne Again Shell”.
The hello script can be made to behave differently depending on arguments we give it. For example, edit the script file so that it contains the following:

#!/bin/sh


echo $1 > $2
Then type


./hello contents jill

You will find that the file jill now contains the text “contents”, just as if you had typed 


echo contents > jill
at the command line. What is happening here is that as the script is executed, line by line, each line is pre-processed before being executed. Variables, starting with the “$” character are substituted for their current values. The variable $1 contains the first argument which was given to the script, $2 contains the second argument, and so on. (The variable $* contains all the arguments in one go.)
You can also use named variables in scripts or directly on the command line:


echo $PATH


x=fred


echo $x
Have a look at $PATH and see whether it contains the current directory (represented by a single dot) in its space separated list. If not, then you can add it by going:


PATH=$PATH:.
After this, the CLI will look for executable programs in the current directory after it has looked in those other places. Now you can execute the hello script just by saying:

hello contents jill

Wild-cards and backticks

The CLI performs another kind of pre-processing on each line, namely “wild-card” expansion. In this, a pattern is expanded into a list of all the files that match that pattern, relative to the current directory. The “*” symbol matches any number of any characters and the “[]” construction matches one of the characters specified inside the brackets.

So for example:


* 

all the files in the current directory (except files starting with a dot)


.* 

files in the current directory that do start with a dot

 
*.html
files ending in .html 

*.[ch]
files ending in .c or .h

Sometimes of course we want to stop this expansion happening. To do this we can use double or single quotes:

var=3


echo * $var


echo "* $var"


echo '* $var'

As you can see, double quotes prevent wild-card expansion, but permit variable substitution. Single quotes prevent both. In addition, we can use the back-slash character to take away the special meaning of the single following character


echo \* \$var
A final form of substitution which can sometimes be useful is the backtick construct. This uses the backtick character which is not the same as the single quote. (Look carefully. It’s probably at the top left of your keyboard, near the Esc key.) This causes the text between the backticks to be executed to completion in its own process, then the results on its stdout collected and those results substituted into the command line in the place where the backticks were. For example, try


ls -l `which sudo`

Control structures
The ability to put a canned list of commands in file is very powerful, but control structures turn shell scripts into a genuine programming language. We’ll end with a couple of examples.

#!/bin/sh


if [ -f "testfile" ]; then



echo "testfile exists"

else



echo "testfile is missing"

fi

The test between square brackets checks to see if testfile exists. For more details about the large number of possible tests that can be done, try man test.

Lastly, here is a script that uses backtick, an if-statement and a for-statement: 

#!/bin/sh


for file in $*; do



if [ -f "$file” ]; then




count=`cat $file | wc –l`



echo "+++ $file contains $count lines"




echo "+++ here they are"




cat $file



else




echo "+++ $file is not a plain file"



fi

done
(Beware: some of the formatting is vital. It won’t work if you leave out the space before the -f on line 3, or if you put in a space after the = on line 4.) There are also case statements, while loops, procedures and so on. To find out more, use man bash.
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-rwxr-xr-x    2  fred      staff    56  Jul  8  14:20 hello











The owner, fred, has permission to read, write and execute







The users in the group staff have permission to read and execute, but not write.







Other users have permission to read and execute but not write.







Every file has a single owner, in this case fred, and a single group, in this case staff












