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Introduction
In the report, viruses and trojans are explained with examples and the difference between them is also explained. The report covers ransomware and how it infects a target PC. As well as this, it also covers specific examples of ransomware and which market/audience is usually targeted by these hackers. The report also includes information about how to remove ransomware from a PC and also how to restore files that may have been lost from the ransomware. The report will explain how to prevent ransomware and why you should take it seriously.


Trojans and viruses
[1]A trojan is a piece of software (Malware) that is designed to cause harm to your computer and even take control of it. Trojans are hidden as a file or executable which tricks you into opening / running the file that then injects itself into your computer system. Trojans need to be installed in order to cause harm to your system. An example of a Trojan would be Zbot which was a trojan that made use of keystroke logging to record what keys are pressed as you log into your bank account. 
 Computer viruses are created in a way where they can spread from computer to computer if they are connected in some way and can also replicate themselves which makes them difficult to get rid of but also makes the spreading of the virus faster. [2] According to Norton anti-virus website If a virus wants to infect your system, it needs to be attached to a program or file which you then need to run which then allows the virus code to be executed. 

Differences between Trojans and Viruses
[1]The differences between trojan and viruses are that trojans cannot replicate themselves which means for a trojan to infect your PC it needs to be downloaded or opened via email or downloading a file online and running it, whereas, [2]a virus can infect a PC once and then spread throughout the entire PC and network. 

Ransomware
[3]Ransomware is malware which is used to lock a user's files / pc and demand payment to unlock it. Ransomware is very common because it’s easy for people to fall for which means thousands or even millions of attackers are making a lot of money off these attacks.

How does your PC get infected with ransomware?
 A common way of ransomware infecting a user’s computer would be a [3]phishing spam emails that have an attachment that looks legitimate but ends up locking the user’s pc, however, there are some types of ransomware which are built very cleverly and can infiltrate a user’s computer without even needing to trick the user. 

Ransomware example (CryptoWall Trojan)
An example of a ransomware software would be CryptoWall [4] CryptoWall was a ransomware that first appeared online around 2014 but has been updated multiple times by cybercriminals in order to make it even harder to detect and remove. [4] The CryptoWall virus is mainly used because it is cheap and easy to use but also because vulnerable people keep paying the ransoms hoping to gain access to their files again. 

Usual targets for ransomware
Ransomware like CryptoWall usually target people who aren’t very computer savvy such as elderly people or young people who may be downloading dodgy / illegal files off the internet. Because of these groups that are potential targets, they either don’t want to report it because they would be caught doing something they shouldn’t, or they wouldn’t know what to do and would instantly pay in order to get what they have lost e.g. old pictures of family etc… 

What businesses/markets are usually targeted by ransomware
As well as individuals targeted by these ransomware attacks, there are also businesses / organisations that are targeted such as the NHS because they are mainly running outdated anti-viruses and operating systems which means that most of the ransomware can easily breach any security that may be enabled. Another reason why organisations such as the NHS is because many people for the NHS do not understand the security risks of downloading things off the internet or even plugging in a USB drive they picked up to find out who it belongs to, any of these methods could be used to hide harmful malware / ransomware which would then gain access to the entire NHS network.
[3] It is estimated that a staggering 45% of ransomware attacks target healthcare organisations and to back this statistic up, 85% of malware infections in healthcare organisations are ransomware which just shows the lack of security on our healthcare organisations. 

How to remove ransomware
In order to regain access to a PC that has been infected with Ransomware you will need to find a way to run an anti-ransomware software to remove the host file. A way to do this would be;
[3] rebooting your windows 10 machine into safe mode so it allows you to limit what is running to essential services.
You would then need to install or run antimalware software. [5] A good example of an anti-ransomware tool would be something like AVG’s ransomware decryption tools or Kaspersky anti-ransomware tool. 
[3]Using the anti-ransomware software that you downloaded and run you would then need to scan your entire system to find the ransomware program and then remove it. If you cannot find the ransomware program, then you could also try restoring the computer to an earlier date so that the ransomware program would never have been installed. However, this requires you to keep frequent restore points for your PC.
Where does ransomware usually hide
Ransomware usually hides itself away very well even if you know exactly what you are looking for, the common thing to keep an eye on is the source where you are downloading files / opening links from. You need to make sure that the website is legitimate and reputable but as well as doing that, you need to make sure you scan every single file / email you receive before opening them with a good quality anti-malware scanner. You should also make sure that you have a good real-time anti-virus installed on your PC such as AVG, Windows defender, Norton etc… so that if the file gets passed the first line of protection then this anti-virus will detect that something is wrong when you try and open the file.

Can you restore files encrypted by CryptoWall?
[6]There is no way to decrypt your files when they have been encrypted by CryptoWall because the encryption method used is an RSA encryption which means any decryption tools that have been released can’t gain access to this type of ransomware. The only possible ways to gain access to a file encrypted with CryptoWall would be either using a brute force method which is not realistic because it will take way too much time to decrypt, or you could use file recovery tools or restoring a backup of the file.  

Does paying actually get rid of the ransomware?
After seeing that it’s unrealistic to decrypt files from ransomware, you may feel tempted to pay the ransom in hopes of getting your files back safely. [7] However, this will not work because they will just use the money that you pay them to recover your files to hire more hackers or upgrade to the latest hacking technology so they can breach more systems.
 [7]As well as giving them more money to launch future attacks, you are putting trust into a criminal that will most definitely not stick to their promise and will most likely just delete your files permanently or demand more money after they know you will pay, [4]only 19% of users that pay the ransoms end up getting their files back.
Even if they do give your files back, you can be 100% certain that they will pass your details to other hacks and you will be labelled as a victim who will pay the ransom. Finally, if you chose to claim on your insurance for any ransomware, [7]you can be certain that your insurance company will not be happy with losing money to ransomware attacks which means that they will increase their premium price so that they will make the money back through you. 






[bookmark: _GoBack]
How to prevent ransomware attacks
A good way to prevent ransomware attacks such as CryptoWall, [6] you can use the Windows Group or Local Policy Editor to create a restriction for software being executed from specific paths. The Microsoft website [8] has a good website that shows you how the Windows Software Restriction Policies work and what Windows Servers they apply to as well as more information on registry paths etc… 

[6]According to bleepingcomputer, the file paths that are used by the CryptoWall ransomware are;
“C:\<random>\<random>.exe
C:\Users\<User>\AppData\Local\<random>.exe (Vista/7/8)
C:\Users\<User>\AppData\Local\<random>.exe (Vista/7/8)
C:\Documents and Settings\<User>\Application Data\<random>.exe (XP)
C:\Documents and Settings\<User>\Local Application Data\<random>.exe (XP)
%Temp%” 


Conclusion
To sum up the report, Viruses and Trojans are very different because Viruses can replicate themselves in order to spready around a computer / network on their own whereas a Trojan needs to be spread by the user by e.g. plugging in a USB drive with the infected file and running it on a different computer or a user clicking on a pop-up screen or email which is infected. Ransomware is a type of malware that is used to encrypt a user’s files and demand them to pay a ransom to decrypt the files and is installed onto the PC via an infected file or email. Finally, you should never pay the ransom demanded from ransomware because they will use the money that you pay them to fund more criminal actives and will almost definitely not decrypt your file because they are criminals and do not care about your files.
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