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🧠1) Hypervisor  
 Understanding the difference between Type 1 and Type 2 hypervisors is very important when selecting the most suitable virtualization technology for this project. Based on academic studies, a Type 1 hypervisor is installed directly on the hardware, and because it removes the host operating system layer, it provides better performance, security, and stability [1], [2]. Recent research also suggests that this type of architecture is more suitable for enterprise environments that include sensitive services such as Active Directory, DHCP, and VPN, as it offers lower latency and more efficient resource management [1], [3]. 
  
In contrast, a Type 2 hypervisor runs on top of a host operating system and is more suitable for learning or testing environments, since it naturally creates more overhead on CPU and RAM [2]. 
  
In my opinion, in the given topology, which needs to support both Windows Server 2022 and Debian Server, and considering that the network will operate across two sites (Birmingham and London), using a Type 1 hypervisor is a more logical choice. This is mainly due to its better scalability, stronger security, and more efficient resource management [1], [3]. This becomes even more important as the network will be expanded in Coursework 2. The reviewed sources also suggest that Type 1 hypervisors provide more stable performance in multi-system environments, especially when running both Windows and Linux services simultaneously [3]. In addition, the network needs to be fault-tolerant and support centralized management of the BIRMINGHAM.ACCA domain, which can be better achieved using a Type 1 architecture. 
  
 
 
 
 
 
 
  
🌐 2) IP Addressing 
 IP addressing plays a critical role in how data moves across a network. From my understanding and supported by recent studies, both IPv4 and IPv6 are designed to enable structured routing, support large-scale networks, and prevent address conflicts [4], [5]. IPv4, with its 32-bit format, is still the most widely used protocol, and through subnetting it can be divided into smaller and more efficient networks [4], [6]. Subnetting is particularly important in enterprise environments like the two-site topology in this coursework, as it improves resource management, reduces broadcast traffic, and enhances security [6]. 
  
Although IPv6 uses a 128-bit structure and provides a much larger address space, I think it is not always widely implemented in mixed environments that include both Windows Server and Debian Server due to compatibility and complexity issues [5]. Therefore, IPv4 remains the primary choice in this case, although some services such as VPN can still support IPv6. 
  
Understanding how data travels between computers on the internet shows that an IP address works like a postal address, guiding packets to their correct destination. Routers forward packets based on destination IP addresses, while switches handle data movement within local networks [4], [6]. 
  
For this project, using subnetting and even designing a VLSM scheme is highly suitable, as the network includes multiple subnets such as servers, clients, and inter-site links. This approach improves IP utilization and better supports the two-site topology [6]. 
  
Example of subnetting: 
Network: 192.168.10.0/24 
Servers: 192.168.10.0/28 
Clients: 192.168.10.16/27 
Printers: 192.168.10.64/28 
To further demonstrate the application of subnetting and VLSM, a practical example is provided below.

Given the network 192.168.10.0/24, different subnets can be allocated based on the number of required hosts:

• Servers require up to 14 hosts → subnet 192.168.10.0/28
(usable range: 192.168.10.1 – 192.168.10.14)

• Clients require up to 30 hosts → subnet 192.168.10.16/27
(usable range: 192.168.10.17 – 192.168.10.46)

• Printers require up to 10 hosts → subnet 192.168.10.64/28
(usable range: 192.168.10.65 – 192.168.10.78)

This VLSM-based approach ensures efficient IP address utilization by allocating subnet sizes according to actual requirements, reducing waste and improving network organisation. It also enhances scalability, as the network can be expanded more easily without requiring significant reconfiguration.
  
 








  
🔁 3) Routing  
 
 Routing is the process by which a router decides how network packets travel from one point to another. There are two main approaches: static routing and dynamic routing. Based on the reviewed sources, static routing is more suitable for small and simple networks because routes are configured manually [7], [8]. However, in a network like this project’s topology, which includes multiple subnets, a Debian Server acting as a DHCP Relay, and communication between two sites, dynamic routing seems to be a more appropriate choice. 
  
Dynamic routing protocols such as OSPF and RIP provide greater flexibility by automatically learning and updating routes [7], [9]. 
Research also shows that modern routing algorithms can improve performance in multi-layer networks by optimizing factors such as delay and network efficiency [7]. Although the current topology is relatively small, it is expected to expand in Coursework 2, where dynamic routing will become more important. 
  
An important point is that the Debian Server will act as a DHCP Relay. This means DHCP requests must be forwarded between different subnets, so the router must correctly identify and manage routes. If static routing is used, managing these routes may become more complex as the network grows [8]. Therefore, using a dynamic routing protocol such as RIP or OSPF is a more logical choice for future scalability. 
  
 
 
 
 
 
 
 
 
 
 🔐 4) Network Services  
 
 This section focuses on four key services: VPN, DHCP, Active Directory Domain Services (AD DS), and Certificate Authority (CA). These services form the backbone of an enterprise network, and the reviewed sources highlight their importance in terms of security, performance, and centralized management [10], [11]. 
 
 In enterprise networks like this topology, VPN plays a key role by enabling secure communication between the London and Birmingham sites through encryption and secure tunnelling [10], [12]. This is especially important in multi-site environments where data security is critical. 
 
 DHCP is responsible for automatically assigning IP addresses, which significantly simplifies management in large networks [11]. In this project, the Debian Server will act as a DHCP Relay, allowing clients in different subnets to receive IP addresses from the main DHCP server hosted on Windows Server. 
 
 Active Directory Domain Services plays a key role in authentication, access control, and centralized management of users and resources within the BIRMINGHAM.ACCA domain [11], [12]. It allows administrators to manage policies, users, and devices efficiently using Group Policy. 
 
 A Certificate Authority is responsible for issuing and managing digital certificates. In my opinion, this service is essential for implementing secure technologies such as VPN and HTTPS, and for ensuring reliable authentication across the network [12]. 
 
 As the network expands in Coursework 2, these services should be integrated on the Windows Server, while the Debian Server can support additional roles such as DHCP Relay and possibly routing. 
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2.1 Choice of Hypervisor
In this coursework, I chose Oracle VM VirtualBox as my hypervisor to build the virtual network environment. I selected it because of some practical reasons such as limited hardware, easy installation, and the need to run both Windows Server 2022 and Debian Server.
VirtualBox is a Type-2 hypervisor, which means it runs on top of my main operating system. This makes it easier to use because I don’t need separate physical hardware, and I can test everything on my own computer.
Another important reason for choosing VirtualBox is that it supports different network modes like NAT, Host-Only, and Internal Network. For this task, I used the Internal Network mode because it allows me to create a private network between virtual machines without connecting to the real network. This was important for simulating the Birmingham site, which should work independently before connecting to London in the next coursework.
Also, VirtualBox is free and lightweight, which is very suitable for students. It supports features like snapshots and cloning, which are useful because I will continue using this setup in Coursework 2 for services like Active Directory, DHCP, DNS, and VPN.











2.1 VirtualBox main window with VM list:
This screenshot shows the main interface of Oracle VM VirtualBox, where all created virtual machines are listed and managed. It provides an overview of the virtual environment, including the status and configuration of each machine. This confirms that the virtual machines have been successfully created and are ready for further configuration, installation of operating systems, and network setup as required for the coursework
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2.2 Download and Setup
VirtualBox was downloaded from the official Oracle website to ensure the use of a secure and up-to-date hypervisor.

[image: ]

2.2.1 Downloading Hypervisor and Operating Systems
All required software was downloaded from official and trusted websites:
 • Oracle VirtualBox from its official website
 • Windows Server 2022 ISO from Microsoft Evaluation Center
 • Debian Server ISO from the official Debian website
Windows Server 2022 was obtained from the Microsoft Evaluation Center. Using official sources guarantees software authenticity and compatibility.
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Debian Server was downloaded from the official Debian website. This ensures the installation of a stable and verified Linux distribution.
[image: ]

2.2.2 Deploying the Network Based on the Topology
After downloading the software, I created the virtual machines based on the topology from Task 1. I set up:
 • One Windows Server virtual machine
 • One Debian Server virtual machine

Both machines were configured with:
 • One Internal Network adapter (for communication between VMs)
 • Optional NAT adapter (for internet access if needed)

I named the Internal Network “Birmingham”, and both VMs were connected to this network so they could communicate in an isolated environment.










network adapter settings 
This screenshot shows the network adapter configuration for the Windows Server virtual machine. It demonstrates that the Internal Network mode has been selected, enabling isolated communication between virtual machines within the same virtual network
Windows Server:
The Windows Server VM is configured to use an Internal Network named “intnet”. This allows isolated communication between virtual machines based on the given topology.
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Debian Server:
The Debian VM is connected to the same Internal Network (“intnet”), ensuring that both machines operate within the same isolated environment.
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2.3 Configure IP Addressing

2.3.1 IP Addressing Scheme
To allow communication between the machines, I assigned IP addresses in the same subnet:
This setup ensures both machines are in the same network and can communicate directly. I did not set a gateway because there is no router in this environment.
 • On Windows Server, I configured the IP manually in network settings
 • On Debian, I used the graphical interface (as sudo access was not required based on lecturer instructions)
ipconfig and ip 
The Debian system is configured with the IPv4 address 192.168.200.23/24 on the correct network interface, matching the network design.
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This output shows that Windows Server is configured with the static IP address 192.168.200.20/24. The configuration follows the addressing scheme planned in the topology.
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2.4 Test and Troubleshoot

2.4.1 Connectivity Tests
To check if everything was working correctly, I performed connectivity tests.


Outcome 1: Successful Communication (Same Network)
 • From Debian: ping 192.168.200.20 → Successful
 • From Windows: ping 192.168.200.23 → Successful

Both results showed 0% packet loss, which means the Internal Network is working correctly.

successful pings
Windows Server successfully pings Debian (192.168.200.23), proving that both machines can communicate within the same Internal Network.
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Debian successfully pings Windows Server (192.168.200.20) with 0% packet loss, confirming correct IP configuration and internal network communication.
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Outcome 2: Failed Communication (Different Networks)
 • From Windows: ping 10.10.20.1 → Failed
 • From Debian: ping 10.10.20.1 → Failed

These failures are expected because there is no router or gateway configured. This confirms that the network is isolated, which is correct for this coursework.
failed pings
The Windows ping to an external network (e.g., 10.10.20.1) fails as expected because no router or gateway is configured in this isolated environment.
Debian cannot reach an external network (e.g., 10.10.20.1), confirming that the internal network is isolated and behaves as designed.
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Troubleshooting Notes

During the setup, I had a problem where Debian did not have an IP address. Since I could not use sudo, I configured the IP manually using the graphical settings. This solved the problem.

Another issue was that the VMs were not communicating at first. I realized that both machines must be connected to the same Internal Network with exactly the same name (“Birmingham”). After fixing this, the connection worked.

These steps helped me better understand how IP configuration and virtual networking work.



Conclusion
In this task, I successfully created a fully working virtual network using Oracle VirtualBox. I installed both Windows Server and Debian Server, connected them through an Internal Network, and assigned static IP addresses based on the given topology. After completing the configuration, I tested communication between the two machines, and both systems were able to exchange ICMP packets with 0% loss. This confirms that the network functions correctly and the setup meets the requirements of the assignment.
There were a few limitations during the process. One challenge was that Windows Server did not detect the network adapter at first, which prevented any IP configuration. This issue was solved by adjusting the VirtualBox adapter type and installing the necessary drivers. Another limitation is that the network created in this task is isolated and does not include routing or access to external networks, which means it can only support basic host-to-host communication at this stage.
However, this setup provides a strong foundation for future work in Coursework 2. The internal network created here will be used to deploy core network services such as Active Directory, DNS, DHCP, and possibly VPN. Having a stable and fully tested virtual environment now will make it easier to implement and troubleshoot these services later. Overall, this task helped me build confidence in virtualisation, IP addressing, and basic network testing.





















                 Task 3
 3.1.1 Technical Reflection

During the network deployment, I faced some technical issues that helped me better understand how virtual networking works.

The first problem was that the Debian server did not have an IP address, and I could not use sudo. At first, I thought the network connection was not working. After checking the settings, I realized that both virtual machines must be connected to the same Internal Network with exactly the same name.

Once I fixed the network name and manually assigned an IP address using the graphical settings in Debian, the connection started working immediately.

After that, I tested connectivity using ping between the two systems. This helped me understand that if the IP address is incorrect or if the machines are not in the same subnet, the ping will fail.

Both successful and failed ping tests helped me clearly understand how a local network behaves. Overall, this process improved my understanding of IP addressing, subnetting, and network adapter configuration. I also learned how to troubleshoot problems step by step.


3.1.2 Personal Reflection

In this task, I learned the importance of patience and working step by step when solving problems. At the beginning, it was difficult because the ping tests were not working, and I was not sure where the problem was.

However, I gradually learned to check each step carefully instead of rushing. This increased my confidence in working with networks.

I also had to manage my time properly to take screenshots with timestamps and make sure nothing was missing. This helped me become more organized.

Overall, this project was a valuable experience for me. It improved both my technical skills and my problem-solving ability. I believe this experience will help me in future modules and also in real work environments.
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