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I- IPv4 Addressing Table
	Specification
	Subnet A
	Subnet B

	Subnet IP address
	192.168.202.0
	192.168.202.128

	Subnet mask (slash notation)
	/26
	/25

	Subnet mask (dotted decimal)
	255.255.255.192
	255.255.255.128

	1st Host IP address
	192.168.202.1
	192.168.202.129

	Last Host IP address
	192.168.202.62
	192.168.202.254

	Number of usable hosts per subnet
	62
	126

	Broadcast address
	192.168.202.63
	192.168.202.255



II- IPv4 Address assignment
	Device
	IP address
	Subnet Mask
	Gateway

	PC-A
	192.168.202.62
	255.255.255.192
	192.168.202.1

	R1-G0/0/0
	192.168.202.129
	255.255.255.128
	

	R1-G0/0/1
	192.168.202.1
	255.255.255.192
	

	S1
	192.168.202.2
	255.255.255.192
	

	PC-B
	192.168.202.254
	255.255.255.128
	192.168.202.129



III- IPv6 Addressing Table
	Assigned to Interface
	IPv6 Subnet Address
	Prefix Length

	R1-G0/0/1
	2001:db8:acad:0001::0
	/64

	R1-G0/0/0
	2001:db8:acad:0002::0
	/64



IV-IPv6 Address assignment
	Device
	IPv6 address
	Prefix Length
	Gateway

	R1-G0/0/0
	2001:db8:acad:0002::1
	/64
	FE80::1

	R1-G0/0/1
	2001:db8:acad:0001::1
	/64
	FE80::1

	S1
	2001:db8:acad:0001::2
	/64
	2001:db8:acad:0001::1



Task 2: Device Configuration 
1) Hostname 
[image: Chart

Description automatically generated]
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Description automatically generated with medium confidence]

2) Encrypted privileges EXEC password 
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3) Secure the console access password
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Description automatically generated with medium confidence]
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Description automatically generated with medium confidence]

4) Minimum length passwords
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5) Create an administrative user 
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Description automatically generated]

6) Configure an MOTD banner 

[image: A picture containing text

Description automatically generated]
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7) Encrypt all passwords 
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Description automatically generated]
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8) Disable IP domain lookup 

[image: Text

Description automatically generated with medium confidence]
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9) Enable synchronous logging 

[image: Text

Description automatically generated]




[image: A picture containing text

Description automatically generated]


10) Configure router’s interfaces 

[image: Graphical user interface, text, application, email

Description automatically generated]

11) Configure switch’s management (SVI) interface 
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Task 3: Verify Network connectivity 


	From
	To
	Protocol
	IP Address
	Ping Results

	PC-A
	R1 G0/0/0
	IPv4
	192.168.202.129
	[image: ]

	tftttttttPC-A
	R1 G0/0/0
	IPv6
	2001:db8:acad:0002::0
	[image: ]

	PC-A
	R1 G0/0/1
	IPv4
	192.168.202.1
		[image: ]

	PC-A
	R1 G0/0/1
	IPv6
	2001:db8:acad:0001::0
	[image: ]

	PC-A
	S1 VLAN 1
	IPv4
	
192.168.202.2
	[image: ]

	PC-A
	S1 VLAN 1
	IPv6
	2001:db:acad:0001:2
	[image: ]

	PC-A
	PC-B
	IPv4
	192.168.202.254
	[image: ]

	PC-A
	PC-B
	IPv6
	
	

	PC-B
	R1 G0/0/0
	IPv4
	192.168.202.129
	[image: ]

	PC-B
	R1 G0/0/0
	IPv6
	2001:db8:acad:0002::0
	[image: ]

	PC-B
	R1 G0/0/1
	IPv4
	192.168.202.1
	[image: ]

	PC-B
	R1 G0/0/1
	IPv6
	2001:db8:acad:0001::0
	[image: ]

	PC-B
	S1 VLAN1
	IPv4
	192.168.202.2
	[image: ]

	PC-B
	S1 VLAN1
	IPv6
	2001:db8:acad:0002::0
	[image: ]



Page 3 of 3	2022	Trosodd/Turn Over
image3.png
Rl (config) #enable secret ccnaenpass

R1 (config) fexit

R1#

#SYS-5-CONFIG_I: Configured from console by console
exit

Rl con0 is now available

Press RETURN to get started.

R1>en
Password:
R1#
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S1(config)#enable secret ccnaenpass

S1(config) #exit

s14

£SYS-5-CONFIG_I: Configured from console by console

Slfexit

S1 con0 is now available

Press RETURN to get started.

siven
Password:
s
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Rl>en
Password:

Rlfconf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config) #1line con 0

R1 (config-line) #password ccnaconpass
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slfconf t

Inter configuration commands, one per line. End with CNTL/Z.
51(config)#line con 0

51 (config-line) #pass

51(config-line)#password ccnaconpass

31 (config-line) #|
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Rl (config)#security passwords min-length 10
R1 (config) #|
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Rl (config)#username admin password adminlpass
R1 (config)#|
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51 (config) fusername admin password adminlpass
S1(config) #|
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R1(config) #ba
R1 (config) #banner motd "No Unauthorised Access!™
R1 (config) #|
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S1(config) #banner motd "No Unauthorised Access!™
S1(config)#|





image12.png
Rl(config) #service pass
R1(config) #service password-encryption
R1 (config)#|
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S1l(config)#service password-encryption
S1(config) 4|
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R1(config)#no ip do
R1(config) #no ip domain-lookup
R1 (config) #|
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S1(config)#no ip domain-lookup
S1(config) 4|
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R1(config-line) #logging sy
R1 (config-line) #logging synchronous
R1(config-line) #exit
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S1(config-line)#logging synchronous
S1(config-line) #exit
S1(config)#|
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R1(config) #int gigabitEthernet 0/0/0

R1(config-if) #ip add 192.168.202.129 255.255.255.128
R1(config-if) fno shut -

R1(config-if) ¢
SLINK-5-CHANGED: Interface GigabitEthernet0/0/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0/0, changed
state to up

R1(config-if) fint gi

R1(config-if) fexit

R1(config) #int g

R1(config) #int gigabitEthernet 0/0/1
R1(config-if)Fip add 192.168.202.1 255.255.255.192
R1(config-if) #no shut

R1(config-if) ¢
SLINK-5-CHANGED: Interface GigabitEthernet0/0/1, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0/1, changed
state to up

R1(config-if)#
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S1(config-if) #ip add 192.168.202.2 255.255.255.192
S1(config-if)#no shu
S1(config-if)#no shutdown

S1(config-if) 4
SLINK-5-CHANSED: Interface Vlanl, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to up

S1(config-if) 4
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C:\>ping 192.168.202.129

Pinging 192.168.202.129 with 32 bytes of data:

Reply from 192.168.202.129: bytes=32 time<lms TTL=255
Reply from 192.168.202.129: bytes=32 time=lms TTL=255
Reply from 192.168.202.129: bytes=32 time<lms TTL=255
Reply from 192.168.202.129: bytes=32 time<lms TTL=255

Ping statistics for 192.168.202.129:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Ims, Average — Oms
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C:\>ping 2001:db8:acad:0002

Pinging 2001:dbB:acad:0002::0 with 32 bytes of data:
Reply from 2001:DBB:ACAD:2:::
Reply from 2001:DB!
Reply from 2001:DB8:
Reply from 2001:DB!

time<lms TTL=255
time<lms TTL=255
time<lms TTL=255
time<lms TTL=255

ISESESEY

Ping statistics for 2001:DBB:ACAD:2:::
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average — Oms
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C:\>ping 192.168.202.1
Pinging 192.168.202.1 with 32 bytes of data:

Reply from 192.168.202.
Reply from 192.168.202.
Reply from 192.168.202.
Reply from 192.168.202.

bytes=32 time<lms TTL=255
bytes=32 time=lms TTL=255
bytes=32 time<lms TTL=255
bytes=32 time<lms TTL=255

Ping statistics for 192.168.202.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Ims, Average — Oms
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C:\>ping 2001:db8:acad:0001

Pinging 2001:db8:acad:0001::0 with 32 bytes of data:

Reply from 2001:DB8:ACAD:
Reply from 2001:DB8:ACAD:
Reply from 2001:DB8:ACAD:
Reply from 2001:DB8:ACAD:

bytes=32 time<lms TTL=255
bytes=32 time=lms TTL=255
bytes=32 time<lms TTL=255
bytes=32 time<lms TTL=255

Ping statistics for 2001:DBS:ACAD:1:::
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Ims, Average — Oms





image24.png
C:\>ping 192.168.202.2

Pinging 192.168.202.2 with 32 bytes of data:

Reply from 192.168.202.
Reply from 192.168.202.
Reply from 192.168.202.
Reply from 192.168.202.

SRR

Ping statistics for 192.16

bytes=32
bytes=32
bytes=32
bytes=32

8.202.2:

time<lms
time<lms
time<lms
time<lms

Packets: Sent = 4, Received = 4, Lost =
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum

= Oms,

Average =

TTL=255
TTL=255
TTL=255
TTL=255

0 (0% loss),

Oms
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C:\>ping 2001:db:acad:0001:
Pinging 2001:db:acad:0001::2 with 32 bytes of data:

Reply from FE80::1: Destination host unreachable.
Reply from FE80::1: Destination host unreachable.
Reply from FE80::1: Destination host unreachable.
Reply from FE80::1: Destination host unreachable.

Ping statistics for 2001:DB:ACAD
Packets: Sent = 4, Received = 0,

= 4 (100% loss),
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C:\>ping 192.168.202.254
Pinging 192.168.202.254 with 32 bytes of data:

Reply from 192.168.202.254: bytes=32 time<lms
Reply from 192.168.202.254: bytes=32 time=lms
Reply from 192.168.202.254: bytes=32 time<lms
Reply from 192.168.202.254: bytes=32 time<lms TTL=127

Ping statistics for 192.168.202.254:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Ims, Average — Oms
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Pinging 192.168.202.123 with 32 bytes of data:

Reply from 192.168.202.129: byte
Reply from 192.168.202.129: bytes
Reply from 192.168.202.129: byte
Reply from 192.168.202.129: bytes

2 time<lms TTL=255
2 time=3ms TTL=255
2 time<lms TTL=255
2 time<lms TTL=255

Ping statistics for 192.168.202.129:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 3ms, Average = Oms
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C:\>ping 2001:db8:acad:0002

Pinging 2001:dbB:acad:0002::0 with 32 bytes of data:

Reply from 2001:DB8:ACAD:
Reply from 2001:DB8:ACAD:
Reply from 2001:DB8:ACAD:
Reply from 2001:DB8:ACAD:

bytes=32 time<lms TTL=255
bytes=32 time<lms TTL=255
bytes=32 time<lms TTL=255
bytes=32 time<lms TTL=255

ISESESEY

Ping statistics for 2001:DB8:ACAI
Packets: Sent = 4, Received
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average — Oms

4, Lost = 0 (0% loss),
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Pinging 192.168.202.1 with 32 bytes of data:

Reply from 192.168.202.
Reply from 192.168.202.
Reply from 192.168.202.
Reply from 192.168.202.

bytes=32 time<lms TTL=255
bytes=32 time<lms 55
bytes=32 time<lms TTL=255
bytes=32 time<lms 55

Ping statistics for 192.168.202.
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average — Oms
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C:\>ping 2001:db8:acad:0001

Pinging 2001:dbB:acad:0001::0 with 32 bytes of data:

Reply from 2001:DB!
Reply from 2001:DB8
Reply from 2001:DB!
Reply from 2001:DB!

bytes=32 tine<lms TTL=255
bytes=32 tine<lms TTL=255
bytes=32 tine<lms TTL=255
bytes=32 tine<lms TTL=255

Ping statistics for 2001:DBB:ACAD:l:::
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms
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C:\>ping 192.168.202.2
Pinging 192.168.202.2 with 32 bytes of data:

Reply from 192.168.202.
Reply from 192.168.202.
Reply from 192.168.202.
Reply from 192.168.202.

bytes=32 time=lms TTL=255
bytes=32 time=lms TTL=255
bytes=32 time<lms TTL=255
bytes=32 time<lms TTL=255

SRR

Ping statistics for 192.168.202.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-second:
Minimum = Oms, Maximum = lms, Average = Oms
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Ci\>ping 2001:db8:acad:0002:

Pinging 2001:dbB:acad:0002::0 with 32 bytes of data:

Reply from 2001:DB8:ACAD: bytes=32 time<lms TTL-255

Reply from 2001:DB! bytes=32 time<lms TTL-255

Reply from 2001:DB! bytes=32 time<lms TTL-255
2

Reply from 2001:DBB:ACAD:2::: bytes=32 time<lms TTL=255

Ping statistics for 2001:DB8:ACAD:2::
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average — Oms
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Router>en
Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) hostname R1

R1 (eanfia &
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switchren
switchiconf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #hostname S1

S1(config)#|





