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Task 5
Benefits of a type 1 hypervisor
· Applications communicate with hardware with less delay than a type 2 due to the exclusion of the client operating system and more bare bones structure.
· Ease of recovery, restoring a machine due to there being no client OS to reinstall as it is all on the vm software
· Can run multiple versions of vm software at once
The role of a router in a network is to forward packets of data between networks. Data packets are typically sent from router to router until it reaches the router in the network of the intended recipient.
Common routing protocols
RIP – RIP is a distance vector routing protocol which uses hop count to work out the suitable path across a network without creating routing loops. It avoids creating routing loops by “poisoning” routes so that it knows are invalid.
EIGRP – Enhanced interior gateway routing. Designed by Cisco, it is a distance vector routing protocol intended to automate routing decisions for the network. EIGRP shares routing paths to other routers in an autonomous system
OSPF – Open shortest path first uses link state routing to constantly update the logical topology and allow the router to work out the shortest path using the Dijkstra algorithm.
A routing table holds the information gathered by the router about devices on the network. The kind of information stored in a routing table includes network addresses, distance in hop counts to devices and costs of packets being sent. This information is stored in a routers RAM.
A subnet mask is used to identify a single subnet of a network, and it is the protocol that allows the world to use private IPs in a business or home setting. Used in a routing table, it can distinguish from 2 devices using the same IP but are part of different subnets, depending on the subnet mask.
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Q1 ARP, address resolution protocol. ARP converts IP addresses into the corresponding MAC addresses. Both the MAC address and IP address are required to send a frame packet between networks. ARP information is stored in an ARP table. The table contains IP and MAC addresses of devices that are on the network. ARP entries are usually entered dynamically, although they can also be entered manually.
Q2 Packet filtering is a system that determines what kind of traffic is allowed or blocked on a network. Unused ports can be blocked to reduce chances of intruders. Ports can also prioritised to allow faster connections. Filtering can be set up to allow or deny traffic from certain destinations. Workplaces can block unused ports to stop employees accessing restricted websites.
Q3 Contradictory filters can occur when the input filter of one rule permits inbound packets, but an outbound filter denies the same type of packet to be sent. This results in the packet not being sent.
Q4 Along with an FTP server, a server can be configured as a DHCP server or DNS server to either resolve IP addresses for devices currently on the network, or control IP domain names/addresses to simplify internet address usage.
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Q1. The role of a DHCP server in a network is to automatically provide a host with an IP address along with subnet mask and default gateway info.
Q2. When a NIC is configured with DHCP but cannot communicate with the DHCP server, the computer may be given an APIPA address which spans from 169.254.0.1 to 169.254.255.254, with a subnet mask of 255.255.0.0
Q3.
DHCP client broadcasts a discover packet across the network
DHCP server receives discover packet and broadcasts an offer packet
DHCP client receives offer packet and broadcasts a request packet
DHCP server receives request packet and broadcasts an acknowledgement packet
Q4. Allows DHCP servers from different subnets to assign host info. Allows the use of centralised DHCP servers. Provides layer of redundancy to the DHCP servers.
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Q1 To resolve names to IP addresses, a client can use the DNS console. The DNS console allows the user to select a domain name and assign it to an IP address. 
Q2 A recursive query is when a computer sends a request (in the form of a website address e.g www.google.com) and in return, the DNS server replies with the IP address, or in cases where the domain name is invalid, a “domain not found” error message is displayed.
An Iterative query is when a computer sends a request for a best answer to the query without the aid of any further DNS servers. An iterative query is typically made from one DNS server to another.
Q3 Root hints are records that are stored on a DNS server from previous requests. They are used to resolve names that are not available to the authoritative DNS domains. This way, if a DNS server receives a request that it cannot resolve, it can check the root hints file to see if it has the correct answer to the request.
Q4
1. Server1.subcontA.nwtraders.msft
2.
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Q5 DNS zones are governed by zone files. Zone files contain all the information required for a zone to access DNS records. DNS zones can be either Primary DNS, Secondary DNS or a Stub. Primary DNS is a read/write copy of a DNS database where records can be added/removed or edited. A secondary DNS is a red only copy of a DNS database which serves as a backup to the primary DNS. A stub is a small directory of regularly used records.


Worksheet 5
Evaluation of Clustering strategies

Introduction

This appraisal will evaluate the available network clustering strategies that are suitable for hosting a 3-tier web development system. Each individual clustering strategy will be analysed and evaluated along with the accompanying tools and technologies that are utilized by the clustering strategy.
After each available Clustering strategy has been evaluated, the most suitable strategy will be selected to be implemented for the 3-tier web development system. 

Suitable Clustering Strategies

1. High performance computing

1.1 Overview 
High performance computing involves the use of multiple powerful computers (Referred to as “nodes”) to process large computational problems. A HPC cluster consists of a minimum of 2 nodes, however it is possible for a HPC cluster to contain thousands of nodes. The use of HPC clusters is to allow processing on a massive scale to be allocated among each node in the cluster to allow the process to be completed much faster and more efficiently than on a single computer. [1]

1.2 Purpose 
HPC is regularly used in industries which require processing of simulations/operations on a massive scale. HPC is used regularly for weather forecasting where multiple simulations of weather behavior need to be calculated from data recorded from many different cities/countries, with the more simulations resulting in more accurate predictions. [1]
HPC are also strongly used for simulating testing of designs, prototypes, chemical reactions, automation and other similar examples as a means of reducing the time and cost of carrying these tests out using real materials/prototypes. [1]

1.3 Hardware 
Multiple powerful computers, with a cluster making use of the processing power of multiple powerful CPUs to process calculations. As of December 2013, the fastest HPCs have been recorded processing operations at around 300,000 times faster than a standard desktop PC. [1]

1.4 Costs
The cost of creating an HPC cluster depends on how big of a cluster your project requires. An HPC cluster is a network of multiple high-performance supercomputers/servers, which will need to be housed in a suitable environment (taking into account cooling, risk factors etc.). [4] The HPC cluster will have to be installed by a specialist team. Cost of installation can add up considerably when you are dealing with potentially 10s, 100s or 1000s of machines. These machines will usually be insured and included in a service plan to ensure uptime and fault resolution. Along with all the costs of hardware required to implement an HPC cluster, many experienced engineers will be required to maintain and control these machines daily, usually salaried workers. [4]
An HPC cluster the size of 100 nodes can cost over $1.3m for the hardware alone, with monthly running costs including electricity and management staff wages can cost around $70,000, exceeding $100,000 when you include support staff. [4]
If a certain business project requires the use of a HPC cluster to speed up the process of some work, for example prototype testing or scientific simulations, it is possible to rent part of an HPC cluster for the time it takes to complete any given task. This allows even a small company to make use of the processing power of an HPC cluster for a fraction of the cost of a full HPC cluster [4]

1.5 Scalability
Depending on the intended task, a HPC cluster can be composed of a minimum of 2 nodes, increasing into the thousands should the situation require such a large number of nodes. [1]

1.6 Reliability
Reliability of HPC clusters comes down to the individual node failing, or a failure in the network architecture connecting the nodes together which allows communication and distribution of workload between nodes. [1]


1.7 Advantages and Disadvantages

Advantages [1,2]
· Allows businesses to reach levels of processing power deemed unachievable in certain business setups
· Extremely reliable due to ease of resolution of most common problems related to the use of a single computer
· Can process massive workloads in a much shorter time than the average desktop PC
· Hugely scalable due to network capabilities and connecting multiple HPCs together
· Increases safety due to multiple simulations of virtual environment scenarios before performing live demonstrations
· Deals with parallel operations extremely well
Disadvantages [1,2,3]
· Network overload if work is not allocated efficiently
· Software licensing can get complicated
· Poorly designed HPC clusters can cause a single point of failure of multiple machines
· Security concerns with multiple businesses using the resources of a single HPC (As seen in the recent Meltdown and Spectre vulnerabilities in Intel CPUs) [3]
· Primarily deals with significantly parallel operations.


2. Network Load Balancing

2.1 Overview
Network load balancing works to distribute traffic across up to 32 nodes in a cluster through the use of the TCP/IP protocol. NLB can dynamically add or remove hosts to deal with fluctuating traffic. Servers that are part of an NLB cluster are referred to as “hosts”, each host runs its own copy of the server applications. [5] When a host failure occurs, the work load is immediately distributed to the other hosts that are still active. Failed hosts can re-join the cluster seamlessly to regain its workload share and continue processing. [5]

2.2 Purpose
NLB clusters are commonly used for mission critical operations, as well as hosting web servers. While an NLB cluster is only capable of running stateless applications, it is highly scalable and fits the purpose of these applications extremely well. [5]

2.3 Hardware
Network load balancing is a method of dealing with multiple nodes (32 per cluster, multiple clusters) using network drivers. The low overheads of implementing an NLB cluster are advantageous. In a single cluster, all devices must be set to either multicast or unicast. [5]

2.4 Costs
Due to the software elements, there is no need to purchase any extra hardware to be able to implement NLB. Unless the project is being created from the ground up, where typical network hardware would have to be purchased, NLB can simply be activated through the Microsoft server OS. [5,9]

2.5 Scalability
NLB can support up to 32 nodes in a single cluster, including multiple clusters. NLB can seamlessly add or remove hosts to or from the cluster as work load increases or decreases, usually without failure. [5]




2.6 Reliability
NLB clustering allows seamless transfer of work load to other hosts on the network, as well as reintegration of failed hosts or adding new hosts to deal with increased traffic. NLB makes use of network drivers rather than adding powerful expensive hardware, failures are largely dealt with by efficiently adding or removing hosts to manage the work load across the network.  [5]

2.7 Advantages and Disadvantages

Advantages [5]
· Less complex than a Failover Cluster
· Provides reliability and scalability to large complicated applications
· High scalability
· High reliability
· Can balance multiple requests across the cluster
Disadvantages [5]
· Restricted to stateless applications
· High performance requires complex setup

3. Failover

3.1 Overview
A failover cluster is designed in such a way that if any piece of hardware suffers a failure, there is always a backup device ready to take over from whatever job the failed device was performing. In cases which warrant it, backups of backup devices may be implemented to ensure increasing levels of redundancy. [6,7]

3.2 Purpose
Used mainly for services that require reliable, stable uptime and minimal downtime. Services such as high traffic trading websites (eBay, Amazon etc) will lose money if services suffer downtime. Hospitals may lose critical information such as timetables or medication/dosages for patients if medical information servers suffer downtime. [6,7]

3.3 Hardware
The hardware required to set up a Failover cluster depends on what the cluster is to be used for, and how many levels of redundancy are required for the task. 
At minimum it is required to have at least 2+ storage systems (Storage Area Networks), 2+ switches and 2+ servers. It is optimal and, in some cases, mandatory to have exact same hardware models and software versions, this ensures a smooth and streamlined transfer between a failed device and the backup device. [6,7]

3.4 Costs
The cost of creating a Failover cluster can be as low as the price of a simple 2-layer Failover cluster, which contains 2 servers, 2 switches and 2 SANs. This can cost up to £30,000 when you factor in licensing costs and the level of equipment required. Each extra layer of redundancy will increase the total cost of a Failover cluster. [8]

3.5 Scalability
Failover clusters are largely scalable, due to the cluster scaling directly with the levels of redundancy required of the cluster. If you want another layer of backups, you simply add another set of servers, switches and storage systems alongside the current ones. The layer of backups required depends on the service you are intending to support with the cluster. [6,7]
For example, if the loss of revenue for a company due to 1-hour downtime is £10,000, and an extra layer of redundancy (the cost of another server, switch and storage) is £500, it would be extremely cost effective to add increasing layers of redundancy. 
There are many factors that can influence the level of redundancy required for any given system, but a cost analysis must be carried tailored to each situation to find out exactly what level of redundancy may be required. Cost is one of the more crucial factors but space, risk levels, environment, business needs and importance of a stable service are all very important in the design and implementation of a Failover cluster. [6,7]

3.6 Reliability
The reliability of a Failover Cluster related directly to the levels of redundancy created in the cluster. If a failover cluster consists of only 2 servers, all it takes is for both servers to fail for the entire system to fail, or even 1 server if the neighbouring server cannot accept the workload passed to it from the failed server. The level of redundancy required for any project must be tailored to the potential losses incurred should a failure occur.
As well as the reliability of the core setup of the Failover Cluster, the layers of redundancy can extend further due to the structure of the SAN. The SAN can be configured in RAID 1, which uses mirrored hard disks so that any failure can be recovered from the mirroring disk, should the mirrored drive be in working order.

3.7 Advantages and disadvantages
Advantages [6,7]
· Reduce downtime by transferring workload from failed devices to other devices on the network
· Can potentially have multiple levels of redundancy reducing the chances of a complete failure.
· Can support multiple apps at once, while providing stability to all applications on the server
Disadvantages [6,7]
· Costs can mount up when adding extra layers of redundancy to a Failover Cluster
· Can take a lot of time to set up a large cluster
· Requires multiple specialized staff to maintain 



Conclusion
Due to the nature of a 3-tier web development system, it would be best suited to make use of a failover cluster incorporated with Network load balancing technologies to accommodate multiple users on a website. The 3 layers of a tier 3 architecture are presentation layer, logic tier, and data tier. 
The presentation tier is important as it is the customer-facing component of the website. If a customer is having problems with a slow or failing website front end, they may decide to take their custom elsewhere. So, it is crucial that maximum uptime is achieve in order to satisfy customer needs. This is where the layers of redundancy of a failover cluster will ensure adequate levels of reliability should any failures occur.
The logic tier can be responsible for processing customer transactions. Similar to the presentation tier, this service is important to give the customer a smooth, problem free checkout on an e-commerce website. If there were to be any problems with the ecommerce portion of a website, it could lead to customers being charged more than they expected and can cause problems for both the customer and the business. A failover cluster will reduce the likelihood of such problems happening, while the NLB technology will allow fast processing of customer orders in the event of high traffic during sales and holiday shopping etc.
The third tier in the 3-tier architecture is the Data layer. Without stable, reliable connection to the business data, there is no guarantee that website information is accurate or true. Customers could be seeing incorrect prices or information about assorted products, leading to problems such as false advertising, which can affect a business reputation, as well as potentially suffering fines for false advertising or losing money through accidental sales at incorrect prices.
An HPC cluster would be inappropriate for a web development system as there isn’t a big enough workload to warrant spending money on such high-performance hardware.
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Task 3: Add Routing Protocols on the Server and Add
Two Routing Interfaces to the Routing Protocol on the
Server.

[Complete this task from Cardiff]

«  Start— All Programs ~ Administrative Tools ~ Routing and Remote Access.

« Expand the name of your Server— expand IP V4, right click General and then
New Routing Protocol

« Inthe dialog box displayed ~ choose RIP Version 2 for Internet Protocol, now cick
Ok

k

We will now see how to add two Routable Interfaces to the Routing Protocol that has been
enabled as part of TCP/IP suite on our Server

The Routing Protocol will learn of the various Routes to other Networks (in our case
Subnetworks), hopefully enabling us to be able to send packets directly to other machines on
other networks.

« Right click on RIP then select New Interface
« Inthe New Interface Dialog Box, select the 0 network — choose Ok
« Repeat the process but now add the 11 network as an additional RIP Interface
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Two Routing Interfaces to the Routing Protocol on the
Server.

[Complete this task from Cardiff]

«  Start— All Programs ~ Administrative Tools ~ Routing and Remote Access.
« Expand the name of your Server— expand IP V4, right click General and then
New Routing Protocol

« Inthe dialog box displayed ~ choose RIP Version 2 for Internet Protocol, now cick
Ok

k

We will now see how to add two Routable Interfaces to the Routing Protocol that has been
enabled as part of TCP/IP suite on our Server

The Routing Protocol will learn of the various Routes to other Networks (in our case
Subnetworks), hopefully enabling us to be able to send packets directly to other machines on
other networks.

« Right click on RIP then select New Interface
« Inthe New Interface Dialog Box, select the 0 network — choose Ok
« Repeat the process but now add the 11 network as an additional RIP Interface

For the last part of this task, look back at your notes and the ping Activiies earlier

You should find that you can now Ping Servers/Clients on other Subnets.
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Task 2: Permitted TCP and ICMP Operations

[Using Routing and Remote Access Services for configuring IP packet filtering]
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*  Navigate to the Server Manager Dashboard
* AddRoles

* Inthe list of Server Roles — check on the Web Server (IIS) - Choose Next

* Choose Next at the Intro to web server (IIS) page.

* Atthe Select Role Services page, scroll down and check on FTP Service, click Next
* Nowinstall the service, and wat for the wizard to complete.

*  Click Start — Administrative Tools - Computer Management

* Expand Local Users and Groups — Right Click on the Users Folder — New User
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[Complete these tasks from Swansea]:

*  Navigate to the Server Manager Dashboard

* AddRoles

* Inthe list of Server Roles — check on the Web Server (IIS) - Choose Next

* Choose Next at the Intro to web server (IIS) page.

* Atthe Select Role Services page, scroll down and check on FTP Service, click Next
* Nowinstall the service, and wat for the wizard to complete.

*  Click Start — Administrative Tools - Computer Management

* Expand Local Users and Groups — Right Click on the Users Folder — New User

*VERY IMPORTANT*
Ensure that you Check off the ‘user must change password at next logon
setting’.
Name: ftpuser
Password: P@sswrd
*  Start - Administrative Tools ~ Internet Information Services Manager.

* Expand the Computer Name ~ Right click on Sites — choose Add FTP Site
* In Site information type test

* Click on the browse button [...] next to Content Directory/Physical Path

* Choose root drive (e.g. C\inetpublftproot) - next

EHES O-

IRl foME | ST DESGN  PAGELAYOUT  REFERENCES  MALINGS  REVIEW  VIEW  ACROBAT
ﬁ Calioi Body) |11 -| A A Aa- Ao T Do 209 | nasbeene Aasbee AaBbC(
P B U %A @+ | TNomal | TNoSpac.. Heading1
Glpboard Font 5 Paragraph 5 syes

New user

PAGE4OF4  11WORDS [

Ross Van Den Eeckhaute-l.. ~

ENGLISH (UNITED KINGDOM) -

Hrind -
e Replace
LIy select

5 Eding -

————+

1207

ooy B




image24.png
3 Virtual Machine Viewer - Swansea on server babbage.soac.smu.ac.uk

File  Action

@BcaDel  HullScreen

Sanac Atan:
¥ Computer Management
Fie Acion View Hep
«s 2= 6

(EFperg ey

ShortutTols _ &ppication Toas
b @ Task
b i Event i

Administrative Tools

b i Shored
4 B Locl

5 24iems.

Titem selcted 110K8.





image25.png
3 Virtual Machine Viewer - Swansea on server babbage.soac.smu.ac.uk

File  Action

@BcaDel  HullScreen

Sanac Atan:
¥ Computer Management
Fie Acion View Hep
«s 2= 6

" P e

ShortutTols _ &ppication Toas
b @ Task
b i Event i

Administrative Tools

b i Shored
4 B Locl

P address:
(Al Unassgned V]

() Enable Virtual Host Nemes:

VirtuslHos (esample fp.conto

4 Start FP st automaticaly

Nossl,
O Alowsst
O Bequiesst
s Caicate:
N Slcted

5 24iems.

Titem selcted 110K8.





image26.png
3 Virtual Machine Viewer - Swansea on server babbage.soac.smu.ac.uk

File  Action

@BcaDel  HullScreen

Sanac Atan:
¥ Computer Management
Fie Acion View Hep
«s 2= 6

" P e

ShortutTols _ &ppication Toas
b @ Task
b i Event i

Administrative Tools

b i Shored
4 B Locl

5 24iems.

Titem selcted 110K8.





image27.png
3 Virtual Machine Viewer - Swansea on server babbage.soac.smu.ac.uk - X

Fie  Adion
@ crt-alDel B Full screen

A Caruar Man: 1
& Computer Management =]o] x
Fie_Acion View Hep
2

o FTP Messages

Bommer,
Wiecome o he Swanses server

4.5 SWANSEA (SWANSEA\Admi)
2 Applcatn Pools

< [ 5|
Configurtion applcatontost config

2items 1 temselected 110K8.





image28.png
3 Virtual Machine Viewer - Swansea on server babbage.soac.smu.ac.uk - X
File  Action
@ cutalDel B Full Screen

Home  share  view

ot I THRPC » LoD G » ineb ot v o] [mortent

e paertes Name Outemodes  Type

= e [Spr— AT et Document
8 Dovnlosds
Recert laces

8 This PC
1 Desktop
[ bocuments
[ Dounloads
b Music
5 Pictures
18 videos
a LocalDik (€)

G Network





image29.png
Virtual Machine Viewer - Cardiff on server babbagesoac.smu.ac.uk
File  Action
@ colAltDel i Full creen

® ‘Windows Firewall with Advanced Security.
Fle Action View Hep

Administrator: Command Prompt - frp 192.168.11.2 [=TE T o

6370001
‘acion] AL rights res

rator>p 192.168.11
TRio11.5°

Crete cornectin secutynies o speckyhow and when carnactionsbetneen conputers e adbertctod and
by s Hemet roocelsecrty (Fose)

View and create firewall rules

Crotofrowa o to sl orbock connecion o speched programs orpts. Yoo can a0 alow a compection
s autheriiated. o comes o an sutrrzed ser 0, o Compuer By defat. rbourd comecons
Blocked iies hy metch & e 1l shows them. 500 b Comecions % lowed s ey mlch e ht
Bocka e

Windows Firewall wit.. =
& Import Poicy
& Eponpoicy.
Restore Default Polcy
Diagrose / Repair
View »
@ Refresh
Properies

| vep

I

=

b5 % S oo





image30.png
Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk - x
File  Action
@ ctiaDel B Fulscreen

® ‘Windows Firewall with Advanced Security. -

Fle Action View Hep

Administrator: Command Prompt - ftp 192.168.1.2

[=TE T o

Windows Firewall wit.. =
& Import Poicy
2, Mon a5 Export Polcy.
i & e
T = Restore Dt Policy
Diagrose / Repair
Toane to the Suansea server o
Uzor logged in. v 4
2p> din
b PORT conmand B Refren
bata Connection already open; Transfor . .
30°57 “13%7E0n Toad.ex Properties
r completo. nds 15.75Kbytes/see. B Hep
F tpdown Toad:
inoad. bt
‘Successiul
5 RECT 1 mode data connection.
26 Transfer complote. =

Crete cornectin secutynies o speckyhow and when carnactionsbetneen conputers e adbertctod and
by e ot Prtcce sty (P

View and create firewall rules

s frovs et ook comarstoseched et 1o con oo
i auhrticaed.orf ¢ cames o an atroteed s o, compucr By o rbours
Blocked iies hy metch & e 1l shows them. 500 b Comecions % lowed s ey mlch e ht
Bocka e

= [ 22
S oz





image31.png
Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk

File  Action

& Ctri-Alt-Del B Full Screen

2 IR0 ftpfilesupload
e Acion View Hep

Administrator: Command Prompt - ftp 192.168.1.2

 Eostl tpupload:Ext
4 by renote host.

=T

168.11.2

Uzer cannot log in
ailod.
e
mnand..
253 Suansoant tpuse
[invalid connand:
05 hue
51 vou are exiting the Suansea server

Users\Adninistrator>Ftn 192.169.11.2

anfepu

Helcane to the Sua
o Togged in .

b il suplond
2tory now CoaFepf ilesupload

comnand successful
Connection aiready Fer starting
Toon B tencE tpdowniaad. ext
226 Transer complate.
63 hytes noceived in B.01Soconds 12.60Kbyto:
Fipupload. cxe
1.
dy open; T

Alle2 | @ |m

28

2720





image32.png
3 Virtual Machine Viewer - Swansea on server babbage.soac.smu.ac.uk

Fie  Action
@ caDel I ullscreen

Home  snare
[ preview pane

[ Detais pane.

Nvigaton
Baner

Fanes

iew

B e cons 5 Larg cons
3 Mediumicons 55 smallcons
85 st (== oetais

tayout

[0
o

ot

[

) tem énec boves
2 Fie pame extensons

e seected
[0 tiaden tem: e

options

© - 1[I R LoD » e » Fent

v o] [erntpront

»

& Favories
B Desktop

Neme :

) ettpdounioad ot
) tettpupload

Detemodfied  Type

s 1216
e e

Tett Document
Tot Document





image33.png
3 Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk - X

File  Action
@ CurlAlDel I Full screen
L4 ‘Windows Firewall with Advanced Security. =lal x

I Routing and Remate Access

%::;::“ ) Interface 1P Address
o | i e
- g otk w001
59| 83U swiTCH CONNECTION Not asisle Ferair

T Routing and Remote Access 2/0/201307:44  Shortcut 28

# Secuty Configuration Wird 20 Shorat 21
s Sever Manager s Shotaut 26
i Senices 211307 Shorteut 216
52 Sytem Configurston 2 Shoa 21
8 Sytem formation 230 Shotaut 26
8 Tosk Scheduler 20055 Shorcut are I

Ditems 1 tem selected 11148





image34.png
Fie  Action
B At Del

3 Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk

B Fullscreen

‘Windows Firewall with Advanced Security.

Fle Acion ew ten | Cobemis
CoIENES

@ Vindowz
3 inboun]

23 Outoour
K Connec
+ L Moniorf

2] x

oK Concl

ooy

o748

i Secuty Configuation Wird
B Server Manager
i Senices
52 Sytem Configurston
B system formation
D Task Scheduler
tems 1 tem seected 11168

2 ors
23 orss
22702030754
2 ors:
23 orsy
203 0755

Shortcut
Shortet
Shorteut
Shortcut
Shortet
Shorteut
Shorteut

2
28
2
2
2
e
2
28
218
28
2
28
28
2
216
2@
e
28
28
e
218

Py





image35.png
@ Windows
& nbound|
2 Outbour
R Conneet

» % Moritor]

Fie Action View tel |

CoIENES

LAB Properties ?

x

These fers cortl which packet r fonwardd o pocessed by thiretwork.
Fitracton

(& Rogive s packets except thos tha meet he creda bolow

€ Drgpall packets xcept thoss tha meet e ctoia elow

Be:

‘Sourcs Addess | Souce Nebwoi Vesk_| Desinion Addss | Desiraton Vssk_| 71

oK Concel | [ oo

3 Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk X
File  Action

@ CurlAlDel I Full screen

L4 ‘Windows Firewall with Advanced Security. =lal x

o748

i Secuty Configuation Wird
B Server Manager
i Senices
52 Sytem Configurston
B system formation
D Task Scheduler
tems 1 tem seected 11168

2 ors
23 orss
22702030754
2 ors:
23 orsy
203 0755

Shortcut
Shortet
Shorteut
Shortcut
Shortet
Shorteut
Shorteut

2
28
2
2
2
e
2
28
218
28
2
28
28
2
216
2@
e
28
28
e
218

Py





image36.png
Virtual Machine Viewer - Lab-01-01 on server babbage soac.smu.ac.uk
File  Action

& Ctri-AltDel B Full Screen

Recycletin.

fo: Weersnusersping 1

pinging 192.168.11.2 ui hytes of dat
Jreply fron 192.16000.5: Destinacion host unreachable.
fiep1y ron 193 160 A Schable
Jreply £ron St unreachable
Jrenly fron

ping stacistics
Packets: Sent - 4,

Auserdping 192.168.11.1

192160111 yith 32 hytes of data
193.160.0. uinreachable.
1937560 host unroachable.
19301680 e unreachable]
192168

= A





image37.png
Virtual Machine Viewer - Lab

01 on server babbage.soac.smu.ac.uk - x
File  Action

& Ctri-Alt-Del B Full Screen

T —





image38.png
3 Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk - X

File  Acton
@BcaDel  Hullscreen

WELCOME TO SERVER MANAGER

'Add Roles and Features Wizard

i i senes
B s Select server rofg oo
s "
PO Add features thatare require for DHCP Server? |

i Remote Acces on

ost Conurson
(DHCP) e eric o

e flowing ot v s 0 g i s bt ot

P ———
4 Roke Administon Toos St o it

Teos] HCP SenerToot e

[ ——————

st





image39.png
3 Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk - X

File  Acton
@BcaDel  Hullscreen

WELCOME TO SERVER MANAGER

B Al Servers

Installation progress G

s
[ p—

[———

RemoteServr Admration Toie

You an dose s izt ithout teuptng g k. Vi sk progress o open s
e sgin b kg ot teconmand s, e Tk Dot

Eport confurtionsecings





image40.png
3 Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk - X
File  Action
& curt-Alt-Del

T oo b s i e
pemm—————— : . .
Bt e of s e cspe il Lo .
Swposim [T 5 2 snertet 28
i EdPakten [192 168 0 B4 . )
- Corbearaton setings vt propagetefo DHCP Ciet o l’“ '(‘
3 Shortcut 28
e o
i o
7 Routing and Remte Access Shortcut 9
B Secuty Configuration Wazard Shorteut
B Server Manager Shontcut
e
5 System Configuration Snortcut
B System Information Snontcut





image41.png
3 Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk - X

File  Acton
@BcaDel  Hullscreen

et st s b b ot anse P s e

T ———

oo s B ek e T v oy e sie B
o comprenor 4 e st s Gyt s o e o~
Dl o s v s cormtsmary ek i 504 Snatst
ST Snartat o
St dson oo ose wbandasd by oo Snetat

- Snartat

D o e

5 o3 fog Snartat

o -
-y
7 Routing and Remte Access Shorteut
b Security Configuraton Ward Shorteut
B Server Manager Shontcut
po
5 System Configuration Snortcut
B System Information Snontcut





image42.png
3 Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk - X

File  Action

@BcaDel  Hullscreen

ooty o e e ey o sty e

S S ——

o o = F

X [zt 8 Snotat a0
Snartat e
o = Shartat 20

S e |l

B Resurce Moniter
T Routingand RemoteAccss:
o SecurtyCongationd
B Sever Mg

5 Senics

B3 Syt Configusion
St fomation

Snatcat
Snaat

Snancat





image43.png
3 Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk - X
File  Action
& curt-Alt-Del

o] (oo 7]
e e -
oo e (]
[ ee—" S o
I S o
[y —— S 20
B seve e S o
8 5w S o
Bl S Conion S o
[ Sanc e





image44.png
Virtual Machine Viewer - Lab

01 on server babbage.soac.smu.ac.uk - x
File  Action

& Ctri-Alt-Del B Full Screen

8 Chndowssytem3zi e

© e > = | it [





image45.png
Virtual Machine Viewer - Lab-01-01 on server babbage soac.smu.ac.uk
File  Action

& Ctri-Alt-Del B Full Screen





image1.png
3 Virtual Machine Viewer - Lab-01-01 on server babbagesoac.smu.ac.uk - x

File  Action
@culaoel B Fullscreen

[=ll=]

@ ~[E < v + VeorCorncios + B —

Sro— > -Te
Lot e Comecton et
v = 'LAN SWITCH CONNECTION
[retates | Do
it Ve Machin S e
e —
k3
el
W
“
"
e £
“
D1 s EEE
ik mar e
& ‘Obtan DS server address automatcaly
oo
Eu | T e————
| ppem——
s s e
[ vaidate settings upon exit
=
wa
Ohe = o=





image46.png
3 Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk - X

File  Action
& ctrt-Alt-Del
Gministatve Took
- Type s -
More Actons | ol
Shortcut ® H
M| Shorcut 28
Shortcut Y
Snortcut 2
Shortet e
Shortcut e =
Shortcut Y
Shortct ®
Shorcut 20 ide
Shorcut @
Shortcut e
Shortcut 28
TR0 | Shonet Y
& ODEC Data Sources (64-bit) 0820130759 Shorteut 26
(8) Perormance Moritor 2002030752 Shortut 28
{3 Remete Access Management 202010043 Shoret 20
() Resource Monitor 0920130752 Shortcut 2K
B Routing and Remote Access 2/0820130744  Shorteut @
{fa Securty Confguration Wazard 20020130745 Shorcut 2@
{8 Server Manager 2030755 Shoeut B |
Stitems 1item seected 108K8

G e





image47.png
Virtual Machine Viewer - Lab-01-01 on server babbage soac.smu.ac.uk - x
File  Action

& Ctri-Alt-Del B Full Screen

Loca Aea Comnectin

Buid T
This copy of Windows s not genvine

Ofe | )0 |8 ac





image48.png
3 Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk - X

File  Action
& ctrt-Alt-Del
Gministatve Took
- Type s -
More Actons | ol
= Shortcut ® H
A Shorcut 28
Shortcut Y
D
Snortcut 2
Shortet e
Shortcut e =
Shortcut Y
Shortct ®
Shorcut 20 ide
Shortut @
Shortcut e
Shortcut 28
TR0 | Shonet Y
& ODEC Data Sources (64-bit) 0820130759 Shorteut 26
(8) Perormance Moritor 2002030752 Shortut 28
{3 Remete Access Management 202010043 Shoret 20
() Resource Monitor 0920130752 Shortcut 2K
B Routing and Remote Access 2/0820130744  Shorteut @
{fa Securty Confguration Wazard 20020130745 Shorcut 2@
{8 Server Manager 2030755 Shoeut B |
Stitems 1item seected 108K8

G e





image49.png
3 Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk - X

File  Action

@BlArDel I Fullcreen

= Server Manager a

[ — WELCOME TO SERVER MANAGER

DESTINATION SERVER

Select server roles Sor

18 pHeP
& File and Storag

fo Iis Before You Begin Select one or more roles to install on the selected server.
. NAP Installation Type Roles Description
i Remote Acce Server Selection ~]  Active Directory Domain Services

) Active Directory Certficate Services

(AD DS) stores information about
objects on the network and makes
Featnes ] Active Directory Federation Services this information available to users
and network adminitrtors. AD DS
uses domain controles o give
netuork users access to permitted
resources anywhere on the network
through a single logon process.

ADDS 0] Active Directory Lightweight Directory Services
Confirmation ] Active Directory Rights Management Servces
[ Application Server
[V] DHCP Server (Installed)
[ DNS Server
[ Fax Server
b [8] File and Storage Services (1 of 12 nstallec)
[ Hyper-v
b [8] Network Policy and Access Services (1 of 3 installe
[ Print and Document Services
> [W] Remote Access (2 of 3 installed)

< 0 >

Hide





image50.png
3 Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk - X
File  Action
@ ctrialpel B Full screen

= Server Manager a

Deployment Configuration T Rt

Select the deployment operation

Domain Controler Options
Add a domain controller to an existing domain

© Add a new domain to an existing forest
patns ® Add 2 new forest

‘Additional Options

Review Options
Specify the domain information for this operation

Prerequisites Chack
Root domain name: nwtradersmsft

More about deployment configurations

< Previous

Services Services

Performance

Performance

BPA results BPA results





image51.png
3 Virtual Machine Viewer - Cardiff on server babbage soac.smu.ac.uk - X
File  Action
@ ctrialpel B Full screen

= Server Manager a

. ) TARGET SERVER
Domain Controller Options CARDIFF

Deployment Configuration
2 i Select functionsl level of the new forest and root domain

NS Ostions Forest functional level: Windows Server 2012 R2

Domain functional levek Windows Server 2012 R2

‘Additional Options

aths Specit domain contrlle capabiltes

=T Domain Name System (DNS) server

Prerequisites Chack Catalo
Type the Directory Senvices Restore Mode (DSRM) password
Password:

Confirm password:

More about domain controller options

< Previous.

Services Services

Performance Performance

BPA results BPA results





image52.png
3 Virtual Machine Viewer - Swansea on server babbage.soac.smu.ac.uk - X
File  Action
& curt-Alt-Del

2

> Sy © ] [ o 7]
ation about your computer

272 stancrd

conin i B Windows Server2012R2

It Xeon(R) CPU E5-26400 @ 2506Hz 250 GH
haw: 20068

it Operating S, 64-baed roceson
NoPen r Touch nput i sl or i Dislay side

i nd wotkgroup setings
Swansea @ Chingestngs
swaNsea

n SwANSEA
WORKGROUP

[ok ] [Cemed ]

Windowsscvtion
Windowsis ot activsted. Red the Mol ScftreLicese Tens

o o Product I0: 0252-00814-45878-A4615. Activate Windows.

Vindows Updte





image53.png
Virtual Machine Viewer - Lab-01-01 on server babbage soac.smu.ac.uk - x
File  Action

& Ctri-Alt-Del B Full Screen

font®) U BS-25000 @ 2.

Lating System

[Touch Tnput s avaiblefor s isplay





image54.png
Top level
+ nwtraders.msft

root domai

Subdomain

o Coenia D @ Quasersm)

Host




image2.png
3 Virtual Machine Viewer - Cardiff on server vonneumann.soac.smu.ac.uk
Fie  Acton

@caDel  H ullscreen
&

Add Roles and Features Wizard

Select server ro|

x
Add features that are required for Network Policy and
Access Services? -
The following tools re required to manage tis feature, but o ot Polcyand Acces Senvices
o heve o be nstalled on the same senver. Network Palicy Server
ith Regstration Autherity
4 Remote Server Adminisration Tools d Host Credential
. ton Protocol (HCAP),
Role Administration Tooks Sl

[Tools Network Policy and Access Senices Tools of your networc

Hide

) Include mansgement tools (1 applicable)

Add Features.

<previous | [ Next> nstal

BPA results Performance

BPA results





image3.png
3 Virtual Machine Viewer - Cardiff on server vonneumann.soac.smu.ac.uk -

Fie  Acton
B kAt Del
&

B Fullscreen

Add Roles and Features Wizard

Add features that are required for Routing?

You cannot install Routing unless the following rle sevices or

features are also installe, provides support for NAT

LAN Routers running BGP,
mutcast capable routers

Group Policy Management e

RAS Connection Manager Administration Kt (CMAK)
Remote Access

Directceess and VPN (RAS)
Remote Servr Administration Tools

e Hide
4 Role Administrtion Toos
4 Remote Access Management Tools

[Took] Remote Access GUI and Command-Line Too

Include management toos f applicable)

Add Features| | Cancel

<previous | [ Next> nstal

BPA results Performance

BPA results





image4.png
3 Virtual Machine Viewer - Swansea on server babbage.soac.smu.ac.uk

Fie  Acton
B At Del

Server Manager

™

5 oy R o
el

1 |1 « Network and Intemet » Network Connections »

P N =
R File and Storage 9 Ethernet Properties. x
ONNECTION

Netwokeng |
per-V Netwerk Adsp.

vl settngs upon ext





image5.png
Virtual Machine Viewer - Swansea on server babbage soac.smu.ac.uk - x

File  Action

& Ctri-Alt-Del B Full Screen

Server Manager |-|a] x |

Server Manager > Dashboard @1 o= =

WELCOME TO SERVER MANAGER

Administrator: Command Prompt

ool ¢ Wlindous

R File and Storag

Destination host unreachable
© Destinacion host unreachable

ig Fleandstoage 4 g jocal Server 1
Services
® Mansgeabilty ® Mansgeabilty
Erents Events
aPAresuts Pertormance
BPAresuts

— e
=0 HES symaon





