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[bookmark: _Toc61347025]Abstract
Cybersecurity has become increasingly important over the last few years . Risk management is a necessity for businesses to keep their information secure. Therefore, this report focuses on the importance of implementing security frameworks such as the ISO 27000, NIST and ITIL. The report also covers a given scenario with the implementation of policies for their employees and clients to follow. 
[bookmark: _Toc61347026]Introduction
This report covers important information about cybersecurity frameworks that companies need to comply with to adhere to the laws. The article will cover the different types of cybersecurity frameworks and the main differences. Having these frameworks in place can help reduce the security vulnerabilities that the company may have.

[bookmark: _Toc61347027]Security Frameworks
Cybersecurity frameworks consist of a series of documentation on the best practices that an organisation follows. A framework is a security model that is customised to the organisation needs before implementation. 
Security frameworks are usually well-documented policies that are agreed and understood by the particular employees of the company or the organisation. There are several security frameworks that companies can adopt. These security frameworks will give guidelines and best practises that companies follow. These frameworks are guidelines that are used to protect the user’s data securely. 
[bookmark: _Toc61347028]Types of security frameworks 
The several different types of cybersecurity frameworks that are specific to other kinds of industries. Recently, in 2018, the European Union has implemented The General Data Protection Act (GDPR), which is also a set of security framework. 
There are many cybersecurity frameworks that can be used within a company. These cybersecurity frameworks include CNSS, ITIL, NIST and ISO 27000.
[bookmark: _Toc61347029]Committee on National Security Systems (CNSS)
The Committee on National Security Systems (CNSS) framework contains a comprehensive guide on the McCumbers Cube. It includes the principals of the CIA triad. 
[bookmark: _Toc61347030]McCumber Cube
The McCumber cube is a three-by-three-by-three cube which consists of 27 cells. The McCumber cube introduces the necessary information security systems policies. The methodology shows the relationship between tracking information in transmission, storage, and processing. Each cell has three communities of interest [1]. The CIA triad structures the policies relating to solving information security problems; the CIA Triad has been the cornerstone of computer security since mainframes have been around. There are three components in the CIA triad: Confidentiality, integrity and availability [2][3]. The McCumber cube also has a fourth dimension which is time. Overtime needs to be modified to ensure that the model is in a secure state. Sometimes there is a fourth dimension added to the McCumber Cube, known as time [2].
Confidentiality is where the foundation restrictions on access to information and give a means for protecting privacy information [4]. Confidentiality is how the organisation keeps the data private or secret. Open start authorised will have access to those without authorisation will be prevented from obtaining the data.  
Integrity is guarding against information modification or destruction and authenticity of data. The integrity of information describes the data 
Availability is not showing the data can be accessed reliably.  
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[bookmark: _Toc61345284]Figure 1 - The McCumber Cube Model [5]
Figure 1 is an example of the McCumber cube, which shows the sections that need to be covered when producing policies. One of these dimensions consists of components of the CIA triad; the other dimensions include policy, education, and technology and the second one is storage, processing, and transmission. Any security solution must address all these cells to be considered complete.The CIA Triad offers the right way for implementing a security plan.

[bookmark: _Toc61347031]Information technology infrastructure library (ITIL)
ITIL is a type of framework for describing the best practices for delivering certain IT services. ITIL was formed in the 1980s and there have been many iterations of it through the decades. ITIL is a set of guidelines that shows instructions on how it can provide the best possible service. Currently, there are four different versions of ITIL; the first one being produced in 1989, and the current iteration is version 4, which was introduced in 2019.  Version 4 implement increased improvements over version 3; version three is still valid to use in the current day. 
When companies have used ITIL, they have reported an increase in productivity and a reduction in IT infrastructure cost [6]. ITIL does not give a specific improvement in the project; instead, ITIL focuses on improving processes and implementation of services. There are five main books included in ITIL. [7] 
ITIL outlines the provisions that can be used for IT services. These are provisions which business need to follow, such as:[8]
1. ITIL Service Strategy 
2. ITIL Service Design 
3. ITIL Service Transition
4. ITIL Service Operation
5. ITIL Continual Service Improvement 
There are several reasons for using ITIL: it can help reduce its costs, increase quality, and decrease risk. With this knowledge in ITIL cost can be reduced to build more efficient mighty frameworks. Alongside this, there is a better service possible within the IT industry. 
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[bookmark: _Toc61345285]Figure 2 - ITIL Version Comparisons [9]
Looking at the two different versions of ITIL in figure 2, version three covers the whole life cycle, whereas version four is divided into categories for more comfortable use and management. 
[bookmark: _Toc61347032]Advantages of using ITIL
There are several benefits of using this service as it includes a reduced cost for the organisation with better productivity. With this small business will benefit when utilising these frameworks. IT organisations that decide to implement ITIL can choose to implement only specific sections to fit their environment. When using ITIL implementation, the framework does not need to be implemented all at once; therefore, this can be managed over a period of time to be less disruptive. 
[bookmark: _Toc61347033]Criticisms of using ITIL
When using ITIL services, there are some drawbacks to version 3, which covers the whole system life cycle rather than specific sectors for managing IT services. The ITIL framework can be expensive for some business to implement. To implement, the individual that is implementing needs specialist training. There are several layers of ITIL certifications. The complexity of ITIL can be an issue because some people have a misconception of what it can do. 
[bookmark: _Toc61347034]International Organisation for Standardisation (ISO 27000)
ISO is one of the most recognisable standards for information security management. The original version was published as the British standard BS7799. ISO 27000 is a family of standards. The purpose of ISO 27000 is that there is useful guidance for the management of information security for those individuals that are responsible for the organisations’ security. This is a method for risk assessment and ways to control and treat to treat the risks. ISO 27000 are a set of guidelines rather than a certification process. ISO 27000 standard is reviewed every five years.[10] There are several segments in the 27000 standards some of these include 27001, 27005 and 27032 which are examples that provide guidance in the specialised areas
[bookmark: _Toc61347035]Sections of ISO 27000
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[bookmark: _Toc61345286]Figure 3 - Sections of ISO 27002:2013 [11]
Figure 3 Shows all the sections for the ISO 27002: 2013 Standard. Depending on what kind of business the company has may have, they can implement what is necessary for the business to function, and not all sections need to be complete to follow the standards. The ISO 27002 Is the overview of the security standards area where this provides information on different segments, and organisations can choose to adopt the section set is required for their business. This standard is used when is organisations want information for implementing security controls. 
The ISO 27000 Security standards are used to assist companies in reducing risks in cyber-attacks. ISO 27000 is an affordable way for companies to be aware of the security vulnerabilities, but can we post 
[bookmark: _Toc61347036]National Institute standards and technology (NIST) 
The cybersecurity framework NIST was introduced after the United States president, Barak Obama, introduced an Executive Order 13636, which is designed for improving critical infrastructure to have framework standard procedures that companies wanted for protecting the infrastructure. [12]  The framework is a set of industry-standard, and best practices to help organisations deal with cybersecurity risks. NIST allow all companies to implement regardless of size to apply the principals and best practices[13]. With all frameworks, this framework is not one size that fits all as all companies. There are several implementations that will vary depending on how the company implements them. 
	Function
	Category

	Identify
	Asset management

	
	Business Environment

	
	Governance 

	
	Risk management

	
	Risk Management Strategy 

	
	Supply Chain Risk Management

	Protect
	Identity Management and access control 

	
	Awareness and Training 

	
	Data Security 

	
	Information Protection Processes and Procedures 

	
	Maintenance 

	
	Protective Technology 

	Detect
	Anomalies and Events 

	
	Security Continuous Monitoring 

	
	Detection process

	Respond
	Response planning 

	
	Communication

	
	Analysis

	
	Mitigation

	
	Improvements

	Recover
	Recovery Planning 

	
	Improvements

	
	Communications 


[bookmark: _Toc61347054]Table 1 - Components of the NIST framework [14]
[bookmark: _Toc61347037]Advantages of using NIST.
There are some advantages of using NIST over some other frameworks. NIST is publicly available for companies to use at no extra charge. Also, NIST has been known and available for some time within the professional industry, and they have well-reviewed industry professionals [15].
[bookmark: _Toc61347038]Which framework to choose 
From the frameworks discussed above, there is an advantage to using some over others. NIST contains a wide variety of security and best practices. US Government agencies have used the framework. The NIST Framework focuses on areas such as risk analysis and risk management. ISO Security framework offers advice in cloud computing and storage security as examples. 
[bookmark: _Toc61347039]Why is it essential to have policies and regulations updated?
It is essential to have policies reviewed regularly. If there was a policy violation, this often indicates a change is required in the guidelines, which often shows there is something wrong. When creating policies, it is essential not to have version numbers on these policies, so when there is an updated version, the ethics and laws that are newly created for companies to follow. When employees follow tasks and 
Policies must be compliant with any new rules or regulation of that particular country come into place. With a frequent review of organisations policies, this makes sure that outdated policies are not at risk. There are several questions all right used in reviews to determine whether policies need to be updated. The cyber securities policies are reviews are usually mandated to remain in compliance with the standards. An example of the policies that need to be updated in a framework is the Payment Card Industry (PCI) compliance. This framework has had nine revisions in the last 14 years [16]. If the policies are out of date, this can often cause legal problems. 
[bookmark: _Toc61347040]Task Two
We have been given a scenario in which a company in Jamaica called Blue Mountain Peak Coffee needs policies developed for both employees and customers using its IT services. We have been tasked with the security of the data of both staff and client’s data and protecting the intellectual property. In the example is given, where the company Caribbean Coffee are operating around the globe. To operate there needs to have some policies in place to remain compliant to the laws in which the stores are located. 
[bookmark: _Toc61347041]IT and computer policy
Several security policies should be important to a company for IT services. The security frameworks that can be implemented are ISO, NIST and the McCumber Cube to create policies for the company to operate in a secure manner. 
[bookmark: _Toc61347042]GDPR
Even though GDPR is a regulation for European citizens; it is a good set of guidelines for protecting users’ data when using the services.  If the company wants to operate in the EU, they need to follow the guidelines and regulations to work in the EU.  The law is aimed towards protecting user’s data.for both the consumer and the companies. When there is a breach of data, the customer will be notified [13]. 
[bookmark: _Toc61347043]Policies
[bookmark: _Toc61347044]Bring your own devices (BYOD) Policies 
Staff might prefer working on their own devices rather than the equipment provided by the companies. So, policies must protect the company’s intellectual properties as this is relatively important for the company. This policy provides guidance for the use of personally own devices. There will be strict policies for what the employees and customer can do with the information. [17]
[bookmark: _Toc61347045]Acceptable Use Policies 
Please read the acceptable use policy before using our Blue Mountain Peak Coffee. 
· The company defines acceptable use as the activities that support the business of Caribbean coffee.
· The company defines what is deemed acceptable as personal use while in companies time. 
· Employees are blocked from accessing specific websites during the company’s hours. 
· Employees can use their mobile devices to access applications, such as Email, Calendars, Documents, and Contacts 
· Blue Mountain Peak Coffee has a zero-tolerance policy for employees for texting or emailing while driving. Hands-Free is permitted only while driving.   
· The protection mechanisms are in place that companies data is secured. An example method is using fingerprint authentication for logging into a computer system.
[bookmark: _Toc61347046]Security 
· IT will have safeguards in place to protect employees’ data. In the event of the devices lost/ 
· All devices must be password protected from accessing the company network.  
· Employees have a choice of the type of authentication: password, an asynchronous token or biometric. 
· If customers would like to have access to the WIFI, they will need to create an account with Caribbean Coffee.
[bookmark: _Toc61347047]Password policies 
· When creating an account with Caribbean Coffee, there needs to be a password.
· Password will need to have a given complexity to prevent unauthorised access. Employees should be able to choose their passwords. Easy passwords must be avoided as they are easy to break. Examples of these are ‘password’ or ‘password1’. 
· Passwords must be at least eight characters long.
· Passwords must be updated every six months, and the user will be reminded of this. 
· Passwords must not be shared or written down in the office. 
· User ID and passwords must be stored within encrypted files. 
· If passwords are forgotten, the users can reset their passwords going to IT services.
[bookmark: _Toc61347048]Risk management 
Risk management will follow the guidelines of ISO 27005. There are six processes to follow from establishing context to monitoring and reviewing the risk.  Risks are Confidentiality, Integrity and Availability of the information. 
Looking at the company information assets, the company will need to identify any vulnerabilities. Decide how to treat the risks either by eliminating or modifying the risk or acceptable range. This procedure needs to communicate to all staff so that the risks can be monitored and reviewed. [18] Risks that can be mitigated with third party suppliers will be done with service level agreements. [13][19]
[bookmark: _Toc61347049]Contingency planning 
Contingency planning should contain the continuous availability of data. Contingency planning is where there is a plan to recover from a certain attack.  There are four main sections in contingency planning: Business impact analysis, instant response plan, disaster recovery plan and Business Continuity plan the term incident refers to the information assets are in threat. Examples include Business Impact Analysis, Incident Response Plan, Disaster Recovery Plan and Business Continuity Plan [17]. 
	Risk
	Preparation
	Response 

	Network failure 
	Make it a requirement that there be two separate facilities for WIFI networks
	Use the secondary Wi-Fi

	Servers
	Make sure there are alternatives for staff to log into their accounts for their schedules. 
	Have at least two tills for the employees to use. 

	Payment Card services 
	Make sure there are alternatives methods for payment
	Allow the customers to pay by cash as well if the services are down 

	Customer Support 
	Ticketing system for troubleshooting
	Someone to action the tickets check to see if the problem has been resolved. 


[bookmark: _Toc61347055]Table 2- Table for Contingency Planning
[bookmark: _Toc61347050]Service Level Agreement 
The organisation will service level agreements in place with its suppliers to ensure that the availability of the network will be sufficient for its staff and customers.  [13]
[bookmark: _Toc61347051]Conclusion 
The report contains evaluations of different types of security frameworks that can be used in an organisation. All three frameworks discussed have different benefits. Smaller business may benefit from using ITIL due to improving productivity and low cost. There is no one size that fits all. ISO is better for finding security vulnerabilities. This is best suited to larger organisations as it has a larger overhead. With the research of these frameworks, NIST is best suited for the Caribbean Coffee organisation as it is a small-sized company and NIST offers the most flexibility.  
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