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[bookmark: _Toc134712352]Aim
The aim of this project is to inform the Director Operations of a medium-sized OME company of the potential threat posed by possible Chinese Balloons that have been sighted over North America. Deductions should be made based on knowledge of the fundamentals of electromagnetic radiation and assessments of reports from various outlets.
[bookmark: _Toc134712353]Background
US-China relations have never been so fraught. Therefore the presence of a Chinese high-altitude balloon in US airspace has recently been the subject of much speculation. The Chinese government’s official stance is that the balloon was a meteorological airship with limited self-steering capabilities that had simply blown off-course [1]. The US is adamant that the balloon was carrying equipment capable of capturing communications signals and carried intelligence-grade surveillance equipment inconsistent with China’s claims of it being a weather balloon [2]. Which party is correct presently remains unknown but what is certain is that this event has only worsened the already poor relationship between the US and China given the accusations of espionage and sanctioned exports of 2022.
[bookmark: _Toc134712354]Issue
The US believes that China has used this balloon to collect surveillance data pertinent to sites used for national defence such as Malmstrom Air Force Base in Montana, which is one of a number of sites across the US that operate and maintain intercontinental ballistic missiles [3]. This is naturally a significant potential breach of US national security and has strained relations further towards breaking point.
[bookmark: _Toc134712355]Recommendation
It is recommended that no immediate UK action need be taken at present but individuals should remain vigilant against potential information security breaches. This specific issue is of primary concern to the US, although its repercussions may be noteworthy for UK officials. The pattern of Chinese surveillance of the West appears only to be increasing in frequency and brazenness and the UK should be wary of efforts to capture sensitive information; unless absolutely certain otherwise, one should assume that one is being monitored in some capacity by some third party.
[bookmark: _Toc134712356]Timing
Urgent action need not be taken in addressing this issue. It would be wise, however, to reconsider one’s information security arrangements sooner rather than later. It does not appear as though China is looking to scale up its actions in the near future.


[bookmark: _Toc134712357]Discussion
[bookmark: _Toc134712358]Characteristics of the Balloon
The balloon in question has been identified as a ‘superpressure’ balloon similar to known NASA designs [4]. This is a completely sealed balloon with no open ducts. Because gas cannot escape, pressure will build as the gas expands as the balloon gains altitude, keeping the balloon’s volume relatively constant. Thus the balloon is able to maintain a very steady altitude for very long periods of time when compared with other balloons, making it ideal for long-duration long-range operations. Previously such balloons have been used for unmanned scientific experiments and collected meteorological data from the upper atmosphere. [5, 6]
Recovery operations have allowed for good estimates to be made of the payload’s size and weight. The payload is thought to have weighed approximately 900kg and was the size of “three school buses” or “a jet airliner type of size” [7, 8].
U.S. officials informed Chinese diplomats that the balloon was equipped with rudders and propellers, and hence had propulsion and steering capabilities. [9]
The flight path taken by the balloon, as calculated by U.S. military and intelligence agencies, shows it originated from Hainan Island [10] and “loitered” over sites of significant military importance, including Malmstrom AFB and Whiteman AFB which are home to part of the U.S.’s fleets of nuclear ICBMs and B-2 Spirits, respectively [11]. Roger Farley, retired NASA engineer, suspects the balloon was controlled remotely by operators changing its altitude to ride wind currents that blow in different directions, and that the course changes were not in keeping with the recorded wind currents for that time period. The spokesman for the Chinese Embassy in the United States said the balloon “unintentionally drifted into the U.S. because of the westerlies and its limited self-steering capability.” [4]
Balloons such as this are inherently stealthy given their very small radar and thermal cross-sections. Thermal imaging is made difficult by the very high altitudes concerned (~60,000 feet) and lack of engines, while radar detection struggles with the lack of sharp edges and metal structures, and the very slow movement of the balloon. Typically, balloons like this would be fitted with some form of radar reflector so that they can be tracked more easily. It appears that this particular balloon was not fitted with any such device, though the large solar array fitted to the payload should have helped in this regard. [11, 12]
The large solar panel array was paired with an antenna array seemingly not in keeping with typical weather-monitoring balloon specifications. The U.S. believes that the antenna array was capable of collecting and geo-locating communications signals from the ground. [2]


[bookmark: _Toc134712359]Reasonable Deductions Based on Characteristics
Given the characteristics of the balloon identified previously, there are a number of possible concepts as to what could be the payload and subsequent purpose of this Chinese balloon. Three of these concepts are explored below.
[bookmark: _Toc134712360]Weather Balloon
The Chinese authorities may be telling the truth and nothing but. This design of balloon – superpressure -  is commonly used for the gathering of data pertinent to meteorology and other areas of scientific interest.
While the array of solar panels and antennae may be atypical of weather balloons, they aren’t totally absurd. An antenna approximately 9-12m in length will operate around 11-16MHz [13], putting it in the HF radio band. This is often used for long range over-the-horizon communications and data transfer as a reasonable substitute for satellite communications [14]. HF radio transmissions can reach the other side of the globe, so data transmission from the USA to China using these antennae is certainly possible.
As for the solar array, long-range radio transmission requires significant power. While a battery could in theory power a transmitter for a reasonable period of time, a solar array allows for continuous, almost indefinite operation which would be suited for round-the clock collection of meteorological data, though this isn’t necessarily typical. [15]
[bookmark: _Toc134712361]Surveillance 
The most prolific deduction is that the balloon was built for surveillance. As mentioned previous, the antenna array makes it ideal for long-range data transmission and the large solar array will ensure it has enough power to transmit around the globe for an extended period of time. Hence it is well-suited for broadcasting data.
The same antenna array used for transmission may also be capable of receiving transmissions. The directional nature of a transmission antenna benefits receiving transmissions since the wave is polarized. This polarization helps filter out noise, giving a cleaner received signal. Polarization may, however, lead to a loss in received transmissions since not all transmissions are polarized equally. Typically, however, transmissions are polarized horizontally or vertically, so the array need only cater for these two modes of polarization and most transmissions should be received cleanly. [16]
Imagery and debris from the payload seems not to suggest the presence of any optical surveillance equipment, which would most certainly not be in keeping with typical high-altitude meteorological balloons. 
[bookmark: _Toc134712362]Weaponry
The significant amount of electrical equipment present on the balloon’s payload could suggest some form of electronic weaponry, such as an EMP. At a height of 60,000 feet, a substantial EMP effect could only be produced by a nuclear warhead, however, given the technology readiness level of today’s non-nuclear EMP devices. The payload was not carrying any such explosive device and was simply a collection of inert electronics.
Directed energy weapons are a new development being explored by many nations. Microwave directed energy weapons have been shown to be effective at disrupting unmanned aircraft and missile guidance systems, having been used most recently in the War in Ukraine. Microwaves are, however, of a higher frequency than radio waves (300MHz to 300GHz) meaning that the antennae for transmission and receipt are far smaller. Directed energy weapons that have been seen in service are far smaller than the payload of the balloon. The range of such weapons is only a few kilometres at best at present, and the technology readiness level seems low with only a few militaries having used the weapons at all. Most variants of such weapons remain in the research and development stages at the moment.
[bookmark: _Toc134712363]Analysis
Some possibilities can be quickly discarded having looked at the characteristics of the balloon. It is unlikely that the balloon was carrying any weaponry with the intent to cause harm on U.S. soil. The lack of any explosive payload rules out the possibility of an EMP effect or a conventional blast effect. An EMP effect generated by electronic equipment is at present not feasible at the distances involved. Directed energy weaponry is also not at the stage where it could cause a threat to life at the distances involved, and given that the antenna array was large, it could not have been used to produce microwaves.
The weather balloon concept seems highly unlikely. The size of the payload is inconsistent with typical meteorological balloons. It is abnormal to have such high-power electronics and such capable antenna arrays. Meteorological balloons are typically more passive and less massive. The size and likely use case of the antenna array speaks to some form of large-scale data receipt and transmission whereas meteorological data need only be transmitted piecemeal at given intervals.
Given the characteristics, the likeliest purpose of this balloon is surveillance. The antenna array is particularly telling of this purpose. Such an array is known to be capable of large-scale data and receipt. When paired with the solar array for constant power, it would appear the antennae are for round-the-clock receiving and transmitting – as if the balloon was constantly monitoring for signal traffic and re-broadcasting it to its operators. The receipt channel could also be used for receiving control inputs from operators, too. This seems likely given the flight path inconsistent with wind currents of the time, and the known changes in altitude.
The flight path itself is also of interest. The balloon took a seemingly curated path across the U.S. to include several sites of importance to national defence. Such a path would be too coincidental to be the result of the balloon blowing off course as the Chinese authorities claim. Further to this is the fact that variations in wind currents at this time of year were too insignificant to cause any significant course variation. Where it was harder to track the progress of the balloon over the Pacific Ocean, it is also possible that the balloon flew over Guam and Hawaii where there are known U.S. military bases.
Also to mention is the build of the craft. It would appear the balloon was the result of a considered decision because it is a very capable intelligence-gathering vehicle. Firstly, the use of a superpressure balloon suggests that a long-duration, low speed, stable altitude flight was desired. Then, the fact that a balloon’s detectability is inherently very low is telling of a desire for a low likelihood of detection. The absence of radar reflectors and lack of notification of the appropriate air control authorities (as is standard practice with other balloon flights) further compounds the owners’ desire for a lack of detection. These deliberate decisions tell of an intent to create a near-invisible craft that had the capability to drift slowly over the U.S. and capture an abundance of data without alerting anybody on the ground to its presence.
The design decisions taken with the craft, its flight path, and its capacity to survey radio transmissions suggest the intention was to capture surveillance data.
[bookmark: _Toc134712364]Conclusions 
For three key reasons, it seems highly likely that this balloon was indeed deployed to capture surveillance data of the U.S. These are as follows:
1) Design; The balloon drifts slowly, giving it plenty of time to capture signals and “loiter” over areas of particular importance; The detectability of a balloon is inherently very low; A lack of measures taken to increase detectability as is standard practice with other such balloons.
2) Flight Path; The path taken was inconsistent with wind current data captured at the time; The balloon took a path across the U.S. that brought it within surveillance range of several sites of national security significance, in particular nuclear installations.
3) Payload; The payload of a large antenna and solar array is overkill for weather monitoring activities and suggests instead the capability of large-scale long-range signal receipt and broadcast.
Other more radical theories such as it being a directed energy weapon should be discounted.
It would appear as though the Chinese have been caught in the middle of a surveillance operation and have engineered the aftermath as best they can to make it look like a benign meteorology balloon. Given the Chinese’s pattern of surveillance in recent years [9] it is incredibly likely this incident was just one highly-publicised part of a wholly more widespread operation. It is likely retaliation for the U.S’s imposition of sanctions on various Chinese exports and a growing military presence in territories encroaching on China’s delusional picture of its ever-expanding borders.
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