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Previous labs/Homework
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So.. Please tell me your Linux 
story, any issues?
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• Install Ubuntu linux, check bash terminal, gnome desktop

• Import windows 10 VM to virtualization app

• Configure virtual machines for NAT to internet

• Fully update virtual machines
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Lab2 / homework

• Install Ubuntu linux in VM (using downloaded ISO image)

• Explore Linux terminal: https://hackr.io/blog/basic-linux-commands

• Install/play ninvaders via terminal 

• Online emulators (limited)
• https://bellard.org/jslinux/

• https://www.webminal.org/
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Linux introduction/demo

• Environment

• Application sources

• Advantages: opensource, 
community support, flexibility

• Disadvantages: not very user-
friendly, support/drivers
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Linux directory structure: /

• /boot: boot files

• /cdrom

• /dev

• /etc

• /home

• /lib

• /sbin: administration binaries

• /usr: user binaries

• /var: variables, logs…
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Few top used tools/commands

pwd, ls, cd, touch, cat, more, sudo, apt, nano, vi, grep, find
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So… Amin, how is Linux 
cybersecurity?!
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Module 2 Ethical hacking and 
penetration testing

Dr. Amin Hasbini
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Disclaimer (again)

• We are whitehat ethical hackers

• Anyone can easily get in trouble

• We are focusing on the most important concepts
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Important concepts for 
penetration testing
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Kinds of hackers

• Blackhat

• Whitehat

• Greyhat

…

• Scriptkiddie

• State sponsored

• Hacktivist

• Insider
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… 
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Kinds of attacks

• Malware

• Phishing
• Spear Phishing (via social engineering)
• Whaling (via executives)
• Pharming (via DNS redirection)

• Denial of service / Distributed Dos/DDos

• Database SQL injection

• Zerodays exploit

• APT

…
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What is social engineering?

• 5 min search
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Social engineering

• Online

• Offline (freebies!)
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Social engineering: malicious macro scripts

https://securelist.com/muddywater/88059/
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Social engineering file tricks

• Zerodays (office docs, zip, pdf, chm, swf, browser, imessage, 
whatsapp)

• Office/Macros, VBS…

• .exe

• .bat

• .scr

• .lnk

• .url

• …
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Phishing

• Spear phishing

• Whaling (senior execs)

• Pharming (DNS poisoning)

https://www.funinformatique.com/cours/quest-ce-que-le-phishing-et-comment-sen-proteger/
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What is a zeroday?

• 5 min search
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Zerodays

https://zerodium.com/program.html

• Fresh exploits
• Previously unknown 

weaknesses
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Zerodays
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But Amin, aren’t zerodays illegal?
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What is an APT?

• 5 min search
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APT Advanced persistent threats
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What are the most common DNS attacks?

• What is DNS?

• 5 min search
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DNS attacks

• DNS compromise

• DNS poisoning

• …
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What is SQL injection?

• What is a database?

• 5 min search
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Databases and SQL

• Store organized records of data

• Easily access/search stored data

• Example SQL query:

SELECT order_status from orders 
where customer_id = 12022 and 
where order_id=128397

Example shopping store DB
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SQL injection

1. A database stores data records
2. A SQL query returns one/few record/s
3. Can we extract/steal records?
4. Can we execute commands?
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The magic of ‘or 1=1

SELECT order_status from orders 
where customer_id = 12022 and 
where order_id=128397 ‘or 1=1

 Query is always true 
 valid for all DB entries 
 will then return all table entries as the query result
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SQL injection – a more elaborate example

https://portswigger.net/web-security/sql-injection
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Penetration testing lifecycle
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There are multiple representations of the 
penetration testing lifecycle
• EcCouncil, IBM, ISS, Mcafee foundstone, OSSTMM, ISSAF, NIST, 

OWASP, MITRE…
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Penetration testing / traditional controlled 
process

https://www.securnite.com/index.php/onepress_service/penetration-and-red-team-testing/

This document is TLP REDThis document is TLP RED 37



Penetration testing / Red teaming / 
cyberattack simulation

https://subscription.packtpub.com/book/security/9781838822477/1/ch01lvl1sec05/when-to-use-metasploit
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And some more…

https://www.wallarm.com/what/what-is-penetration-testing
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…

https://cacm.acm.org/magazines/2021/3/250712-cyber-reconnaissance-techniques/fulltext

This document is TLP REDThis document is TLP RED 40



https://www.varonis.com/blog/mitre-attck-framework-complete-guide
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1-Get approvals!

• On scope

• On exploitation and actions allowed
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2- Specify and stay within the scope of work

• Kind of pen test (blackbox, greybox, whitebox)

• Subnet, domains, systems

• Attack options, damage risk extent

• Evidence collection extent

• Stakeholders
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3-Reconnaissance passive and active

• Target identification

• Target profiling

• Target validation

• Passive / no interaction with target

• Active / interaction with target systems

e.g. Shodan.io
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https://cacm.acm.org/magazines/2021/3/250712-cyber-reconnaissance-techniques/fulltext
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4-Identify potential vulnerabilities and attack 
scenarios
• CVE (Common Vulnerabilities 

and Exposures)

• Cvedetails.com

https://github.com/jakejarvis/awesome-shodan-queries

https://www.ptsecurity.com/ww-en/analytics/atm-vulnerabilities-2018/
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Exploitation
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5-Exploitation

• Execute attack scenario

• Getting hold of access

This document is TLP REDThis document is TLP RED 48



Post-exploitation
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6-Post exploitation

• Maintaining access

• Expanding access

• Lateral movement

• Privilege escalation

• Stealthy persistence
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Lateral movement

https://alln-extcloud-storage.cisco.com/Cisco_Blogs:ciscoblogs/lateral-movement.jpg



Typical attack scenario

https://www.active-directory-security.com/2013/10/5-Facts-You-Must-Know-About-Active-Directory-Privilege-Escalation.html



7-Covering tracks, anti-forensics

• Delete logs, history files, backup files 
• Event logs

• Application logs

• USB device logs

• Timestamps

• System restore, Wipe drive
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9-Collecting evidence

• Screenshots

• Small non-sensitive data or files (approved?), directory listings
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10-Reporting, remediation

• Conclusion of exercises

• Lessons learned and changes required/applied

• Accountability
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11-Retesting

• Periodic security audits

• Periodic testing

• Compliance
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Tools
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Tools1

• Scripting with powershell or shell/Bash

• Nmap / Zmap / Zenmap: network scan

• Xray network mapping

• SimplyEmail: email harvesting
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Tools2

• Wireshark: network sniffer and protocol analyzer

• Hashcat/ John the ripper / Hydra: password “recovery”

• Aircrack-ng: wireless penetration testing
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Tools3

• Nessus: vulnerability management

• Burpsuite: web application penetration testing

• Metasploit: vulnerability scanning/exploitation

• Nikto: web/network scanner

• Sqlmap: sql injection penetration testing
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Tools4

• Apktool: reversing android applications

• Resource hacker: decompile/extract windows files

• IDA/Radare/Ghidra: reverse engineering
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Tools5

• And few thousands more

• Still not enough sometimes
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Other main ethical hacking 
concepts
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Cross site scripting XSS

https://portswigger.net/web-security/cross-site-scripting



Types of security teams involved in a Pentest



Deception in cyber offense

• DDoS

• Physical security, call centers
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Deception for defense - low maturity

• Honeypots

• Virtual/physical

https://www.kindpng.com/imgv/iJTTTbo_server-honeypots-png-download-cyber-honeypot-transparent-png/

This document is TLP REDThis document is TLP RED 67



Goal of deception-defense

minesweeper.online
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Propaganda - Information operations

• Influencing public opinion

• Fake news

https://www.dw.com/en/fact-check-how-do-i-spot-state-sponsored-propaganda/a-60245403

Unknown maturity
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Few last thoughts on 
penetration testing
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Some reflection – domain/certifications 

Specific technology domain evolution => logarithmic

Overall technology evolution => exponential

Vs
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The cybersecurity domains map
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The cybersecurity certifications map

https://pauljerimy.com/security-certification-roadmap/ This document is TLP REDThis document is TLP REDThis document is TLP REDThis document is TLP REDThis document is TLP RED 73



So Amin… Why are we installing 
stuff on Ubuntu when it’s already 
there on Kali Linux?



Lab/homework

• Exercise on linux Ubuntu VM 20min: install nmap and run a quick port 
scan on your personal LAN network/gateway IP 

• Exercise on linux Ubuntu VM: install Nikto and scan vulnerable VM

• Exercise on Kali linux: what exploitation attacks can you execute on 
vulnerable VM?
• Information disclosure?
• Misconfigurations?
• Exploitation with Metasploit?
• SQL injection?

• Research: what is Turla APT? earliest traces? List of campaigns? 
(10min)
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Hints

• Mutillidae for SQL injection

• You need to repair database access under 
/var/www/mutillidae/config.inc



End of Module 2 Ethical hacking 
and penetration testing

Dr. Amin Hasbini
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