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Application and Software development play a huge role in everyday use for most people with access to any sort of electronic device. This report will highlight some of the risks and issues that have been encountered up until this point, and some that will be encountered.
The application in question is called ‘J&J Fitness’ and will require the same fundamentals as most other fitness applications. The first part of this report will discuss any potential risks that come with creating an application. These risks could be internal or external. After identifying the risk, there will be potential solutions to countering these risks. There will also be a Risk Evaluation Matrix included.
This report will also cover some other problems such Ethical and Legal Requirements/Issues and Sustainability Issue. Every web or mobile application will have some legal and ethical issues – these will be discussed throughout the section, as well as the strategies used to ensure these requirements are met.
The last section will take about Quality Assurance Issues. This section will explain how each problem/defect will be met and tackled to ensure there are no issues when the product is released. There will also be examples of appropriate quality metrics.  This section will be followed by a conclusion that sums up the entire report. 
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Risk Management
These days, a lot of people and businesses rely on software and applications. Although it doesn’t seem like it, software development has more risks than can be seen at face-value. Some risks are highlighted below:
[bookmark: _Toc31313520]Unsustainable User Growth
What would happen if too many people started using the application? Although there is only a small chance of this happening, it can still happen. “Providing service and support to rapidly growing numbers of end users becomes completely un-scalable (*and costly*), which can result in angry or confused end users who either leave a negative App Store review and/or delete the app” [1] Finding possible sponsors and advertisers to fund the application has previously been discussed. Negative application reviews would have a bad impact on these sponsors. This could act as a knock-on effect. Not only would having negative reviews for the application be damaging to the developers mentally, the sponsors and endorsers can choose to withdraw funding from the application if they feel that be more beneficial for themselves.
[bookmark: _Toc31313521]Solution
A quick fix for unsustainable user growth is to always plan for more users than expected. This may not completely solve the issue, but it will lessen the potential damage. Not much can be done in this area since it is hard to predict and could go either way, but if you pre-warn the users that there may be performance issues throughout the initial launch then they may be patient when it comes to working on fixes.

[bookmark: _Toc31313522]Security Issues
 “Security breaches are certainly nothing new, and apply to any type of web or mobile app” [2] The application has a log in / sign up feature so that the users can track their progress and also compare to their friends. This means that the application will need to store the user’s data somewhere within the application itself or in an external database. This data could be a target for anyone who could have use for this information. This is a risk since if a user gets their personal and confidential data stolen, they could sue to developers which could lead to an abundance of problems with cost and reputation.
[bookmark: _Toc31313523]Solution
The best way to partially counter this is to expect worst-case scenario. Say the hacker has already gained access to the database through insecure codes. If the user’s details are encrypted, the hacker will not be able to do anything with the data unless it is decrypted. A strong encryption can make this almost impossible to do without a key. “Through encryption, you can convert the transmitting data into a form that is unable to be read by anyone else without decryption. This can efficiently save data from being negatively used” [3]

[bookmark: _Toc31313524]External Risks
“Besides the software development risks within the company, there might be obstacles from the outside as well” [4] A lack of user feedback can cause multiple problems. Its rather unlikely that the quality testers will find every single issue within the application. If the users are not communicating to the developers when they find an issue, these issues may never be fixed. The more bugs there is in an application, the less likely people are to use it. A lot of bugs may bring up security scares with the users’ personal data.
[bookmark: _Toc31313525]Solution
The best solution to prevent external risks is to set a good amount of time for testing the product / service. Like previously mentioned, user feedback is essential to solving issues within the application. This can be sorted by asking / prompting users to report any bugs they come across whilst using the application. This will speed up the process of identifying and fixing these issues.

[bookmark: _Toc31313526]Data Theft
Data theft can be internal or external. Hackers can break into a system and gather data on the users, but also a developer from inside the start-up company can quite easily access the data and do what they want with it. There are multiple things that the attacker could do to cause harm and for multiple reasons. “Phishing, fake websites, fake Wi-Fi networks or even infected USB sticks are all techniques used to steal or encrypt data for ransom, or sometimes simply to damage an IT system.” [5]
[bookmark: _Toc31313527]Solution
There are a few effective methods that can prevent or at least lower then chance of data theft. When it comes to internal, restricting access to sensitive data is a good way of making sure not everyone can access/view the data. External is different, since these attackers don’t already have access to some features within the company. Installing a firewall and enabling a strong encryption on the data are very effective methods in making sure this data doesn’t fall into the wrong hands [6]

[bookmark: _Toc31313528]Age Restrictions
Another risk is age restrictions. There is no way to correctly verify the age of the user. Some of the challenges in the application would involve using heavy and potentially dangerous equipment. For this reason, there would need to be a minimum age requirement.  Most gyms these days have a minimum age requirement of 12 years old to use the facilities. This can be used as a benchmark. The website will also promote sports and nutrition supplements to boost limitations within workouts and recovery. Some of these supplements have a minimum age of 16-17 years old. 
[bookmark: _Toc31313529]Solution
As previously mentioned, it is impossible to accurately determine the age of the user, since they can just lie about their age. Luckily, a lot of the challenges and exercises can be done a home. A feature can be added to allow the user to choose between a gym and a home workout. Also, age verification would be good for the supplements section on the website. Yet this relies on trusting the user in being honest. Legally, the developers would need to notify the users the minimum age requirement for each specific supplement. Then it would be up to the users on what to do next.

[bookmark: _Toc31313530]Probability Impact Matrix
The graph below shows a probability impact matrix. This shows how likely the risks are to happen (estimated) and how much of an impact there would be (also estimated). There is also a tolerance line highlighted, with a grey area above it. Any risks that fall in this grey area require urgent action.
Key:
Risk 1 (R1) – Unsustainable User Growth
Risk 2 (R2) – Security Issues
Risk 3 (R3) – External Risks
Risk 4 (R4) – Data Theft
Risk 5 (R5) – Age Restrictions
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[bookmark: _Toc31313532]Sustainability Issues
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Healthier foods are proven to be better for the environment. The application will have healthy recipes to help the user in every way possible. Promoting a healthy diet could reduce the amount the user has fast/processed food. There is not much electronic waste when it comes to application development.
[bookmark: _Toc31313534]Second Order
An indirect feature of the application would eb to encourage more people to go to the gym. The application will showcase workouts that the user can do at home, but to have the full experience, they will need to go to a gym in order to access some of the equipment needed. However, boosting a healthier lifestyle could encourage people to jog/walk more, thus reducing vehicle travel which would cut down on emissions.
[bookmark: _Toc31313535]Third Order
The long-term effect of the fitness application would to hopefully promote a healthier lifestyle for its users. The goal is to reduce the obesity population.
[bookmark: _Toc31313536]Ethical and Legal Issues
The difference between Ethical and Legal is simple. Legal covers what’s been passed by government law, whereas Ethical is on a human basis, and the principles of right and wrong. You can be doing something completely legal but unethical. In the same way you can do something completely illegal but ethical, yet that is another story.
[bookmark: _Toc31313537]Ethical Issues
Ethical relates to moral principles, and being ethical is the same as being honest, truthful and fair. An ethical issue is a problem that requires an evaluation of right and wrong.  Right being ethical and wrong being unethical.
An ethical issue within software development could be familiarising yourself with any licensing conditions. Everyone knows that reading terms and conditions can be a dull and tedious process, and most people accept without reading. Yet if you are creating an application where other people’s data could be at risk, it may be worth your while to look over them. Of course, nobody is making you, and most people will never know you did, yet it would be the ethical thing to do.
[bookmark: _Toc31313538]Legal Issues
These issues can relate to The Data Protection Act. This is how user’s personal information is used by any businesses. One of the rules is that data is not kept longer than necessary. In application sense, the user’s data must be kept so they can log in to their account. If the user chooses to delete their account, their personal and login details will be deleted. It may be archived if they wish to maybe create another account in the future.
Copyright is also a big legal issue. To ensure that there is no copyright infringement through the application, only photographs taken by the developers will be sued within the app and on the website. 


[bookmark: _Toc31313539]Quality Assurance Issues
“Quality Assurance is the set of activities that determine the procedures and standards to develop a product.” [7] Some examples of quality assurance include Process Checklists, Process Standards, Process Documentation and Project Audit. Quality Assurance is based mainly on the process rather than the product. [7]
The audit basically looks over the product and decides whether or not the product follows certain guidelines, plans and regulations etcetera. Developers can also Benchmark performance against other practices to see roughly where they stand. 
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There will be a central database where all of the user’s data is stored. The website and the application will be linked to this separately. This will allow for using the same login for the website and the application. This means that the user will not need to remember 2 different logins to access. 
[bookmark: _Toc31313541]Reliability
As previously mentioned within security, the app needs to be able to run smoothly without major flaws and loads of minor bugs. If the app hardly functions correctly, there is no point in even having one. This is why it is essential that the testing team are as accurate as possible when it comes to testing and quality control. It is also paramount that the users are reporting any issues that they come across since it is unlikely the developers will find every minor issue that may be within the application or the website. Also, since the application is based around Health and Fitness, it is of paramount importance that the information held within is 100% accurate and true,
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The application will need to be efficient, there is no doubt about that. Although modern smartphones and other devices are becoming more long-lasting – this application will need to control the amount of battery it uses. Since live-competing is the main feature, this will require an internet connection. Luckily, most gyms these days have a free wi-fi that the members can connect to free of charge. However, this means the device will constantly be refreshing pages on their device which can drain the battery life. It is also important that the website loads quickly. Apparently, most web pages load in under 3 seconds, and that around 57% of users will leave the webpage if it takes longer than 3 seconds to load. [8] 
[bookmark: _Toc31313543]Maintainability
The application will constantly be changing. Every day, new news, challenges and tasks will appear. This means that the software would need to be changed easily.  This also means the code needs to be stable. Sometimes, adding one feature or fixing an existing one can have a negative impact on another feature.
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