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[bookmark: _Toc29632042] 1 Research 
[bookmark: _Toc29632043] 1.1 Introduction 

	PHP is a server-side programming language initially developed 1994 and largely used nowadays by website developers because of its simplicity and availability. The analysis conducted by the W3Techs, a web technology survey organisation, makes clear how PHP is the most used server-side programming  as shown in the table below.
(Laaziri et al., 2019)

	
	[image: ]


Figure 1 PHP Chart 
PHP can also be used to create dynamic contents and usually developers have to write the code using their skills and logic. To facilitate this process, in the past decades different PHP frameworks have been created.  A framework is a collection of source codes organized in a specific architecture to support the development of dynamic applications and website and some of the greatest benefits are:
· They provide reusable, flexible and maintainable code
· Enable the user to grow with time with its framework being scalable
· Give a high level of security
· Performs the MVC (Model-View-Controller) that makes certain the separation  of logic and presentation
· Boost innovative internet development practices like object-oriented programming
(Prokofyeva and Boltunova, 2017)

In the table below there are listed some of the most used PHP framework :
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Laravel allows for fantastic code writing facilitating operations like registrations, routing, cashing and working with sessions.
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CakePHP is a framework that has ready codes to develop program quickly, it is also an object-oriented framework with many functionalities.
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CodeIgniter is one of the fastest frameworks considered to be dying out because of the rarity of new versions. Not particularly designed for large projects.
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Yii 2 is a full stack framework with high  performance  that allows to develop programs quickly.
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Symphony is a large full stack framework that can be used to create any project especially with modern requirements. It is indeed used mainly for expensive projects.
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Zend framework  is an object-oriented framework that has a lot of functionality and can also be used for academic writing
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Phalcon framework is  quite different from the other framework because its coding style is based on C and C++, but it provides advanced development feature to create flawless web app.
	
	
[image: How to install FuelPHP with Nginx on a Debian 8 VPS ...]

	
FuelPHP is a highly modular and extendable framework for developing  applications. It also addresses major security issues and has its own  authentication framework.



[bookmark: _Toc29632044]1.2 Analysis
In the following table we will analyse each one of them using different criteria: 
· Popularity: number of stars given on GitHub, the largest online developers platform 
· Cost: to measure its commercial cost
· Difficulty : Level of knowledge required to start using the framework
· Speed : performance of the framework
· Installation: PHP version required
· Flexibility : ability to extend functionalities adding modules, plugins and creating own extensions
· License: type of software permissive license that can allow programmers to put the code in proprietary software
· Other: to indicate other advantages
 (“PHP Frameworks Usability in Web Application Development” 2019)
	Framework
	Popularity
	Cost
	Difficulty
	Speed
	Installation
	Flexibility
	License
	Other

	
Laravel
	
56.9K+
	
Open source
	
Easy

	
Medium
	
5.5.9 or higher
	
- Modules
- Plugin

	
MIT
	Installation simple and fast
Simple and convenient migration system
Outstanding training material
Multi-functional “ecosystem”

	
CakePHP
	
8.1k+
	
Open source
	
Easy
	
High
	
5.5.9 or higher
	
- Modules
- Plugin

	
MIT
	Codebase tested by Mozilla Secure Open Source
Zero configuration
Built-in validation

	CodeIgniter
	17.8k+
	Open source
	Easy
	High
	5.6 or higher
	- Modules
- Plugin
	MIT
	Built-in security tools

	Phalcon
	1.2k+
	Open Source
	Easy
	High
	7.2 or higher
	Allows flexibility
	New BSD
	Unique coding structure in C
Low Memory consumption

	FuelPHP
	1.4k+
	Open Source
	
	Super high
	5.4 or higher
	Allows flexibility
	MIT
	Extensive security features, preferred for end-to-end  solutions

	Yii Framework
	
13.3k+
	
Open source
	
Easy
	
High
	
5.4 or higher
	- Modules
- Plugin
- Extension
	
MIT
	Easy to Upgrade
Huge framework
Basic and advanced program frame

	
Symfony
	
22.5k+
	
Open source
	
skilled
	
	
5.4 or higher
	- Modules
- Plugin
- Extension
	
MIT
	Simple installation
Contains largest number of bundles among all frameworks

	
Zend
	
5.7K+
	
Open source
	
Skilled
	
Medium-slow
	
5.6 or higher
	
- Modules
- Plugin

	
New BSD
	Store passwords using bcrypt
Encryption with AES-256
SEO Friendly


	Samra and Hagelbäck, 2015)
Each framework has different advantages and disadvantages that depending the requirements of a project makes each one of them more or less suitable to use. 
[bookmark: _Toc29632045] 2 Student management website

[bookmark: _GoBack]The student management website that has been developed for the “University of Ventimiglia” is a web application that allows through a combination of server-side scripts, and client-side scripts to handle the storage, retrieve information  and to present information to the users that can interact with the website. No particular framework has been used to realize it.
	[bookmark: _Toc29632046]2.1 Requirements
The requirements for the website are :

· Data stored in normalised table
· A successful connection between the website and the database
· User privileges (without login) to browse al courses and modules
· Suitable security measures like login and data validation
· User should be able to look for specific information like total number of students, grades of students
· Administrative user to perform CRUD operations

	[bookmark: _Toc29632047]2.2 Tools
The tools that have been used to realize this web app are listed in the table below:

	Tool
	Use

	Sql
	Structure query language; a specific language used for managing data held in a DBMS

	PhpMyAdmin

	Open source administrator tool for Mysql

	Html
	Hypertext Markup language; a standard markup language for documents designed to be displayed in a web browser

	Visual Studio Code

	Integrated development environment from Microsoft.

	Xaamp

	Open source package to set up a development server

	Javascript
	A high-level, just in time complied programming language.

	PHP
	Server side





[bookmark: _Toc29632048]2.3 Users 
The application has been intended for three type of users with different privileges:
	User Type
	Description
	Privileges

	User
	Any client that access the website 
	· Browse pages (including courses)
· Request more specific information through the contact form
· Enrol to a course through the registration form


	Student
	Student enrolled to a course
	· All User’s privileges
· Login on personal student  account through the login form
· Check exam’s grades and login information 


	Lecturer
	University staff 
	· All user’s privileges
· Login on lecturer account through the login form and check modules taught


	Admin
	Administrator of the website
	· All user’s privileges
· Create, read, update edit records for students, lectures, courses and modules




For the realization of the website some assumptions have been made:
1. Students use their personal email to login in the system
2. The system has only one Admin 
3. Lecturer manages the grades for the student
4. No year of study and resits have been taken in consideration
 
[bookmark: _Toc29632049]3 Testing
To test the functionality of the website, the next following cases have been performed:
	Test case # 1 LOGIN  
PURPOSE: Testing the functionality of the login operation.
	Screenshots

	INPUT:
	Inserting not-existing credentials like username : “username@test.com” and password: “testthispasword” 

	Figure 1

	OUTPUT:
	A Javascript alert message states that wrong credentials have been used to login and by pressing ok, the user gets redirected to the login page.
	Figure 3

	DISCREPANCIES:
	No discrepancies, the function performed as intended.

	

	FUNCTIONALITY:
	The function works on the output of different conditions:
· Condition 1, highlighted in blue, checks if the username and password fields are empty or not
· Condition 2, highlighted in yellow, selects from the table “Login” the id, password and access_level that correspond to the username
· Condition 3, highlighted in green, checks if the previous condition had a positive result returning a row
· Condition 4, highlighted in orange, checks if the password provided matches the one saved in the table, generating a session ID.
· Condition 5, highlighted in red, a block of nested conditions checks the access_level addressing the user to the right homepage.

	Figure 2



	Test case #2 ENROLMENT VALIDATION
PURPOSE: Testing validation rules applied to the user’s registration form

	Screenshots

	INPUT:
	Email, date of birth and phone number fields have been populated with wrong formatted data

	Figure 4

	OUTPUT:
	The system recognizes only wrong email and date of birth showing a n alert message for each error.
	Figure 5 Figure 6 Figure 7

	DISCREPANCIES:
	Phone number not checked as intended

	

	FUNCTIONALITY:
	When the “submit” button is clicked, three Javascript functions start to validate email, date of birth and phone number
	Figure 8
Figure 9 Figure 10 Figure 11



	Test case #3 Enrolment
PURPOSE:  Testing the functionality of the enrolment form

	Screenshots

	INPUT:
	Inserting correct sample data to register a user

	Figure 12

	OUTPUT:
	As expected: a new row with user’s details is created in student Management Page for the admin to approve

	Figure 14

	DISCREPANCIES:
	N/A

	

	FUNCTIONALITY:
	Once the registration form is submitted, a Sql insert statement modifies the student table adding a new record that contains a variable (“enrolled”) set to default to “no”

It is the admin that can enrol or delete the user’s request.
If it is accepted:
· A query updates the variable “enrolled” to “yes”
· Another query inserts the student ID and course ID into the student_enrolment table
· Another query inserts the username, password and respective access_level in the login table

	Figure 13
Figure 15



Figure 16
Figure 17
Figure 18



	Test case #4 Crud Operation
Testing the create, read, update and delete operations.


	Notes: The admin can perform crud operations on different tables (e.g. tables “course”, “module”, “student”, “lecturer” ) but to simplify the testing process,  tests are performed only on the table “course”.


	4.1
	PURPOSE: Testing create operation
	Screenshots

	
	INPUT:
	Inserting data in the Course Management form, creating a new record by pressing save.

	Figure 19

	
	OUTPUT:
	As expected: the new course is displayed in the dynamic table created in the page, allowing the user to read the data.
	Figure 20

	
	DISCREPANCIES:
	N/A
	

	
	FUNCTIONALITY:
	Once the submit button is pressed, the variables are obtained and inserted in the table
	Figure 21

	4.2
	PURPOSE: Testing update operation
	Screenshots

	
	INPUT:
	Click on Edit Button
	Figure 22

	
	OUTPUT:
	As expected: Records are displayed in the form to be edited, the save button is replaced by the updated button and once clicked, records are stored in the database and showed in the table.
	Figure 23
Figure 24

	
	DISCREPANCIES:
	N/A
	

	
	FUNCTIONALITY:
	All records are constantly printed in a table where for each row, two buttons are created to allow the edit and  the delete. 
The form is used to both create or update records; a variable called edit_state displays the appropriate submit button that in this case contains an update statement.
	Figure 25

Figure 26
Figure 27

	4.3
	PURPOSE: Testing delete operation
	Screenshots

	
	INPUT:
	Click on Delete Button
	Figure 28

	
	OUTPUT:
	As expected: Record deleted from database
	

	
	DISCREPANCIES:
	N/A
	

	
	FUNCTIONALITY:
	Once the delete button is pressed, a delete statement will eliminate the record with the same ID.
	Figure 29





	Test case #5 Search Operation
PURPOSE: Testing the search operation function created for the admin

	Screenshots

	INPUT:
	Inserting a query containing special characters (e.g. : 23max!)

	Figure 31

	OUTPUT:
	As expected: Javascript message displaying that no results were found

	Figure 32

	DISCREPANCIES:
	N/A

	

	FUNCTIONALITY:
	The function can be used to search a student by its name, surname or ID. 
It prints all details allowing the admin to edit or delete the record.

Once the search button is clicked,  a select statement selects all records in the student table that matches even partially the given input

	Figure 30




	Test case #6 Security
PURPOSE:  Testing security by creating sessions for each user

	Screenshots

	INPUT:

	Trying to access the admin welcome page knowing the url: localhost/website/admin/ahome.php
	Figure 33

	OUTPUT:

	As expected, access is denied and the user is redirected to the login page
	Figure 34

	DISCREPANCIES:

	N/A
	

	FUNCTIONALITY:
	The creation and the management process of session do not allow users to access privileged  accounts with no permissions.

	Figure 35







[bookmark: _Toc29632050]4 Evaluation 
The web application has been developed meeting the expected requirements of the case study, however there are some improvements that can be performed to enhance its productivity and security as shown in the table below:

	
	Name

	Description

	#1
	Cookies
	Cookies are small files stored on the user computer that holds specific data about a user and a website. This allows the web server to deliver a personalised experience to the user from visit to visit.


	#2
	Accessibility
	Accessibility is the practise of making the website usable to as many people as possible. It includes options like changing text font, size and background of the webpage to make reading better, enable text-to-speech , magnify the screen etc


	#3
	Cascading referential Integrity constraint

	Cascading referential integrity constraint are foreign keys that tell Sql server to perform certain actions when a primary key field in a primary key-foreign key is updated or deleted. 

In this website the update and delete options between relationships are set to cascade, meaning that if a primary key is deleted, all foreign keys will be unnecessarily  deleted too. (For example, deleting a course will delete also all grades and lecturer records related to the Course ID.  

The introduction of  “on restrict” or “null” options while defining the foreign keys constraints are a necessary improvement.


	#4
	Enrolment/login
	Students use their own email to login in their account, but providing new institutional personalized email increases the security.


	#5
	Password
	Password have not been encrypted to facilitate the testing process, but the introduction of encryption functions like “md5”, “sha1”, “base64_encode” will increase the security of the web app.
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[bookmark: _Test_case_1][bookmark: _Toc29632053]Test case 1 screenshots
	[bookmark: _Ref29324845][bookmark: _Ref29324777]Figure 1 Login form
[image: ]                     

Figure 2 Output wrong login
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	[bookmark: _Ref29324787]Figure 3 Login code statements
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[bookmark: _Toc29632054]Test case 2 screenshots
	
[bookmark: _Ref29326022]Figure 4 Student Enrolment form
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	[bookmark: _Ref29326060]Figure 5 Email validation message
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[bookmark: _Ref29326062]Figure 6 Date validation message
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[bookmark: _Ref29326064]Figure 7 Phone validation not working as expected
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[bookmark: _Ref29326320]Figure 8 Submit button functions
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[bookmark: _Ref29326107]Figure 9 Email validation script
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[bookmark: _Ref29326108]Figure 10 Date validation script
[bookmark: _Ref29326109][image: ]
Figure 11 Phone validation script
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	[bookmark: _Ref29327330]Figure 12 Registration form
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	[bookmark: _Ref29327545]Figure 13 Registration Insert statement
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	[bookmark: _Ref29327387]Figure 14 Admin page output
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	[bookmark: _Ref29327549]Figure 15 Statements enrol functions
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Figure 16 New record in the Student  table
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[bookmark: _Ref29327553]Figure 17 New record in the Student_enrolment table
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[bookmark: _Ref29327555]Figure 18 New record in the Login table
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[bookmark: _Toc29632056]Test case 4 screenshots
	[bookmark: _Ref29407829] Figure 19 Adding a new course
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	[bookmark: _Ref29407875]Figure 20 Output new created course
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	[bookmark: _Ref29408055]Figure 21 Editing data
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[bookmark: _Ref29407931]Figure 22 Insert Statement
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Figure 23 Edit  operation
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[bookmark: _Ref29408112]Figure 24 Updated record displayed in table
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	[bookmark: _Ref29408447]Figure 25 Echoing records in the table
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Figure 26 Boolean variable Edit_state
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[bookmark: _Ref29408451]Figure 27 Update statement
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[bookmark: _Ref29413072]Figure 28 Delete button
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[bookmark: _Ref29413080]Figure 29 Delete statement
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[bookmark: _Toc29632057]Test case #5  screenshots

	
[bookmark: _Ref29416149]Figure 30 Search function
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[bookmark: _Ref29416188]Figure 31 Search query
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[bookmark: _Ref29416174]Figure 32 Search output
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[bookmark: _Toc29632058]Test case 6 screenshots
	[bookmark: _Ref29460803]Figure 33 Accessing admin page without login
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	[bookmark: _Ref29460821]Figure 34 Access Denied output
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[bookmark: _Ref29460844]Figure 35 Session creation
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[bookmark: _Toc29632059]Brief user Guide
The user once connects to the website is brought to the index page where a quick introduction about the University is given. (Figure 36)
From the Home page other sections of the website are accessible : 
· Course page:  to see al course available at the university (Figure 37)
· Student registration page: where a user can register to a course filling up the form (Figure 38)
· Contacts page: to contact the university for any query through the contact form (Figure 39)
· About us page: to read information related to the university (Figure 40) 
· Login Page: to allow registered users to login into their account (Figure 41)
	To facilitate the testing process username and password of different user level accounts are provided (more login details available here Figure 55)
	
Admin:
	[image: ]

	Lecturer:
	[image: ]

	Student:
	[image: ]



Once logged in in the admin account the user is welcomed with the homepage, giving access to other pages like: (Figure 42)
· Module page to perform Crud operations on modules records (Figure 43)
· Course page to perform crud operations on course records (Figure 44)
· Student page to search and perform crud operation on student records (Figure 45)
· Lecturer page to perform crud operation on lecturer records (Figure 46)
· Profile page to show the username and password of the account (Figure 47)
By clicking on Logout, the session on the admin account will be closed and the user is brought to the login page.
The lecturer account has a similar structure to the admin account. The user is greeted on the welcome page and allows the user to: (Figure 48)
· Check his profile information (Figure 49)
· Check the modules taught (Figure 50)
· Assign grades to the student performing crud operation (Figure 51)
When also logging in in the student account, the home page is displayed giving the permission to the student to (Figure 52)
· Check the profile information (Figure 53)
· Check grades (Figure 54)
[bookmark: _Toc29632060]Website screenshots

[bookmark: _Ref29630423]Figure 36 Homepage
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[bookmark: _Ref29630432]Figure 37 Course Page
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[bookmark: _Ref29630439]Figure 38 Student registration Page
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[bookmark: _Ref29630447]Figure 39 Contact form
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[bookmark: _Ref29630453]Figure 40 About us page
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[bookmark: _Ref29630467]Figure 41 Login page
[image: ]




[bookmark: _Ref29630488]Figure 42 Admin Homepage
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[bookmark: _Ref29630502]Figure 43 Admin module management page
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[bookmark: _Ref29630515]Figure 44 Admin course management page
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[bookmark: _Ref29630526]Figure 45Admin student management page
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[bookmark: _Ref29630532]Figure 46 Admin lecturer management page
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[bookmark: _Ref29630541]Figure 47Admin profile page
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[bookmark: _Ref29630554]Figure 48 Lecturer homepage
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[bookmark: _Ref29630559]Figure 49 Lecturer profile page
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[bookmark: _Ref29630566]Figure 50 Modules page
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[bookmark: _Ref29630578]Figure 51 Lecturer module management page
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[bookmark: _Ref29630584]Figure 52 Student homepage
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[bookmark: _Ref29630590]Figure 53 Student profile page
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[bookmark: _Ref29630594]Figure 54 student grades page
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Login information.
To note that access_level 1 indicates an admin account, 2 = lecturer account and 3= student account.
[bookmark: _Ref29631110]Figure 55 Login
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if (isset($_GET['enroll'])) {
$student_n = §_GET["enroll’];
Srec = mysqli_query(Sdb, "SELECT * FROU student WHERE student_n=Sstudent_n"
Srecord = mysqli_fetch_array($rec):
$student_n = $record[’student r
$st_name = $record['st_name'1;
$st_surname = $record['st_surnane'1;
Sdob=$record[ *dob"1;.
Semail=grecord[‘enail'];
Spassword=Srecord[passuord'1;
$phone=grecord*phone’1;.
$p_course=$record['p_course"
Senrolled=$record[ enrolled”

nysqli_query($db, "UPDATE student SET enrolled= 'yes' WHERE student n=student_n");
nysqli_query($db, "INSERT INTO student_enrolnent (student_n,p_course) VALUES (Sstudent_n,$p_course)"”
hysqli_query($db, "INSERT INTO login (username, password, access_level) VALUES (‘Semail’,’Spassword’,’3")

header(*location: sdetail.php');
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if (isset($_POST['save'])) {
‘Scourse_title=§_POST[ 'course_title'];
‘Scourse_name = $_POST[ " course_nane’1;
Sdescription = $_POST[ description’];

mysqli_query($db, "INSERT INTO course (course_title,cours
VALUES (*$course_title’ . *Sdescription’)
header " locatior

ame, description)
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<div class

"aboutu:

<h3>Course Management Page</n3>
<table>
<thead>
<tr>
<th>Code</th>
<thoName</th>
<th>Description</th>

</thead>
<tbody>
<2pp.
while($row = mysqli_fetch_array(Sresults)) { »>
<tr>
<td><3php echo Srowcourse_title']; ?></td>
<td><3php echo Srowlcourse_name'1; ?></td>
<td><3php echo Srow] ‘description’]; ?></td>
<td> <a class="edit_btn" href="cdetail .phpledit=Ciphp
echo $roul"course_id1;2>"> Edit</a></td>
<td> <a class="del_btn" href="cserver.php3del=<?php
echo $roul"course_id"1;2>">Deletec/a> </td>
</tr>
<php 3 2>
</tbody>
</table>
</div>
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<2php 1F (Sedit state

<button clas:
<2php else:

<button class="btn" type="subnit" name="update" >Update</button>
<3php endif 2>

"save" >Save</button>
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7 (e LT s 1) §
Scourse_title = mysqli_real_escape_string($db, $_POST['course_title']
Scourse_name = mysqli_real_escape_string($db, $_POST[*course_nane’]
Sdescription = mysqli_real_escape_string($db,$_POST[ description'1);.
Scourse_id-mysqli_real_escape_string($db,$_POST[ " course_id'1);

mysqLi_query($db, "UPDATE course SET course_title='$course title’, course_name='Scourse_name’

description="§deSERPEION’ WERE course_id=Scourse
$_SESSTON[ 'message’] = "Address updated
header(*location: cdetail.php');
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if (isset($_GET['del'])) {
= $ GET["del’

mysqli_query(§db, "DELETE FROM course WHERE course_s

header(*locatior
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<2php
Sresults = mysqli_query(Sdb, "SELECT * FROM student”;
<2php

if(isset ($_POSTL'search'1)){
Ssearchg= $_POST[*search'];

Ssearchg = preg_replace("#["0-9a-z]#i’

$searcha);

$sql=mysqli_query($db, "SELECT * FROM STUDENT WHERE st_name
like "%$searchg¥’ or st_surname LIKE 'X$searchq¥’ or student_n LIKE 'A$searchas’
or die (Could not search:

Scount = mysqli_nun_rows($sal);
iF (Scount == 0 ) €

echo “<script type="text/javascript™>';
echo “document. urite(*Nlo records found.
echo *</script>';
Jelsef
while(Srow = mysqli_fetch array(ssal)) { >
<tr class ="aboutus">
<td><3php echo Srowl ‘student_n'1; 2></td>
<td>C2php echo Sroul'st_nane’1; ></td>
<td>C2pp echo Sroul st surnane’1; 3></td>
<ta><2php echo Sro[*dob"1; 2></td>
<td><2php echo Srou[‘enail'l; »></td>
<td><2php echo Sroul ‘passuord1; 2></td>
<ta><2php echo Srou[‘phone’; ></td>

<td><2php echo Srow[ 'p_course’]; 2></td>
<td><2php echo Srow[ ‘enrolled']; 2></td>
<ta>
<a class="edit_btn" href="
echo $roul"student_n'1;2>" Edit</a>
</ta>

<td><a class="del_btn" href-
echo $roul"student_n'1;2>">Deletes/a></td>

</tr>

<>

<php ¥
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if ( tisset($_POST['username'], $_POST['password']) ) {
die (*Please Fill both the username and password Field!');}
if ($stmt = Scon->prepare('SELECT id, password, access_level FROM login WHERE username = 2')) {

Sstmt->bind_paran('s*, $_POST[ 'usernane’]);

Sstmt->execute();

$stmt->store_result();

b
if ($stut->num_rows > 0) {

Sstmt->bind_result($id, Spassword, Saccess_level);

Sstmt->Fetcn();

session_regenerate_id();

F ($_POST *passuord"]

iF (Saccess_level=1)

{  $_SESSIONL"admin’]=§_POST[ "usernane"
header("Location:admin/ahone . pho'
$_SESSION["id'] = $id;}

else if(saccess_level:
{8_SESSION[ " Lecturer ]=5_POST[ 'username"
header("Location: ecturer/Lnone. php"
$_SESSION["id"] = $id;}

else if(saccess_level:
{8_SESSION"student " ]=$_POST[ username’1;
header("Location: student/shome.php");
$_SESSION['id"] = $id;}

elsel
Smessage = "No access_level detected in DB. Contact the developer.

echo "<script type="text/javascript'salert('Snessage");</script>";
header("refresh: 1; url-login.php');}

} else { Smessage = “Wrong credentials, you will be redirected to the login page shortly.
echo "<script type="text/javascript'salert('Snessage");</script>";
header("refresh: 1; url-login.php');}

} else { $message = "Wrong credentials, you will be redirected to the login page shortly.

echo "<script type="text/javascript'salert('$message");</script>”
header("refresh: 1; url-login.php');}

$stmt->close().
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