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IPv6 Addressing (research)

[bookmark: pag2]Introduction to IPv6:
	Internet protocol version 6 (IPv6) is the successor to internet protocol version 4 (IPv4) which was an integral part of the internet evolution for more than 35 years.
It provides for a maxim 4,29 billion 32-bit addresses. It seemed to be more than enough in 1980 when there were about 600 hosts on the internet. There were about 4.5 billion people on Earth at the time, so even if every person on the planet needed one IPv4 address, it seems like that should have been enough.
What’s changed now, so that we have to transition to IPv6? It’s simple: We’re out of IPv4 addresses. The need for IP addresses is real. It is predicted that the Internet of Things (IoT)—everyday objects having Internet connectivity—will add about another 35 billion devices by 2020.
IPv6 provides more addresses than IPv4. As mentioned earlier, IPv4, with its 32-bit address space, provides for 4,294,967,296, or 232, addresses. The 128-bit IPv6 address space provides for 340 undecillion addresses!

                  							
(Back to table of content)



[bookmark: pag3]Representation of IPv6 address:

[bookmark: _GoBack]IPv6 addresses are 128 bits in length and every 4 bits can be represented by a single hexadecimal digit, for a total of 32 hexadecimal values. The alphanumeric characters used in hexadecimal are not case sensitive. Uppercase and lowercase characters are equivalent.
The preferred form for IPv6 is x:x:x:x:x:x:x:x where every x is a 16-bit section that can be represented using up to four hexadecimal digits, with the sections separated by colons. The result is eight 16-bit sections, or hextets, for a total of 128 bits in the address.
Each ‘x’ represents up to four hexadecimal digits separated by colons:
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The longest representation of the preferred form includes a total of 32 hexadecimal values. The colons separate the groups of 4-bit hexadecimal digits. The unofficial term for a section of four hexadecimal values is a hextet which is similar to the term octet used in IPv4 addressing. An IPv6 address consists of eight hextets separated by colons. Each hextet, with its four hexadecimal digits, is equivalent to 16 bits. The following list shows several examples of IPv6 addresses using the longest representation of the preferred form:

0000:0000:0000:0000:0000:0000:0000:0000 0000:0000:0000:0000:0000:0000:0000:0001 ff02:0000:0000:0000:0000:0000:0000:0001 fe80:0000:0000:0000:a299:9bff:fe18:50d1 2001:0db8:1111:000a:00b0:0000:9000:0200 2001:0db8:0000:0000:abcd:0000:0000:1234 2001:0db8:cafe:0001:0000:0000:0000:0100 2001:0db8:cafe:0001:0000:0000:0000:0200
RFC 2373 and RFC 5952 provide two helpful rules for reducing the notation involved in the preferred format, which will be discussed next. 
(Back to table of content)

[bookmark: pag5]Rule 1: Omit Leading 0s 
One way to shorten IPv6 addresses is to omit leading 0s in any hextet (that is, 16-bit section). This rule applies only to leading 0s and not to trailing 0s; being able to omit both leading and trailing 0s would cause the address to be ambiguous. Table 4-1 shows a list of preferred IPv6 addresses and how the leading 0s can be removed. The preferred form shows the address using 32 hexadecimal digits.
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It is important to remember that only leading 0s can be removed; if you deleted trailing 0s the address would be incorrect
(Back to table of content)

[bookmark: pag6]Rule 2: Omit All-0s Hextets
The second rule for shortening IPv6 addresses is that you can use a double colon (::) to represent any single, contiguous string of two or more hextets (16-bit segments) consisting of all 0s.
[image: ]

Only a single contiguous string of all-0s segments can be represented with a double colon; otherwise, the address would be ambiguous.
(Back to table of content)
[bookmark: pag7]Combining Rule 1 and Rule 2
	You can combine the two rules just discussed to reduce an address even further. The following table illustrates how this works, showing the preferred address, application of rule 1, and application of rule 2. Again, spaces are left so you can better visualize where the 0s have been removed.
[image: ]
Unicast addresses: A unicast address uniquely identifies an interface on an IPv6 device. A source IPv6 address must be a unicast address.
Multicast addresses: Multicast is a technique used in which a device sends a single packet to multiple destinations simultaneously.
Anycast addresses: An IPv6 anycast address is an address that can be assigned to more than one interface (typically different devices). In other words, multiple devices can have the same anycast address. A packet sent to an anycast address is routed to the “nearest” interface having that address, according to the router’s routing table.
There is no broadcast address in IPv6. Instead, IPv6 uses multicast addresses such as the solicited-node multicast and all-IPv6 devices multicast.
[bookmark: pag8]Global unicast addresses:
Global unicast addresses (GUAs) are globally routable and reachable in the IPv6 Internet; they are equivalent to public IPv4 addresses. GUA addresses are also known as aggregatable global unicast addresses.
[image: ]

Structure of Global Unicast Address:
[image: ]
	An IPv6 interface does not have to be configured with a global unicast address but it must have a link-local address. In other words, if an interface has a global unicast address, it also has a link-local address. However, if an interface has a link-local address, it does not necessarily have to have a global unicast address.
(Back to table of content)

[bookmark: pag9]Link-Local Unicast Address
	Link-local addresses (LLA) are unicast addresses that are confined to a single link. The term link refers to a network segment or subnet. Therefore, link-local addresses are local only to a particular link or subnet and not routable off the link. Link-local addresses need only be unique on that link because these packets are not routable off the link. This is true of both source and destination link-local addresses. In other words, routers should not forward any packets with link-local source or destination addresses.
[image: ]
The link-local address gives IPv6 unique benefits that IPv4 doesn’t offer. For example, a device can give itself its own IPv6 link-local address upon startup, without a DHCPv6 server. This address can then be used to communicate with any devices on the local subnet, including the local router or a DHCPv6 server, to obtain a global unicast address.
A device could have just a link-local address and no global unicast address. This would be the case with a device that you only want to have communicate with other devices on its own subnet. This may be desirable for things such as printers, entertainment systems, and IoT devices that you only want to be accessible on the local subnet.
   	
Structure of Link-Local Unicast Address:
[image: ]
Automatic Configuration of a Link-Local Address 
An IPv6-enabled device must have a link-local address. Windows, Linux, and Mac OS X host operating systems are IPv6-enabled by default and automatically create an IPv6 link-local address upon startup. Cisco IOS automatically creates a link-local address on an interface whenever an IPv6 global unicast address or unique local unicast address is configured on that interface.
(Back to table of content)

[bookmark: pag10]Multicast Addresses
	Multicast is a technique in which a device sends a single packet to multiple destinations simultaneously (one-to-many), in contrast to a unicast address, which sends a single packet to a single destination (one-to-one). Multiple destinations can actually be multiple interfaces on the same device, but they are typically different devices. Multicast is not new to IPv6; it has been available in IPv4 since 1988. 
	Multicast can be a better option than broadcast when the recipients are only a subset of all the devices on a subnet. IP multicast packets have the potential of being filtered by the Ethernet switch and the NIC. Filtering multicast frames at the switch, which is similar to filtering unicast frames, can be accomplished by implementing either of the following: 
■ IGMP (Internet Group Management Protocol) IPv4 multicasting 
■ MLD (Multicast Listener Discovery) snooping for IPv6 multicasting[image: ]
(Back to table of content)

[bookmark: _Hlk17984230][bookmark: pag11]Dynamic IPv6 Addressing Allocation
Method 1: Stateless Address Autoconfiguration (SLAAC)
	The default behavior of a Cisco router’s Router Advertisement message is SLAAC only. This method tells the receivers that the RA message contains all the addressing information a device needs, including the prefix that the device will use to create its own global unicast address using SLAAC. The three RA flags are set to their default settings: 
	■ A flag = 1: Use SLAAC to create a global unicast address 
	■ O flag = 0: No other information needed from a stateless DHCPv6 server 
	■ M flag = 0: Do not need to communicate with a stateful DHCPv6 server
Method 2: SLAAC and a stateless DHCPv6 server
	The SLAAC with stateless DHCPv6 method involves setting the Other Configuration flag (O flag) to 1. With this method the device creates its own global unicast address using SLAAC, just as happens in the first method. It also uses information such as the link MTU contained in the RA. However, having the O flag set to “on” tells the receiving device that other information is available from a stateless DHCPv6 server. The three RA flags are as follows:
	■ A flag = 1: Use SLAAC to create a global unicast address
	■ O flag = 1: Communicate with a stateless DHCPv6 server for other addressing information
	■ M flag = 0: Do not need to communicate with a stateful DHCPv6 server

Method 3: Stateful DHCPv6 server
	The stateful DHCPv6 method involves modifying two flags: the Managed Address Configuration flag (M flag) and the Address Autoconfiguration flag (A flag). This method tells the receiving device to obtain its global unicast address and other information, except the default gateway address, from a stateful DHCPv6 server. The three RA flags are as follows:
	■ A flag = 0: Do not use SLAAC to create a global unicast address 
	■ O flag = 0: No need to communicate with a stateless DHCPv6 server 
	■ M flag = 1: Obtain the global unicast address and other information from 		a stateful DHCPv6 server
(Back to table of content)
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Part 2:

IP Addressing Scheme

· School of applied computing will have 439 PCs. I have chosen to put the test center and open lab in this building so there will be a total of 711 hosts.
· School of Automotive Engineering will have 283 PCs.
· School of Engineering will have 406 PCs.
Because of the big numbers of the hosts that network will need to cover, I chose a class B ip address: 146.32.16.9/16

	Name of Building
	Numbers of PCs + future grow
	Network 
address
	First Host
	Last Host
	Broadcast address
	Subnet

	School of applied Computing
	711(+311 future grow)
	
146.32.16.0/22
	
146.32.16.1
	
146.32.19.254
	
146.32.19.255
	
255.255.252.0

	School of engineering
	
406(+104 future grow)
	
146.32.20.0/23
	
146.32.20.1
	
146.32.21.254
	
146.32.21.255
	
255.255.254.0

	School of Automotive Engineering
	
283(+227 future grow)
	
146.32.22.0/23
	
146.32.22.1
	
146.32.23.254
	
146.32.23.255
	
255.255.254.0

	
Interface 1
	
      2
	
146.32.24.0/30
	
146.32.24.1
	
146.32.24.2
	
146.32.24.3
	
255.255.255.252

	
Interface 2
	
      2
	
146.32.24.4/30
	
146.32.24.5
	
146.32.24.6
	
146.32.24.7
	
255.255.255.252



School Of Applied Computing:

	Lab name:
	First Host
	Last Host
	No. of hosts

	Staff
	146.32.16.1
	146.32.16.20
	20

	Lab 301
	146.32.16.21
	146.32.16.80
	60

	Lab 302
	146.32.16.81
	146.32.16.110
	30

	Lab 303
	146.32.16.111
	146.32.16.146
	36

	Lab 304
	146.32.16.147
	146.32.16.191
	45

	Lab 306
	146.32.16.192
	146.32.16.231
	40

	Lab 308
	146.32.16.232
	146.32.17.115
	140

	Lab 309
	146.32.17.116
	146.32.17.165
	50

	Lab 310
	146.32.17.166
	146.32.17.183
	18

	Test Centre
	146.32.17.184
	146.32.17.205
	22

	Open Access Lab
	146.32.17.206
	146.32.18.199
	250




IPv6 Addressing scheme for the 6 servers located in the University Building
	Name Server
	IPv6

	DNS
	fc00:: 1

	Email
	fc00::2

	Registry
	fc00::3

	Print Server
	fc00::4

	File Server
	fc00::5

	Finance
	fc00::6

	MP
	2001::
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Windows-0S> ipconfig

Ethernet adapter Local Area Connection:
Connection-specific DNS Suffix .
1PV6 Address. . . . . . . . . . . : 2001:db8:cafe
Link-local IPv6 Address . . . . . : £e80::d0f8:9£f
IPv4 Address. . . . . . . . . . . : 192.168.1.100
Subnet Mask . . . . . . . . . .. : 255.255.255.0
Default Gateway . . . . . . . .

:d0£8:9££6:4201:7086 | IPV6 GUA
201:7086311 ! IPV6 Link-Local

! IPv6 Default Gateway
192.168.1.1

Mac-0S$ ifconfig

enl: flags=8863<UP,BROADCAST, SMART,RUNNING, STMPLEX, MULTICAST> mtu 1500
ether 60:33:4b:15:24:6f

inet6 fe80::6233:4bff:fel5:246ftenl prefixlen 64 scopeid 0x5 ! IPV6 Link-Local
inet 192.168.1.111 netmask Oxffffff00 broadcast 192.168.1.255
inet6 2001:db8:cafe:l:4bff:fel5:246f prefixlen 64 autoconf | IPV6 GUA

Graphics: autoselect
status: active
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