Integrating Cybersecurity into Business Processes and Organisational Culture: A Lean Sociotechnical Framework for IT SMEs

Abstract 
There was an era when cybersecurity was treated as a technical afterthought. With the increasing digitalisation of business operations, things have changed, and it is now perceived as a strategic organisational imperative. This is especially the case for Small and Medium-Sized Enterprises (SMEs) in the IT sector. Even though they play a central role in supply chains, IT SMEs are still facing challenges related to the effective integration of cybersecurity into organisational culture, processes, and strategic workflows. This study draws on a systematic qualitative document analysis of peer-reviewed academic studies, government cybersecurity surveys, and industry threat intelligence reports to demonstrate that the unrelenting “integration gap” does not primarily represent a strategic failure, but rather a profoundly embedded sociotechnical challenge. Current frameworks, including ISO 27001, COBIT, NIST CSF, and the Technology-Organisation-Environment (TOE) model, depend on enterprise-capacity assumptions that are counter to SME agility, resource constraints, and realities related to usability. Five recurrent integration breakdown mechanisms are identified by the analysis: resource–risk asymmetry, governance–agility conflict, usability-driven security fatigue, supply-chain dependency pressure, and security tool fragmentation. Using these insights derived from the analysis, the study established the Lean Sociotechnical Cybersecurity Integration Framework (LSCIF). This framework is a theory-building extension of TOE, consisting of Lean Governance, Human-Centric Usability, and Commercial Trust Alignment. The study contributes to the advancement of information management and cybersecurity theory by extending TOE for adversarial settings, assimilating human-computer interaction doctrines into cybersecurity integration theory, which reframes cybersecurity as an embedded societal and commercial capability. The study has real-life implications for leaders of SMEs, supply chain partners, and policymakers. It ends with acknowledging limitations and suggesting directions for future empirical validation.
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1. Introduction
In an era where digitalisation, cloud computing, and distributed architectures are becoming more common, sophisticated threats are also following suit. It is within this setting that organisations that value resilience are finding that cybersecurity is becoming a foundational requirement (Bharadwaj et al., 2013). For these organisations, cybersecurity is shifting from a peripheral technical safeguard into a central strategic concern closely associated with competitiveness, trust, and continuity (Vial, 2019; Wamba et al., 2020). While all this may be well acknowledged, an analysis of literature shows that there is a persistent gap between accepting the vital role of cybersecurity and taking actions that lead to its assimilation into day-to-day organisational practices (World Economic Forum, 2023). One area where this gap in integration is especially palpable is the Small and Medium-Sized Enterprises (SMEs) doing business in the IT sector (Wamba et al., 2020). 
Within the economy, the position occupied by SMEs reveals a dichotomy (Sophos, 2023). While they are digitally mature entities involved in designing, building, and maintaining critical information systems, they also find themselves constrained by a shortage of governance, human, and financial resources (ENISA, 2021). An analysis of both government and industry reports reveals the reality that cyber attackers disproportionately target SMEs. This reality is acknowledged by Verizon (2024), which adds that this reality cannot be attributed to the intrinsic asset values of these SMEs, but rather because they represent high-value access points to more extensive digital supply chains. Worsening this exposure is the escalation of ransomware-as-a-service ecosystems, attacks assisted by AI, and the exploitation of human and usability weaknesses (DSIT, 2023). 
From a practical perspective, the response of many IT SMEs to these challenges is the adoption of security tools or superficial compliance with external requirements (Rusu et al., 2022). Nonetheless, the implementation of these measures is often siloed, leading to security controls that are isolated from organisational culture and workflows (Furnell et al., 2021). This leads to friction in operations, resistance from employees, and shadow IT behaviour, which eventually leads to restricted enhancements in security outcomes. Prevailing frameworks and cybersecurity outcomes such as COBIT, ISO 27001, and NIST CSF, together with conceptual models like the Technology–Organisation–Environment (TOE) framework, make available crucial guidance even though mostly designed for large enterprises (Rusu et al., 2022). They take on the role of official governance structures, specialised roles, and resource redundancy that are not often found in SMEs (ENISA, 2023; Calder, 2020; ISACA, 2022).

This study seeks to address the gap described above by developing the Lean Sociotechnical Cybersecurity Integration Framework (LSCIF) (Hadžiosmanović & Rindell, 2023; NIST, 2024). Instead of producing a report based on an empirical analysis of primary data, the study embraces a qualitative theory-building design on a systematic analysis of secondary sources. The aim is to elucidate the reasons behind the failure of cybersecurity integration in IT SMEs and to suggest a context-sensitive framework applicable for subsequent empirical validation. This study is done as a response to recent calls in information management research for theoretically grounded, data-informed conceptual models able to explain failures in organisational migration in SMEs that are digitally intensive.

2. Literature Review 
An analysis of the literature reveals a recognition of the reality that cybersecurity is evolving from being a purely technical challenge to an organisational and managerial one (Bharadwaj et al., 2013). With regards to SMEs, failures in cybersecurity tend to have disproportionate consequences. Grover et al. (2018) acknowledge this reality and add that these consequences include reputational damage, financial loss, and business closure. SMEs differ from large enterprises in that they typically do not have the tenacity to absorb cyber incidents. Furnell et al. (2021) posit that this renders integration into everyday practices a matter of organisational survival as opposed to regulatory compliance. 
The literature reveals a critical distinction between cybersecurity adoption and cybersecurity integration (Vial, 2019). The idea of adoption denotes acquiring the policies, certifications, and tools, while integration involves entrenching security into organisational culture, processes involved in decision-making, routines, and workflows (Oliveira et al., 2019). Empirical studies reveal that SMEs have a tendency to embrace security technologies, even though they struggle when it comes to integrating them effectively, leading to tools that remain unused, misconfigurations, and failures in compliance (Thong et al., 2011). This is an essential distinction for anyone attempting to understand the reason conventional adoption-focused frameworks fail to explain security weakness in SMEs (Awa et al., 2017). 
Numerous structural challenges undermining integration in IT SMEs are identified in the literature. A shortage of resources leads to unrelenting resource risk asymmetry, characterised by SMEs plagued enterprise-resource challenges and threats (Rusu et al., 2022). Struggling to attract talent, SMEs still rely on generalist IT staff, weakening their capability for ongoing governance and monitoring (Hadžiosmanović & Rindell, 2023). Even though agile organisational cultures enable innovation, they tend to be in conflict with documentation-heavy security frameworks, resulting in a tension between governance and agility (Sophos, 2023). Ultimately, adopting multiple security tools in a reactive manner leads to complexity and fragmentation, escalating vulnerability as opposed to decreasing it (Sophos, 2023). 
Technology adoption models, including the Technology Acceptance Model (TAM) and Diffusion of Innovations (DOI), provide limited insights but under-theorise organisational constraints and adversarial pressure (Davis, 1989). A useful conceptual foundation is offered by the sociotechnical systems theory, which emphasises the joint optimisation of social and technical subsystems, even though the prescriptive guidance it offers for organisations faced with a shortage of resources is limited (Ktorza & Bace, 2022). In this regard, a more holistic lens is provided by the TOE framework, which incorporates organisational and environmental factors, leading to its wide application in information systems research (Tornatzky & Fleischer, 1990). Nonetheless, TOE is still adoption-oriented, based on the assumption that the organisation has capacity, treats usability implicitly, and conceptualises the environment as generally static and non-adversarial (Sasse et al., 2016).  
Together, the literature brings to the fore an explicit gap showing that there is currently no framework that sufficiently elucidates how cybersecurity can be integrated into day-to-day practices of IT SMEs operating in an environment of hostile supply chains, organisational agility, and faced with a scarcity of resources. This is the gap that inspires the development of a new theory-building framework extending TOE while explicitly integrating commercial and sociotechnical realities. 

3. Research Design and Methodology        
This study is based on a qualitative theory-building design whose basis is systematic document analysis as opposed to primary empirical data collection (Awa et al., 2017). In keeping with qualitative analysis and conceptual development customs in research involving information management, the analysis will draw on government cybersecurity surveys, studies published in peer-reviewed journals, and industry threat intelligence with the aim of identifying recurring integration breakdown mechanisms across organisational settings (Hadžiosmanović & Rindell, 2023). This methodology is adopted not with the aim of establishing empirical generalisation, but rather to create an analytical explanation and develop a framework, making available a theoretically grounded foundation for succeeding empirical validation (OECD, 2023). 
An interpretivist paradigm adopted in this study as a recognition of that cybersecurity is influenced by contextual constraints, organisational culture, and human behaviour. The study is unambiguously positioned as qualitative theory-building as opposed to empirical analysis of primary data. It uses a systematic documentary analysis with the aim of synthesising insights from available sources and developing analytically grounded theoretical constructs (Awa et al., 2017). The documents included in the data corpus were published between 2015 and 2025. The purposive selection of the documents is based on applicability to SME cybersecurity, source credibility, and explicit discussion of challenges associated with integration. This approach was chosen with the aim of ensuring analytical depth while ensuring relevance and transparency (Hadžiosmanović & Rindell, 2023). 
The document analysis was conducted based on a multi-stage qualitative synthesis process. The process started with document familiarisation, followed by open coding of issues associated with integration, aggregation of recurring mechanisms across sources, analytical mapping into and beyond the TOE framework, and iterative theory construction (OECD, 2023). This made it possible to identify consistent patterns explaining why integration failed, establishing the empirical-analytical foundation for the development of a framework. 

4. Findings: Integration Breakdown Machine 
In this section, the core analytical findings from the synthetic qualitative document analysis are presented (ENISA, 2021). Instead of presenting firm-level empirical results, these findings will synthesise recurrent integration breakdown mechanisms able to reliably elucidate why the adoption of cybersecurity in IT sector SMEs does not always translate into continuous organisational integration (Verizon, 2024). Pattern cross-source matching and analytical abstraction were used to identify these mechanisms. They represent structural, sociotechnical failures as opposed to isolated errors associated with implementation (Sophos, 2023). Across the sources analysed, five interconnected breakdown mechanisms, discussed in greater detail in the sections below, emerged with high consistency. Together, these mechanisms elucidate the manner in which misalignment in the environmental, technological, and organisational aspects of an organisation can systematically undermine the integration of cybersecurity in agile SME contexts where resources represent a major constraint. 
4.1 Resource-Risk Asymmetry
Across the literature, a dominant mechanism is resource-risk asymmetry. In this context, IT SMEs are faced with threats comparable in scale and complexity to those of large enterprises, yet the former do not have the same resources (ENISA, 2021). From industry reports and government breach surveys, it can be noted that the targeting of SMEs is not because of their intrinsic value, but because they are a cost-effective point of entry to larger digital supply chains (DSIT, 2023). This resource-risk asymmetry leads to lingering under-investment in preventative security measures, forcing SMEs into reactive postures. The lack of resources leads these organisations to use generalist staff or operational managers. This explains the consequent strategic oversight and erratic execution (Sophos, 2023). Looked at from this integration point of view, resource-risk symmetry weakens the capability of organisations to sustain security controls over time, entrenching cybersecurity as a periodic response as opposed to an ongoing organisational capability (DSIT, 2023). 
4.2 Governance – Agility Conflict 
Governance-agility conflict represents the second breakdown. This breakdown emanates from the misalignment between formal cybersecurity governance models and the agile operating structures of IT SMEs (Calder, 2020). Leading frameworks are based on the assumption that certain conditions exist: extensive documentation, role specialisation, and hierarchical governance. With regards to SMEs, these assumptions are in conflict with informal communication channels, rapid decision-making, and flat organisational structures (ISACA, 2022).
The literature shows that when excessive procedural overheads are imposed by governance frameworks, the response from SMEs is to selectively bypass controls or see governance artefacts as compliance theatre as opposed to operational tools (Weill & Ross, 2004). The consequence of this is government structures existing nominally but failing to make an impact on everyday behaviour. It is not resistance to security per se that leads to the breakdown in integration but rather models of governance that are not compatible with SME agility and workflow realities (Hadžiosmanović & Rindell, 2023).
4.3 Usability-Driven Security Fatigue 
Usability-driven security fatigue represents the third recurring mechanism. This reflects the aggregate operational and cognitive burden attributable to security controls that are poorly integrated (Sasse et al., 2016). Both industry reports and academic studies shed light on the reality that multiple security tools are deployed by SMEs, usually as they attempt to respond to specific incidents or requirements from clients, without taking into account usability, interoperability, or workflow alignment (Furnell et al., 2021). This is a situation that results in an escalation of alert volume, intricate authentication processes, and frequent interruptions in workflow, in turn leading to frustration, disengagement, and informal workarounds (Lowry et al., 2015). Such contexts are characterised by employees attempting to disable controls, reuse credentials, or depending on shadow IT solutions as a method of maintaining productivity. Notably, this mechanism illustrates that usability does not represent a secondary concern, but rather a core determining factor relating to sustaining cybersecurity controls in practice (D’Arcy et al., 2020). The failure of integration occurs when security leads to an increase in friction beyond tolerable operational thresholds (Furnell et al., 2021). 

4.4 Supply-Chain Dependency Pressure
From the analysis, it is also revealed that another critical environmental mechanism impacting cybersecurity integration is supply chain dependency pressure. Increasingly, before contracts are signed, partnerships are entered into, or permission to participate in platforms is granted, IT SMEs are being asked to show cybersecurity capability (ENISA, 2023). Within this environment, audits by clients, questionnaires collecting data related to assurance, and risk assessments by third parties are becoming common, usually transcending regulatory requirements in both intensity and scope (DSIT, 2023). Even though these pressures provide an incentive for the adoption of cybersecurity, they also tend to result in high-level compliance as opposed to deep integration. Characterising this context is a situation where the priority of SMEs becomes visible controls satisfying external stakeholders, in certain instances, at the expense of internally coherent security practices. This results in a tension between signalling that is externally oriented and internally embedded integration, worsening fragmentation and reinforcing performative security (World Economic Forum, 2023).    
 4.5 Security Tool Fragmentation
Security tool fragmentation is the final mechanism identified. It emerges as both a cause and a consequence of integration failure. It is common for SMEs to accumulate security tools incrementally, including firewalls, endpoint protection, identity management, and backup solutions, without a unifying architectural or governance strategy. Rusu et al. (2022) posit that this fragmentation escalates system complexity, administrative overhead, and integration burden. Ecosystems consisting of fragmented tools make usability challenges worse, weaken accountability, and obscure risk visibility. Instead of making security stronger, tool proliferation tends to escalate the potential for misconfiguration and delayed response. From the literature, it can be noted that integration failure is not necessarily a result of inadequate tooling but the inability to orchestrate tools coherently within organisational workflows (Henfridsson & Bygstad, 2013). 

4.6 Synthesis of Integration Breakdown Mechanisms 
Together, the five mechanisms presented above showcase the reality that cybersecurity failure in IT SMES is not accidental, but rather systematic. The mechanisms reinforce each other. Resource constraints make governance tensions worse; misalignment in governance worsens usability fatigue; usability failures lead to tool fragmentation, and pressures related to supply chain encourage surface-level adoption over real integration (ENISA, 2023).  This analysis delivers the analytical basis for developing the LSCIF. The framework explicitly responds to these mechanisms by suggesting an integration logic aligning governance with agility, prioritising usability as a security control, and reframing environmental pressures as commercial trust relationships as opposed to compliance burdens (Henfridsson & Bygstad, 2013).
     
5. Development of the Lean Sociotechnical Cybersecurity Integration Framework (LSCIF) 
The LSCIF is developed as an extension of the TOE framework, re-engineered to reflect the sociotechnical, resource-constrained, and adversarial setting of IT SMEs. Instead of focusing on the determinants of adoption, the LSCIF explicitly focuses on integration mechanisms. Cybersecurity governance is reframed by Lean Governance to align with the agility of SMEs. It stresses the minimal friction, embedding controls into existing workflows, automation-first enforcement, decentralised responsibility, and iterative improvement. Instead of becoming a bureaucratic constraint, governance becomes an enabling function (Tiwana et al., 2013; Henfridsson & Bygstad, 2013; Weill & Ross, 2004). Human-Centric Usability raises usability to a primary security determinant. Security controls are designed to lessen cognitive load, be in alignment with user workflows, and disincentivise insecure workarounds. This construct integrates principles from human-computer interaction into cybersecurity integration theory (Ktorza & Bace, 2022; Sasse et al., 2016; Furnell et al., 2021). Commercial Trust Alignment reframes the environmental element as a commercially and adversarial driven (Pavlou, 2003; Riggins & Weber, 2017). It turns cybersecurity into a trust signal in supply chains, market access, partnerships, and procurement. Therefore, integration is positioned as a strategic economic capability (Cennamo et al., 2020; Constantinides et al., 2018).         
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Figure 1: Lean Sociotechnical Cybersecurity Integration Framework (LSCIF) for IT SMEs (source: designed by the authors)
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The figure 1 shows the LSCIF for IT SMEs. The model is built as a multi-layered explicatory design instructed in the TOE model and sociotechnical systems theory. The top layer denotes three background realms. The Organisational domain (O) shows internal domination composition, lean decision-making reasoning, and roadmap-entrenched protection methods. The Technological domain (T) stresses human-centric defense model, highlighting serviceability, intellectual load reduction, and mechanisation-first implementation processes. The Environmental domain (E) presents external business and governing pressures, containing supply-chain entrust needs and conformity anticipations. Collectively these domains classify the structural environments under which cybersecurity incorporation occurs in resource-controlled IT SMEs. 

Rather than promptly concluding results, these domains go through a negotiating layer of assimilation mechanisms including embedding workflow, reduction of cognitive load, enforcement of automation-first, entrust signalling, and reiterative adaptation. The mechanism layer echoes the sociotechnical interpretation procedures around which underlying demands are operationalised into routine organisational practices. 

The LSCIF lies at the centre of the model, which conceptualised as an consolidative design united of three codependent subsystems namely, “process integration”, “behavioural alignment”, and “governance simplification”. This core group symbolizes the vigorous grouping of “technical controls”, “human practices”, and “lean governance structures”. 

The bottom layer of the model represents SME-level results, including diminished hostility, progressed security acceptance, heightened client confidence, sustainable fulfilment, and reasonable flexibility. A response loop from results to the organisational sphere signifies iterative improvement consistent with lean principles.  

The dashed borderlines denote background limitation settings exclusive to IT SMEs, including responsiveness, restricted resources, and supply-chain embeddedness. Jointly, the model justifies how cybersecurity turn into embedded as an organisational ability rather than enduring a peripheral conformity function. 

6. Discussion: Theoretical Implications of the LSCIF
6.1 Cybersecurity Integration as an Information Management Capability
In keeping with prevailing discussions in information management academic discourse, this study’s findings validate the conclusion that cybersecurity needs to be conceptualised as an organisational information management capability as opposed to a disconnected compliance or technical function. From the literature, IT SMEs consistently illustrated that they are aware of the risks involved in cybersecurity, leading to a broad adoption of security tools. However, it can also be noted that integration into organisational routines is still weak. This empirical-analytical dichotomy reflects wider concerns related to information management research related to the gap between digital investment and realised organisational value (Bharadwaj et al., 2013; Wamba et al., 2020). 
The gap described in the above paragraph is explained by the LSCIF. It accomplished this by illustrating that the failure in cybersecurity integration is a product of sociotechnical misalignment as opposed to inadequate technological sophistication. Furthermore, the framework reframes cybersecurity, presenting it as a capability emanating through the synchronised configuration of governance, usability, and environmental trust demands. From this perspective, cybersecurity is positioned alongside other information management capabilities like data governance, digital platform orchestration, and analytics capability that generate value only when embedded into the organisation (Grover et al., 2018).  


6.2 Extending the TOE Framework for Cybersecurity Integration 
From this study, a core theoretical contribution is the extension of the TOE framework, transcending its traditional application in research related to the adoption of innovation. Even though TOE is broadly employed in examining technology uptake determinants, when it comes to cybersecurity, its application has mostly been static, non-adversarial, and adoption-oriented (Awa et al., 2017; Oliveira et al., 2019). The LSCIF advances TOE in three ways that have a direct alignment with theory development. 
The first is that LSCIF turns away the focus of the analysis from adoption to integration. This responds to escalating calls in information systems for research to move past binary adoption outcomes and start examining the manner in which digital technologies become part of routines, maintained, and entrenched in organisations (Zhu et al., 2017; Vial, 2019). The LSCIF explicitly theorised the organisational mechanism enabling the embedding or bypassing of cybersecurity controls. Secondly, the framework reconceptualises the environmental aspect as trust-based and adversarial as opposed to merely competitive or regulatory. This extension is aligned with emerging IJIM studies on digital ecosystems, inter-organisational dependence, and the platform risk, characterised by external actors that actively shape the information practices of organisations (Cennamo et al., 2020; Constantinides et al., 2018). Its incorporation of trust asymmetries, supply-chain audits, and threat actors enables the LSCIF to make TOE analytically applicable to cybersecurity settings. Thirdly, the LSCIF reverses the implicit assumption in TOE relating to organisational capacity. Rather than assume formal governance structures and role specialisation, informality, role overlap, and resource scarcity are perceived as structural conditions. This is in alignment with the growing focus on context-sensitive theorising and avoids the common danger of forcing SME behaviour into models that are only suitable for large enterprises (Thong et al., 2011; Rusu et al., 2022).              
      
6.3 Lean Governance and the Re-theorisation of Information Governance in SMEs 
Introducing Lean Governance represents a major theoretical contribution to research related to information governance. Prevailing models explaining information governance stress hierarchical accountability, documentation, and formal controls, all assumptions reflecting large-enterprise settings (Khatri & Brown, 2010). Notwithstanding, the findings that this study has synthesised show that these models methodically fail in IT SMEs by producing governance-agility conflict. 
Governance is reframed by Lean Governance into a sociotechnical enabler as opposed to an institutional constraint. This framing is in alignment with studies that conceptualise governance effectiveness as depending on alignment with organisational workflows and digital infrastructures (Tiwana et al., 2013). In its embedding governance into platforms, pipelines, and defaults, Lean Governance converts control from a managerial overlap into an infrastructural property of information systems. From a theoretical perspective, this challenges the prevailing assumption that greater procedural density is the bedrock of stronger governance. Rather, the LSCIF validates a developing perspective in information management based on the assumption that automation, integration, and visibility of controls have the potential to improve the effectiveness of governance, especially in organisations that are agile (Weill & Ross, 2004; Henfridsson & Bygstad, 2013).

6.4 Human-Centric Usability as a Foundational Security Construct
Another primary LSCIF contribution is that it elevates Human-Centric Usability into a first-order theoretical construct in cybersecurity integration. Even though previous studies recognise the role played by human error, they have a tendency to treat usability as a subordinate design concern as opposed to a structural determinant of security outcomes (Sasse et al., 2016). As it draws from human–computer interaction and information behaviour research insights, the LSCIF locates usability as a precondition for sustainable cybersecurity integration, as opposed to a trade-off against technical strength. This is in alignment with the research that demonstrates that information systems exposing excessive cognitive load or disruption of workflows are methodically circumvented, irrespective of their technical robustness (Lowry et al., 2015; Furnell et al., 2021). Theoretically, the insinuation is that security controls, which intensify friction actively undermine information management objectives by encouraging shadow IT and informal workarounds. Through its formalisation of this connection, the LSCIF assimilates behavioural realism into cybersecurity theory and advances a more empirically grounded understanding of how information systems are actually employed in SMEs.  

6.5 Commercial Trust Alignment and the Marketization of Cybersecurity
Information management theory is extended by the Commercial Trust Alignment construct. It achieves this through explicitly connecting cybersecurity integration into market legitimacy and inter-organisational trust. Progressively, this research acknowledges the reality that, other than internal optimisation, several other elements shape information practices. These influencing elements include ecosystem participation, signalling, and trust relationships (Pavlou, 2003; van der Aalst et al., 2016). For IT SMEs, the LSCIF demonstrates that cybersecurity plays the role of a market-facing trust signal entrenched within decisions relating to partnerships, audits by clients, and processes involved in procurement. This perspective changes cybersecurity from a compliance logic to an institutional legitimacy logic, in keeping with theories of signalling and reputation in digital markets (Riggins & Weber, 2017). 

The explicit theorisation of this shift by the LSCIF enables the framework to elucidate why SMEs tend to perceive visible, auditable integration practices as a priority, often overlooking abstract maturity claims. It also explains why superficial compliance usually fails to meet the demands of supply chain partners. This denotes a new contribution to research in information management in relation to digital trust and ecosystem governance. Table 1 presents a comparison between cybersecurity integration theories. 
	Dimension
	TAM
	TOE
	STS
	LSCIF (This Study)

	Principal Focal point
	Individualistic technology tolerance
	Organisational adoption factors
	Mutual social–technical system operation
	Organisational cybersecurity amalgamation

	Stage of Examination
	Single customer
	Organisational
	Multi-level (communal & technological)
	Multi-level (interactive, organisational, eco-friendly)

	Remedy of Cybersecurity
	Embedded, volunteer technology utilization
	Improvement approval (tools, principles)
	Sociotechnical threat collaboration
	Rooted sociotechnical capacity

	Acceptance vs. Amalgamation
	Acceptance only
	Assumption only
	Theoretical (non-rigid)
	Definite emphasis on assimilation

	Individual Factors / Serviceability
	Recognized smooth of usage
	Indirect, subordinate
	Documented but conceptual
	Foremost defense factor

	Governance Expectations
	Not directed
	Innovativeness-capacity supremacy
	Believes organisational slacken
	Lean, embedded, SME-suitable domination

	Ecological Context
	Mostly overlooked
	Governing / market force
	Softly hypothesised
	Antagonistic, supply-chain, trust-based

	Pertinence to SMEs
	Partial
	Incomplete, creativity-prejudiced
	Theoretically applicable except unreasonable
	Openly constructed for IT SMEs

	Narrow Control
	Little
	Reasonable (acceptance-absorbed)
	Little
	High (incorporation processes)

	Academic Involvement
	Supports approval
	Supports embracing
	Describes sociotechnical density
	Expounds and directs cybersecurity amalgamation


Table 1: Comparison of Cybersecurity Integration Theories (source: created by the authors).

7. Speculative Justification for Building the LSCIF      
7.1 LSCIF vs. TAM
The LSCIF differs from the TAM, which conceptualises technology use as a function of perceived usefulness and ease of use (Davis, 1989). The former illustrates that the integration of cybersecurity in SMEs is not usually a voluntary action, and this cannot be explained solely on the basis of individual acceptance. Frequently, it is the threat of exposure, regulators, or clients that mandate security controls, which renders individual intention inadequate as an explanatory mechanism. This TAM limitation in settings involving cybersecurity has been broadly recognised (von Solms & von Solms, 2018). This is a critique extended by the LSCIF, which reveals that usability failures operate at the level of the organisation, creating systematic workarounds as opposed to isolated cases of non-compliance. 

7.2 LSCIF vs. TOE 
The TOE framework provides an lens for comprehending technology adoption (Tornatzky & Fleischer, 1990). However, it remains inadequate when it comes to explaining cybersecurity integration. As has been illustrated by past studies, the assumption behind TOE is that the environments are generally non-adversarial, governance structures are stable, and the organisation has capacity (Hadžiosmanović & Rindell, 2023). The LSCIF extends TOE by overtly modelling hostile threat actors, pressures related to supply chain trust, and constrained resources in SMEs. Consequently, it transforms TOE from an adoption model into a sociotechnical integration framework applicable to cybersecurity research. 

7.3 LSCIF vs. STS
The sociotechnical systems theory (STS) appropriately recognises cybersecurity as a joint outcome of several elements, including technological systems, organisational processes, and human behaviour (Ktorza & Bace, 2022). Nonetheless, STS is still mainly descriptive and fails to present prescriptive guidance for organisations that operate under severe resource constraints. Through its operationalisation of sociotechnical principles into three actionable constructs, the LSCIF advances STS, rendering it practically applicable. These actionable constructs include Lean Governance, Human-Centric Usability, and Commercial Trust Alignment.  

7.4 Serviceability as a Central Determining factor 
In alignment with evidence that human error and usability breakdowns remain leading breach vectors (Verizon, 2025; Sophos, 2023), the LSCIF raises usability from a subordinate design concern to a primary security determinant. Such a finding validates and extends previous studies assimilating human-computer interaction into cybersecurity analysis (Ktorza & Bace, 2022). It also presents a challenge to traditional security models, framing usability as a trade-off, as opposed to an enabler. 

7.5 Industrial Entrust Orientation
The environmental aspect of cybersecurity integration is progressively influenced by supply chain dependence and the requirements of the client with regard to trust. From industry and government reports, it is confirmed that SMEs are regularly targeted as easier points for accessing larger ecosystems (ENISA, 2021; DSIT, 2023). This shift is formalised by the LSCIF, through conceptualising cybersecurity as a commercial trust capability as opposed to a regulatory obligation. This is in alignment with evidence showing that client assurance demands and procurement audits now surpass regulation as drivers of integration.   

8. Theoretical Influences and Insights 
8.1 Reframing Cybersecurity from Embracing to Organisational Amalgamation
This study produces a foundational theoretical contribution. It accomplished this by overtly differentiating between cybersecurity integration and cybersecurity adoption. Even though the leading models focus on whether technologies are adopted, this study illustrates that adoption is not a strong proxy for effective cybersecurity outcomes in IT SMEs. As it theorises integration as the embedding of cybersecurity into workflows, routines, and organisational culture, this study contributes to the advancement of the information management theory to transcend binary adoption logic and deal with an enduring explanatory gap.       


8.2 Encompassing the TOE Framework for Confrontational Setting
A key theoretical contribution can be found in the extension of the TOE framework to environments that are adversarial or resource-constrained. This study illustrates that the traditional assumptions held by the TOE, like non-hostile contexts, organisational capacity, and stable environments, are not analytically sufficient for cybersecurity. TOE is reengineered by the LSCIF to explicitly account for SME constraints, pressures related to supply chains, and hostile threat actors, which transforms TOE from an adoption model into an integration-oriented cybersecurity theory. 

8.3 Recognition of Five Cybersecurity Amalgamation Failure Mechanisms
Through systematic qualitative document analysis, five recurring integration breakdown mechanisms emerge: resource–risk asymmetry, governance–agility conflict, usability-driven security fatigue, supply-chain dependency pressure, and security tool fragmentation. These contrivances represent a mid-range theoretical contribution, elucidating the how and why of cybersecurity integration structural failure in IT SMEs, as opposed to attributing failure to isolated behavioural or technical issues.  

8.4 Establishment of Lean Governance as a New Information Governance Construct
The idea of Lean Governance denotes a novel theoretical contribution to research around information governance. This study presents a challenge to the dominant assumption that effective governance necessitates hierarchy, documentation, or formalisation. Rather, governance is theorised by Lean Governance as an embedded, low-friction, automation-oriented sociotechnical capability, aligned with SME agility. For resource-constrained organisations that are also digitally intensive, this reframes governance. 

8.5 Advancement of Human-Centric Usability to a First-Order Security Determinant
This study contributes to the advancement of cybersecurity and information systems theory. It accomplished this by elevating usability from a subordinate design concern to a core determinant of cybersecurity integration. As it integrates human-computer interaction principles into cybersecurity theory, the LSCIF illustrates that usability-driven security fatigue is not solely a behavioural matter but also a structural cause of integration failure. This perspective makes available a theoretically grounded explanation for bypassing controls, shadow IT, and persistent workarounds. 


8.6 Theorisation of Cybersecurity as a Business Entrust Ability
The conceptualisation of cybersecurity integration as a commercial trust and market legitimacy capability is another novel contribution of this study. The study reconceptualises the environmental aspect of TOE as adversarial and trust-based, influenced by ecosystem participation, supply-chain audits, and procurement requirements. This insight connects cybersecurity integration to theories of platform governance, signalling, and digital trust, which embeds information management theory into inter-organisational and ecosystem-level analysis. 

8.7 Advancement of LSCIF 
Together, the contributions presented above are synthesised into the LSCIF. This framework represents a theory-building framework as opposed to a prescriptive model. The framework integrates a sociotechnical systems theory, information governance, and digital trust into a coherent explanation of cybersecurity integration in IT SMEs. Its value can be found in an analytical lens that is transparent with regard to future empirical testing, comparative studies, and design science research. 

8.8: Influence to Information Management Scholarship on Digital Resilience
Finally, this paper makes a contribution to a wider information management theory through positioning cybersecurity integration as a primary organisational resilience capability analogous to data governance or digital platform orchestration. This shifts cybersecurity from a technical subdomain into a core concern of research related to information management. This is especially the case in digitally intensive SME settings.          
          
9.0 Limitations
Even though this study has presented a theoretically grounded and analytically sound framework advancing the comprehension of cybersecurity integration in IT sector SMEs, it is still vital to acknowledge its limitations. It is important to remain conscious that the limitations do not undermine the contributions of the study but rather define the scope and conditions under which the findings and LSCIF should be read. 

· Reliance on Literature-based Secondary Sources: The main limitation of this study is that it solely relies on secondary sources. While this approach is suitable for qualitative theory-building and is aligned with the objectives of the conceptual thesis, it has a limiting effect on the ability of the study to capture firm-specific practices, lived experiences, and contextual nuances that could have been obtained from primary data collection methods. As a result, the integration breakdown mechanisms presented in this study represent analytically derived patterns as opposed to empirically observed behaviours within precise organisations. Studies in the future could confirm and refine these mechanisms through primary empirical studies involving managers of SMEs, professionals in IT, and other applicable users (Awa et al., 2017). 

· Absence of Empirical Validation of the LSCIF: The LSCIF is proposed as a theory-building framework as opposed to a validated model. Even though its foundation is a systematic analysis of available evidence, the framework is still to be empirically tested. This restricts its ability to evaluate the comparative strengths, interaction, or causal ordering of the proposed constructs. Empirical validation employing survey-based structural modelling, case studies, or design interventions would boost confidence in the model’s explanatory and predictive power. Therefore, the LSCIF represents an analytical lens as opposed to a prescriptive implementation blueprint (Hadžiosmanović & Rindell, 2023). 

· Sectoral Focus on IT SMEs: The sole focus of this study is SMEs in the IT sector, which possess higher levels of digital maturity and technical capability when compared to SMEs in many other sectors. Consequently, the findings and framework may fail to completely generalise to SMEs operating in other sectors like professional services, retail, healthcare, or manufacturing, where organisational structures, regulatory pressures, and digital dependencies differ considerably. Even though many of the mechanisms identified, including usability fatigue and resource-risk asymmetry, have the potential to be applicable beyond the IT sector, their manifestation and comparative importance may differ. To assess the LSCIF transferability, cross-sector comparative research is required (Hadžiosmanović & Rindell, 2023). 

· Geographic and Institutional Context Bias: The sources analysed in this study are mainly drawn from the UK and European contexts, supplemented by global industry reports. Such a situation has the potential to introduce regulatory and institutional bias. This view is based on the acknowledgement that cybersecurity governance expectations, legal obligations, and supply chain practices may vary from one region to another. For instance, security pressures driven by procurement may be more prominent in jurisdictions with mature regulatory regimes and supply chains that are more formal. Further studies could aim to determine if integration mechanisms and framework constraints apply in emerging economies or regions with differing institutional settings (Hadžiosmanović & Rindell, 2023). 

· Document Selection and Interpretation Bias: As is likely to be the case with all qualitative document analysis, this study is subject to selection and interpretation bias. Even though the documents analysed in this study were selected purposely on the basis of relevance, credibility, and recency, the choice of sources cannot be completely divorced from the judgements of the researcher. Different document corpora or inclusion criteria may have produced alternative emphasis or mechanisms. This limitation was mitigated by using cross-source triangulation and focusing attention on recurring patterns as opposed to isolated claims. Nevertheless, transparency regarding this limitation is needed, and future researchers may benefit from formal systematic review protocols or bibliometric techniques (Awa et al., 2017). 

· Analytical Abstraction and Loss of Contextual Detail: The process involved in the synthesis of diverse sources into higher-order mechanisms and constructs unavoidably involves analytical abstraction. Even though abstraction is essential for theory-building, it has the potential to conceal contextual variations, contradictions, and edge cases present in individual studies. This results in the LSCIF prioritising coherence over granular detail. Researchers applying the framework in empirical settings need to be attentive to local organisational dynamics and adopt the framework judiciously as opposed to treating it as a rigid model (Awa et al., 2017).

· Dynamic Threat Environment and Temporal Validity: The threat landscape in which cybersecurity operates evolves rapidly. It is characterised by technological innovation, ongoing changes in regulation, and shifting strategies employed by attackers. While the focus of this study is on literature and reports published between 2015 and 2025, the relevance of precise integration mechanisms may change. For example, automation advances, security tools driven by Artificial Intelligence, or harmonisation of regulations may shift the balance between usability, governance, and environmental pressures. Consequently, it can be suggested that the LSCIF should be perceived as temporally situated, necessitating periodic re-evaluation as cybersecurity practices and threats evolve.   

· Non-Inclusion of Cost–Benefit and Quantitative Performance Metrics: Finally, the study does not include quantitative cost-benefit analysis or performance metrics linked to cybersecurity investment or incident reduction. Even though this omission is in keeping with the study’s qualitative, theory-building alignment, it restricts the capability to explicitly connect integration mechanisms to measurable financial or operational outcomes. Future studies could complement the LSCIF with qualitative studies investigating the economic impact of integration-oriented security practices, in the process strengthening the managerial relevance of the framework. 

10. Future Research 
The LSCIF developed in this study provides a theoretically grounded foundation for comprehension of cybersecurity integration in IT-sector SMEs. Nonetheless, as a theory-building contribution based on literature-based secondary sources, it opens a number of crucial avenues for future studies aimed at empirical validation, contextual extension, and practical operationalisation (Vial, 2019). A core priority for future related studies relates to the empirical validation of the LSCIF based on primary data. Future researchers can employ qualitative case studies and interviews as data collection methods. This could assist such researchers to examine how Lean Governance, Human-Centric Usability, and Commercial Trust Alignment play out in practice and interact with organisational settings. Complementary qualitative studies could help operationalise these constructs while also testing their relationships using survey-based techniques, enabling assessment of explanatory and predictive power of the framework across larger SME populations (Grover et al., 2018).  

Future studies could also explore the design science and intervention-based approaches to translate the LSCIF into actionable artefacts. The development and testing of integration-oriented governance templates, usability-driven security workflows, or diagnostic assessment tools would make it possible for researchers to evaluate if LSCIF-informed interventions result in measurable improvements in security behaviour, system reliability, and organisational resilience. Such work would take the framework forward, from analytical explanation to prescriptive validation (Rusu et al., 2022). 

If one considers the sectoral focus of this study, it can be suggested that future research should examine the LSCIF applicability across non-IT sectors. Comparative cross-sector studies may assist in determining if the integration mechanisms identified in this study are universal or specific to certain sectors. In the same vein, cross-national research investigating different institutional, cultural, and regulatory environments would make the global relevance and external validity of the study stronger (Rusu et al., 2022). 

Another important avenue is offered by longitudinal research designs. They make it possible to examine the temporal dynamics of cybersecurity integration. Tracking SMEs over time would provide insights into how integration evolves as organisations grow and technologies change, and how mechanisms such as commercial trust pressures, governance maturity, and security fatigue develop or stabilise Grover et al., 2018). 

Further research is also required at the micro-behavioural level to deepen the understanding of usability-driven security fatigue. Controlled experiments, diary methods, and ethnographic studies explore how employees interact with security controls, how workarounds develop, and how usability improvements impact compliance and risk-related behaviour. This would make the cybersecurity integration theory’s behavioural foundations stronger (Grover et al., 2018). 

Finally, future research could examine the performance and economic implications of cybersecurity integration as conceptualised by the LSCIF. Quantitative studies connecting integration maturity to outcomes such as market access, client trust, operational continuity, or incident reduction would boost managerial relevance and prove the business value of integration-oriented security practices (Vial, 2019). Together, these research suggestions present a comprehensible agenda for the advancement of cybersecurity integration that transcends adoption-focused models, positioning the LSCIF as a cumulative framework able to inform both theory and development and practical intervention in organisational settings that are digitally intensive.

11. Conclusion 
This study focuses on the persistent challenge in cybersecurity and information management research relating to the fact that even though the adoption of cybersecurity technologies and standards has become widespread, SMEs in the IT sector are still facing considerable integration failures. Drawing on a systematic qualitative document analysis, the findings illustrate that this problem cannot solely be explained by technological inadequacy. Rather, it is concluded that failure in cybersecurity integration develops as a sociotechnical phenomenon, driven by a dearth of alignment between external trust pressures, human usability, and organisational governance (Bharadwaj et al., 2013). 

With the aim of addressing the gap identified, the LSCIF is developed as a theory-building extension of the TOE framework. The LSCIF advances information management theory by moving analytical focus from adoption to integration and by reconceptualising cybersecurity as an embedded organisational capability as opposed to an isolated technical function. Through its three interdependent constructs– Lean Governance, Human-Centric Usability, and Commercial Trust Alignment– the framework elucidates how cybersecurity controls are sustained, bypassed, or undermined within resource-constrained, agile organisational contexts (Bharadwaj et al., 2013). 

The main contribution of the study is that it offers a data-informed theoretical insight into the real and unrelenting organisational failure. It extends established information systems theories to adversarial environments, integrates behavioural realism into cybersecurity research, and formalises the growing role of market-driven trust pressures in shaping information practices within organisations. For policymakers and practitioners, the findings bring to the fore the limitations of enterprise-centric security models while also underscoring the importance of low-function governance, usability-oriented control design, and commercially aligned cybersecurity interventions (World Economic Forum, 2023).

Even though the LSCIF is still to be empirically validated, it presents a transparent and analytically sound basis for future studies. Its reframing of cybersecurity integration into a sociotechnical information management capability allows this study to lay the groundwork for cumulative empirical investigation and practical innovation in digitally intensive organisational settings (Rusu et al., 2022).                            
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