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[bookmark: _Toc70884215]Abstract
The following report looks into multiple aspects of cloud computing, including the reasons why a cloud solution may be considered over a traditional on premise solution, and both the benefits and drawbacks that may need to be considered as part of this decision. The report also considers the differences between virtualisation concepts and looks specifically at Docker and its related toolsets. Finally, the report provides evaluation surrounding usage of Node.JS and Docker for development.
[bookmark: _Toc70884216]Cloud Computing
In its simplest form, cloud computing can be defined as delivery of computing services over the internet. Cloud computing offers the ability for aspects of computing traditionally considered an on premise requirement, to be instead outsourced to an external provider; owing to the flexibility of cloud computing, the extent to which this outsourcing takes place may vary dramatically between users, applications, organisations and sectors. Using cloud computing to enhance an on premise environment could be as simple as archiving backup data with a cloud storage provider, but could also be as complex as completely outsourcing a network and all related systems, with access only being through virtual machines in the cloud environment. Most organisations adopting the use of cloud will opt for an approach in between these two, allowing a good realisation of the benefits cloud computing can provide, without relinquishing full control of their assets to a cloud provider.

Cloud computing is an all-encompassing term which can be split into smaller sectors. Concerning the type of service required, the following types can be identified:
· Infrastructure as a Service (IaaS) - access to fundamental computing resources
· Platform as a Service (PaaS) - access to a cloud environment for application development and hosting
· Software as a Service (SaaS) - access to hosted software
[bookmark: _Toc70884217]Benefits and Drawbacks
Opting to use cloud computing can offer a myriad of benefits to an organisation [1], including reliability and availability improvements, reduction in unused computing capacity, automatic resource scaling, alongside flexibility and quick adoption of new technologies. As well as this, cloud computing offers generous flexibility in terms of working location and the ability of users to access services remotely and in collaboration - the benefits of which have become further evident throughout the COVID-19 pandemic which has seen a large influx in businesses becoming reliant on remote working solutions [2].
From a business perspective, of vital importance is that these benefits work together to reduce running costs, which are explored in section 2.2. The ‘pay-as-you-go’ pricing model offered by cloud providers provides a scaling capability but crucially offers a low bar for entry with next to no start up costs, as a result cloud computing is very attractive for newer businesses and small to medium-sized enterprises (SMEs) [3]. In a study on Cloud computing adoption by SMEs in the North East of England [4] it was identified that cloud computing allowed SMEs to compete with larger corporations by offering services at a scale only previously possible with a large upfront investment, making smaller firms likely to adopt cloud computing due to a perceived relative advantage.
However, an important drawback of cloud services is their reliance on an internet connection - where a user or organisation becomes reliant on cloud providers to deliver content and service to their customers, as well as a working environment for their staff, they become equally reliant on a stable, reliable internet connection to provide access to these services [1].
From a security perspective there are also a number of considerations, as discussed in a conference talk and subsequent report compiled for the European Network and Information Security Agency [5] [6]. Security benefits include timely and efficient updates, scaling of resources to offer resilience under an attack and the benefit of scale to make security features more cost effective to implement. Security is however an area where there are many potential drawbacks to a cloud ecosystem, examples include a loss of governance over many procedures including data protection, provider lock-in preventing portability and termination of services with individual providers, and the inevitable risks surrounding bringing on an external provider; these risks include the potential for malicious insiders, a failure to correctly isolate data on shared resources or compromise of the connection between the provider and customer including via the management interface.
[bookmark: _Toc70884218]Cost and Example Scenarios
There are many cloud providers on the market today, with global expenditure for 2020 closing at $142 billion [7], an increase of 33% over $107 billion in 2019. Of this figure, the biggest shares are Amazon Web Services (AWS), Microsoft Azure, Google Cloud Platform (GCP) and Alibaba Cloud, who together capture 64% of the market (31% AWS, 20% Azure, 7% GCP. 6% Alibaba).
One of the biggest benefits of cloud computing over traditional solutions, as well as one of the most quantifiable, is cost savings. Cost benefits are drawn primarily from:
· Reduction in need for in house hardware
· Reduction in data centre running costs including electricity, HVAC and estate costs
· Reduction in need for in house technicians (although this is offset slightly by a need for technicians with a cloud computing skillset)
· Reduction in wasted capacity from hardware only used for peaks in demand

Two major drivers of business adoption of cloud technologies are aversion of the cost impact from over-provisioning or under-provisioning [8], namely the reduction in spending for unused services whilst demand is low, and the ability to increase resources quickly when demand is high to reduce lost opportunity cost resulting from unavailability. The capacity utilisation curve [9] developed by AWS showcases how fluctuations in demand can be near impossible to counteract in a cost effective manner with traditional hardware provisioning.
AWS have recently reconfigured their Total Cost of Ownership (TCO) calculator to be part of their new Migration Evaluator tool [10], which makes comparisons for academic purposes more difficult. They do also offer a simple Pricing Calculator which provides a pricing estimate but does not offer a comparison against an on premise alternative. However Microsoft do provide a TCO tool for their Azure services [11], for which some example figures are provided below (fig 1) using the default provided servers (10x), the default database (1x) and the default storage and network bandwidth (1TB and 1GB respectively):
[image: ]
Fig 1
This serves to evidence the cost savings possible with a cloud solution. However, it is important to consider that the above is a vendor provided tool and therefore likely to show a best case scenario, any potential savings will differ dramatically between organisations and use cases as different services will be required. 
Cost savings will also vary across cloud providers, with no clear winner in terms of pricing alone. Costs are frequently compared between the largest providers [12]–[15], although consensus differs depending on the services included in comparisons, especially when taking into account differing pricing structures (such as varying discounts for reserved instances). It has been identified that cloud computing costs can vary by up to 17% [16] between providers for equivalent circumstances. The drawable conclusion is that cost differences are highly specialised and reliant on each individual use case, and would need to be considered on a case-by-case basis; a cost model such as that proposed in a 2018 case study [16] can be used to draw this comparison.
It is also difficult to compare accurately and directly between an on premise and cloud solution, as cloud architecture will often differ drastically to on premise, due to a reconfiguration of resources to better make use of cloud tools, services and pricing discounts [3]. However, in individual case studies, cost savings can be realised and compared. To illustrate:
· Adroll, a digital advertising provider, was able to reduce their “fixed costs by 75% and operational costs by 83%” by utilising AWS [17]
· Insight, a global technology provider, state that they “gained costs benefits and freed up expert personnel to develop new infrastructure projects” by moving their data replication solution to Azure [18]
· A 2020 IDC study found that for an SME moving to Google Cloud Platform, the average annual benefit equated $1.09 million per year [19]
[bookmark: _Toc70884219]Reliability and Scalability
Aside from cost, reliability and scalability are important principles in cloud computing, and are large drivers of business change towards cloud solutions [20]. As defined by Martin Kleppman in a book written for O’Reilly [21]:
· “Reliability means making systems work correctly, even when faults occur.”
· “Scalability means having strategies for keeping performance good, even when load increases.”

Both are frequently occurring concepts in cloud architecture, and deal with previously mentioned issues surrounding lost opportunity cost and the capacity utilisation curve [9].
A traditional method of looking at availability is the concept of nines [22] with a higher number of nines equating to a higher level of availability (e.g. five nines would equate to 99.999% uptime, or ~5 minutes of downtime per year). A figure of nines is often used as a target for IT professionals, and equally applies to cloud computing. Mission critical applications and services might require an extremely high level of availability, whilst those less critical may be able to tolerate lower levels.
Reliability in the cloud space feeds into this concept of availability, with multiple instances being able to be spun up at one time, across multiple availability zones to balance workload and allow for work to be passed to a peer should an element fail. A demonstration of this can be seen in a 2020 AWS study [23] which looked at achieving five nines in the public safety communications sector. The study puts together a fault-tolerant solution using services such as Amazon Elastic Compute Cloud (EC2), Elastic Load Balancing (ELB), Amazon Aurora, Amazon Route 53 and multiple availability zones to demonstrate how this is achievable, as well as considering a serverless approach which adds simplification and provides high availability as default [24].
Scalability is another feature feeding into availability, in cloud environment instances can be ‘spun-up’ and ‘wound-down’ as and when required, enabling high performance to meet peaks in demand, and a reduction in running costs through low periods. This is in comparison to a traditional on premise solution where a decision would need to be made to either offer large overheads that are infrequently used, or reduced performance when demand is high. Consideration does need to be given however to setting limits to prevent a malicious actor causing excessive cloud usage (such as through a DDoS attack), although generally cloud providers offer solutions to mitigate this sort of economic damage [25].
[bookmark: _Toc70884220]Virtualisation and Docker
A traditional method for splitting computing capacity is the idea of virtualisation, where virtualised computers can sit on top of a single host, meaning one piece of hardware can provide an environment for multiple separate virtual machines. Especially when looking at cloud computing, this resource sharing is vital as it is first and foremost what allows cloud providers to utilise economies of scale to offer a reduced cost to customers as compared to running their own dedicated hardware. However, with this pooling of resources in a multi-tenancy arrangement comes a need for isolation, meaning data for one customer is not available to that of another, even if they are both running applications on the same underlying hardware.
Virtual machines have for a long time been the default approach here [26], with a host operating system (OS) sitting on top of the hardware, and a type 2 hypervisor sitting on this host OS. Type 1 hypervisors are also available, which sit directly on the hardware and remove the need for a host OS. Each virtual machine then operates its own guest OS, with its own bins, libraries and applications. This approach can be considered analogous to a traditional set up where each machine would run on completely separate hardware, and by the nature of this form of virtualisation this does result in a resource intensive set up with potentially bloated system requirements.
Over time, a new concept has evolved in containerisation [27]. This removes the need for a hypervisor and replaces instead with a lightweight engine (such as Docker), on which applications can sit directly, with no need for a guest OS - the OS is shared. A containerised set up also provides opportunity for shared bins and libraries between applications, if required. The lightweight nature of containerisation does away with the heaviness of a virtual machine. According to Rad et Al. performance of Docker in terms of speed is improved in comparison to a virtual machine equivalent in all scenarios tested [28].
Additionally, containerisation fits into the continuous integration/continuous deployment (CI/CD) methodology, which makes it simple and beneficial for developers to utilise a shared repository, and therefore to aid efficient code deployment. For this reason, container usage is growing at great speed, with monthly pulls from Docker Hub roughly doubling in a six month timescale [29] according to figures released by Docker in July 2020. However, with Kubernetes announcing the imminent deprecation of Docker as it is currently known in 2021 [30] an evidential shift is taking place according to research completed by Sysdig [31], a reduction in Docker deployment is being met by an increase for tools such as Containerd and Cri-o; this is not however necessarily indicative of market share loss for Docker, only that it is splitting it’s runtime features into separate entities (including Containerd).
Alongside this, Docker containers are easily portable - they are self-sufficient and all required code can be encapsulated into a single container. Due to this self-sufficiency alongside their low performance requirements, Docker containers are quick to boot up and therefore lend themselves well to cloud scalability where new application instances can be started up as required and at great speed using a service such as Amazon’s Elastic Container Service (ECS) [32].
Node.js is an open-source server environment which uses lightweight event-driven programming and can be used with a containerisation suite such as Docker to help deliver the full benefits of scalability in a cloud environment [33]. Node.js uses asynchronous JavaScript to deliver speed, agility and efficient performance due to its ability to handle a large number of simultaneous connections, typically in a web server set up. A recent study [34] comparing node.js against other web server setups established that node.js outperforms PHP in computational performance, by being more memory efficient and utilising all available processing power. However the study did also show that a more traditional Nginx server did perform at a higher level for serving static content, therefore depending on the requirements of a particular use case a hybrid approach may be the most optimal.
[bookmark: _Toc70884221]Development in Node.JS and Docker
[bookmark: _Toc70884222]Evaluation
Assuming node.js is installed, a new package.json file is required which holds information about the project, as well as a list of dependencies for the project. Dependencies can be either modules required for the project itself to run, or those required for development alone, and can be installed using Node Package Manager (NPM). Separating in this manner allows for easy deployment with the minimal required dependencies included. These modules are similar to the concept of JavaScript libraries, and can be used to add a large variety of functionalities. Similar to libraries, they may also be frequently updated, and functionality should be checked within a project following an update to ensure behaviour remains consistent. Node.js has seen strong community uptake and as a result offers a huge selection of modules to cater to any requirements, this largely speeds up development and makes for a very flexible development process.
Using the Server class, node.js can be used to create a simple network service; node.js and the server class already contain much of the pre-configuration to get this up and running so it is just a case of passing some required parameters such as the response type, and assigning a port and IP to listen for incoming connections. Following this, content can be served by the web server. An example is seen below of a server.js file which sits at 127.0.0.1 and listens on 8124, passing back a 200 response code (OK, success) with the text ‘Hello World’ followed by the content, in this case a message stating ‘Server running’. Back in the command line, a simple ‘node’ followed by the file name ‘server.js’ gets the server running, from this example it can be seen how efficient creating a listening server is in node.js.
	const http = require('http'); 
server = http.createServer(function (req, res) { 
  res.writeHead(200, {'Content-Type': 'text/plain'}); 
  res.end('Hello, World!\n'); 
});

server.listen(8124, '127.0.0.1', () => {console.log('Server running');
});



A module such as TypeScript which is a strongly typed, compiled language, offers enhancements over the standard JavaScript for developers; although TypeScript compiles to standard JavaScript. It is interoperable with the majority of ECMAScript standards and therefore has wide compatibility across JavaScript runtimes, allowing safe usage of newer functions, modules, functions and other features whilst maintaining backwards compatibility. Because of its strongly typed nature, TypeScript is able to identify certain errors (such as type errors) at the moment it is compiled rather than run, offering early detection of bugs and speeding up whilst offering assurity to the development process.
A third party library such as Express can be used to offer assistance with the backbone of a running web server, it can assist with architecture organisation of the server and is designed to make web development simpler. Express can be used to create RESTful APIs which can delivered by responding to particular URLs and HTTP commands.
A module such as nodemon speeds up development to a great degree, as it automatically restarts the node application following any file changes. This means the result of a change can be instantly tested and verified, enabled errors to be ironed out early on in the development process.
Much of Node.js is actioned via the Linux command line (Git Bash can be used to emulate this in a windows environment), which makes for a quick an efficient method of operation, however this does come with a steeper learning curve than a GUI equivalent for those unfamiliar with command line operations. Once the basics were learned, this was found to be a very easy method of turning on and off services, error checking and troubleshooting, and obtaining status reports. 
Additionally, Docker can be used on top of the above to containerise a node.js project, adding portability by wrapping the project into its required components, and on first run getting all dependencies set up and running so the application can start as soon as possible. Using the a Docker-compose file automates the start-up process so that during development an environment with all required applications and dependencies can be set up quickly and with minimal work. In a live environment, Node.js and Docker work well together for the same reason, to offer a solution for secure development and provisioning of quickly scalable applications to be hosted in the cloud.
[bookmark: _Toc70884223]eCommerce Code
An example has been put together which demonstrates an eCommerce application developed with the use of HTML, JavaScript, Docker, Node.JS, Express and Axios. The code for this will be delivered separately, and a short run through showing the solution in action can be viewed at the following link: https://youtu.be/weSoDnnpW9U
[bookmark: _Toc70884224]Abstract
The above report provides insight into when a cloud platform may be a preferred solution over on premise, as well as evidencing the potentially significant cost savings that may be achievable with a migration to cloud. It also compares the performance of Docker to virtual machines with favourable results, and Node.JS to competing tools and makes recommendations for when a particular solution can, or cannot provide benefits. It also provides insight into a development journey using these toolsets.
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Category Cost  Category Cost
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