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Digital forensics has become an essential part of modern cybersecurity due to the rapid increase in cybercrime, data breaches, and digital fraud [1]. Organisations now rely heavily on digital systems to store sensitive information, making them a common target for cyberattacks and insider threats [2]. As a result, digital forensics plays an important role in identifying, preserving, and presenting digital evidence during investigations [3]. The field covers several areas, including computer forensics, mobile forensics, network forensics, and cloud forensics, each with their own specialised tools and investigation techniques [3]. 
At the same time, the growth of technologies such as cloud computing, artificial intelligence, and encrypted communication platforms has made digital investigations more complex [4]. Investigators must now deal with larger volumes of data, stronger encryption methods, and new anti-forensic techniques designed to hide evidence [2]. Despite these challenges, digital forensics continues to evolve alongside cybersecurity to support incident response, threat analysis, and legal investigations [4].
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Modern digital forensic investigations rely on structured processes and specialised software to manage digital evidence throughout an investigation. Investigation models commonly focus on evidence acquisition, preservation, examination, analysis, and reporting, ensuring that evidence remains reliable and legally admissible [5]. Current forensic practices now extend beyond traditional computer investigations and include mobile devices, cloud platforms, network traffic, multimedia files, and IoT environments [5]. This has increased the demand for forensic tools capable of handling large and diverse datasets efficiently while maintaining evidence integrity. 
A wide range of digital forensic tools are current used in both law enforcement and private cybersecurity investigations. Commercial tools such as EnCase, FTK, and Forensic Explorer are widely used due to their advanced features, reporting capabilities, and support for multiple file systems [6], [7]. FTK imager is commonly used for disk imaging and evidence acquisition, while tools such as Autopsy and The Sleuth Kit (TSK) provide open-source alternatives for forensic analysis [7]. Autopsy is considered more accessible for investigators due to its user-friendly interface and automated analysis features, including keyword searching, timeline analysis, deleted file recovery, and browser artefact extraction. In comparison, Forensic Explorer provides more advanced categorisation and support for a wider range of digital artefacts, although requires commercial licensing and dedicated training [7].   
The effectiveness of forensic tools can vary depending on the operating system and investigation requirements [8]. Tools such as FTK Imager, QuickHash, and PhotoRec are commonly used for evidence imaging, integrity verification, and data recovery [8]. Cloud-based forensic tools have also emerged to improve investigation efficiency. For example, Cloud Based Digital Forensic Tool allows investigators to perform acquisition, analysis, and reporting remotely while maintaining evidence integrity through SHA hashing [6].  
Artificial Intelligence and machine learning are also becoming more common in digital forensic investigations. AI-driven forensic triage systems can automate evidence classification, pattern recognition, and anomaly detection, helping investigators to process large volumes of data more efficiently [9]. However, challenges still remain regarding computational requirements, explainability, and the reliability of AI-generated results [9]. 
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While cybersecurity mainly focuses on preventing and detecting attacks, digital forensics is responsible for identifying, analysing, and preserving evidence after a security incident has occurred [4]. This relationship has become increasingly important due to the rise in ransomware attacks, data breaches, insider threats, and malware infections from affecting organisations worldwide. 
Digital forensics is now widely used within incident response processes to support threat analysis, attack reconstruction, and evidence preservation. Security teams commonly use forensic tools alongside cybersecurity technologies such as intrusion detection systems, SIEM platforms, and threat intelligence feeds to investigate suspicious activity and determine the source and impact of attacks. Tools including Wireshark, Volatility, ELK Stack, and FTK imager are often used to capture network traffic, analyse memory data, correlate security events, and preserve digital evidence during investigations [10]. This integration allows organisations to respond to incidents more efficiently while maintaining legally admissible evidence. 
Artificial intelligence and automated monitoring systems are also becoming increasingly important in both cybersecurity and digital forensics. AI-driven detection systems can identify abnormal behaviour and support faster incident response through automated threat analysis and evidence correlation [9], [10]. However, modern investigations still face challenges related to encrypted communication, anti-forensic techniques, and the large volume of digital data generated by modern systems [2]. Despite these challenges, the combination of cybersecurity and digital forensics continues to improve organisational resilience and support more effective cyber incident investigations. 
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One emerging trend in digital forensics is the increasing use of automation to improve investigation speed and reduce manual analysis. Modern forensic environments generate large amounts of data, making traditional investigation methods slower and more resource intensive. AI-assisted systems can help prioritise relevant evidence, identify suspicious behaviour, and improve the efficiency of forensic triage processes [9]. In addition, cryptocurrency investigations and blockchain analysis have become more common due to the increasing use of digital currencies in cybercrime activities [1]. 
The expansion of cloud services, IoT devices, and industrial systems has also created new challenges for forensic investigations. Evidence is now often distributed across multiple devices, virtual systems, and remote storage locations, making evidence acquisition and preservation more difficult [10]. In some environments, particularly industrial systems, investigators must also avoid disrupting critical operations while collecting forensic evidence [10]. These limitations can complicate investigations and delay incident response activities. 
Anti-forensic techniques continue to present another major challenge within the field. Methods such as encryption, metadata manipulation, steganography, and secure data deletion can reduce the availability of usable evidence and make investigations more time-consuming [2]. As cyber threats continue to evolve, forensic investigators must continually adapt their tools and methodologies to manage increasingly complex digital environments. 
[bookmark: _Toc229063939]5.0 National and International Job Market
The demand for cybersecurity and digital forensics professionals continues to increase both nationally and internationally due to the growing frequency and complexity of cyber threats. Recent industry research highlights ongoing skills shortages within cybersecurity teams, particularly in areas such as artificial intelligence, cloud security, incident response, and threat analysis [11]. Digital forensics and incident response roles remain important within modern cybersecurity operations, especially for organisations responding to ransomware attacks, data breaches, and cybercrime investigations. 
Common career roles within the field include digital forensic analyst, incident responder, SOC analyst, malware analyst, and cybersecurity consultant. The ISC2 Cybersecurity Workforce Study [11] also found that organisations are increasingly investing in professional development, AI-related skills, and cybersecurity certifications to address workforce shortages and evolving security requirements. This demonstrates that digital forensics continues to offer strong career opportunities within the global cybersecurity industry. 
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