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[bookmark: _Toc60434737]1.Task 1:
[bookmark: _Toc60434738]A Trigger that responds to CREATE_Table, ALTER_Table and DROP_Table commands on To-Rent estate agent database 
CREATE TRIGGER create_alter_drop_trigger
ON DATABASE
FOR DDL_DATABASE_LEVEL_EVENTS   
AS  
DECLARE @data XML  
SET @data = EVENTDATA()  
INSERT PRGDatabaseAudit   
   (DatabaseName,TableName,EventType,LoginName,SQLCommand,AuditDateTime)
   VALUES(
   @data.value('(/EVENT_INSTANCE/DatabaseName)[1]', 'NVARCHAR(100)'),
   @data.value('(/EVENT_INSTANCE/ObjectName)[1]', 'NVARCHAR(100)'),  
   @data.value('(/EVENT_INSTANCE/EventType)[1]', 'NVARCHAR(100)'),   
   CONVERT(NVARCHAR(100), CURRENT_USER),
   @data.value('(/EVENT_INSTANCE/TSQLCommand)[1]', 'NVARCHAR(2000)'),
   GETDATE()) ;      
GO
[bookmark: _Toc60434739]PRGDatabaseAudit table to store the trigger information 
CREATE TABLE PRGDatabaseAudit(
AuditID INT IDENTITY PRIMARY KEY,
DatabaseName NVARCHAR(100),
TableName NVARCHAR(100),
EventType NVARCHAR(100),
LoginName NVARCHAR(100),
SQLCommand NVARCHAR(2000),
AuditDateTime DATETIME);
[bookmark: _Toc60434740]PRGPropertyAudit Table 
CREATE TABLE PRGPropertyAudit (
AuditID INT IDENTITY PRIMARY KEY,
CustomerID INT,
VisitID INT,
PropertyID INT,
EventType VARCHAR(30),
UserRespronsible NVARCHAR(100),
TransactionDate Datetime);
[bookmark: _Toc60434741]A Trigger that responds to Insert commands on visits.
CREATE TRIGGER after_insert_trigger
ON Lease
AFTER INSERT
AS
BEGIN
    SET NOCOUNT ON;
    INSERT INTO PRGPropertyAudit(
		CustomerID,
		VisitID,
		PropertyID,
		EventType,
		UserRespronsible,
		TransactionDate
    )
    SELECT
        i.clientid,
        i.leaseNumber,
        i.propertyID,
        'INSERT',
        CONVERT(NVARCHAR(100), CURRENT_USER),
        GETDATE()
       
    FROM
        inserted i
   
END
(Bedoya, Bainbridge, & Bestgen, 2016)
[bookmark: _Toc60434742]Create a Trigger that responds to Delete commands on Sales
CREATE TRIGGER trg_after_delete
ON Lease
AFTER DELETE
AS
BEGIN
    SET NOCOUNT ON;
    INSERT INTO PRGPropertyAudit(
		CustomerID,
		VisitID,
		PropertyID,
		EventType,
		UserRespronsible,
		TransactionDate
    )
    SELECT
        d.clientid,
        d.leaseNumber,
        d.propertyID,
        'DELETE',
        CONVERT(NVARCHAR(100), CURRENT_USER),
        GETDATE()
       
    FROM
        deleted d
   
END
[bookmark: _Toc60434743]A Trigger that responds to Update commands on Sales
[bookmark: _Toc60434744]---Sales Update Audit Table
CREATE TABLE SalesUpdateAudit (
AuditID INT IDENTITY PRIMARY KEY,
LeaseNumber INT,
OldClientID INT,
OldOwnerID INT,
OldPropertyID INT,
OldMethodOfPay VARCHAR(12),
OldDepositStatus VARCHAR(12),
NewClientID INT,
NewOwnerID INT,
NewPropertyID INT,
NewMethodOfPay VARCHAR(12),
NewDepositStatus VARCHAR(12),
UpdateDate DATETIME,
UserRespronsible NVARCHAR(100));

[bookmark: _Toc60434745]--- AFTER UPDATE TRIGGER ON Sales
CREATE TRIGGER sales_after_update_trigger
ON Lease
AFTER UPDATE
AS
BEGIN
    SET NOCOUNT ON;
    INSERT INTO SalesUpdateAudit(
		LeaseNumber,
		OldClientID,
		OldOwnerID,
		OldPropertyID,
		OldMethodOfPay,
		OldDepositStatus,
		NewClientID,
		NewOwnerID,
		NewPropertyID,
		NewMethodOfPay,
		NewDepositStatus,
		UpdateDate,
		UserRespronsible)
    SELECT
		d.leaseNumber,
		d.clientId,
		d.ownerID,
		d.propertyID,
		d.methodofpay,
        	d.depositPaidStatus,
		i.clientId,
		i.ownerID,
		i.propertyID,
		i.methodofpay,
        	i.depositPaidStatus,
        	GETDATE(),
        	CONVERT(NVARCHAR(100), CURRENT_USER)   
    FROM
        	inserted i, deleted d
END
(Dewson, 2012)
[bookmark: _Toc60434746]2.TASK 2: REPORT
[bookmark: _Toc60434747]Screenshot of sales and audit data table 
Sales Table
The screenshot below illustrates the Lease table which is the sales table in this case. 
[image: ]
Audit Data Tables
There are 3 Audit Tables: PRGDatabaseAudit, PRGPropertyAudit and the SalesUpdateAudit Table
i. PRGDatabaseAudit
Below is the screenshot of the PRGDatabaseAudit Table. This table stores all the DDL DATABASE LEVEL EVENTS such as CREATE TABLE, DROP TABLE, AND ALTER TABLE and other database object such as triggers.
[image: ]
ii. PRGPropertyAudit 
Below is a screenshot for the PRGPropertAudit Table that stores the AuditID, Property Information such as the ID of Customer, rented property inserted, deleted or updated, visit detail, user responsible for the transaction and the date of transaction. The Event Type column stores values that indicate the type of operation that was executed. The operation may be an Insert operation, update operation or a delete operation.

[image: ]
iii. SalesUpdateAudit
Below is the screenshot of the Sales Update Audit Table that records all the details of old and new records in the lease table which in this case is the sales table. 
[image: ]
(Rankins, Bertucci, & Gallelli, 2015)
[bookmark: _Toc60434748]Advantages to be gained from your proposed solution and use appropriate examples from your solution (in Task 1) to support your discussion. Show queries that can be ran using the database 
· In this section, we shall discuss on the advantages gained from the proposed solution in Task 1. 
· In task 1, 2 audit tables: PRGDatabaseAudit, PRGPropertyAudit and the SalesUpdateAudit Table were created to store all the information generated from the created triggers. 
· Four triggers: create_alter_drop_trigger, after_insert_trigger, trg_after_delete and sales_after_update_trigger triggers were created to monitor all the fraudulent activities taking place in the database. 
· Each trigger was storing information in a particular audit table. The create_alter_drop_trigger was storing its information in the PRGDatabaseAudit table, the after_insert_trigger and trg_after_delete triggers were storing information in the PRGPropertyAudit table with the event types well captures i.e. insert or delete events. The sales_after_update_trigger was storing its information in the SalesUpdateAudit table. 
· Below is an illustration on how the above stated triggers can help to mitigate fraudulent activities taking place in the database. 
[bookmark: _Toc60434749]Trigger 1: PRGDatabaseAudit
· As described above, this trigger helps us to capture all the information related to the creation, deletion and alteration of database objects such as the tables, triggers, indexes etc. All these events are achieved with the use of the Data Definition Language for the database level events.
· The screenshot below illustrates the records populated in the PRGDatabaseAudit table when the database level DDL commands were fired.
SELECT * FROM PRGDatabaseAudit;
[image: ]

[bookmark: _Toc60434750]Trigger 2: After_insert_trigger 
· This trigger records all the new records populated in the sales table. Below is a query that inserts new values in the lease table:
SQL CODE:
INSERT INTO Lease (leaseNumber, clientID, ownerID, propertyID, methodofpay, depositPaidStatus, startDate, endDate) 
VALUES (5, 4, 4, 4, 'card', 'yes', (convert(datetime,'01-02-20 00:00:00 AM',5)),  (convert(datetime,'01-01-20 00:00:00 AM')));
Checking the PRGPropertyAudit Table
SELECT * FROM PRGPropertyAudit;
[image: ]
[bookmark: _Toc60434751]Trigger 3: TRG_AFTER_DELETE TRIGGER
· This trigger keeps a log of all the deleted records from the sales table:
SQL CODE For deleting a record from the sales table.
DELETE FROM LEASE WHERE LEASENUMBER = 5;
Checking the PRGPropertyAudit Table
SELECT * FROM PRGPropertyAudit;
[image: ]
[bookmark: _Toc60434752]Trigger 4: sales_after_update_trigger Trigger  
· This trigger keeps a log of all the records updated in the sales table. Details of @Old and @New are all stored in the SalesUpdateAudit Table
SQL CODE that updates a record in the Sales table:
UPDATE LEASE SET methodofpay ='paypal', depositPaidStatus = 'yes' WHERE leaseNumber = 3;
CHECKING FOR THE LOG IN THE SalesUpdateAudit Table 
	SQL CODE:
SELECT * FROM SalesUpdateAudit;
	[image: ]
· From the screenshot above, both the details of @Old and @New are recorded by the trigger when the UPDATE event is fired. 

[bookmark: _Toc60434753]3.Additional Assignment:

[bookmark: _Toc60434754]Transaction and Concurrency as used in the DBMS. 
· A Transaction refers to a logical, atomic unit of work containing one or more SQL statements whose execution may or may not change the contents of a database.
· Concurrency refers to the simultaneous execution of multiple transactions. 

[bookmark: _Toc60434755]ACID properties of Transaction and why they are necessary? 
ACID Properties of a transaction refers to Atomicity, Consistency, Isolation and Durability.
· Atomicity refers to complete execution of a transaction since it is a single unit of operation. Therefore, atomicity holds that for every transaction, there can not be partial execution; either the execution is executed to entirety or there is no execution at all.
· Consistency entails the maintenance of the database consistent state before and after a transaction. Therefore, a transaction should always move a database from one consistent state to another. 
· Isolation refers to the execution of a transaction in isolation from other transactions and therefore, each transaction should be executed independently from the other and the execution of one transaction should not affect the execution of another one. 
· Durability entails the persistence or permanence of the changes made by a transaction on a database even in the case of system failure. 
[bookmark: _Toc60434756]Dirty Read, Unrepeatable Read and Lost Update anomalies caused by interleaved schedule 
i. Dirty Read
· Dirty Read also referred to as temporary update is a problem that occurs when a transaction updates an item and the updated item is used by another transaction. However, this transaction fails before the item is changed or rolled back back to its initial value. 
Example:

	Transaction 1
	Transaction 2

	Read_item(X)
X = X-N
Write_item(X)



Read_Item (Y)

	


Read_item (X)
X = X+M
Write_item (X)


· From the example above, if Transaction 1 fails, X will revert back to its initial value. However, transaction 2 will have already read the incorrect value of X resulting into dirty read. 
ii. Unrepeatable Read 
· The unrepeatable read problem occurs when two or more read operations of the same transaction read different values of the same variable.
Example:
	Transaction 1
	Transaction 2

	Read (X)

Write (X)
	
Read (X)

Read (X)



· From the above example, after transaction 2 reads the variable X, the value of the variable X is changed by the write operation in transaction 1. Thus, the concurrent read operations performed by transaction 2 reads the new value of X which was updated by transaction 1.
iii. Lost Update 
· The lost update problem occurs when an update done to a data item by transaction 1 is lost as it is overwritten by the update done by transaction 2.
Example:
	Transaction 1
	Transaction 2

	Read_item (X)
X = X+N
	

X=X+20
Write_item (X) 




· From the example above, the update done by transaction 1 is lost as transaction 1 changes the value of X but this value gets overwritten by the update done on the value by transaction 2 (Atluri & Samarati, 2012). 
[bookmark: _Toc60434757]4. Two-phase locking and demonstrate how two-phase locking would help to avoid problem caused by Dirty Read using the Dirty Read. 
· Concurrency Control in Database Management System refers to the procedure of handling simultaneous operations without conflicting with each other. 
· Concurrency Control ensures that the Database transactions are performed concurrently and accurately to produce correct results without violating the laid down data integrity of that particular Database. 
· There are different protocols that a database management system can use to control concurrency. They include Lock-Based Protocols, Two Phase Locking Protocol, Timestamp-Based Protocols and Validation-Based Protocols.
· In this section, we shall discuss on Two-Phase Locking and demonstrate how this concurrency control measure can be used to avoid the problem of dirty ready (Graefe, 2019).  
[bookmark: _Toc60434758]Two Phase Locking Protocol
· Two Phase Locking Protocol also referred to as 2PL protocol is a concurrency control method in Database Management System that ensures serializability in the manner in which transactions are executed by applying a lock to the transaction data which blocks other transactions from simultaneous access of the same data. 
· Through this process, the concurrency problem such as Dirty Read, Unrepeatable Read and Lost Update in Database Management Systems are avoided.
· In this locking protocol, the execution phase of a transaction is divided into three different parts.
i. Phase One: In phase one, when the transaction begins to execute, it requires permission for the locks it needs.
ii. Phase Two: It is in Phase two where the transaction obtains all the locks. The phase three starts when a transaction releases its first lock.
iii. Phase Three: In phase three, the transaction does not demand for any new locks. Instead, the transaction only releases the acquired locks.
The Two-Phase Locking protocol each transaction is allowed to make a lock or unlock request in two steps:
i. Growing Phase: In the growing phase, a transaction may obtain locks but may not release any of the locks.
ii. Shrinking Phase: In the shrinking phase, a transaction may release locks but it does not obtain any new lock.
[bookmark: _Toc60434759]How two-phase locking would help to avoid problem caused by Dirty Read using the Dirty Read
· Two phase locking uses database locks to prevent clients from accessing locked data. A database lock is a mechanism that allows only one transaction to access piece of data at a time. 
· Dirty read occurs when a transaction reads the data written by another transaction before the data has been committed. 
· Two-phase locking avoids dirty read by placing locks on every row involved in the read operation. The database therefore, won’t release the Lock until the transaction aborts or commits.  
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