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Industry 4.0 has transformed the manufacturing sector rapidly by improving efficiency and productivity. Advanced systems have been developed such as Internet of Things (IoT) devices, automation and cloud platforms. These advancements have inadvertently created new cybersecurity risks that organisation and companies must focus and adapt on to continue to function.  
Steel Form Manufacturing Ltd (SFM) is a medium sized manufacturer that engineers their own custom components for sectors like aerospace and the automotive industry. It was increasingly made more dependent on connected technologies and created a larger attack surface for potential cyber threats.
Recent security incidents experienced by SFM include malware infections, phishing and unauthorised access attempts targeting the production network. This highlights the need for a strong focus on cybersecurity and data governance. Cyberattacks against manufacturing organisations can cause significant operational disruption and damage to businesses’ reputation. It is vital to protect sensitive engineering data and to keep all communication across systems secure. 
This report will provide information about cybersecurity and data governance policies designed to strengthen SFM’s security posture against both internal and external threats [1]. It will also identify important cyber security risks, and it will recommend practical solutions. 
[bookmark: _Toc235023438]Identification of Cybersecurity Threats
The integration of IoT devices, automated machinery and cloud-based systems has improved SFM’s manufacturing capabilities. But this has also opened an increased exposure to cybersecurity threats. Not only are there external threats but also internal ones. Internal ones are the most dangerous as if the user has malicious intentions, they can cause the most harm as they have more access to the IT and Network systems than an outside attacker. 
[bookmark: _Toc235023439]External Threats
Ransomware Attacks
Ransomware Attacks could cause significant financial losses for SFM [3]. These attacks may prevent business operations as the attacker would encrypt data like automation scripts, supplier contracts and demand payment for them to be released. An attack like this could prevent access to production management systems at SFM. 

Phishing and Social Engineering
Phishing and social engineering involves tricking employees of a company to leak confidential information by disguising themselves as a legit looking company. This attack relies on disguising themselves as real organisations and hoping that the employees will click their link or provide them with information. The potential implications of a successful attack could be: Fake supplier emails could steal login details; Attackers could change payment details and Employees could accidentally introduce malware from a malicious link.

Malware Infections
Employees may unintentionally introduce malware onto their system/network. They may enter a compromised website or click on a bad email attachment. There could also be a physical threat as an employee or an external contractor could plug in a USB with harmful malware. The systems may also not be fully secure. This could leave a backdoor for attackers to add malware onto the system/network. Data theft could cause trade secrets to leak, and company reputation to get damaged. It may also cause systems to be damaged and would require them to be repaired. The repair of these systems would cause production chains to be disrupted and would cause potential operational losses. 
Supply Chain Attacks
Steel Form manufacturing relies on suppliers and third-party systems. If any supplier or software is compromised, it may automatically put their company at risk. This is dangerous as suppliers have remote access to SFM systems for maintenance/Support. Attackers could exploit trusted relationships and gain access to SFM’s network. 
[bookmark: _Toc235023440]Internal Threats 
Insider Threat
Insider Threats are a much higher risk and severity as trusted employees can misuse their access and can be harder to detect. Employees/Contractors can steal engineering designs and copy sensitive customer information. They can use this information for their own benefit or sell it.  
Human Error
Human Error is one of the most common reasons for System/Network vulnerabilities. Employees may misconfigure settings, set up weak passwords, incorrectly share permissions with the wrong people and click on suspicious links. This can happen due to multitasking and working when tired. If a company laptop is left unlocked or a password is weak, an attacker could gain access to company systems and cause disruptions. 
Poor Access Management
The Poor management of user permissions can lead to issues. Users may exploit their permissions if for example former employees have access to Network or IT systems. Incorrectly shared accounts could lead to an attacker having full access to company systems.
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The following policies follow the recognised industry standards of ISO/IEC 27001 [2], NIST cybersecurity framework [1] and UK GDPR
Access Control Policy
This policy will ensure that unauthorised users don’t have access to any information or systems that they shouldn’t have access to. 
SFM will use RBAC to assign permission to employees. This works based on predefined roles based on job functions instead of managing permissions for individual users. The company should manage the number of roles, as a large pool may be harder to maintain and keep up with. 
PoLP (Principle of Least Privilege) will ensure that only verified employees have access to necessary permissions for their tasks. Using this will limit the number of permission misuses. 
MFA (Multi Factor Authentication) will provide strong security as access to accounts will be locked behind extra security so even if an attacker has login details, they won’t be able to enter the system or network as an additional security check will take. The employee may get an authentication code to their mobile or through an app. 
The regular review of users account will increase the likelihood of catching any mistakes in terms of permission being given out to the wrong people. These reviews would cut down on security concern as employees with access may not have time to perform an attack. 
Removing access for former employees will be vital. Without the removal a huge security risk would emerge. Anyone outside of the organisation should not have any access to the network as a former employee could intentionally or unintentionally cause a breach. 

Password and Authentication Policy
SFM will require employees to have complex passwords that include a: Minimum length of 8 characters, special character, uppercase letter. This will ensure employees aren’t using weak passwords that can be guessed easily or cracked through brute force. There would also be passwords for certain applications/folders with sensitive data to add another layer of security. 
There will also a strong emphasis on no password sharing as this can easily be misused by the person this information would be shared with. It could also manage to leak further and could be compromised. 
Mandatory password expiration will be added. This would make sure that even if a password is compromised on the internet, it will already be out of use on the system therefore wouldn’t cause any disruptions. 




Network Security Policy
SFM would use a hardware firewall because it protects the entire company network from one central location. It will protect all connected devices, even those without their own firewall and is harder for users or malware to disable.
I would use network segmentation to separate different parts of the company network. The office IT systems and production/IoT devices. This improves security by reducing the spread of attacks if one section of the network is compromised. 
Vpn’s will be used to provide a secure remote access for employees. This would protect sensitive data from being intercepted. 
IDS (Intrusion Detection System) will be used to detect any suspicious network activity and a IPS (Intrusion Prevention System) would block suspicious network activity. 

Data Protection Policy
SFM would use data classification to organise information based on its sensitivity. This would help the company apply the correct security measures and protect important data. Any data that would be deemed as highly sensitive would be encrypted to ensure that even if an attacker got access to it, it wouldn’t be useful as it wouldn’t be visible. 
A vital part of the data protection policy would be the use of secure backups of important company data. In case of an attack, data corruption or data deletion, the data wouldn’t be lost as they would be securely held in a different location outside of the connected Network. 
GDPR will be used to handle personal data securely and in accordance with the law [4]. It will be protecting customer and employee information from misuse or breaches.

Acceptable Use Policy
I would encourage safe internet usage by employees to avoid malware infection and other possible risks. SFM would not allow the installation of any unauthorised software by employees as it might pose a risk to our system. Personal USB drives would not be allowed as it could lead to malware infection and other security threats. Employees would be encouraged to report any suspicious emails received as an attack to help investigate its nature.


Incident Reporting Policy
There must be an established process for reporting security incidents. Employees must report all security incidents including suspicious emails, loss of devices, or breach of data to the IT or security department immediately. Documentation and record keeping should be done of all the reported security incidents that include what the incident was about and when it took place. More serious incidents can be escalated further to the management.
[bookmark: _Toc235023442]Mitigation Measures

Ransomware Mitigation 
They include implementing patches and updates regularly to fix vulnerabilities, maintaining endpoint protection tools to identify and prevent any threats to the system. Maintaining offline backups is very important as it will be isolated from the network to prevent any attackers from reaching the backup data. 
The process of backups will be tested regularly to make sure they are effective and there are recovery plans that are well-documented and updated to help restore the services after a security event.

Phishing Mitigation
Security controls for email will be put in place to help mitigate the dangers of phishing attacks. These controls will have filtering tools that can recognise and block any malicious emails, software applications capable of detecting phishing attacks. They would even simulate phishing attacks to gauge how good employees are at recognising these kinds of threats. Verification controls will also be set up to review whether the requests from employees are valid, especially those concerning sensitive data and money transfers.

Malware Mitigation
Security techniques for endpoints will be put into place to help secure the machines against any form of malware attacks, unauthorized access or other cyber threats. This will include the implementation of anti-virus and EDR solutions to detect any suspicious activities. There will be controls of USB devices that prevent unapproved and possibly dangerous portable storage devices from connecting to the machines. Applications will be whitelisted that allow only the approved software to execute on the machine.

Supply Chain Risk Mitigation
Controls related to security measures by third parties should also be put in place to reduce risks involved with suppliers and other external organisations. This will involve things like: setting security requirements for suppliers, conducting vendor security assessments on a consistent basis to evaluate the security activities of such suppliers, ensuring limited access for third parties to only those systems and information necessary in the process, and monitoring supplier accounts to detect any abnormal activities.
Insider Threat Mitigation
Access controls will be enforced to ensure that individuals have adequate and secure access to systems and information. 
SFM will undertake periodic access reviews to confirm that access rights are still correct, keeping logging and audit trails to track user activities and conduct investigations into any possible security breaches, and enforcing separation of duties to minimize any possibility of unauthorised activities. 
Users' access rights will be revoked instantly upon termination of employment of individuals either from the company or outside contractors.

[bookmark: _Toc235023443]Monitoring and Incident Response
SFM will create a secure monitoring and incident response protocol to find and respond to any cyber security threats affecting its manufacturing systems, IoT devices, cloud platforms and corporate networks. SIEM solutions, EDR tools, firewall monitoring, system scans and system log analysis will be the main way to identify any threats from internal and external sources. 
If an incident is found the Incident Response Team within SFM, which consists of IT security personnel and appropriate managers, would handle the threat. The process would be done according to best practices in the industry, where identification, containment, eradication, recovery and post-analysis of the incident would take place.
For large threats like ransomware attacks SFM will isolate the effected systems, restore the systems with verified backups and clearly communicate it within the company and to its stakeholders. Regular tests will take place to try and minimise downtime, financial impact and the reputational damage. 
Eradication 
Remove Cause
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Isolate the threat
Identification Assess the threat
Incident Detected



Post Incident Review
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SFM will implement a cybersecurity awareness program for the creation of a security-minded workforce and for employees to know their role regarding the organisation’s security policies. Because employees have historically been a target of cyber threats the training program would significantly minimise such cyber threats.

Security Training Program for New Employees
All new employees of SFM will go through cybersecurity training before being granted access to the SFM systems. This will include basic cybersecurity skills like proper password management, MFA (multi-factor authentication), etc. This training will be customised depending on the work at SFM. 

Regular Security Awareness Training
SFM will provide cybersecurity training throughout the year to ensure that employees are always updated on any threats. The company will carry out quarter awareness sessions which will cover issues such as social engineering, how to prevent malware, securing information, using devices safely, and adhering to the company’s security policies.

Through SFM’s phishing exercises, it will ensure that its employees get adequate training in terms of improving their awareness about cyber threats, determining training needs, and increasing resilience against email-based threats. It will encourage its staff members to report any suspicious activities, losses of devices, or potential security threats through a well-defined reporting system to facilitate prompt action. Training will be tracked through attendance and online records, with refresher training conducted yearly.
[bookmark: _Toc235023445]Conclusion

Although the adoption of the 4.0 industry technologies has enhanced the manufacturing capacities of SFM, it also has raised many cybersecurity issues. The key internal and external threats have been outlined: ransomware, phishing, malware, attacks from the supply chain side, insider threats and access control issues. To mitigate such risks, it is important for SFM to apply robust security policy, technical measures, continuous monitoring, and training of employees.

With a proper implementation of cybersecurity strategies that can be considered best practices like ISO/IEC 27001 and NIST Cybersecurity Framework, SFM will be able to enhance their abilities in preventing and dealing with cyber threats.
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SFM'’s Digital
Transformation and Cyber
Risks

= SFM has adopted Industry 4.0 technologies, including

loT devices, automation and cloud-based systems.
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These technologies have improved operational

efficiency, connectivity, and production capabilities.

However, increased connectivity has created new

cybersecurity risks, including malware, unauthorised
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access, data breaches, and production disruption.
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Key Cybersecurity Threats
Facing SFM

Ransomware — Can disrupt production operations,
encrypt critical data, and cause costly downtime.

Phishing & Social Engineering — Targets employees to steal
credentials or gain unauthorised access.

Malware — Threatens company systems, endpoints, and
connected manufacturing devices.

Supply Chain Attacks — External suppliers and partners
may introduce security risks.
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Business Impact of Cyber Attacks %

= Production Downtime — Cyber incidents can
disrupt automated machinery, loT systems, = Reputation Damage — Security failures may
and manufacturing operations. reduce customer trust and affect future
business opportunities.

= Financial Losses — Recovery costs, lost
production, and operational disruption can = Supply Chain Disruption — Attacks affecting
significantly impact revenue. suppliers or partners can delay production

= Loss of Engineering Data — Theft or exposure and impact delivery commitments.

of sensitive designs and intellectual property
could harm SFM’s competitive advantage.

Key message for the board:
Cybersecurity is not only an IT issue. It's a business continuity and
operational risk.
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Recommended Security Policies

= SFM should implement a set of cybersecurity policies aligned with industry best practices to protect .
systems, data, and operations.

= Access Control Policy — Ensures employees only access the systems and information required for their
roles.

= Password & MFA Policy — Enforces strong passwords and multi-factor authentication to protect user
accounts.

= Network Security Policy — Defines controls for protecting corporate networks, production systems, loT
devices, and remote connections.

= Data Protection Policy — Establishes requirements for securing sensitive data, including engineering
designs, customer information, and operational records.

= Acceptable Use Policy — Defines appropriate use of company devices, systems, email, and internet services.

Key message for the board:
Clear security policies create consistent protection across SFM’s people, processes, and technology.
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Technical Security Measures

SFM should implement layered technical controls to protect its manufacturing environment, systems, al.
sensitive data.

Firewalls — Control and monitor network traffic to block unauthorised access.

Network Segmentation — Separate production networks, corporate systems, and loT devices to limit the
spread of attacks.

SIEM Monitoring — Collect and analyse security events to detect threats and support rapid response.
EDR Protection — Monitor endpoints for malware, suspicious activity, and potential breaches.
Secure Backups — Maintain regular offline and protected backups to support recovery after cyber incidents.

Encryption — Protect sensitive data during storage and transmission.

Key message for the board:
A layered security approach reduces the likelihood and impact of cyberattacks.

7/15/2026  Annual Review 3




image8.png
\

¥ '3
- Identification C ment Eradication
Incident Detected R Accocs the threat S -
Isolate the threat Remove Cause
Post Incident Review Recovery
Learn and Improve Restore Systems

7/15/2026  Annual Review 7

Incident Response Flow Chart .





image9.png
il
5\

Staff Awareness Programme

= SFM will develop a security-aware workforce through continuous cybersecurity education and awarene‘
activities.

= New Employee Training — All new employees will complete cybersecurity training covering password
security, MFA, phishing awareness, and safe data handling before accessing company systems.

= Quarterly Awareness Sessions — Regular training will keep staff informed about new threats, security
policies, and best practices.

= Phishing Simulations — Simulated phishing campaigns will test employee awareness and improve their
ability to identify malicious emails.

= Incident Reporting — Employees will be encouraged to quickly report suspicious activity, lost devices, or
potential security incidents.

Key message for the board:
Employees are a critical line of defence against cyber threats. A trained workforce reduces security risks and
improves incident response.
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Implementation Plan

= Phase 1: Immediate Security Improvements

Implement Multi-Factor Authentication (MFA) to strengthen account security.

Conduct a security assessment to identify vulnerabilities and prioritise risks.

= Phase 2: Infrastructure Protection
Introduce network segmentation to separate production, corporate, and loT environments.

Deploy SIEM monitoring to improve threat detection and incident response.

= Phase 3: Long-Term Security Improvement
Deliver ongoing staff training and awareness programmes.

Establish continuous improvement processes through regular reviews, testing, and updates.
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Conclusion

SFM should adopt a layered
cybersecurity approach that combines
advanced security technologies, clear
policies, continuous monitoring, and
employee awareness. This approach will
help protect manufacturing operations,
safeguard sensitive engineering data,
reduce the risk of cyber incidents, and
improve resilience against evolving
threats.
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Key recommendations:

Strengthen access security through MFA and effective access
controls.

Protect critical systems using network segmentation, monitoring,
and secure backups.

Develop a strong cybersecurity culture through regular staff
training.

Continuously review and improve security measures to address

emerging risks. .
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