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[bookmark: _Toc233580851]Abstract 
[bookmark: _Toc233580852]This report will first look at the cyber security concerns which have been identified for SteelForm. Energy. Availability of Industrial Energy is a smart modern manufacturing company dependent on Industrial Energy, Manufacturing Ltd. SFA. Internet of Things (IIoT) technology. Operational Technology (OT). Technology (OT) which was beneficial to its manufacturing processes. The greater the adoption of digital transformation SFM must battle Threats to your organization that are continually evolving and are tougher to block as they hook up to cloud-based services and industrial systems. can result in production disruptions, sensitive production data and impact on businesses. business. Continuity
The Report highlights vital factors of cyber security risks and suitable security measures to be taken. Policies, technical controls, proactive monitoring, incident response, employee awareness. programmes. Guidance on the work is available in the NIST Cybersecurity Framework (CSF 2.0) and the report offers practical guidance using the CSF 2.0. Increase operational resilience, recommend enhanced industrial cybersecurity and protection. Secure, reliable and continuous manufacturing operations, as well as preserving critical manufacturing assets.


1. Introduction
SteelForm Manufacturing Ltd. (SFM) is a 21st-century manufacturing corporation that makes industrial products with smart manufacturing technologies to enhance manufacturing efficiency, productivity, and product quality. The company has established a digitally connected production environment in which the Industrial Internet of Things (IIoT) sensors keep a constant focus on equipment performance, production processes and environmental factors. 
Automated machinery and OT (Operational Technology) systems collaborate to perform manufacturing processes with minimal human involvement, and a cloud-based production management system enables organisations to schedule production, manage inventory and make real-time decisions. The operational benefits of digital transformation have significantly improved manufacturing efficiency; however, they have also introduced new cybersecurity risks that threaten production systems, Industrial IoT devices, Operational Technology (OT), and cloud-based manufacturing services.
Industrial IoT devices could be targeted with attacks such as ransomware, phishing, malware, denial of service (DoS), SQL injection and social engineering, potentially compromising the system, disrupting automated production lines, stealing manufacturing sensitive data and causing costly production downtime. Thus, securing both Information Technology (IT) and Operational Technology (OT) infrastructures is now a must to maintain secure and uninterrupted manufacturing operations [1].
This report analyses the cybersecurity risks SteelForm Manufacturing Ltd. faces and recommends security policies, technical controls, security monitoring, and security incident response based on NIST Cybersecurity Framework (CSF) 2.0 shown in Figure 1 [4].
[image: ]
Figure 1. NIST Cybersecurity Framework (CSF) 2.0 Core Functions
(Source: Adapted from NIST CSF 2.0 [5])

[bookmark: _Toc233580853]2 Task 
[bookmark: _Toc233580854]2.1 Identification of Modern Threats
SteelForm Manufacturing Ltd. (SFM) is a smart manufacturing environment where they have combined: *Industrial Internet of Things (IoT) sensors; (PLC) controlled manufacturing equipment; cloud computing; Artificial Intelligence and smart factory systems; and convergence with IT and robotics. Although such technologies result in gains in efficiency, they also contribute to rising cybersecurity vulnerabilities. A ransomware attack could encrypt production servers, preventing automated machinery from receiving manufacturing instructions, causing production downtime and significant financial losses.
A phishing attack against procurement / production could steal Microsoft 365 credentials that would allow unauthorised access to cloud production systems. Malware can be embedded within engineering workstations, PLC programming software and then migrate throughout the factory network and cause issues to the factory operations. Cloud production portals, supplier portals and remote monitoring systems may become inaccessible due to a Denial-of-Service (DoS) attack. SQL injection attacks can impact production management databases with production schedules, inventory, customer orders, and manufacturing information.
Social engineering attacks could include fraudulent bids from maintenance engineers, production supervisors, or IT vendors to get access to the systems. Industrial espionage also poses a risk to SFM where the stealing of CAD files, manufacturing designs, product specification and proprietary production process might lessen competitive advantage (see Appendix A, Table A1) 


[bookmark: _Toc233824452]Figure 1 Modern Cybersecurity Threats Affecting SteelForm Manufacturing Ltd. (SFM)
(Source: Author, 2026)

[bookmark: _Toc233580855]2.2 Modern Security Policies
To address this, SteelForm Manufacturing Ltd. (SFM) needs to adopt new and modern cybersecurity policies particularly aimed at the protection of its smart manufacturing environment. 
An Industrial Network Segmentation Policy should isolate the Manufacturing Network, the Operational Technologies (OT) and Industrial Internet of Things (IIoT) devices from the Corporate IT (information technology) network. This lessens the chance of them becoming a target for cyberattacks from business systems to critical production equipment. For the prevention of malware infections, removal of USB devices from direct connection with PLCs or engineering workstations or Industrial Control Systems is supported in the following ways; A Removable Media Policy that ensures that USB devices are not connected directly to any PLC, engineering workstation, or Industrial Control System unless authorized. 
A Supplier Remote Access Policy should involve safeguarding access with multi-factor Authentications are not required are used to verify an individual's identity. Identity is verified through authentication (MFA) and only admission to systems is granted when other parties should not be involved.
 Third-party engineers and/or maintenance vendors are plugging into through a secure Virtual Private Network (VPN). Also, a Policy for Patch Management will have to differentiate between Understand the operational and Information Technology (IT/OT) environment and plan. 
Lastly, patches that might occur during maintenance periods, without having any influence on the production, Cloud Production Management Systems require protection from assailants using Cloud Security Policy which should be done with encryption and should be encrypted, role-based access control, continuous monitoring, and regular security audits to safeguard to collect manufacturing information and guarantee business continuity [2][7]. 
Table 1 CIA Triad Security Controls for SteelForm Manufacturing Ltd. (SFM)
	CIA Principle
	 Security Control for SteelForm Manufacturing Ltd. (SFM)

	Confidentiality
	Multi-Factor Authentication (MFA), Role-Based Access Control (RBAC), and encryption to protect cloud production systems and manufacturing data.

	Integrity
	Hashing, digital signatures, file integrity monitoring, and change management to ensure PLC configurations, production records, and manufacturing data are not altered without authorisation.

	Availability
	Regular immutable backups, redundant production servers, disaster recovery planning, and continuous system monitoring to maintain manufacturing operations during cyber incidents.



[bookmark: _Toc233580856]2.3 Technical Mitigation Measures
To protect the smart manufacturing environment, technical security measures that are specifically designed to protect SteelForm Manufacturing Ltd. (SFM) assets are needed. To keep industrial data sensitive and not accessible to unauthorized users, all production databases, CAD files, manufacturing designs and machine configuration files should be encrypted.
 Cloud production management systems, factory Virtual Private Network (VPN) and engineering accounts should be secured via Multi-Factor Authentication (MFA) so that there is minimal risk of these becoming compromised. 
Role-Based Access Control (RBAC) should be used to determine access to systems and data based on job function, making sure that production operators, maintenance engineers, IT specialists or managers, and suppliers have access to the correct systems and data.

Digital signatures must be used to ensure PLC software and industrial software updates are not tampered with, to ensure equipment is not used to send out false information. The hashing method can be employed to check integrity of machine software and/or a unique machine-specific configuration files or industrial applications software. 
An industrial firewall is also required to separate the Corporate IT network, Manufacturing VLAN, PLC network and Industrial IoT devices to inhibit lateral movement and defend precious production systems from cyberattacks [6] (see Appendix A, table A3).
[bookmark: _Toc233580857]2.4 Proactive Monitoring and Incident Response
To maximize the detection and response around cyber threats that impact their smart manufacturing environment, SteelForm Manufacturing Ltd. (SFM) should embrace proactive security monitoring in their environment through a Security Information and Event Management (SIEM) system. The SIEM should be able to gather and correlate security logs across industrial IoT devices, PLCs, industrial firewalls, cloud production management systems, Windows servers, Active Directory and manufacturing applications [8].
The Support Team can assist the Security Operations Centre (SOC): to discover unusual activities, alerts are given on real time basis when needed and incident prioritization is made sure of. no negative impact comes to the production processes. SteelForm Manufacturing Ltd. needs to have Investigation, and Response described below compose a systematic process to respond to incidents. The activities of Detection, Analysis, Investigation, and Response follow and are part of a systematic process for responding to incidents. Contamination, eradication, recovery and lessons learned [3]. 
Multiple cloud manufacturing systems (controller) and safe backing up prior to safe re-opening. There should also be business continuity arrangements for alternative production lines if, available and guaranteeing the quick restoration of cloud backups, while preserving the critical performance and capabilities needed. manufacturing processes going and minimizing downtimes. 

[bookmark: _Toc233824453]Figure 2 SIEM Monitoring Architecture
(Source: Author, 2026)



[bookmark: _Toc233824454]Figure 3 Incident Response Lifecycle
(Source: Author, 2026)
[bookmark: _Toc233580858]2.5 Continuous Training and Awareness
At SteelForm Manufacturing Ltd. (SFM), the level of human security risks can be lowered by providing continuous cybersecurity training and awareness. People that interact directly with the Industrial Internet of Things (IIoT) devices and Operational Technology (OT), and with the cloud production systems, should be trained periodically, from the machine operators to the maintenance engineers, production supervisors, warehouse operators, factory administrators and IT people. 
Employees should be trained to identify by phishing emails, to protect their login details, to use good passwords and to report suspicious activity as soon as possible. Staff should also be trained on USB security so that the devices are not allowed to connect to engineering workstations or PLCs to safeguard against becoming infested with Malware. 
All employees need to be educated on the significance of protecting the IoT devices in the industry from cyber threats and maintenance engineers must be trained for safe PLC firmware and software updates. Moreover, remote maintenance workers are supposed to adhere to secure vendor access practices (VPN & Multi-Factor Authentication (MFA)). Frequent phishing exercises and simulated email attacks, cybersecurity work training sessions and incident response drills will enhance security awareness, promote adherence to organizational policies and contribute to the safe, reliable and uninterrupted manufacturing process (see to Appendix A, table A2)

[bookmark: _Toc233824455]Figure 4 Cybersecurity Awareness Programme for SteelForm Manufacturing Ltd. (SFM)
(Source: Author, 2026)






[bookmark: _Toc233580859]Conclusion
SteelForm Manufacturing Ltd. (SFM) is a smart manufacturing environment that relies on Industrial Internet of Things (IoT) devices, Operational Technology (OT), automated machinery and cloud-based production management systems. With the continuous growth of cyber threats, a robust cybersecurity strategy is vital to keeping manufacturing systems secure and resilient. 
SFM implementation of the NIST Cybersecurity Framework (CSF) 2.0 can lead to better governance, security risk management, threat detection and an effective incident response capability. The recommended security policies, technical mitigations, SIEM based monitoring and ongoing cyber knowledge training will ensure Industrial IoT devices, Operational Technology, production networks, production data, and cloud production systems remain protected from cyber-attack.
 Robust business continuity and disaster recovery will reduce downtime in production, ensure production continuity and be able to get back up and running after security incidents. They will further improve SFM's cybersecurity capabilities when implemented, and protect and protect critical manufacturing equipment, and ensure safety, reliability and continuity of the continuity of manufacturing operations. Society becomes increasingly interconnected and the manufacturing operations occur within an interconnected space [10].
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[bookmark: _Toc233824463]Appendix 1 Table A1 Modern Cybersecurity Threats Affecting SteelForm Manufacturing Ltd.
	Threat
	Internal / External
	Potential Impact on SteelForm Manufacturing Ltd. (SFM)

	Insider Threat
	Internal
	Theft of manufacturing data, unauthorised access to OT systems, production disruption

	Human Error
	Internal
	Incorrect machine configurations, accidental data exposure, operational downtime

	Weak Passwords
	Internal
	Unauthorised access to cloud production systems and Industrial IoT devices

	Privilege Misuse
	Internal
	Unauthorised modification of production schedules and machine configurations

	Shadow IT
	Internal
	Unmanaged devices increasing security risks within the factory network

	Ransomware
	External
	Encryption of production servers, halted manufacturing, revenue loss

	AI Phishing
	External
	Theft of Microsoft 365 credentials and unauthorised access to cloud production management

	AI Vishing
	External
	Attackers impersonating suppliers or managers to obtain sensitive manufacturing information

	Supply Chain Attack
	External
	Compromise of third-party software or industrial equipment affecting production

	Cloud Misconfiguration
	External
	Exposure of production data, inventory records, and customer information

	Credential Stuffing
	External
	Unauthorised access to cloud applications and factory management systems

	Business Email Compromise (BEC)
	External
	Fraudulent supplier payments, procurement manipulation, reputational damage

	Denial-of-Service (DDoS) Attack
	External
	Cloud production portal, supplier systems, and remote monitoring services become unavailable

	Industrial Espionage
	External
	Theft of CAD files, manufacturing designs, product specifications, and proprietary production processes




[bookmark: _Toc233824464]Appendix 2 Table A2 Cybersecurity Training and Awareness Programme for SteelForm Manufacturing Ltd. (SFM)
	Department / Role
	Training Focus

	Machine Operators
	Phishing awareness, safe machine operation, USB security, and incident reporting procedures.

	Maintenance Engineers
	Secure PLC programming, firmware updates, Industrial SQL Injection, and malware prevention.

	Production Supervisors
	Production network security, operational continuity, social engineering awareness, and incident escalation.

	Warehouse Staff
	Password security, phishing identification, secure use of handheld devices, and inventory system protection.

	Factory Administrators
	Secure remote vendor access, cloud production system security, access control, and compliance with cybersecurity policies.

	IT & OT Security Team
	SIEM monitoring, incident response, threat detection, vulnerability management, network segmentation, and system hardening.





[bookmark: _Toc233824465]Appendix 3 Table A3 Technical Mitigation Measures for SteelForm Manufacturing Ltd. (SFM)
	Threat
	Technical Mitigation
	Implementation at SteelForm Manufacturing Ltd. (SFM)

	Phishing
	Multi-Factor Authentication (MFA)
	Enforce MFA for cloud production systems, factory VPN, Microsoft 365, and engineering accounts.

	Ransomware
	Immutable Backups
	Perform daily automated backups of production databases, PLC configurations, and manufacturing systems using immutable storage.

	Cloud Security Risk
	Cloud Security Posture Management (CSPM)
	Continuously monitor cloud production management systems, identify configuration errors, and automatically remediate security issues.

	Software Vulnerabilities
	Patch Management
	Apply security patches to IT systems regularly and deploy OT/PLC updates during scheduled maintenance windows after testing.

	Insider Threat
	Role-Based Access Control (RBAC)
	Restrict access according to job roles, ensuring production operators, maintenance engineers, IT staff, managers, and suppliers access only authorised resources.

	Industrial Network Attack
	Industrial Firewall & Network Segmentation
	Separate Corporate IT, Manufacturing VLAN, PLC network, and Industrial IoT devices to prevent lateral movement and protect production systems.










Appendix (Presentation)
[image: ]
Good morning, 
Cybersecurity risks at hand are identified, technical security measures, monitoring and incident response procedures are recommended, and employee training procedures and policies are proposed that are aligned with the NIST Cybersecurity Framework (CSF) 2.0.
[image: ]
Smart manufacturing environment from SteelForm Manufacturing Ltd. integrates with the Industrial Internet of Things (IIoT), PLCs, Operational Technology (OT) and Production systems located in the cloud. These technologies boost automation, efficiency and real-time monitoring, whilst also creating unrecognized cyber risks.
[image: ]
If it is from an employee, a person with privilege of the system or a contractor, it is an internal threat. Human error, poor password uses or grant to manufacturing privileges, giving permission to log into the system without intending to, or insider abuse/side channel use of production equipment all of these can be sensitive manufacturing data or disrupt production. All these risks can be significantly reduced and security practices (if any) changed greatly with effective access controls, security consciousness training, strong password practices and regular audits. 
[image: ]
There are continual import threats in place and manufacturing organisations are a preferred target. Production can be disrupted, critical information or processes can be breached by ransomware, artificial intelligence phishing attacks and malware, DDoS (denial of service), supply chain attacks, industrial espionage and cloud vulnerabilities can cause serious financial and damage to the reputation.
[image: ]
SteelForm Manufacturing Ltd. has implemented several cybersecurity measures, including network segmentation, secure USB controls, supplier access through VPN with Multi-Factor Authentication (MFA), regular patch management, and cloud security policies. These measures protect both IT and OT environments, reduce cyber risks, safeguard production data, prevent malware infections, and ensure secure, reliable, and continuous operations.
[image: ]
SteelForm Manufacturing Ltd. is protected against cyber threats by technical security controls. Encryption ensures secure protection of producers for manufacturing data and CAD files, as well as their production databases. Combined with Role Based Access Control (RBAC), Multi-Factor Authentication (MFA) diminishes illegal access. Industrial firewalls and Network Segmentation Keep IT and OT safe. Software integrity, through digital signatures, hashes and immutable backups, and is essential for quickly recovering from ransomware attacks, making software a key component of any production operation.
[image: ]
By continuous monitoring, SteelForm Manufacturing Ltd. can not only identify threats quickly, but also respond to them as well. Ensuring that logs are obtained from IIoT devices and PLCs, as well as from firewalls, Active Directory, servers, and cloud systems, the SIEM platform can gather logs from these devices. A proact-proactive incident response procedure, including detection, analysis, containment, eradication, recovery and lessons learnt reduce the disruption of operations and help to ensure increased cyber-resilience. 

[image: ]

At SteelForm Manufacturing Ltd, employees are vital to maintaining cybersecurity and are responsible for playing a critical role. A good functionality that the following should make use of is phishing awareness training which would explain to the individuals about phishing attempts and secure passwords and report any unusual behavior. Secures PLC training is offered for maintenance engineers, whilst IT/OT organisations get SIEM monitoring, vulnerability management and incident response training. Rescold project employees by organizing phishing simulations, cyber security exercises and help build resilience within the organisation to prevent human failure.
.
[image: ]

To summaries, at SteelForm Manufacturing Ltd we are a fully connected manufacturing facility that emphasizes innovation and creativity. A dynamically changing cyber environment. These measures – including network segmentation, Multi-Factor Authentication, Immutable Backups and regular employee training will contribute to increased cyber resilience, secure and protected critical manufacturing assets, and reliable manufacturing operations.
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