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[bookmark: _Toc71208115]Introduction 
The rapid evolvement of new technologies and the internet are becoming an integral part of many individuals and enterprises because they provide flexible, efficient, and scalable services. However, the number of cyber-related attacks is rising sharply as the complex computer network and systems are growing. The computer network encompasses a variety of technologies and systems to provide connectivity and other services. However, network systems need to be secure to deliver optimum services. The part of a computer network that deals with protecting and securing information systems is known as network security. Its primary function is to secure and protect network systems and its surrounding from threat actors or cybercriminals. Network security includes various tools and technologies to deliver a robust and resilient security system.
This paper is divided into four sections. The first section presents extensive research of the most common network attacks and threats along with their defence mechanism. The second section covers implementing best security practices of given network topology on a packet tracer and includes configuring VPN, Firewall, ZPF, ACL, and others. The third section presents designing and implementing network security with the A2Z company scenario. The last section concludes the paper.
[bookmark: _Toc71208116]Network Security
Nowadays, many businesses are becoming more dependent on the internet and IT to operate and provide their services. However, the internet is a universal use and is attracting various illegal practices. The emergence of new technologies such as the cloud also contributes to new security issues within the IT world. Usually, attackers look for loopholes such as vulnerable applications and misconfigured systems to carry out attacks and gain access on to a network and computer systems. The lack of technical knowledge and practising weak security policies are also providing a playground for hackers to steal data and disrupt services. However, implementing strong security policies and systems can significantly reduce the number of attacks within the internet and the information network systems. The computer network is viewed as a complex humongous system that comprises several fields and components. The responsibility of protecting information networks and data relies on the network field called network security. It is an essential part of the computer network designed to provide integrity, confidentiality, and data availability and services within the information network. It uses various methods and techniques, including protocols, tools, devices, software’s, and technologies to protect the network and data from malicious actors [1, 2].
Network security’s primary goal is to provide the CIA triad akin to confidentiality, integrity, and availability. Network security involves both hardware and software technologies to protect information data and alleviate attacks. It implements several security policies and controls at multiple layers of protection for the end-hosts and the network. There are several types of implementing network security, including [3]:
· Firewalls- are tools designed to filter incoming and outgoing traffics between inside and outside networks to protect from malicious users. Firewalls protect an organisation network from an unauthorised user based on defined rules and policies. It allows or denies the traffic based on a set of security rules. The security rules can be applied to filter traffics of specific threats based on an organisation’s requirements. Generally, there are four types of firewalls: packet filters, stateful inspection firewall, application proxy firewall, and personal firewalls. A Packet filtering firewall filters packets based on layer 3 and 4 of the OSI model. It uses a simple search table to filter packets based on source IP address, destination IP address, port numbers, and protocols, and then the rules can be applied to filter packets coming or going out of the network [3, 4].
· Wireless security- a wireless network is also part of a computer network that provides wireless data connections between wireless nodes. However, wireless networks are more vulnerable to attacks than wired networks, and hence, wireless networks require rigorous security measures to prevent them from being exploited [5].
· Application security- is specifically designed to protect applications and softwares’ from hijackers. Attackers can find holes or vulnerabilities in applications to penetrate an enterprise network. Therefore, implementing application security can protect an organisation from such attacks. Application security comprises a wide range of technologies, including software and hardware [6].
· Intrusion Prevention Systems (IPS) – are systems that actively monitors and scans the network traffic flows to detect and prevent vulnerability exploits. IPS are designed to instantly detect threats such as viruses and trojans and block or quarantine them from entering the network. An IPS device has the capability to detect unknown and known threats. Unlike the Intrusion Detection Systems (IDS), the IPS operates in inline mode, actively examining and responding with automated actions such as sending notification messages, block or quarantine suspicious packets, and block packets from untrusted sources, and enables the connection to re-establish. IPSs uses various detection methods to detect and stop attacks; however, the two most common are signature-based and anomaly-based [7, 8].
· Data loss prevention (DLP)- encompasses several techniques and products to monitor, detect, and block confidential information from leaving an organisation network. A company’s sensitive information may include intellectual property, employee’s detail, and financial data. Data loss can also occur due to many reasons such as human error, application fault, hardware fault, and intentionally. Thus, DLP products can be applied at the corporate’s gate to provide backups, ensuring data availability and business continuity. DLP products use two approaches to filter data, namely blacklisting and whitelisting. The blacklisting filtering method represents contents that are not permitted (undesired behaviour), and whitelisting approach refers to permitted contents (desired behaviour), respectively [9, 10]. 
· Virtual Private Network (VPN)- is a software tool designed to encrypt the communication from the end-hosts to the network and is more applicable for connections over the internet. A VPN enables a user to securely communicate over the internet or geographically dispersed networks by encrypting the communication link. VPNs can also be used to provide privacy and anonymity. It provides privacy using various tunnelling protocols such as IPsec and SSL. IPsec is the most common and robust encryption protocol. Implementing IPsec can also protect network systems and users from various threat attacks, including IP spoofing, traffic sniffing and session hijacking [11, 12].
· Mobile device security- focuses on protecting sensitive information transmitted by mobile devices such as laptops, tablets, and other portable devices. Many organisations and individuals use mobile devices to remotely perform work-related activities, and attackers can target these devices to steal the valuable data of enterprises and individuals. Therefore, mobile device security aims to protect and stop unauthorised users from accessing the enterprises’ mobile devices and networks [13].
Network security covers a wide range of technologies, products, and techniques. It is an essential part of computer networks as it ensures data security and availability. Also, network security can help businesses improve their services’ performance and build trust with clients and customers. Besides, network security helps to ensure business continuity and mitigate risks. Over the years, the emergence of diverse new technologies and lack of technical skills have led to increased cyber-related attacks and crimes. Therefore, it is necessary to monitor and test network security constantly. There are several methods to test and improve network security, such as implementing ISO and penetration testing.
[bookmark: _Toc71208117]Network Threats and Attacks
Network systems are facing various types of security threats in all shapes and sizes. Security threats are the potential roads to exploit the vulnerability of a system. Threats can be various forms, such as natural disaster, human negligence, accident, and many others. Also, threats can arise from multiple entry points to the network, such as the internet, emails, mobile devices, VPN links, remote servers, and employees. More precisely, threats can originate from internal or external networks. The impact of threats can be detrimental, affecting the confidentiality, integrity, and availability of data. Network security threats can be classified into four main types [14]:
· Structured threats- are implemented and conducted by well skilled and experienced hackers to compromise a system. The hackers use very advanced tools to infiltrate networks and steal information. Structured threats can cause severe damage to governmental organisations, individuals, and business companies. Usually, structured threats are organised and motivated for many reasons, including political, ransom, racial, and nation-motivated attacks [14].
· Unstructured threats- unlike structured threats, are performed by unskilled attackers to gain access to a network. Attackers use freely available tools on the internet to carry out malicious or non-malicious activities. In unstructured threats, attackers may use scanning tools to discover vulnerabilities of a company’s network. Usually, with unstructured threats, the attackers are less harmful and are motivated out of curiosity. However, they can be identified easily using good security tools [14].
· Internal threats- occurs when an internal user or employee from inside creates a security breach to the network. Potentially, internal attackers have complete knowledge of the corporate infrastructure, resources, and confidential information. Hence, internal attackers can cause significant damage to the corporate network and resources [15].
· External threats- represents when an unauthorised user tries to penetrate from outside to a corporate’s network. The attackers have little knowledge of the victim’s network systems. They can gain access to the company’s network systems through the internet or server [15].
Network attacks can be of various types for various reasons. More specifically, the type of attack can be classified based on the motive. For example, some attackers may attempt to disrupt and damage network services, and others may target to retrieve information, including passwords, bank details, and other personal details. Generally, network attacks are classified into a passive and active attack, although there is no systematic classification of network attacks. In passive attacks, the attackers can intercept the communication to scan, discover, and analyse the packets without modifying any data [16, 14]. 
On the other hand, active attacks can interrupt communication to extract and modify the transmitted information. In a nutshell, the ultimate goal of network attacks is to jeopardise the CIA triad [16, 14]. The lists below are the various types of modern network attacks:
· Malware attack- is when an attacker inserts a malicious code into the victim’s host to extract information or to destroy the device. Malwares are specifically programmed to replicate, usually without the victim’s knowledge. Malware includes various types, including viruses, worms, trojans, ransomware, spyware, phishing, adware, and rootkits. Most malware attacks are challenging to detect and are the most common in use by cybercriminals. A malware attack is classified as an active attack because it can alter the integrity of the information [17, 18].
· Denial of service (DoS) attack- aims to stop users from accessing a particular service or disrupt services by consuming the target’s network resources, such as network bandwidth and memory. DoS attack is an active attack and usually targets DNS servers, web servers, and email servers. Usually, the consequence of a DoS attack is service inaccessibility or disruption with no data compromised. DoS attacks can be prevented by implementing a firewall, IDS, and packet filters [19, 20].
· Phishing- is a version of a malware attack in which the perpetrators seek to convince people by sending fake emails or links to obtain sensitive information. The email sent may contain malicious scripts and appears genuine. The victim may click the malicious link, which can lead to entering personal details or sensitive information. Phishing is the simplest and most common type of attack, although it is not a sophisticated attack. However, an attack using a phishing method can have destructive outcomes, such as stealing identity, passwords, and credit cards. Thus, phishing attack usually targets the confidentiality of data. Phishing attacks can be prevented using various methods, such as filtering or blocking incoming suspicious emails, installing anti-malware software, using an up-to-date browser, and providing training to users and employees [21, 22].
· A Man-in-the-Middle attack- is when the hijackers stand in between two communications to intercept or eavesdrop on the traffic flowing between them. Threat actors can use MitM to steal personal details, login details, spy on the victim, and distract communications. These attacks can be challenging to detect and operates in both active and passive mode. However, MitM attack is preventable usually by encrypting the communication link with solid encryption or cryptographic protocols [20, 23].
· Packet sniffer attack- is usually launched in passive mode. A threat actor can monitor, collect, and analyse the packets transmitted using capturing tools. The packets collected can include valuable information, such as login credentials. However, a packet sniffer attack does not alter or modify data and can be prevented using cryptographic protocol [24]. 
· A Virus- is a malicious program that runs hidden inside an executable computer program. Typically, a virus is not self-replicated; instead requires user interaction to infect files and other documents. Once a virus is activated, it can propagate to infect healthy files inside the host computer and other computers in a network. A virus can spread via file downloads from the internet, email links, and file sharing. It can also distribute via file sharing using ubiquitous storage devices, such as floppy disk and CD-ROM. However, these days viruses are more spread via emails and file downloads from the internet. Computer viruses can be prevented using anti-virus software’s, such as Symantec, McAfee, and Avast. The primary goal of anti-viruses is to detect and eliminate a virus. However, these anti-viruses do not stop a virus from entering a corporate network. Therefore, it is recommended to regularly update security packages to detect and remove emerging viruses [25, 26].
· Worms- are subtypes of a computer virus. Unlike viruses, worms are self-replicate malicious programs and proliferate across a network and the internet without human interaction. They are more of network-based viruses, and thus, they can propagate very rapidly via connected devices and the internet. Worms can be more harmful than viruses. They can consume network resources, such as bandwidth, to disrupt services and damage file. Worms can be detected and mitigated using a reliable anti-virus tool. Updating security patches regularly and keeping operating systems and software’s updated can also help stop worms from propagating and entering a network [27, 28].
[bookmark: _Toc71208118]Defending Network Attacks
At present, the network faces threats of various shapes and sizes, and thus identifying, defending, and responding to these attacks is essential to data privacy, security, and business continuity. A Network attack can happen due to human errors or from an internal employee or from outside a corporation’s network. Defending network attacks requires various tools and procedures to detect and stop these threats from exploiting network resources. Network security strategy includes humans, tools, techniques, and policies. Humans are the primary cause of network threats and attacks, and thus implementing managerial discipline is vital to provide network security. The lists below are some of the best practices for securing and defending against network attacks [29, 30, 31]:
· Implementing and practising security standards, such as ITIL and ISO, can help and reduce network attacks.
· Providing education and training to employees about various network attacks and threats, especially of social engineering attacks.
· Keeping network systems and devices updated regularly with security patches can minimise the attack surface.
· Monitoring physical access to network systems.
· Dividing a network into zones based on security requirements. For example, creating Vlans can limit the potential impact of an attack.
· Utilising robust encryption protocols, especially to confidential information.
· Disable unused ports and services.
· Perform penetration testing.
· Filter and monitor network traffics to stop bad guys using a firewall, VPN, IPS, IDS, and anti-virus.
· Implement a firm password policy and change them regularly.
· Provide a backup system.
The mitigation techniques against network attacks can vary depending on the attack type. For instance, malware is the most common attack nowadays and contains various versions such as virus, worms, trojans, and many others. Anti-malware are programs specifically designed to detect and prevent harmful programs from infecting healthy files and documents. They can be activated to detect malicious codes on computers and network systems. Anti-malware can also reduce the damage to the network by removing and stopping the viruses. Anti-malware software’s are host-based and hence requires continued vigilance and update. Most malwares require human intervention to infect files and documents via emails, sharing files, and malicious links. Therefore, training end-users regarding best security practice can also help to mitigate malware attacks significantly [32, 33]. 
Usually, threat actors use reconnaissance tools to discover, scan, and gather more information about the target machine. Therefore, limiting the exposure to outsiders can minimise the attack surface. There are several methods to mitigate reconnaissance attacks. The lists below are some of the most common tools and techniques to protect against reconnaissance attacks [34, 35]:
· Implement user access control using secure authentication method, such as MFA.
· Implement intrusion detection systems, such as firewall, IPS, and IDS.
· Utilise packet sniffing tools to identify suspicious activities.
· Use robust encryption protocols.
The access control process includes authentication, authorisation, and accounting, and attackers can steal user credentials to masquerade a user and perform harmful activities. Access attacks are usually the accumulated results of reconnaissance attacks. Thus, implementing strong access controls and policies is vital to protect organisations resources and customer data. Access attacks can be controlled using several techniques. Following list are some of the techniques to mitigate access attacks [36]:
· Use of multifactor authentication methods.
· Use firm password policy and secure password files.
· Encrypt incoming and outgoing traffics.
· Update OS and application regularly.
· Restrict access to systems, especially to critical systems like servers.
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Small businesses are not exceptions to network attacks as they are more vulnerable to cyber-attacks. This is possibly due to a lack of investment in cybersecurity, and hence hackers can target small-to-medium businesses (SMB) to perform malicious activities. Also, most SMBs use basic network security to defend against attacks. SMBs can avoid being a victim of cyber-attacks using various tools and methods. Some of the techniques listed below can be used to mitigate attacks against SMBs [37, 38]:
· Use integrated firewall routers.
· Install antivirus and antimalware on all connected devices.
· Protect the wireless connection using Wireless Protected Access 2 (WPA2).
· Implement port security on layer 2 switches to provide more security.
· Educate all employees regarding cyber-related attacks.
· Enforce a firm password policy.
· Implement a backup system and test regularly.
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Network Foundation Protection (NFP) is a security framework designed by cisco. It provides extensive security guidance for protecting network elements. NFP consists of various security techniques to secure routers and switches and ensures the availability of the network. NFP divides network infrastructure into three sections or planes [39]:
· Control plane- ensures traffics and protocols are routed correctly. Usually, the control plane contains traffics and protocols originated by network devices without human intervention, such as ARP messages and EIGRP hello packets. Hijackers can exploit the control plane messages to penetrate a corporate’s network. However, the control plane traffics can be protected from hijackers by implementing various security measures. Securing the routing protocols using authentication can stop a device from exchanging routing updates with an unauthenticated or fraudulent device. Also, enabling the auto-secure feature on a router can provide extra protection to the control plane. Besides, implementing a set of rules to control unwanted traffics can reduce the attack surface on a control plane [40, 39].   
· Management plane- contains instructions for monitoring and managing network elements. The management plane contains traffic related to the router’s management tools, such as SSH, FTP, and Telnet. The management plane can be protected using various tools and technologies, including enabling role-based access, enforcing SSH and HTTPS, and enabling login and password policy [40, 39].
· Data plane- encompasses end-user traffic, and its primary function is forwarding traffic between end-hosts. The data plane can be secured by implementing various tools and techniques, including ACLs, anti-spoofing, and port security [40, 39]. 
[bookmark: _Toc71208121]Secure Cisco routers
The router is a vital element in a network designed to forward packets between networks and the outside world. Therefore, it is essential to harden security on routers, particularly to edge routers, because they are more exposed to outsiders. Accessing routers and switches either locally or remotely is also a critical part of network security. For the given topology of figure 1, the security hardening process is implemented based on the NFP framework. Accessing routers and switches generate management plane traffics and therefore securing administrative access to the devices is applied based on the management plane security, which includes encrypting passwords, enforcing SSH, login banner, and role-based access control. All routers and switches are configured to use an encrypted password using the IOS built-in features such as secret. In addition, the password length is set to a minimum length of 10 characters. For simplicity, all devices are configured with username admin and password cisco12345, although it is not a good practice to use in a production environment.
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[bookmark: _Toc71207079][bookmark: _Toc71210438]Figure 1: given topology.
[bookmark: _Toc71208122]Line console and VTY configuration 
The console line is the physical port of a router where a user is allowed or restricted to the privilege mode. Based on the NFP framework, privilege mode is part of the management plane. Hence, securing the console port and the VTY lines are critical parts of network security. The line console is enabled by default, and hence enabling and encrypting the password can prevent the devices from unauthorised access. Figure 2 shows the output from R1 with the configuration of the line console. The transport mode is also set to none to harden the security of the device.
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[bookmark: _Toc71207080][bookmark: _Toc71210439]Figure 2: line console configuration.
On the other hand, line VTY allows users to remote into routers and switches via telnet and SSH. However, telnet is not secure comparing to SSH protocol. Hence, all devices are enforced to use a secure shell (SSH) with module length 1024 bits. The longer the module, the stronger the security. However, a longer module takes more time to generate keys, and therefore a medium length of 1024 bits is applied on all the devices. The SSH time-out and authentication retries are set to 90 seconds and 3, respectively, to improve the security of the devices and the network. The screenshot in figure 3 shows the configurations of line VTY on R3, and figure 4 shows the process of enabling and encrypting SSH sessions on R2. Besides, login on success and failure is configured on the devices to prevent dictionary attacks.
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[bookmark: _Toc71207081][bookmark: _Toc71210440]Figure 3: line VTY configuration.
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[bookmark: _Toc71207082][bookmark: _Toc71210441]Figure 4: enabling and encrypting the SSH sessions.
The line aux is also blocked completely on all routers to harden security, although it is not in use. Figure 5 shows the configuration lines of the auxiliary port. 
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[bookmark: _Toc71207083][bookmark: _Toc71210442]                                                  Figure 5: Security hardening line aux on R2.
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Role-based access is also implemented on all the routers to restrict network access based on a user’s administrative access or role using the parser view feature. Three users with different roles are created on each router based on their privilege. This is to prevent against privilege attack on the devices. Also, role-based access prevents users from abusing the devices. Besides, implementing role-based access simplifies tracking and tracing user activities. The output in figure 2 illustrates the role-based configuration on R1 of the three users with their role.
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[bookmark: _Toc71207084][bookmark: _Toc71210443]Figure 6: role-based configuration output.
The routers IOS files are also secured using the IOS resilient feature to prevent malicious attempts. This security feature protects the IOS files, including NVRAM and flash. In addition, the auto secure is enabled to prevent the routers from outsiders. The auto secure disables certain vulnerable IOS services, including CDP, service finger, service pad, and many others. Figure 7 shows the process of disabling vulnerable IOS services using the built-in auto secure feature.
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[bookmark: _Toc71207085][bookmark: _Toc71210444]Figure 7: disabling vulnerable IOS features.
[bookmark: _Toc71208124]Configuring NTP and Syslog 
NTP server is created on R2 to synchronise the clock time on the routers and stop the manipulation of time by threat actors. NTP can also provide time accuracy during troubleshooting and forensic analysis. The routers use an encrypted key to authenticate with the NTP server. The screenshot below shows R1’s NTP configuration files. Figure 9 is the Syslog server created on R3.
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[bookmark: _Toc71207086][bookmark: _Toc71210445]Figure 8: NTP configuration files

[image: ]
[bookmark: _Toc71207087][bookmark: _Toc71210446]Figure 9: syslog server on R3.
[bookmark: _Toc71208125]Control plane security
Based on the cisco NFP framework, the control plane contains traffics generated by the devices, such as OSPF hello and ARP messages. The devices are configured to use OSPF protocol to communicate with each other. Routing protocols like OSPF use hello messages to dynamically discover and establish a connection with their neighbors, and thus attackers can use a rouge device to establish connections with the OSPF routers. Therefore, the OSPF protocol requires an authentication method to prevent hijackers. Although there are various types of encryption protocols, packet tracer supports md5 only. As such, the routers configured to use a key encrypted with md5. This enables to prevent the routers from sending OSPF messages to unauthenticated routers. Figure 10 shows the authentication keys used for the OSPF.
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[bookmark: _Toc71207088][bookmark: _Toc71210447]Figure 10: authentication keys used for the OSPF process.
[bookmark: _Toc71208126]AAA Authentication 
AAA is a framework designed to control access to computer resources and stands for authentication, authorisation, and accounting. Authentication provides a method of identifying a user. Usually, the authentication process involves a username and password before they access a network. Each user is identified with its unique login details. The login credentials are stored on the AAA server like the active directory of a Microsoft server. A user’s credentials must match with that of the AAA server to access the network. Once the user gets access to the network, the authorisation process determines the user’s roles and resources to access. For example, a user’s role can be to access a specific device or execute certain commands. Therefore, authorisation can prevent privilege escalation attacks. Lastly, the accounting phase enables monitoring and tracking user activities after the user is authorised [41].  
[bookmark: _Toc71208127]Enabling AAA
Figure 11 shows the commands to enable AAA on R2.
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[bookmark: _Toc71207089][bookmark: _Toc71210448]Figure 11: local AAA authentication.
[bookmark: _Toc71208128]ACS Server
Also, ACS server is created via TACACS on R2. The commands used to create an ACS server is shown in figure 12. The ACS server provides authorisation to the user via the TACACS server, and if the user cannot reach via the TACACS server, the router will connect the user via the local username. The router also uses a key to encrypt the communication between the ACS server and the TACACS server. 
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[bookmark: _Toc71207090][bookmark: _Toc71210449]Figure 12: ACS server via TACACS server.
[bookmark: _Toc71208129]TACACS+ and RADIUS Server
Figure 10 shows the commands used to create a TACACS+ server on R3. The author has used a server to simulate the authentication process using the TACACS+ protocol. In addition, a radius sever is created on R1, see figure 13. The TACACS server is configured to support authorisation and accounting, and the authorisation is created based on user privilege, namely, privilege level 0, privilege level 1, and privilege level15. This will restrict the users’ access to the router based on their privilege level. Once the users are authorised, they will be monitored and audited using the default accounting methods.
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[bookmark: _Toc71207091][bookmark: _Toc71210450]Figure 13: implementing TACACS+ server.
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[bookmark: _Toc71207092][bookmark: _Toc71210451]Figure 14: configuration files of the Radius server on R1.
[bookmark: _Toc71208130]Data plane security
The data plane mainly contains traffic generated by users. Its responsibility is to route and forward traffic. Data plane can be protected by implementing various techniques, such as ACL, firewalls, and IPS. For the given topology, ACL is implemented to block access to certain areas. ACLs are used on the area border routers (R1 & R3) to secure the data plane. The routers are configured using extended access control list to block or permit specific services. Figure 15 shows the configuration files of R3. The router is prevented from IP spoofing attacks by blocking all the well-known IP addresses, such as broadcast and localhost addresses.
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[bookmark: _Toc71207093][bookmark: _Toc71210452]Figure 15: mitigate threats using ACL on R3.
ACLs can also be implemented to permit specific service. For instance, figure 16 shows allowing SSH connection to router R3 from a specific host.
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[bookmark: _Toc71207094][bookmark: _Toc71210453]Figure 16: Permitting SSH connections.
[bookmark: _Toc71208131]Zone-based policy firewall
R1 and R3 are more exposed to the outside, and thus, hardening security on these routers is crucial. Hence, a zone-based policy firewall (ZPF) is implemented on R3. The security zone is created to inspect packets coming from the inside and the outside network. More precisely, main protocols, such as TCP, UDP, and ICMP, are allowed from the inside zone to the outside zone. Figure 17 illustrates the output of the running zone policy.
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[bookmark: _Toc71207095][bookmark: _Toc71210454]Figure 17: ZPF output.
[image: ]
[bookmark: _Toc71207096][bookmark: _Toc71210455]Figure 18: ZPF configuration files of R3
[bookmark: _Toc71208132]Security policy
Implementing an effective security policy is essential to prevent and mitigate network attacks. A security policy contains a set of rules and regulations within an organisation domain regarding data security. Security policy can be developed based upon standard infosec frameworks, such as ISO and ITIL, containing comprehensive guidelines and policies. An information security policy should include employees, assets, IT systems, and physical security. A security policy may include as the following list [42]:
· Password policies
· Remote access policies
· Identification and authentication policies
· Risk management policies 
· Staff awareness and training 
· Asset management policy
· Acceptable user policies
· Network and communication policy
· Network security policy
New technologies are evolving rapidly, providing new services and improving the lives of individuals. Potentially, new attacks can also emerge with new technologies. Hence, keeping network security updated is vital to prevent attacks and security breaches. Network security needs to be tested and evaluated periodically to prevent further data security breaches. Network security can be tested using various tools and techniques. Network test can be conducted using the following lists:
· Penetration testing- is a practice of testing network security to find vulnerabilities in an organisation network. Penetration can be performed using automated tools or manually. Pen testing includes three different approaches: black, white, and grey.
· Network scan- contains several tools to ping devices, listen to ports, and gather information such as username, groups and resources used on the network.
· Vulnerability scanning- assess the network using tools to discover potential flaws in the network. The vulnerabilities may contain default passwords, misconfiguration, and default configuration.
· Password cracking- are tools that enable a network tester to test and find weak passwords.
There are numerous tools for testing network security. These tools are specifically designed to carry out specific network test. For instance, Burp suite can be used for testing web applications only. Also, some tools are freely available on the internet, while others are commercial. The list below contains the various testing tools:
· Nmap- enables to identify and discover network hosts and the services running inside the network. It is also a free tool [43].
· Nessus- is a commercial tool designed to find vulnerabilities in a network [44].
· Burp suite- available both as a commercial and free tool. It helps to find vulnerabilities in web applications [45].
· Wireshark- enables to capture and analyse packets [43]. 
· Aircrack-ng- is designed for testing wireless network security [43]. 
· Nikto- is an open-source tool and contains features to discover vulnerabilities in web applications [46].
[bookmark: _Toc71208133]Mitigate Layer 2 Attacks
A switch operates at the data link layer (layer 2) of the OSI model to forward frames via its port to the target device. Layer 2 devices are vulnerable to several attacks. Usually, layer 2 attack includes the following list [47]:
· ARP poisoning- allows an attacker to intercept ARP messages between devices. It can be prevented using various methods, including static ARP, encryption, and packet sniffing [48].
· MAC flooding- occurs when the switch is flooded with fake MAC addresses. Once the MAC table is complete, the switch starts to broadcast all the frames on all the switch ports, enabling the hacker to capture and analyse the packets, and potentially steal information. MAC flooding attack can be mitigated by implementing port security [20].
[bookmark: _Toc71208134]Implementing switch security 
For the given topology, port security is applied on all the switches using a sticky mac address. The security is applied to the interfaces connected to the end-hosts. Also, the BPDU guard is activated on the switches to prevent the spanning tree protocol from attacks. In addition, all unused ports are put into shutdown mode to improve the security of the devices. Further, the switches are configured to support SSH connection only. Figure 19 shows port security on S1.
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[bookmark: _Toc71207097][bookmark: _Toc71210456]Figure 19: port security of S1.
[bookmark: _Toc71208135]IPS
An IPS is a security tool with the capability to analyse, detect and respond to network threats. Usually, there are two types of IPS systems: host-based and network-based. Host-based IPS can be installed on a host machine and protects the host’s OS. For example, installing anti-malware is host-based IPS. In contrast, network based IPS operates at a network level, having a complete view of the entire network systems. It can be deployed at strategic points of a network to monitor and examine the network packets actively. Generally, network-based can be used to monitor for malicious activities, or suspicious traffics by examining the packets. An IPS use a variety of methods to detect malicious network traffics, including signature-based and anomaly-based detection. Signature-based detection relies on a list of known patterns or signatures to detect specific threats, such as worms and viruses.
[bookmark: _Toc71208136]Implementing cisco IOS IPS
A signature based IPS settings is applied on R3 to detect malicious activities. The IPS rule is applied to the inbound traffics (S0/0/1). Figures 20-23 verifies the configurations of IPS on R3.
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[bookmark: _Toc71207098][bookmark: _Toc71210457]Figure 20: signature based IPS.
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[bookmark: _Toc71207099][bookmark: _Toc71210458]Figure 21: verifying signature counts

[image: ]
[bookmark: _Toc71207100][bookmark: _Toc71210459]Figure 22: IPS rule in action.
[bookmark: _Toc71208137]VPN  
A VPN is a protected network established over public network or the internet. The primary function of VPN is to provide a secure connection over the internet. VPN uses various encryption protocols, such as Ipsec to achieve CIA triad. Ipsec is a framework which is commonly used to secure traffic from layer 4 through layer 7 within a VPN connection. IPsec provides confidentiality using various encryption algorithms, such as DES, 3DES, AES, and SEAL. An encryption algorithm with a longer key provides strong security. For data integrity, IPsec uses hash algorithms, such as MD5 and SHA. IPsec also provides extra security by authenticating users using Internet Key Exchange (IKE) method. IKE utilises various authentication methods, such as RSA and PSK. It also uses username and password to ensure legitimacy of users and devices. In addition, IPsec utilises Diffie-Hellman algorithm to establish peer to peer connection using a shared secret key.
[bookmark: _Toc71208138]Implementing VPN 
For the given topology, an IPsec tunnel is created between R3 and the ASA firewall to establish VPN connection. The policies are created based on ikev1 with priority 1. The policies include 3des for encryption algorithm, DH group 2 for key exchange, sha as hash algorithm, and cisco123 as a pre-shared key for authentication method. The IPsec tunnel created on the ASA firewall is given in figure 23, below.
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[bookmark: _Toc71207101][bookmark: _Toc71210460]Figure 23: VPN using IPsec tunnel.
[bookmark: _Toc71208139]Setting up remote VPN
Remote VPN is established on the ASA firewall to allow users from the 172.16.3.0/24 network. The set up consists of 3des algorithm for encryption, DH group 2, authentication pre-share, and lifetime of the tunnel. The age of the tunnel is defined with 43200 seconds. The configuration commands are given in figure 24, below.
[image: ]
[bookmark: _Toc71207102][bookmark: _Toc71210461]Figure 24: remote VPN tunnel.
[bookmark: _Toc71208140]Configuring Cisco ASA firewall
A stateful firewall is a firewall that constantly monitors and analyses the full state all the traffics attempting entry to a network. It records all the communication process in a state table to track for a specific traffic flow. Stateful firewalls can be used to defend against DoS attacks.
[bookmark: _Toc71208141]Implementing ASA firewall
For the given topology, the ASA is configured to support DHCP, static NAT, and local AAA. The security level for the internal and external site is set 100 and 0, respectively, and for the DMZ zone is set to 70. The configuration commands are given in figure 25.
[image: ]
[bookmark: _Toc71207103][bookmark: _Toc71210462]Figure 25: basic firewall setup.














[bookmark: _Toc71208142]Implementing Network Security: A2Z
Figure 26 represents a blueprint design of the A2Z network infrastructure.
[image: ]
[bookmark: _Toc71207104][bookmark: _Toc71210463]Figure 26: blueprint design of A2Z network infrastructure.
[bookmark: _Toc71208143]Network security proposal and plan
The aim of planning network security for A2Z is to make their network system resilient to network attacks and threats. Based on the given scenario, the company head office is based in Swansea with manufacturing plant based at Cardiff. The network security plan ensures that there is no service disruption during the implementation process. The lists below are the key aspects of implementing and designing network security plan for A2Z company:
· Identify and register all assets in A2Z and classify the potential risks and vulnerabilities of each asset.
· Implement security policies and procedures based on standard security frameworks, such as ISO and ITIL.
· Install security software’s, including antivirus and antimalware on all devices.
·  Testing the network system using penetration testing method.
The security plan focuses on three main areas: internal, external, and DMZ. The internal network is assigned with the highest security. A packet filtering firewall will be placed in between the internal and the DMZ network. The inside can also be protected by implementing an IDS and IPS and will be placed right behind the firewall to identify, investigate, and resolve unauthorised attacks. Besides, the IDS will be network-based solution to provide an efficient filter. In addition, the IDS will provide extra security to the crucial internal departments, especially to R&D and finance departments. The DMZ network will be assigned a medium security measures due to the presence of servers. This area is used to give external users access to resources of the company which includes DNS, web servers, and e-mail servers. The primary function of the DMZ area is to provide layered security by separating the internal network from untrusted networks, such as the internet. Thus, A2Z publicly accessible servers will be placed in DMZ with host-based firewall software installed on them.
Further, to protect the A2Z network and employees from spam and phishing attacks, antivirus, antispam, and host-based security software’s will be installed on all devices, particularly on these crucial devices, such as e-mail servers. Also, all outgoing e-mails will be inspected using special security software’s to mitigate internal threats. Besides, an AAA server will be applied inside the network. It will be used to control user accesses via authentication method with the active directory server of A2Z. More specifically, MFA will be used to enable remote users to authenticate themselves via their phones. In addition, user and access control will be applied in various aspects, such as database users, server access, and VPN users. Remote users will be connected to the internal network via an encrypted VPN connection. The VPN will use an IPsec protocol to harden and protect the channel from intruders. 
An OPSF routing protocol will be configured to route traffic between the edge routers and the public network (internet). Thus, threat actors can intercept the OSPF messages to gain access to the internal network of A2Z. Hence, the OSPF routing protocol will be secured using SHA256 authentication method. Besides, the edge routers will be configured to use encrypted passwords along with the auto secure feature enabled. Moreover, zone-based policy (ZPF) will be configured on both Swansea and Cardiff routers as they are more exposed to the public network. Therefore, ZPF will be used to inspect traffics from inside and outside networks to give enhanced security. Further, ACL will be implemented on all routers and the firewall to ensure only permitted users and hosts access as required.
Implementing security policy is crucial to the network security of A2Z. Hence, all users will be forced to use strong password. This will be applied by setting minimum password length on all devices. Also, remote users can only use SSH protocol to connect remotely to the internal network. All unused services and protocols will also be disabled to prevent from attackers, for example, shutting down all unused ports and interfaces.
[bookmark: _Toc71208144]Cost Analysis
Cost is an essential factor for the success of the project. The aim is to compare the values of outcome, costs, and revenues to help A2Z in making decisions. The proposed system will heavily rely on both hardware and software products in order to implement a robust network security for A2Z. There are several big companies who sell these products on the market with different prices. For example, the price of cisco firewall is approximately $7000 while the price of Fortinet firewall with the same functionality costs around $15000. Therefore, all hardware products will be of cisco company as they offer cheaper prices comparing to other vendors. Also, the company offers lifetime guarantee and technical support, and this will benefit A2Z.
[bookmark: _Toc71207107][bookmark: _Toc71210466]Table 1: Cost benefit analysis 
	Costs 

	Items 
	Quantity 
	Price
	Total 

	Antivirus
	16
	$40
	$640.00

	Anti-malware
	8
	$60
	$480.00

	Anti-spam
	8
	$25
	$240.00

	Firewall
	1
	$7000
	$7000.00

	IDS/IPS
	1
	$8000
	$8000.00

	Servers 
	3
	$2500
	$7500.00

	Multilayer switches  
	3
	$3983
	$11949.00

	Layer 2 switches 
	7
	$1500
	$10500.00

	Layer 3 routers
	2
	$3848.55
	$7697.10

	                                                                                              Total costs    $54006.10

	Benefits 

	Reduce downtime due to network unavailability 
	$ 50000.00

	Enhanced productivity 
	$ 45000.00

	Improve cyber threat detection
	Not tangible

	Keeps the business secure against cyber attacks
	$ 30000.00

	                                                                                      Total benefits     $ 125000.00                     



[bookmark: _Toc71208145]Implementation Schedule 
The project plan is divided into three milestones, as it can be seen in the figure below. Task 1 will be installing all anti-malware software’s on all devices. The second phase will be configuring all the routers, firewall, and IDS. Finally, the implemented network security will be tested as a black guy penetration approach.
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[bookmark: _Toc71207105][bookmark: _Toc71210464]Figure 27: proposed project plan.
[bookmark: _Toc71208146]Network threats
A2Z can be a victim of several network attacks both from inside and outside its networks. These days, cyber-related crimes are growing in number, especially phishing attacks. Phishing attack is part of social engineering attack where an attacker inserts a malicious code via emails or other social media platform to gain access and steal information. In the case of A2Z, remote users and employees can download that malicious code without their knowledge, enabling the attacker to steal and damage the network systems. Therefore, A2Z needs to use strong anti-malware software to protect against phishing attacks. Also, the company needs to provide training with regard to phishing attacks to its stuffs and third-party companies.
Further, attackers can perform DoS attacks on the A2Z network, especially to those servers accessible from the public domain. DoS attack enables threat actors to send a bunch of unnecessary packets to consume the target’s network resources. Therefore, attacks can also target the web and DNS servers of A2Z to execute DoS attack. This can result into service disruption potentially leading to business damage and reputation. However, this attack can be prevented by implementing firewall and IDS. Finally, there is also a potential threat from viruses. A virus a harmful program that runs inside an executable computer application. Viruses require user interaction to infect files. It can also spread through file downloads from the internet, pen drives, and emails.
[bookmark: _Toc71208147]Testing
The network security will be tested after the implementation process completed to ensure the company is secure from cyber-attacks. There will be three different types of testing: scanning, vulnerability, and penetration testing. Besides, the testing will include both internal and external testing. The scanning test will be approached as white guy to test the network internally. The test will use various tools to ping devices, listen ports, and collect useful information. The second test will be as a grey guy to perform vulnerability scanning. It will be done internally to find security loopholes of the network infrastructure. Lastly, external penetration testing will be conducted to test the network security of A2Z. The approach will be as a black guy to impersonate the real-world of cyber-attacks. The pen tester will not be given any information regarding the network infrastructure of A2Z.
The screenshot below shows the invoice for the consultancy service as a network security engineer.
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[bookmark: _Toc71207106][bookmark: _Toc71210465]Figure 28: Invoice form.



[bookmark: _Toc71208148]Conclusion	Comment by Carlene Campbell: 
Your conclusion should summarized your key areas of the report. Try to use paragraphs instead of one flow.
Computer networks is becoming an integral part for many users and business due to its flexibility, scalability, and efficiency. However, crimes related to the internet and IT is also increasing very rapidly, creating trust issues among businesses and individuals. Attackers are constantly evolving with new sophisticated tools and techniques a way better than network security professionals and administrators. However, the number of network attacks can be reduced substantially by implementing advanced network security tools and techniques. In addition, educating employees and stuffs can help to mitigate the common network threats, such as phishing and virus. Moreover, implementing and practicing industry standard framework, such as ISO and ITIL can prevent such attacks. In this paper, a detailed research was conducted on the most prevalent network attacks and threats along with their mitigation techniques, including DoS, phishing, and malware attacks. In addition, best security practices were applied and configured on a packet tracer of a given network topology which includes VPN, Firewall, IPS and many other. Finally, a network security design was proposed with a A2Z company scenario. The proposal includes of implementing best hardware and software security tools plus conducting penetration testing.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Your research on security threats facing modern network infrastructures and other areas to aid solutions to part 1 and 2 have shown exceptional engagement with an extensive range of relevant and credible literature, informed by the latest research. High-level referencing skills consistently and professionally applied. (Grade mark: 100.00%)
	[bookmark: totalRIL]10
	[bookmark: markRIL]10


	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated depth of the research and exceptionally shown critical awareness of current problems and insights. An outstanding understanding of the concepts of the subject, well informed by current research and scholarship. (Grade mark: 100.00%)
	[bookmark: totalKUS]10
	[bookmark: markKUS]10


	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]See comments in report to improve conclusion. 
You have Use the knowledge and understanding gain from part 1 to propose and implementation solution for A2Z:
· You have wrote the proposal fully explaining your proposed choices and security measures.
· You have outline a proposed cost analysis for implementing the solution(s); which include software, hardware, etc. 
· You have outline three month project plan timeline for the implementation. 
· You have explained to A2Z at least three attacks that will plagues the organisations network infrastructure
· You have recommended and explained three types of test to be conducted after the implementation to ensure the network infrastructure is secure. These kind of tests should be conducted periodically (black, grey or white box testing)
· You have provide an invoice for the professional/consultancy service as a Network Security Engineer. 
(Grade mark: 96.00%)
	[bookmark: totalANA]25
	[bookmark: markANA]24


	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]You have submitted a fully working Cisco Packet Tracer file along with the routers and ASA configuration txt files of the design (figure and table) laboratory task given.  All devices were configured and explained with screenshots included in your written report.  
The knowledge and understanding gain from part 1 packet tracer implementation was used to:
· To construct and label the blueprint design for the given case study as well as it was explained.
 (Grade mark: 100.00%)
	[bookmark: totalPAD]50
	[bookmark: markPAD]50


	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your report was professionally done; flowed and organised exceptionally, except for some minor typo errors. (Grade mark: 90.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]4.5


	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]98.5%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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% Generating 1024 bit RSA keys, keys will be non-exportable. .. [OK]
*Apr 27 2:18:42.872: $SSH-S5-ENABLED: SSH 2 has been enabled

R2 (config) #ip ssh authentication-retries 3

R2 (config) #ip ssh time-out 90

R2 (config) #]
L
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R2 (config) #line aux 0

R2 (config-line) #no password

R2 (config-line) #transport output none
R2 (config-line) #no exec-timeout

R2 (config-line) #do wr

Building configuration...

[OK]

R2 (config-line) #|
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parser view adminl
$1$mERrSWVPHONSHGhRrqnrwXCUUL .
configure

all configure terminal
all debug
all show

secret 5
commands
commands
commands
commands

exec
exec
exec
exec

include
include
include
include

parser view admin2
secret 5 $1SmERrSWvpWOnSHGhRrqnrwXCUUL.
commands exec include all show

parser view tech
$1$mERrSWVPHONSHGhRrqnrwXCUUL .

secret 5
commands
commands
commands
commands
commands
commands
commands
commands

exec
exec
exec
exec
exec
exec
exec
exec

include
include
include
include
include
include
include
include

show
show
show
show
show
show
show
show

interfaces
ip

ip interface
ip interface
parser
parser view
version

brief
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Securing Management plane services...

Disabling service finger

Disabling service pad

Disabling udp & tcp small servers
Enabling service password encryption
Enabling service tcp-keepalives-in
Enabling service tcp-keepalives-out
Disabling the cdp protocol

Disabling the bootp server
Disabling the http server
Disabling the finger service
Disabling source routing
Disabling gratuitous arp
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ntp authentication-key 1 mdS 080F787E1918160405041E00 7
ntp authenticate

ntp trusted-key 1

ntp server 10.1.1.2

ntp update-calendar

end

R1#|
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logging trap debugging
logging 192.168.3.3
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Rl#show run | sec key
key chain CCNA
key 1
key-string CCNASkeystring
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R2 (config) #aaa authentication login default local
R2 (config) #aaa ne

R2 (config) #aaa new-model

R2 (config) #!! enabling local ARA authenticaion

R2 (config) #aaa authentication login default local
R2 (config) #]
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R2 (config-if) #aaa authentication login VIA-TACACS group tacacs+ local

R2 (config) #tacacs-server host 192.168.4.1 key ciscol2345

R2 (config) #]
e
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R3#sh run | sec aaa

aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
R3#

new-model
authentication login default group tacacs+ local
authentication login local auth local
authorization exec default group tacacs+ none
authorization exec 1 group tacacs+ none
authorization exec 15 group tacacs+ none
accounting exec default start-stop group tacacs+
accounting exec 15 start-stop group tacacs+
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2aa new-model

aaa authentication login RAD-AUTH group radius local
aaa authentication login VTY-AUTH local
aaa authentication login local_auth local
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access—list 1UU permit udp any any eq bootpc
access-list 100 permit ip 172.16.3.0 0.0.0.255 192.168.1.0 0.0.0.255
ip access-list extended ANTISPOOFING

deny ip any any

deny ip 10.0.0.0 0.255.255.255 any

deny ip 127.0.0.0 0.255.255.255 any

deny ip 172.16.0.0 0.15.255.255 any

deny ip 192.168.0.0 0.0.255.255 any

deny ip 224.0.0.0 15.255.255.255 any

deny ip host 255.255.255.255 any

permit ip any any

ip access-list extended ALLOWED

permit ip 10.1.1.0 0.0.0.3 172.16.3.0 0.0.0.255

permit ip 10.2.2.0 0.0.0.3 172.16.3.0 0.0.0.255

permit ip 192.168.2.0 0.0.0.255 172.16.3.0 0.0.0.255
permit ip 192.168.1.0 0.0.0.255 172.16.3.0 0.0.0.255

ip access-list extended PERMITTED

permit udp 172.16.3.0 0.0.0.255 host 192.168.2.3 eq domain
permit tcp 172.16.3.0 0.0.0.255 host 192.168.2.3 eq smtp
permit tcp 172.16.3.0 0.0.0.255 host 192.168.2.3 eq ftp
permit tcp host 172.16.3.3 host 192.168.1.3 eq 22

permit udp host 172.16.3.3 host 192.168.1.3 eg snmp

ip access-list extended INSIDE

permit tcp any any eq 22

deny ip any any

ip access-list extended OUTSIDE

deny ip any any
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R3 (config) #ip access-list extended SSH-ONLY

R3 (config-ext-nacl) #permi

R3 (config-ext-nacl) #permit tc

R3 (config-ext-nacl) #permit tcp hos

R3 (config-ext-nacl) #permit tcp host 172.16.3.3 host 172.16.3.1 eq
R3 (config-ext-nacl) #permit tcp host 172.16.3.3 host 172.16.3.1 eq 22
R3 (config-ext-nacl) #exi

R3 (config) #]
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R3#show policy-map type inspect zone-pair sessions

policy exists on zp INSIDE-TO-OUTSIDE
Zone-pair: INSIDE-TO-OUTSIDE

Service-policy inspect : INSIDE-TO-OUTSIDE

Class-map: INSIDE-PROTOCOLS (match-any)
Match: protocol tcp
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol udp
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol icmp
0 packets, 0 bytes
30 second rate 0 bps
Inspect

Class-map: class-default (match-any)
Match: any
Drop (default action)
0 packets, 0 bytes
r34|




image18.png
class-map type inspect match-any INSIDE-PROTOCOLS
match protocol tcp
match protocol udp

match protocol icmp
f

policy-map type inspect INSIDE-TO-OUTSIDE
class type inspect INSIDE-PROTOCOLS
inspect

zone security INSIDE
zone security OUTSIDE

zone-pair security INSIDE-TO-OUTSIDE source INSIDE destination OUTSIDE
service-policy type inspect INSIDE-TO-OUTSIDE
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interface FastEthernet0/6

switchport mode access

switchport port-security

switchport port-security mac-address sticky

switchport port-security mac-address sticky 0009.7C40.339C
spanning-tree portfast

spanning-tree bpduguard enable
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ip ips config location ipsdir retries
ip ips name iosips
ip ips signature-category

category all

retired true

category ios_ips basic

retired false
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R3#show ip ips signatures count

Cisco SDF release version $339.0
Trend SDF release version V0.0

Signature Micro-Engine: string-icmp: Total Signatures 1
string-icmp enabled signatures: 0
string-icmp retired signatures: 1

Total Signatures: 1
Total Enabled Signatures: 1
Total Retired Signatures: 1
Total Compiled Signatures: 1
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R3#

*Apr 26,
RiskRatin
R3#

*Apr 26,
RiskRatin
R3#

*Apr 26, 21:3:
RiskRating:25
R3#
*Apr 26,
RiskRating:25
R3#
*Apr 26,
RiskRating:25
Rr3#|

21:3;

21:32:35.3232:
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21:32:43.3232:
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crypto
'

crypto
crypto
crypto
crypto
crypto
crypto

ipsec ikevl transform-set TRANSFORM esp-3des esp-sha-hmac

map MAP 1 match address VEN
map MAP 1 set peer 10.2.2.1

map MAP 1 set ikevl transform-set TRANSFORM
map MAP interface outside

ikevl enable outside

ikevl policy 1

encr 3des
authentication pre-share

group
'

tunnel-
tunnel-

ikevl
'

2

group $25 type ipsec-121
group $2S ipsec-attributes
pre-shared-key ciscol23
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crypto ikevl policy 100
encr 3des

authentication pre-share

group 2

lifetime 43200

f

tunnel-group S2§ type ipsec-121
tunnel-group RemoteGroup type ipsec-121
tunnel-group RemoteGroup general-attributes
default-group-policy POOL

tunnel-group RemoteGroup ipsec-attributes

ikevl pre-shared-key ciscol23
tunnel-group RemoteUser type remote-access

AQh (confia) #
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interface Vlanl
nameif inside
security-level 100

ip address 192.168.1.1 255.

interface Vlan2

nameif outside
security-level 0

ip address 209.165.200.226

interface Vlan3

no forward interface Vlanl
nameif dmz

security-level 70

ip address 192.168.2.1 255.

!
cbject network DMZ-SERVER
host 192.168.2.3

cbject network INSIDE-NET

subnet 192.168.1.0 255.255.

object network VEN_POOL

subnet 192.168.1.0 255.255.

255.255.0

255.255.255.248

255.255.0

255.0

255.0
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A2Z Network Security
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Start date
01/05/2021
01/05/2021

05/05/2021
nstall Anti-malware 08/05/2021
intall e-mail filters 10/05/2021
15/05/2021

7/2021

End date
12/05/2021
04/5/2021
07/05/2021
10/05/2021
12/05/2021
25/07/2021

10/08/2021
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Network Security Engineer

Street Adress: Kings Foad Phone Number. 0175257853 Email: SecurityOps@swansea co.uk
Post Code: Swanises, S4134Y Fax Number: +297783056 Website: waw Cyberops.com

Bill To: 422 Phone: 015256387 \woice f: 35683

Address Fax 01278637 Inwoice Date: 52021

Manselton Sirest
Email: finance@s2z et

Inveice Far. 422

item#  Description aty Unit Price Discount price
1 Install nfivirus K 400 | 000 | § 63000
2 Install Arfimalware. 8l 6000 | § 200 (8 47800
3 Install Antispam als 200 $ 20000
4 Configure Firswall iE 150000 $ 150000
5 Configure IDS 1|8 240000 $ 240000
6 Configure VPN iE 178300 $ 178300
7 g;ﬁ:ﬂ:””“‘”sa”‘j 2| 750,00 $ 2,00000
8 Penetration testing 3l 80000 $ 240000
El Cost & Benefit Analysis 1| s 50000 $ 50000
Deposit Received | § 18,837.00

Make sl checks paysble to Network Secuity Enineer.
“Total ds in 30 dys. Dvercu sccounts subjectto 3 service charge of 10% per morih.

TOTAL $13897.00





