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AIM / Objectives

To design and implement a secure enterprise network using Check Point
Firewall

To configure access control policies and network segmentation

To test allowed and blocked traffic using real scenarios

To monitor network activity using logs and security tools
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Configuration

e Setting up gateway
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Configuration

e WAN & LAN Setup
e Wizard Installation
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Managing License

e Add new license and attached to A-SMS &
A-GW
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Firewall Rules

e Configured rules to allow DNS, HTTP, ICMP
e Blocked insecure services like FTP and
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e Allow pinging
e Block Telnet & FTP
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Testing

e Allow pinging
e Block Telnet & FTP
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Logs & Monitoring

e Logs used to monitor allowed and blocked traffic
e Helps verify firewall rule behaviour in real time
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Policies Installation

e Publish and Install to A-GW gateway

® CHECK POINT
e SmartConsole

Revisions

The during the selected policy installation < View... Q| Search...

Publish Time ~ Name Publisher Changes From Previous Description

18/04/2026 16:26 [ cpadmin@18/04/2026 cpadmin 2 Changes Don...

Summary Audit Logs

[A cpadmin@18/04/2026
Changes Done By Keval

Total of 2 changes were published by cpadmin on 18/04/2026 16:26.

QD Installation History

No

: 15:28
L2 Type here to search = I all 15°C -~ = d9) 1 ENG 8/04/2026 =




Implimentation

In this task, the design and implementation of a secure enterprise network
environment were done using the Check Point Firewall. Several virtual machines
were set up in Oracle VirtualBox, in which the interfaces ethO and eth1 were used
to establish communication from WAN and LAN. The first step was setting up the
gateway, after which Secure Internal Communication (SIC) between the
Management Server (A-SMS) and Gateway (A-GW) was established. Rules for
DNS, HTTP, and ICMP were defined to permit them while FTP and Telnet were
denied in the Firewall. This was tested using ping and web browsing, and logging
was done to check the allowed and blocked traffic.



Conclusion

The project successfully demonstrated the implementation of a secure network
using firewall policies and access control mechanisms. The configured rules
effectively managed network traffic, and testing along with log monitoring
confirmed correct functionality. This practical implementation provided a strong
understanding of enterprise-level network security and firewall management.



