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	Jones Smith Truman Consultants (JSTC) is invited to Republic of Snowdenia County Council to help by enforcing the system that was a victim of a cyber-attack. One of the most important part in a business is the data and for that it’s necessary to have a good security system. 

[bookmark: _Toc60585533]	Confidentiality is a necessary action that helps to protect the data from unauthorised access. Confidential data is a vulnerable area and if its not protected can lead to a business failure. Data can be compromised by sending an important information via email to a wrong address, publishing important data on public webpages or by simply leaving important notes on the computer screen (Login ID, Passwords, Emails, Phone numbers etc.). In order to prevent the attack of confidential data that are few measures to be taken like using a system that requires an authentication details as ID and Password so the employee can have the access to the particular area of work. The system needs to be able not to verify only the identity of the employee but even the area of work. Other measure is data encryption such as emails that are in sending process.[1]

[bookmark: _Toc60585534]	Integrity helps the data from unauthorized alteration. Integrity helps Republic of Snowdenia County Council to avoid data like addresses, people’s details, emails, bank account details to be changed by unauthorized user. It can also prevent from unintentional alteration such as system malfunction or errors. Measure as access control, administrative control and authentication can prevent authorised user to make unauthorised changes.[1]
	
[bookmark: _Toc60585535]	Availability helps in providing the information to the authorized user. A good example is Republic of Snowdenia County Council website that has to be available to access at any time by employees and citizens of Snowdenia in order to access their personal data. There are few techniques used by hackers as Denial of Service (DOS) that can lead to a website’s malfunction. Those malfunctions can drop the business reputations and costumer’s dissatisfaction. Republic of Snowdenia County Council to protect system availability needs to have a good machine redundancy with fast and efficient back-up server.[1]
[bookmark: _Toc60585536]	Security awareness 
	Measures as Security awareness helps in understanding of employees of threats that the organization can face it as mistakes, careless action and wrong behaviour. Republic of Snowdenia County Council to have a good security awareness needs to establish a set of policies and procedures such as:

· Firewall rules
· System hardening standards
· Data retention policies
· Password policies
· Staff training

Firewall rules decides what information is allow to come into the system and what is blocked and analyse the control information in individual packets like a file sent via email to Republic of Snowdenia County Council which can be a virus or just a simple document. [5]
System hardening standards helps to set a distinct requirement of each system. System hardening standards helps to minimize the risk of hacking by automatically update of the OS, patches, service packs, by blocking unnecessary network ports, secure access points and etc. [4]
Data retention helps in discarding the old data information that is unnecessary and the stored period of some information. Republic of Snowdenia County Council is an organisation that deals with allot of citizens data such as age, ethnicity, gender, address which they constantly need to be updated or deleted.[3]
Password policies is a set of rules that encourage the users to set a strong password. A good password must be at least 8 characters long that should not contain any of personal information like user’s name, company name, real name and to contain at least one uppercase letter and characters. [2]
Staff training is the last but the most important part as everything will be managed by human power so in order to have a good organisation flow you need a good training that can be splinted in different departments. The aim of staff training policy is to help the staff in developing the skills, abilities and knowledge necessary for an efficient organisation flow.[6] 

[bookmark: _Toc60585537]Man-in-the-Middle 

Republic of Snowdenia County Council was a victim of Man-in-the-Middle (ARP poisoning) attack which leaded the access to an unauthorised third-party system. The attacker can use a public wi-fi network to inject data into the connection so it can have the access to the browser or applications that can move data or use the entire system. The damage to the organisation can be endless such as stealing bank account details, important documents, login credentials etc. Signs that can lead to a Man-in-the-Middle attack can be open public Wi-Fi networks, suspicious Wi-Fi network names, Evil Twin Wi-Fi networks such as SnowdeniaFreeWiFi and SnowdeniaWiFiJoin in the same location. [7]
ARP poisoning is an attack that an unauthorised user sends false Address Resolution Protocols messages into a LAN (local area network). This will allow to the unauthorised user to get linked to an existing computer or server situated in the organisation’s network.
Republic of Snowdenia County Council can prevent future attacks by using ARP spoofing detection software, using cryptographic network protocols, using packet filtering, to avoid trust relationships and adding VPN to encrypt traffic.



[bookmark: _Toc60585538]Password cracking

Password cracking is a recover process of a scrambled form of the password.” This is done by brute-force attack by repeatedly tries of guessing the password and checking then against an available cryptographic hash of the password.” [8] The most critical part is that it can be done offline which can make the attacker hard to track.
Methods to prevent the password cracking are:
1. Ensure that no one get the access the password not even hashed one;
2. Combine a site-specific secret key with the password hash;
3. Use a random value unique to each password that is incorporated in the hash;
4. Using security token which constantly shifting password.[8]
[bookmark: _Toc60585539]Staff working at home

Another Republic of Snowdenia County Council vulnerability is the staff working at home as the home network security can be low so in order to avoid the cyber attacks the company needs to make sure that they have a good and safe connection. The attacks can be prevented by changing the Wi-Fi’s default username and password into a secured one, turn on the wireless network encryption, use a VPN (Virtual Private Network), hide the network from being viewed by other devices, keep the internet router up to date, use firewall, enable filtering of the MAC address and disable the administrator remote. [9]















[bookmark: _Toc60585540]Security audit

To demonstrate a better compliance with data protection the Council has to adopt and audit or a testing approach.
1. Physical security checklist:
· Make sure that none of the internal use machines are used by unauthorised person;
· Do not leave any documents that includes important data unattended;
· Do not leave anyone unauthorised to get into the working space;
2. Digital security checklist:
· Council need to have qualified personnel to install, monitor and manage the security tool
· How many people and who has access to the distinct data and equipment
· Need to make sure that all the data and credentials are encrypted
· Make sure that the data is encrypted when is accessed vie mobile
· A regularly software update needs to be done for patching existing security issues
· Password is strong enough by using an efficient password management system
3. Employee training
· Employees needs to be separate in different departments for an easy management
· They have to be trained well in the specific area by examining their skills them periodically
4. Old computing equipment disposal
· Before disposal make sure that all data is migrated and erased to the new system
· Do not dispose them in unsafe places
5. Communication about breaches
· Make sure the response time during a breach is on time
· Set a safe method of employee’s communication
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