
ACFA7004
Research Methods & Professional Development

Lecture 2 – Research Proposal



Recap
 Introduction to research.
 Characteristics
 Choosing your Topic
 Assignment for next week



Week 2 learning outcomes

 Assignment brief
 SMART Objectives
 Pending presentations
 Introduction to research Proposal.
 Elements of Research proposal



Assessment Brief
•Module: Research Methods and Professional Development
•Module Code: ACFA7004
•Level: MSc (Level 7)
•Assessment Breakdown:

•Coursework 1: Research Proposal (70%)
•Coursework 2: Presentation (30%)



Assessment Brief
Coursework 1 – Research Proposal
Deadline: 1 May 2026 2 pm
Word Count: 4000 words (+appendices)
Submission: Via Turnitin (Do not upload the 
brief itself)
Ethics Form: Mandatory (submitted via Moodle 
separately)
AI Use: Research, structure, proofreading 
allowed; no content generation



Assessment Brief
Structure of Research Proposal
Introduction (35%)
• Context, background, current 

developments
• Problem definition & challenges
• Research Aim and SMART Objectives
• Significance & potential applications



Assessment Brief
Structure of Research Proposal
Introduction (35%)
• Context, background, current 

developments
• Problem definition & challenges
• Research Aim and SMART Objectives
• Significance & potential applications

Specific
Measurable
Achievable
Relevant
Time-bound



Assessment Brief
Structure of Research Proposal
Literature Review (25%)
• Thematic/Chronological structure
• Identify gaps, relate to your study
• Use relevant and recent academic sources



Assessment Brief
Structure of Research Proposal
Research Design and Methodology (25%)
• Research design approach (e.g., simulation, design 

science, analysis)
• Research method: Qualitative, quantitative, mixed
• Strategy: Case study, survey, experiment, etc.
• Tools, data sources, analysis & ethical considerations
• Technical tools and hardware/software (if applicable)



Assessment Brief
Structure of Research Proposal
Outcomes, Timeline, and Referencing
• Expected Outcomes (5%)

• Predicted results, potential contributions, limitations
• Timeline (5%)

• Include milestones and key activities (e.g., simple 
Gantt format)

• References (5%)
• Proper citations, recent and credible sources

• Overall presentation of the proposal  - 5%



Assessment Brief
Assessment Component 2
ALL students need to include an ethics form for 
their research. 
The ethics committee representatives will 
review the form and approve it as necessary.  
The ethics form will not be allocated a mark, 
but if not included the report will be deemed a 
failure



Assessment Brief
Structure of Research Proposal
Common Mistakes to Avoid
• Weak problem definition or vague objectives
• Outdated or few references
• No clear link between literature and research 

aim
• Missing ethics form = automatic fail
• Misuse of AI tools = academic misconduct



Assessment Brief
Use of Generative AI in Assessment



Assessment Brief
Use of Generative AI in Assessment



Assessment Brief – Coursework 2
Presentation Overview

• Deadline: Week 10
• In-person Presentation: Week 11 20-April-2026
• Duration: 10 minutes
• Focus: Project management & professionalism 

based on your research topic



Assessment Brief – Coursework 2
Presentation Content Expectations



Assessment Brief – Coursework 2
Tips for an Effective Presentation
• Be concise and focused – 10 mins max
• Visual design: clean slides, limit text
• Speak clearly, maintain eye contact
• Rehearse to stay within time
• Reference your key sources briefly



Assessment Brief – Coursework 2
How Will You Be Assessed?
Grading Criteria:
• Literature Engagement
• Knowledge & Understanding
• Cognitive & Critical Skills
• Practical Application
• Transferable Skills (communication, planning, 

independence)



Assessment Brief – Coursework 2
Use of Generative AI Tools
Allowed for:

Research exploration
Draft structure and outlines
Proofreading and paraphrasing your writing

NOT allowed:
Full AI-generated text
Image creation or coding for this task



Assessment Brief – Coursework 2
Final Reminders & Support
• Attend all proposal presentations during 

sessions
• Use feedback from presentation to improve 

proposal
• Access library databases for research
• Finalise topic approval



SMART Objectives
Specific:
• Define what exactly you want to achieve. 

Focus on a narrow aspect of the research.
To develop a machine learning-based 
intrusion detection system (IDS) for 
detecting zero-day attacks in IoT networks.

To design a blockchain-based framework 
for secure and transparent sharing of 
electronic health records (EHR) among 
healthcare providers.To develop a lightweight cryptographic 

protocol tailored for low-power IoT 
sensors used in smart agriculture.



SMART Objectives
Measurable:
• You should be able to assess progress using 

clear metrics.

To improve detection accuracy by at least 10% compared to existing IDS 
models (KNN or SVM) on a benchmark dataset such as NSL-KDD.



SMART Objectives
Achievable
Ensure the objective is realistic considering your 

time, resources, and skills.

To implement and evaluate the model using Python libraries (e.g., Scikit-
learn, TensorFlow) within the available project timeline.

popular machine learning libraries in Python



SMART Objectives
Relevant
• The goal must align with the broader research 

problem and current challenges in the field.

To address the growing threat of IoT vulnerabilities by proposing a 
lightweight and accurate detection system that can be deployed on edge 
devices.



SMART Objectives
Time-bound
• Set a deadline or time frame for completion.

To complete the design and initial testing of the IDS prototype by the end 
of the third month and conduct full evaluation, documentation & 
presentation by stipulated timeframe



Assessment Brief – SMART Objectives
Combined:
To develop a machine learning-based intrusion detection system 
(IDS) for detecting zero-day attacks in IoT networks, aiming to 
improve detection accuracy by at least 10% compared to existing 
models such as KNN and SVM using the NSL-KDD dataset. 
The model will be implemented and evaluated using Python libraries 
like Scikit-learn and TensorFlow within the available 6-month 
project timeline. 
This research addresses the increasing threat of IoT vulnerabilities by 
proposing a lightweight, deployable IDS suitable for edge devices. 
The system's prototype will be designed and initially tested by the 
end of the third month, with full evaluation and documentation 
completed by month six.



Activity-Identifying Research Gaps 
and Writing an Introduction

Objective:
This activity aims to develop your ability to 
identify research gaps in existing academic 
literature and write a concise introduction 
section for a potential research project in 
digital forensics or cyber security.



Activity-Identifying Research Gaps and 
Writing an Introduction

Instructions:
• Select a specific concept 

within digital forensics or 
cyber security 
(ransomware 
investigation techniques, 
IoT forensics, AI in threat 
detection, cloud evidence 
preservation, etc.).



Activity-Identifying Research Gaps and 
Writing an Introduction

Cyber Security Concepts

Ransomware Detection and Prevention

Phishing and Social Engineering Attacks

Network Intrusion Detection Systems (NIDS)

IoT Security

Cloud Security

Zero Trust Architecture

Cyber Threat Intelligence (CTI)

Cryptography and Data Privacy

Digital Forensics Concepts

Cloud Forensics

Mobile Device Forensics

Network Forensics

Malware Forensics

Memory Forensics

IoT Forensics

Blockchain Forensics



Activity-Identifying Research Gaps and 
Writing an Introduction

Instructions:
• Conduct a brief 

literature review
using recent academic 
sources (journal 
articles, conference 
papers, standards, or 
reports).



Activity-Identifying Research Gaps and 
Writing an Introduction

Instructions:
• Conduct a brief 

literature review
using recent academic 
sources (journal 
articles, conference 
papers, standards, or 
reports).

A broad overview of the research area.
A discussion of current developments, 
trends, or challenges in that area.
Enough context so the reader 
understands why your research topic is 
relevant today.



Activity-Identifying Research Gaps and Writing 
an Introduction- Context and Background
Instructions:
1. Start with a Broad Definition
Begin by introducing the general area of your 
study — Cyber Security, Digital Forensics, Network 
Security, or Cloud Forensics
“Cyber security involves protecting computer 
systems and networks from digital attacks aimed 
at accessing, changing, or destroying sensitive 
information.”



Activity-Identifying Research Gaps and 
Writing an Introduction

Log in to RefWorks 
(https://refworks.proquest.com or your 
institution link).
Create a folder/project for your 
assignment (“MSc RMPD Intro”).
Import references:
Use “Save to RefWorks” browser button (if 
installed) while viewing an article; or
From RefWorks click Add > Import 
references and upload an RIS/EndNote file 
exported from a database; or
Click Add > Create new reference and 
enter details manually.
Check each imported record — ensure 
author names, journal title, volume, pages, 
year, DOI are correct. Edit metadata if 
needed.



Activity-Identifying Research Gaps and 
Writing an Introduction
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Activity-Identifying Research Gaps and 
Writing an Introduction



WRITE THE BRIEF REVIEW (in MS Word) and 
cite using RefWorks Citation Manager

Start a new Word doc and
install/open RefWorks
Citation Manager (RCM) in
Word: Insert → Get Add-ins
→ search RefWorks → Get.
(Microsoft add-ins
guidance).



WRITE THE BRIEF REVIEW (in MS Word) 
and cite using RefWorks Citation Manager
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WRITE THE BRIEF REVIEW (in MS Word) 
and cite using RefWorks Citation Manager



Activity- Submission point
https://forms.office.com/e/b9ihy8s4fZ


