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Abstract- Organisations need to create environments that use their IT system and physical infrastructures to safeguard their data and personnel.
There are many ways to achieve this from physical security techniques, such as access control systems, surveillance, lighting, and security guard presence.
With more organizations working remotely, allowing customers and personnel to interact with their data online, the need for digital protection increases. This leads to the use of Intrusion Detection and prevention systems, in conjunction with other data security tools such as Firewalls and anti-malware systems.
Introduction
In this report, we will explore why modern organizations need to create environments that use their IT system and physical infrastructure to safeguard their data and personnel, analysing the strengths and weaknesses of each system.
Research in Data Security and Compliance
As more businesses use technology to serve their day-to-day operations, the need to keep the data they hold secure has had to evolve. But as this technology has evolved, so has the sophistication of the criminals who seek to exploit this data, increasing the need for organizations to protect their infrastructures and the personnel who work within them.
Here, we will discuss what can be done to help achieve this, focusing on Physical Security, Intrusion Detection and Prevention Systems, and Other Security Tools.

A. Physical Security

In their book Umesha Nayak and Umesh Rao [1] explain the critical importance of physical security in safeguarding the physical environment and infrastructure that house information system resources. They go on to explain that physical security is as important as technical security measures due to the potential threats posed by theft, fire, water damage, and other physical risks. 

Even if organizations are moving their data into cloud storage systems, these physical risks still exist for any devices on their estate that access the data.

There are multiple measures that can be put in place to assist in keeping your infrastructure and personnel secure.

The first we will discuss is Access Control. In an article for the TechTarget website, Michael Cobb [2] explains that this step is where measures are put in place to ensure only authorised personnel have access to certain assets. This is usually in the form of ID badges, security guard presence, and electronic door access. They also go on to explain that the building itself is the first step in this defence.

Most organizations now will combine Staff ID passes with a near-field communication (NFC) system which allows them to control the levels of access that personnel have to different areas within the buildings.

However, these sort of ID passes alone are not enough to keep the organizations assets and personnel safe. 


For example, a standard door which opens from an NFC ID card can let multiple people through. If this sort of door was at the main entrance to a building, unauthorized persons could “tailgate” a member of staff and gain access to the building.

To prevent this from happening, organizations will often stress the importance to staff to not allow anyone to follow them through access barriers and will install systems that only allow one person to come through at a time.

Once inside, this is not such a major issue and more open access control can be used. There is still sometimes a need to limit access to certain areas, such as server rooms and security command centres. 

The use of NFC type passes can help make this possible as door controls can be set to only allow certain personnel or clearance levels to access the areas they secure.

These systems do come with a risk as; to operate, they require constant power. If the site were to experience a total power failure, access would be impossible without some form of backup source to provide power to key areas.

Another measure that can be used, often in conjunction with access control systems, is surveillance systems.

The National Protective Security Authority (NPSA) [3] states that, while surveillance systems alone will not prevent criminal actions, they can help to deter or detect it. 

When used in conjunction with other security systems, footage can be monitored live and stored for future use if required to determine if unauthorised access is attempted or where the actions of company personnel go against policies in place.

However, this is not without its limitations. In a video within the same article, the NPSA explains that, while a surveillance system can be monitored live, due to the restrictions of human vision, an intruder will only be detectable if they are taking up at least 10% of the visible area.

This brings us on to another security measure which will aid surveillance but can also be used as a deterrent. Lighting.


In an article for the website Firewall Times, Catherine Reed [4] lists lighting as a security measure that overlooked most often.

By having sufficient lighting, we can deter intruders from attempting to breach a site’s perimeter while also ensuing that any camera footage is as clear as possible.

This is something that NPSA [3] also lists as an important requirement for surveillance and recommends a minimum 3 Kelvin to ensure adequate lighting in any footage.

Lighting will also aid security guards when carrying out patrols of the site, or to respond to any incidents quickly and safely during hours of darkness.

In all of these, as suggested by Kaarle Parikka in a blog post for Falcony.io [5] security personnel are vital in enforcing the measures in place. These can take the form of guards who will patrol the site, monitor surveillance, and respond to incidents as they happen. 

Guards will also function as another deterrent to those who may try and breach a site’s perimeter or buildings.

Alongside guards, receptionists or gatekeepers are recommended to aid in the maintenance of the access control systems, ensuring that visitors are identified and that security protocols are adhered to.

Finally, emergency response teams are vital to ensure the safety of personnel and assets in the event of medical emergency, fire or acts of violence. These can be made up of Security personnel and members of staff from within the organization.

B. Intrusion Detection and Prevention Systems, and Other Security Tools
We have already discussed how Physical Security can be used to help protect an organization’s infrastructure, but with the need for employees and customers to be able to interact online, physical measures alone are not enough.

Organizations need to use technology to their benefit to do this and have several ways of doing so.

In an article published for IEEE, Arkadiusz Warzyński and Grzegorz Kołaczek [6] define the role of Intrusion Detection systems (IDS) as those which improve security by identifying malicious or suspicious events on a computer or network system.

They list two types of intrusion detection systems:
1. Host-based Intrusion Detection Systems (HIDS): monitor the system activity on the device it has been deployed on, tracking the integrity of files, malicious activity at a kernel level and analysing log files for suspicious activity.

2. Network-based Intrusion Detection Systems: monitor a network infrastructure. These analyse the flow of packets, inspect headers and content to detect where a network could be the target for an attack.
Warzyński and Kołaczek continue by explaining that there are two strategies for intrusion detection systems, one of which will be deployed to analyse the data.
Signature-based systems will detect attacks based on the signatures of known attacks or rules defined by system administrators. However, this strategy cannot identify new tacks that have been created by cyber criminals.
The second type, anomaly-based, search for deviations from normal behaviours on the system. If one is detected, it could be assumed that the system is under attack. But this also assumes that normal system activity can be modelled and used in conjunction with the detection systems to determine that an activity being observed is an anomaly.
Hung-Jen Liao et al [7] list a third methodology in their article, Stateful protocol analysis (SPA). An SPA is like an Anomaly based system, except it uses protocol models which are based on standards from international standard organizations. It is sometimes known as Specification-based Detection.
However, there are drawbacks to all these different protocols. Liao goes on to explain that they cannot always supply complete accuracy with their detection. To try and improve this, false positives (FP) and false negatives (FN) are used to measure the degree of accuracy and administrators will make a decision on which they are most comfortable letting through.

A study by Chung-Yuan Ho et al [8] showed that, in over two thousand FP and FN results monitored during sixteen months, 92.85% FPs, and that out of these, 91% were due to the policies in place and not security issues.
Drawing on these results, we can conclude that a balance is needed when setting the policies of detection systems.
Liao [7] suggests that many organizations will opt to increase the number of FPs in favour of catching more suspicious activity, manually deciding which are to be allowed through and which to continue capturing.
Intrusion Prevention systems (IPS) work in a comparable way to am IDS, with one exception. They can actually take action to stop threats from coming through.

In concluding their research in to whether organizations should use an IPS instead of an IDS,  Chuanxi Cai et al [9] showed that, if not configured correctly, losses for the organization will be higher using an IPS compared to if they only used an IDS if the positive rate is the same. 
An article on DeVry University’s Website [10] lists several tools that can be used for data security. The first they list are Firewalls.
This is one of the most common tools and the main function is to evaluate data moving through the network and, using a set of predefined rules, deciding if the data can pass through or not.
There are many types of firewall, but DeVry tell us that the three main types are:
a. Packet Filters – the most basic type of firewall, these inspect packets transferred between devices and permit or deny access based on an access control list. This older form of firewall cannot fully secure a network but are useful at filtering out low-level attacks.
b. Connection tracking – like Packet Filters, but they additionally record the port number of each IP address used to send and receive information, allowing the exchange of data to be examined.
c. Application/Layer 7 – significantly more powerful, these firewalls can understand various applications and are useful on the internet as they are able to also perform web filtering.

Another key tool in the data security arsenal is Anti-Malware systems. Faiza Babar Khan et al [11] explain that a conventional Malware Analysis system (MAS) use Signature-based detection and that previously, the design of these systems was based on signature matching.
However, they argue that with the continued development of malware, these systems were not quick enough at detecting novel malware in a network environment.

With the improvements in machine learning, they proposed and evaluated a new hybrid-based system which combines the conventional methods along with AI-based detection. 
Conclusion
We have only covered a small number of measures that can be put in place to keep data, infrastructure, and personnel safe from physical and cyber-attacks.
Security specialists need to be constantly working to improve these systems as criminals never stop trying to counter these measures.
While many organizations have a physical site, the need security personnel, barriers, surveillance, and access control will continue. But with the way we work evolving, work must continue to develop digital barriers that are equally as robust.
References
[1] U. Nayak and U. H. Rao. U. Nayak and U. H. Rao. The InfoSec Handbook an Introduction to Information Security The InfoSec Handbook an Introduction to Information Security (1st ed.) 2014. DOI: 10.1007/978-1-4302-6383-8.
[2] M. Cobb. (2021). What is physical security?. Available: https://www.techtarget.com/searchsecurity/definition/physical-security.
[3] Anonymous (Mar 29, 2022). CCTV | NPSA. Available: https://www.npsa.gov.uk/cctv.
[4] C. Reed. (Jan 10, 2022). Physical Security Controls: An Overview. Available: https://firewalltimes.com/physical-security-controls/.
[5] K. Parikka. (Mar 11, 2024). What is Physical Security?. Available: https://blog.falcony.io/en/what-is-physical-security.
[6] A. Warzyński and G. Kołaczek. A. Warzyński and G. Kołaczek. Intrusion detection systems vulnerability on adversarial examples. Intrusion detection systems vulnerability on adversarial examples. Presented at 2018 Innovations in Intelligent Systems and Applications (INISTA). Presented at 2018 Innovations in Intelligent Systems and Applications (INISTA). 2018, . DOI: 10.1109/INISTA.2018.8466271.
[7] H. Liao, C. Richard Lin, Y. Lin and K. Tung. H. Liao, C. Richard Lin, Y. Lin and K. Tung. Intrusion detection system: A comprehensive review. Intrusion detection system: A comprehensive review. Journal of Network and Computer Applications Journal of Network and Computer Applications 3636(1), pp. 16-24. pp. 16-24. 2013. Available: https://www.sciencedirect.com/science/article/pii/S1084804512001944. DOI: 10.1016/j.jnca.2012.09.004.
[8] C. -Y. Ho, Y. -C. Lai, I. -W. Chen, F. -Y. Wang and W. -H. Tai. C. -Y. Ho, Y. -C. Lai, I. -W. Chen, F. -Y. Wang and W. -H. Tai. Statistical analysis of false positives and false negatives from real traffic with intrusion detection/prevention systems. Statistical analysis of false positives and false negatives from real traffic with intrusion detection/prevention systems. IEEE Communications Magazine IEEE Communications Magazine 5050(3), pp. 146-154. pp. 146-154. 2012. . DOI: 10.1109/MCOM.2012.6163595.
[9] C. Cai, Shue Mei and W. Zhong. C. Cai, Shue Mei and W. Zhong. Configuration of intrusion prevention systems based on a legal user: The case for using intrusion prevention systems instead of intrusion detection systems. Configuration of intrusion prevention systems based on a legal user: The case for using intrusion prevention systems instead of intrusion detection systems. Information Technology and Management Information Technology and Management 2020(2), pp. 55-71. pp. 55-71. 2019. Available: https://www.proquest.com/scholarly-journals/configuration-intrusion-prevention-systems-based/docview/2110747590/se-2?accountid=130472 https://libkey.io/libraries/1422/openurl?ctx_ver=Z39.88-2004&ctx_enc=info:ofi/enc:UTF-8&rfr_id=info:sid/ProQuest&rft_val_fmt=journal&rft.genre=article&rft.jtitle=Information+Technology+and+Management&rft.atitle=Configuration+of+intrusion+prevention+systems+based+on+a+legal+user%253A+the+case+for+using+intrusion+prevention+systems+instead+of+intrusion+detection+systems&rft.au=Cai%252C+Chuanxi%253BShue+Mei%253BZhong%252C+Weijun.&rft.aulast=Cai&rft.aufirst=Chuanxi&rft.date=2019-06-01&rft.volume=20&rft.issue=2&rft.spage=55&rft.isbn=&rft.btitle=&rft.title=Information+Technology+and+Management&rft.issn=1385951X&rft_id=info:doi/10.1007%252Fs10799-018-0291-6 https://doi.org/10.1007/s10799-018-0291-6. DOI: 10.1007/s10799-018-0291-6.
[10] DeVry University. (Jan 10, 2024). Cyber Security Tools and Techniques | DeVry University. Available: https://www.devry.edu/blog/cyber-security-tools-and-techniques.html.
[11] F. B. Khan, M. H. Durad, A. Khan, F. A. Khan, M. Rizwan and A. Ali. F. B. Khan, M. H. Durad, A. Khan, F. A. Khan, M. Rizwan and A. Ali. Design and performance analysis of an anti-malware system based on generative adversarial network framework. Design and performance analysis of an anti-malware system based on generative adversarial network framework. IEEE Access IEEE Access 1212pp. 27683-27708. pp. 27683-27708. 2024. . DOI: 10.1109/ACCESS.2024.3358454.

2

Task 2 – Case Scenario

Contents
Figures and Tables	2
Acronyms	2
Introduction	2
Case Study	3
Organization Structure	3
Policies and Procedures	5
Data Protection Compliance	5
Security Standards	6
Contingencies Planning	6
Governance, Strategic Planning for Security & Risk Management	7
Conclusion	7
References	8

[bookmark: _Toc173098407]Figures and Tables
Figure 1: Nishant Grover [1] example of an Information Security Team	3
Figure 2: Proposed Security Team Structure	4

[bookmark: _Toc173098408]Acronyms
CEO - Chief Executive Officer
CISO – Chief Information Security Officer
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ISO – International Organization for Standardization 
IEC – International Electro Technical Commission
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[bookmark: _Toc173098409]Introduction
A need has arisen for a new information security unit in the organization. In this report we will explore how the structure of such a team could look, what policies and procedures we would need to put in place, how we would ensure compliance with data protection principles, what security standards we must adhere to, contingency planning, governance, and risk management.
[bookmark: _Toc173098410]
Case Study

[bookmark: _Toc173098411]Organization Structure
For the team to be able to run effectively, keeping the infrastructure and personnel secure as well as the information we hold, we must first ensure we build a team with the right positions to ensure that all areas of security are managed. 
In an article for medium.com Nishant Grover [1] explains that the size of an Information Security team will depend on the size of an organization and the complexity of its wider structure. There will often be different teams responsible for all aspects of security.
They suggest a high-level example of an organizational structure would be as demonstrated in Figure 1.

[bookmark: _Toc172983216]Figure 1: Nishant Grover [1] example of an Information Security Team
However, this only covers the security of the information, and not the physical security of the infrastructure. Grover does give a good argument for this in their description of the CISO role.
They explain that, in their experience, an organization where the CISO reports directly to the CEO is more likely to value the importance of information security. This needs to be a serious consideration when deciding the level at which the CISO sits within the company.
Based on Grover’s model, taking in to account the need for a physical security team, a more appropriate organizational structure could look something like Figure 2 (overleaf).

[bookmark: _Toc172983217]Figure 2: Proposed Security Team Structure
The CISO and CPSO will have overall responsibility of their respective departments and will have the final decision on anything that comes under their area’s scope of work.

Within the CISO’s command, we have four teams (as per Grover’s [1] recommendations)
The Governance, Risk and Compliance team will play the biggest part in the CISO’s team and will bear the responsibility of developing and maintaining most, if not all, of the areas we will later go on to discuss in this report.
The Security Architect and Engineering team will work closely with the organization’s IT department, ensuring that the latest security technologies and controls are created, deployed, and maintained throughout the IT estate.
The Security Operations Centre is the organizations first line of defence against a cyber threat. They will be responsible for monitoring alerts for potential threats and determining if they are genuine or false, taking necessary action when they prove to be genuine.
Finally, the Security Administrators will be made up of IT professionals whose areas of expertise include Firewalls, Data Encryption, Intrusion Detection and Prevention systems, Access Control (this can be both access to the data and the infrastructure), Identity Management, Endpoint Detection and Response and Incident Response.

Working closely with internal and external IT stakeholder, this team will oversee the management of the technologies introduced by the Security Architect and Engineering team.
Within the CPSD’s command, it is recommended that there are three areas to cover the physical security of the organization.
The security control centre will take responsibility for monitoring surveillance, controlling access to site facilities and will be the first to respond to incidents, co-ordinating response teams and security guards as needed.
The Security Guard team will be the visible presence on the estate, responsible for conducting patrols and reporting incidents, ensuring that only authorized personnel are present. 
Finally, the Reception team will have responsibility for the issue of identification passes for staff and visitors, working closely with the Security Control Centre and the Security Administrators to ensure that access control systems function correctly.
[bookmark: _Toc173098412]Policies and Procedures

Based on the proposed structure, Policies and Procedures will be decided by each Security Officer as appropriate for their area of responsibility. 

One such policy, as outlined by the National Cyber Security Centre (NCSC) [2] would be around Identity and Access Management. 

They outline that the policy should cover the following points:
· Who has access to the data, functionality, or systems and why?
· When access will be granted or revoked
· Which processes should require multiple people to carry them out?
· When and how audit logs of actions taken are acquired and subsequently safeguarded from alteration.

Working with the CISO, the Governance, Risk and Compliance team policies should be drawn up on each of these areas.

A policy on when access is granted or revoked would need to include who is responsible for requesting access, what clearance levels are needed, if mandatory training is required first and if there is a need for the access to be reviewed periodically.

[bookmark: _Toc173098413]Data Protection Compliance
In the United Kingdom, we are governed by the Data Protection Act 2018. The UK government website [3] confirms that this act is the government's implementation of the EU General Data Protection Regulation (GDPR) guidance.
As an organization, we must ensure that any information held is fairly, transparently, and lawfully used and for specific purposes. The data should be limited to necessary use only, in an adequate and relevant way. All data must be kept accurate and, where needed, up to date and only kept for as long as is necessary. Finally, the data must be protected from unauthorised access or processing while also protecting from loss, damage, or destruction.
Personal data, such as (but not limited to) race, gender identity, health, political opinion, or religious beliefs are to be guarded much more securely.
Keeping all of this in mind, it will be the role of the Governance, Risk and Compliance team, along with the CISO to determine the policies put in place.

For example, with regards to the retention period for data held by the organization, the Information Commissioner’s Office (ICO) [4] that the UK GDPR does not specify how long personal data can be held for. As an organization, we need to justify how long it is held for and if we need to hold it in a way that would enable the identification of individuals. If not, the data should be anonymised.
[bookmark: _Toc173098414]
Security Standards
Hamed Taherdoost [5] explains that the standards and frameworks used in Cybersecurity are usually classified in to two main categories, information security standards and information security governance standards. These standards are readily available to us and can be used in part, or entirely to develop policies that are fit for purpose depending on the size and purpose of an organization.

One such set of standards are referred to using codes ISO (International Organization for Standardization) or IEC (International Electro Technical Commission).
ISO 27001, as described by Mark Sharron [6] for isms.online, is a framework which is internationally recognised as best practice for an Information Security Management Systems (ISMS). They go on to explain that this certification will demonstrate that the organization has been audited and their people, tools, processes, and systems follow a recognised framework.
In a study by Matteo Podrecca et al [7] they found that organizations who had achieved certification in this framework saw improved profitability, productivity and to some extent the performance of their sales.
As this certification covers 114 different areas, including Information and Physical Security, with multiple controls in each area, both the CISO and CPSO would need to work together to develop the individual policies for each area that the organization wishes to cover.

Going back to Taherdoost’s [5] point, the organization does not necessarily need to use all 114 sections and further analysis and discussion will be required to determine which will be of benefit.
[bookmark: _Toc173098415]Contingencies Planning
Mesh Flinders [8] for IBM, an industry leader in technology solutions, suggests a contingency plan should help an organization recover from unexpected events such as natural disaster, data loss, physical or cyber breaches, and sudden changes in customer demand. It is also beneficial to consider, as highlighted by the recent COVID-19 Pandemic, the need to plan for changes in working practices outside an organization’s control.
As these threats cross both the Information and Physical Security of the organization, it will be the responsibility of each of the Chief Officer’s to assess for all possible threats within their area of responsibility, create Business Impact Analysis (BIA) reports, plan how each incident should be handled, get everyone in the organization on board and make sure the plans are tested and reassessed regularly.
Carmen Cowik et al [9] explain that most contingency plans will fail because of a lack of awareness. They suggest that these plans must be revised and updated on a quarterly basis to ensure that these failures are kept to a minimum. They also suggest that, due to the unpredictability of natural disasters, it is not always possible to predict everything in advance. To mitigate for this, it is suggested that disaster teams are established, and their contact details maintained regularly and that it is beneficial to all involved to conduct mock disasters to ensure the organization can adapt and respond quickly. This is something many of us will have done from a young age without realising whenever we have participated in a practice fire evacuation.
[bookmark: _Toc173098416]Governance, Strategic Planning for Security & Risk Management
Returning to guidance from the NCSC [10], effective governance involves allowing all your staff to make decisions on security. It will be the responsibility of the CISO to ensure that the decisions made are followed, and what risks are to be allowed and which should be avoided.
Governance is another area where there is no “one right way”, however, the NCSC recommend an organization should have clear business goals, should clearly identify which assets are important, fosters an understanding that good security should be “business as usual”, identify who has responsibility and accountability for security of the technology and the decisions that need to be made around it and how to acquire the needed information so effective and timely decisions can be made.
As the name suggests, the best team to take responsibility for this is the Governance, Risk and Compliance team.
Research conducted by Henock Melaku [11] concluded that an effective governance framework should be flexible enough to adapt to current threats in cybersecurity and should use a risk-based approach where spending should be according to the security risk. They also recommend that IT systems are evaluated against standards such as NIST 800-53, SOC-2 and, as previously mentioned, ISO 27001.
In addition to this, the approach taken must be holistic in nature, taking in to account the people, their skills and the organization’s technology as well as the processes and governance in place and that governance should be separated from management, reinforcing earlier comments made in this report about the importance of the CISO role’s direct relationship with the company CEO.
As we discussed when covering Security Standards, Melaku also reinforces the importance of regularly reviewing and adapting frameworks, ensuring they are tailored to the needs and resources of the Organization. 

They have also stressed that, for the governance to be effective, the organization needs to invest in training, awareness, and education to ensure that the culture of the workforce is security-aware and know how to use any security systems or tools that are to be implemented.
[bookmark: _Toc173098417]Conclusion
As an organization, there are many factors that need to be considered when designing and implementing an information security team, from roles, responsibilities, and areas of influence to what policies work best for the organization’s needs. When drafting policies and frameworks, it is important to remember, as many different sources have stated, there is no “one size fits all” guidance and anything put in place must be reviewed regularly, be fully embedded into the culture of the workforce and should be relevant to security threats of the time. 

To reassure customers that the organization takes the security of their data seriously, accreditation in recognised Security Standards, such as the ISO 27001, while time consuming and costly, would prove beneficial and should be seriously considered. 

And while it is impossible to plan for every possible threat to the security of the organization’s data, personnel and infrastructure, a set of robust contingency plans should be put in place and regularly maintained so that, in the event of an incident, steps can be taken swiftly to respond and recover from them.
[bookmark: _Toc173098418]
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