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After downloading the VM and installing the cybercops workstation on the virtual machine as it can be seen on the screen below.

 Installing the Mininet 
The Mininet was installing after running the python script command and inserting the password cybercops on the prompt see the screen grab below.
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Entering the IP address on the nodes to verify the IP v4 address and recording the MAC address.
a) Entering the IP address command on node : H1
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b) Entering the IP address command on node: H2
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Capture and analysis of ICMP data in Wireshark
After entering the command Wireshark & on H1, the Wireshark Window was started as it can be seen below.  Then the H1-eth0 interface was also selected.
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After entering the command ping -c5 10.0.0.12 on node H1 the Wireshark window was populated. 
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And then the ICMP packets only displayed by filtering them through the filter.
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By clicking on the on ether 11, the destination and the source of the frames can be easily identified. See the screenshot below.  
[image: ]
Reflections 
1) Yes, the source MAC address match H1’s interface.
2) Yes, the Destination MAC address in the Wireshark matches H2 MAC adress.
Verifying the ip address of H4
The display below shows the MAC address and the IP address of H4
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The display below shows the MAC address and the IP address of R1.
[image: ]
Below are the Mac and IP addresses of H1 and R1.  
	Host-interface
	IP Address
	MAC address

	H4-eth0
	172.16.0.4
	De:7d:b3:77:45:3e

	R1-eth1
	172.16.0.1/12
	1a:f8:b7:ec:0c:07

	R1-eh2
	10.0.0.1
	0e:a7:ee:68:f0:5c



Traceroute 
Pinging to remote server (www.cisco.com).
After executing the command ping -c 4 www.cisco.com the following output was obtained.
[image: ]
After bridging the adapter the remote server www.cisco.com was tracerouted.
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[rootisectps anslystl# ip adress
Dbject "adress" is urknown, try "ip help",
[rootiisectps analyst]#
[rostitsectps analust]# ip address
12 Lot <LODPBACK, UP, LOVER_UP> mtu 65536 adisc noqueue state UNKNOUN group defaul
t alen 1000
Tirk/loopback 00:00100:00:00:00 brd 00300:00:00500:00
inet 127.0,0,1/8 scope hast. lo
valid_1ft Forever preferred_Ift forever
inet6 ::1/128 scope host
valid_IFt forever preferred_Ift forever
2: W-eth0BiF2; CBROADCAST,HULTICAST,UP,LOUER_UF> ntu 1500 qdisc noqueus state U
P group default

brd FFLFFFFFEFEFE L

1,255,255 scope global HE-

t foreuer preferred.1Ft Forever

ineth Fef0; 1dc7d:b3FF:Fe77:45%/64 scope link
valid_Ift forever preferred_1ft forever

[rootBsecps analyst]# I
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[rostiissctps analyst]# ip address
1 1o: <LOOPBACK, UP, LOUER_UF> ntu 65536 adisc nogueue state UNKNOUN group defaul
t qlen 1000
Tirk/loopback 00:00100:00:00:00 brd 00300:00:00500:00
inet 127.0,0,1/8 scope hast. lo
valid_1ft Forever preferred_Ift forever
inet6 ::1/128 scope host
valid_1Ft forever preferred_Ift forever
2: Ri-eth201F2; <BROADCAST,HULTICAST, UP, LOER_UP> ntu 1500 qgisc noqueus state U
Plaroup default glen 1000

brd FF:FFFE PR L
255,255 scope global Rl-s
valid_Ift forever preferred_1¢t forever
ineth Fef0: :18FB:07FF:Feec:c07/64 scope Link
valid_Ift forever preferred_1ft forever
3 Ri-eth@if5: <BROADCAST,MTICAST,UF,LOVER_UP> ntu 1500 adisc nosueus state U
P gpoup default glen 1000
Tink/ether Octa7tcet68:F0:5c brd FFLFF:FFIFFLFFIFF Linkmnetnsid 1
inet 10.0,0,1/24 brd 10.0.0,255 scope global Ri-ethi
valid_IFt forever preferred 17t forever
ineth Fef0: 1ca7 ek FeB:F05e/64 scope Link
valid_Ift forever preferred_1ft forever
[rootBsecps analyst]# I
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[analyst@secOps ~1$ ping -c 4 www.cisco.com

PING e2867.dsca.akamaiedge.net (23.198.72.200) 56(84) bytes of data.

64 bytes from a23-198-72-200.deploy. static.akamaitechnologies.com (23.198.72.200): icmp_seq=1 ttl=56 time=22.
64 bytes from a23-198-72-200.deploy. static.akamaitechnologies.com (23.198.72.200): icmp_seq=2 ttl=56 time=42.

(
64 bytes from a23-198-72-200.deploy. static.akamaitechnologies.com (23.198.72.200): icmp_seq=3 ttl=56 time=45.
64 bytes from a23-198-72-200.deploy. static.akamaitechnologies.com (.

23.198.72.200): icmp_seq=4 tt1=56 time=69.

--- e2867.dsca.akamaiedge.net ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3005ms
rtt min/avg/max/mdev = 22.360/44.903/68.990/16.544 ms
[analystesecops ~1s |
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[analystesecops ~]$ sudo ~/lab.support.files/scripts/cyberops_topo.py
[sudo] password for analyst:
Sorry, try again.
[sudo] password for analyst:
Sorry, try again.
[sudo] password for analyst:

CyberoPs Topology:

*** Add links

*** Creating network

*** Adding hosts:

H1 H2 H3 Ha R1

[** Adding switches:

s1

*+* Adding links:

(WL, s1) (H2, s1) (H3, s1) (H4, R1) (s1, R1)

[++ configuring hosts
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[rostiissctps analust]# ip address
1 1o: <LOPBACK, UP, LOUER_UF> ntu 65536 qdisc nogueue state UNKNOUN group defaul
t qlen 1000
Tirk/loopback 00:00100:00:00:00 brd 00300:00:00100:00
inet 127.0,0,1/8 scope hast. lo
valid_1ft Forever preferred_1ft forever
inet6 ::1/128 scope host
valid_IFt forever preferred_Ift forever
2: Hi-eth0B1F3; <BROADCAST,HULTICAST, UP, LOVER_UP> ntu 1500 qgisc noqueus state U
dofault alen 1000

brd FFFEFEFEFEF L
PR OHAREVEIR. < 10.0.0.555 scope slobal Hi-ethd
valid_Ift forever preferred_1ft forever
ineth Fef0: :2485:5FF :FecD:FBc3/64 scope Link
valid_Ift forsver preferred_1ft forever
[rootBseclps analust]# I
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[rostiissctps analust]# ip address
1 1o: <LOOPBACK, UP,LOUER_UF> ntu 65536 qdisc noqueue state UNKNOUN group defn
t qlen 1000
Tirk/loopback 00:00100:00:00:00 brd 00300:00:00300:00
inet 127.0,0,1/8 scope hast. lo
valid_1ft Forever preferred_Ift forever
inet6 ::1/128 scope host
valid_IFt forever preferred_Ift forever

2: Hp-eth0BiF4: <BROADCAST,HULTICAST, UP,LOVER_UP mtu 1500 adisc nogueue state
Plgroup default

16.0.0.255 scope global
valid_Ift forever preferred_1ft forever
ineth Fef0; :dB7F 1657 Fede:cFle/b4 scope link
valid_Ift forever preferred_1ft forever
[rootBseclps analyst]# I
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