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1. Introduction

Network administrators can deploy features such as New File Technology System (NTFS) to control access to local files or drives. NTFS permissions are used on drive, folders and files to enforce basic access controls to ensure data is only made available to relevant users. NTFS works by offering five levels of permission:
· Read – Allows users/groups to read files or view its attributes
· Write – Allows user/groups to overwrite files or change its attributes
· Read & Execute – Allows users/groups to run and execute an application and perform all actions allows by the Read level of permission
· Modify – Allows users/groups to modify and delete files and perform the same actions as all permission levels above
· Full Control – Allows users/groups to change permissions set for a file, take ownership of files and perform all actions of permission levels above [1]
Features such as Group Policy Management Console (GPMC) can be used to manage the environment settings of a network and its security policies. GPMC allows for a centralized management of a networks settings on client computers. This report will demonstrate how tools such as NTFS and GPMC are used to distribute resources securely on a network.

2. Implementation of Network and Security Tools 

This section will demonstrate the implementation of features such as NTFS, group policy management and password policies on to a VLAN. The author will utilise screenshots with comments to show how these features are implemented and their purpose on the network. Using these features contributes to the security of the network.
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Description automatically generated]Figure 1 on the right shows the folder and file being created on the C drive. This is the structure in which the permissions will be set and tested further on in this section.










Figure 1 Creation of Folder/File
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Description automatically generated]Figure 2 shows the first user being granted permission to the newly created folder. This user will be given Full Control permissions.













Figure 2 Setting Higher level permissions.
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Description automatically generated]Figure 3 shows a guest account being granted permissions to the folder. This account was given less permissions than the previous account that was added, having permissions up to Read & Execute.












Figure 3 Adding guest account.




The author logged into the client machine as the guest account (seen in figure 3) and tried to edit the text file within the folder. Figure 4 shows the error they received, demonstrating the permission levels have succeeded.
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Figure 4 Folder permission denied.
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Description automatically generated]Figure 5 shows a network shared drive being set up on machine Server1. The author added an admin account with Full control to the share drive and other accounts with Read & Execute access.










Figure 5 Creating file share.
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Description automatically generated]Mapping the shared drive that was created can be seen in figure 6 on the right. The author logged into the machine Client1 and mapped the drive successfully.













Figure 6 Mapping shared drive
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Description automatically generated]A non admin user was created within a new OU of the same name, as seen in figure 7. This user will be used to demonstrate the function of group policies. The first of this will be disabling control panel access.












Figure 7 Creating a non admin user.


Figure 8 shows that the group policy implemented succeeded in disabling this newly created non admin user access to the control panel. The author was logged in to the client1 machine as the non admin user.
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Figure 8 No access to control panel
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Description automatically generated]The next group policy implemented by the author was to disable access to the command prompt for the non admin user. As seen in figure 9, this succeeded.










Figure 9 Command prompt disabled
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Description automatically generated]Figure 10 shows the user, whilst logged in to Client1 as the non admin user, being denied access to removable drives. This is as designed, as per the new group policy that was set up.













Figure 10 Removable drives disabled
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Description automatically generated]Figure 11 is a capture of the group policy objects created by the author. It shows how the objects are linked to the Non Admin User OU.













Figure 11 Group policy management console


The Non Admin account was denied access to install new software via group policy. Figure 12 shows that when the user tries to allow the install using their credentials, they are denied permissions.
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Figure 12 Denied software install permissions
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Description automatically generated]The author was required to set a specific password policy for the domain. This is achieved on a domain level rather than an OU level. Figure 13 shows the password requirements established by the author.












Figure 13 Password policy.




Figure 14 demonstrates the password policy in answer. Using a test account, a password was attempted that did not meet the new requirements, leading to the error seen on the right.
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Figure 14 Password error message




3. Observational Tasks

This section will cover the features used in the implementation, how they keep networks secure and examples of the features in use.

3.1 Explain the Main Differences Between Local Permissions and File Shares

In the context of NTFS, local permissions are used to manage access to any files or folders stored within that system. File shares apply when a folder is shared that has set permissions on it, determining the type of access users have to a shared folder in a network environment [2]. Shares and Permissions serve the same purpose, to manage access to files and folders, however they carry out their functions separately. 

As covered in the introduction to this report, NTFS grants permissions by selecting the file/folder, locating the security tab and adding AD users or groups. From here, the administrator can apply permissions such as Full control, Modify, Read & Execute, List Folder Contents, Read, and Write that only apply to users who are logged in locally. File shares have three levels of permissions that act across a network; Read, Change, and Full Control [3]. The differences in the permission levels indicate that, despite serving the same purpose, file shares offer a more general level of permission that applies to a shared file or folder, whereas local permissions offer more intricate levels of permission. However, share permissions can be more restrictive that local permissions. For example, share permissions can be utilised to restrict the number of connections to a shared folder/file at one time. Both features can be used in tangent with each other to keep network resources secure and ensure that unauthorised access is prevented [4].


3.2 What is the Role of Group Policy Management in a Network Environment? 

The Group Policy Manage Console (GPMC) is an administrator tool that allows network administrators to view all Group Policy Objects (GPOs), Organisational Units (OUs) and domains across a network. When used correctly, the console can bring security to a network by applying consistent configuration to accounts within the network. Group Policy is used by administrators to deploy specific configuration for Active Directory (AD) users, groups, or computers. By utilising OUs, which contains groups of users or computers, a GPO can be linked to a specific OU that filters down to the accounts within the OU to allow for consistent configuration and security [5]. Once linked, the users or computers within the OU will receive the GPO configuration. The GPMC allows for specific configurations to be deployed across an enterprise with ease and on top of being applied to OUs, can be applied to domains and sites. A domain is a grouping of objects that share a directory database and is represented as a container within users, groups and computers are created. A site is used to create directory structures that copies the structure of an organisation. However, when a GPO is linked to a domain, the policy affects all users and computers in the entire domain [6]. The console applies GPOs in the same order:
· Local Policies
· Site Policies
· Domain Policies
· OU Policies [7]

The most common examples of group policies were seen in the implementation tasks, such as password policies and prevention of software installations. However, GPMC enables other features such as systems management and health checking across a network. Below are specific examples of the policies GPMC can deploy and the benefits they bring to a network.

Managing Control Panel Access – Control Panel has access to control most aspects of a machines. GPMC allows control panel to be disabled through group policy, meaning a network administrator can prevent non admin accounts from accessing control panel on their machine, preventing the risk of accidental configuration change.
Configure Windows Updates – GPMC can be used to control how windows updates are pushed to machines across a network. Linking a GPO that installs windows updates to a OU containing computers means that updates can be widely installed without the need of accessing each individual machines.
Deploying Software – Software programs can be distributed to specific computers or users using group policy. Pushing a software to a specific user or group of users means these users within the relevant OU will receive the software when they next login. Assigning the software to a machine or group of machines installs the software on the relevant machines when the computer next starts, meaning all users who log on to these computers will have access to the software.
Configuring Printers – Printers can be configured specifically for both users and computers. Examples of printer specific settings for users include preventing users from deleting printers and preventing users from adding new printers, whether they are local or internet printers.






3.3 Examples of Password Policies in Modern Networks

Implementing a strong password policy is often seen as an inconvenience to users who struggle to keep track of their passwords, however a network must have a password policy if it wants to be truly secure. These policies are vital, aiming to prevent users from picking commonly used passwords that are predictable and leave networks at risk to unauthorised access. However, the frustration of users who struggle to keep up with password policies counteracts the aims of these policies and lead them to find passwords that just meet the criteria of the policy. Whether this be the use of the same password repeatedly but changing one character or replacing certain letters with similar looking numbers, policies can often lead to the very threat they aim to prevent [8]. 
The implementation section demonstrated how GPMC can be used to deploy a password policy. Below are some examples of password rules that can be implemented that aim to keep network resources safe:
Single Sign On – Creating one account that a user can use to access multiple IT systems, rather than having separate accounts for separate systems despite all being in the same network. This is effective as it reduces the number of passwords the user needs to remember and should prevent frustration.
Password Blacklists – Banning the use of passwords that contain words such as “Password” or “Welcome”. These are obvious, commonly used password that can be cracked most cyber criminals.
Character control - As seen in the implementation section, rules can be set so that passwords must contain:
· Minimum number of characters
· Mixture of letters, numbers, and special characters
· Preventing use of repeating characters
Multifactor Authentication – Sensitive resources should use multifactor authentication. This involves the user authenticating more than once. Administrators can utilise tools such as VPN tokens or the Microsoft Authenticator app to carry out further authentication, adding an extra layer of security [9].

Password Managers - Administrators need to discourage users from writing their passwords down and leaving them open for anyone to take note of. Password managers are a tool that can be used to store a collection of passwords for resources. For example, a tool called KeePass stores passwords and can only be accessed using a master key. Rules can be set so that passwords are only viewable for 5 seconds and cannot be copied into other applications.



4. Conclusion

Features and roles included within Windows Servers allow for administrators to manage network environments using different consoles. These features were successfully demonstrated during the implementation process. File shares and permissions are vital to preventing unauthorised access to network resources and must be implemented to any resources that contain sensitive information. GPMC automates the roll out of specific configuration to a wide group or users or computers. Group policies can be set at domain, site or OU level and contribute to network security, efficiency, and performance. GPMC can be used to deploy sets of password rules that help prevent unauthorised access and increase security awareness.
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