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Introduction: 
Network programmability is the action of automating and programming a network through the means of scrips, automation tools, the aim is to make a network more efficient, have a tight grip of network management and allow for an organisations network to be scaled up as the organisation grows. “Network programmability is a trend, enhanced and inspired by Software Defined Networks, that are based on scripting methods and standard programming languages used for controlling and monitoring of network elements” [1] 

There are different dimensions that make up Network Programmability,
Firstly, Network Automation. Network automation removes the need for a network administrator to manually configure network attributes, by using a network automation framework and utilising automation tools and techniques available they administrators will see a reduction of errors, improved methods of deployment and faster, more efficient network performance. Device configuration and deployment can be massive hinderance for organisations that are attempting to grow but don’t have any network automation in place, if the devices are being configured manually by a network administrator there will be a large number of issues caused by Human error alone. “When the amount of supported devices grows over a certain point, managing them manually is no longer a cost-effective solution. The answer is automating” [2]. There are tools available that an organisation can use to allow its network administrators to effectively manage the growing number of supported devices, it enables them to create a custom operations systems (OS), Security policies and preconfigured application roll out. The administrators can create groups that are uniquely configured depending on the job role the device is being deployed to. These tools can also manage OS/software versions, roll out security patches to any device across the organisations network. An example of a Network Automation software package is System Centre Configuration Manager commonly referred to as SCCM. However, Network automation tools such as SCCM do have potential drawbacks, such as cost, and expertise required to effectively manage it. “When you can consider the cost alongside the limitations in third-party patching and limited support for non-Windows devices, it’s a lot of money for incomplete coverage.” [3]. Meaning that network automation tools such as SCCM are only worth investing in once the number of organisation devices hits the minimum optimum amount.
In order to identify the most suitable network automation tool an organisation must first identify the needs of the service and the network standers they plan to follow to maintain compliance with security laws and policies. The frameworks will provide the information for the organisation to follow and use as guidance on what they will require the automation tool to do for the organisation’s network. 














Examples of Network Automation Frameworks:
· ITIL (Information Technology Infrastructure Library) 
· ITIL is a highly recognised framework for service delivery, The national Health Service (NHS) follow the ITIL framework and offer staff opportunity to become ITIL certified.  ITIL has a library of best practices to use when scoping the needs of a service to determine requirements of a network Automation tool. It does this by providing organisation with the knowledge needed during the planning stages in preparation for service delivery. 
· NIST (National Institute of Standards and Technology) 
· NIST is a world known, American institution that provides a framework for organisations to follow to ensure the safety of their networks. NIST enables organisations to identify, mitigate and recover from cyber security threats. By using the NIST framework organisations will be able to outline the essential security features required for their network automation tool. It will also provide guidance on how to correctly establish the security groups and management of. NIST will also assist with the identification of risks associated with network Automation. 
· COBIT (Control Objectives for Information and Related Technology)
· Similarly, to NIST, COBIT focuses on governance and compliance. COBIT is a framework for governance within the IT industry, it provides a set of tools to enable the organisation using it to follow best practices for aligning the IT Objectives to the Business needs while maintaining regulatory governance compliance. 
Once an organisation as completed the needs assessment for a Network Automation tool, they can then begin to determine the best suitable one. 
Factors an organisation must take into consideration when selecting a network automation tool are attributes like ease of use, this will depend on the level of skill of the network administration team. The tool must be user friendly to a degree to allow for the lesser experienced of the networking team to be able to use, documentation is also an important factor when considering the level of ‘ease of use’ without documentation the users may not be fully utilisation the tool. Another attribute to consider is scalability, the tool must be able to handle the growth of the network as it increases, from network traffic to number of devices on the network. Compatibility is another factor that will need to be considered when making a decision on what network automation tool to use, for example SCCM is designed and best utilised on Windows server where the user will be able to take full advantage of the management tool, however Linux and Mac server operating systems may come across issues with some of the functionality’s being unavailable and support available. “Microsoft SCCM team confirmed that from SCCM CB 1902 onwards, they are not planning to include UNIX and Linux clients” [4] As well as software compatibly Hardware compatibility will also need to be ensured. 












Network APIs (Application Programming Interfaces)
Application Programming Interfaces (APIs) are a software tool that allows developers to communicate with network devices, they create a standardised link of communication between devices and software applications, interfaces, allowing for the automation and programmability of the network. With the use of APIs this creates a software programable network, “'The APIs help in communicating between the controller and the data plane” [5]
A popular type of API to be used in network automation is a Python API, Python APIs are scrips than when run complete tasks set out by the network administrator. A useful Python API is the ‘Python Requests’ this a library that allows network admins to interact with the available network resources, web applications, via HTTP request, through an interface for managing HTTP Hypertext Transfer protocol) requests allowing for the network automations to be run.  
[image: ]
Figure 1 HTTP Request Returning Json [6]

Rest APIs (Reprehensive State Transfer) 
This type of network API enables the software application on a network to interact with other resources on a network using HTTP requests, as most API’s, REST APIs create an standardised interface to establish communication between applications and network devices. Rest APIs are commonly used for network programmability and creating and preforming network automations. Some key attributes of Rest APIs are that they are ‘Stateless’ “meaning that each request needs to include all the information necessary for processing it. In other words, REST APIs do not require any server-side sessions” [7] This allows for each request to be actioned independently of another, allowing for better network resource utilisation. Touching on another attribute, Rest APIs are ‘Recourse Orientated’ me meaning they treat network devices and services as a resource allowing for them to be accessed, managed and directed using HTTP requests. 
Types of API Tasks,
Both Python and rest APIs are using for network automation, they can both complete common tasks such as device configuration automation, updating settings and software, they can also both monitor a network by relaying network performance back to the network administrators. However, can both be used differently, for example:  Python APIs are more suited for more complex tasks, such as multi step automations and tasks that require custom logic. due to python’s fast library of tools also makes it better for network performance monitoring as Python can provide the Network administrator with analytical tools to visualise the performance of a network, traffic levels, peak resource demand and can even allow for prediction tools to be used from the Pythons library to allow for busy times and when not to schedule maintenance or automations. Whereas Rest APIs are better suited for basic automation tasks, for example basic device configuration such as deploying and configuring protocols. Rest APIs work off the CRUD (Create Read, Update, Delete) operations, essentially a data manipulation schema. This makes them a fast option when preforming light weight tasks with applications. 
Architecture and Standards:
Standards and Architecture are used together however there are some differences on what each of them mean, Standard focuses more on the rules and guidelines of how an API should be designed implemented, this includes aspects such as the API documentation being present and ensuring data encoding, whereas architecture refers more to the global design and structure of an API such as requests, how it interacts with network resources including applications. It also signifies security and data formats.
Restful APIs have a popular architecture for creating network APIs as they use HTTP requests to access, manage and direct network resources, the design principles they are built off make them easy to understand and create. 
JSON-RPC (JavaScript Object Notation) - (Remote Procedure Call) is a lightweight protocol that uses JSON for encoding data. JSON-RPC allows network administrators to create efficient network APIs that are then used by a wade range of software applications on a network. JSON is considered to be a light and fast language [8] JSON-RPC is used to encode data.
OpenAPI, Open APIs, also known as public APIs, are used specifically for creating machine readable data, this is done by how the data is structured. Examples of this data are files formatted as XML and CSV. By doing this it allows network administrators to create standardised documentation for APIs, creating a library for other developers to use their APIs and enable collaboration streamlining the use of API’s that allow developers in organisation to use an application. “Open APIs can be designed in a variety of different ways, but the main priority of any open API is to be easily consumed and accessed by as many different clients as possible.” [9]
These are relevant to today trends as it will enable organisations to maintain the rapid growth of networks, new devices, data processing and application requests. Without the use of APIs organisations will not be able to compete with the quality of services other market competitors that do use API will be able to offer, as device management and onboarding will be slow and network performance will be unreliable due to not being able to manage traffic and network demand. “IT can’t support this dynamic environment by sticking to its traditional role”. [10]











Security:
With the significant rise of the use of APIs security is an important component that must be carefully considered when developing and using APIs. As previously discussed, Frameworks such as NIST will help assist organisations into following the correct pathways to take when developing and using APIs, NIST provides detailed processes and use cases along with policies and governance surrounding APIs. If organisations utilise and embed this framework into their Network operations network administrators should be well equipped to deal with risks and cyber threats, mitigating the damage that can be done when using and developing a programmable network. These risk can include but not limited to threats such as SQL injection, Malware attacks, social engineering of Network administrators.  Security fundamentals for Network Programmability and Automation are Authentication, the ability of identifying the device accessing an API, this is essential to preventing unauthorised access to the API. Most common example of Authentications is a password, however Authentication can also have weaknesses, there are methods of ‘cracking’ passwords such as ‘like brute force attacks or dictionary attack’[11]
Encryption is another key fundamental component to API security, encryption is the act of ‘coding’ data so it cannot be interpreted without the encryption key, this is essential to avoiding cyber criminals gaining access to unauthorised data, encryption of data is used through the use of data for example when it is being transported either across a network or from one network to another, it is also used when storing the data, “Encryption and authentication methods are the primary security controls for restricting access to sensitive information”[12]. The NIST framework also outlines the importance of encrypting data. The process of encrypting data can carry a lightly heaver processing need, this should be taken into consideration when calculating the capacity of a network and it’s processing ability. 
Keys, API keys are used to authenticate the user of an API. This is another method used to prevent unauthorised access to data and an API. API Keys are a unique alphanumeric string that the API requires in order to execute and process. The end user if authorised should return a correct key back. If it fails to receive the correct key the API will not work. 

Automation of security policies on a programmable network: 
The ability to automate security on a programmable network is invaluable to an organisation, it will allow them to achieve effective control of the security on a network, Automation will also enable network administrators to respond to threats in real time, to data breaches, cyber attacks and identification then isolation of devices showing to be a risk to the network, this will allow Network administrators to investigate the device in question without causing any further risk to the network or by isolating the infected or threating device this allow the network to continue to provide service as usual when the investigation is carried out. However, organisations cannot just implement an automation security method to the network and leave it, this must be constantly updated and altered to meet new and evolving security threats and trends. This will require manual intervention by a network administrator to manage the security automation. To spide the need for human interaction the automated security features of a programmable network will work without human error and twenty-four hours a day seven days a week, this would not be achievable without the automated process. In conclusion the benefits of using automated security outweigh the drawback when correctly maintained. 

Reflection of Cisco’s Dev Net environment: 
Dev Net is a sand box environment for developers to build, test and develop software such as APIs, along with many other features such as a community let forums for any queries a developer may have, libraries of published API tools and more. In reflection of the independent task the following resources available were found to be useful, 
The Controlled sand box environment, a sand box a basically a space where a developer can test and built without having any real world effects on a network, system or application, this enables developers to carry out vigorous testing and exception handling without causing damage to the live product. This is an incredibly great resource when developing as it allows for developers to find flaws and implement fixes to an application that may not have been found until made live. 
Software Development Kist (SDKs) are also available in Dev Net, Dev net as a vast library full of SDKs to assist developers in creating and developing and application, for example within the Dev Net library are Python SDK’s that pre-built code that work with Cisco APIs to streamline application integration with a cisco programable network. 
Dev Net also has a large learning and development resource, here can be found documentation and learning resources that aid developers in gaining a better understanding of not only the SDKs available but also larger knowledge of best practices and the intricate details of API’s.  

Similar Resources available on the internet: 
As well as Cisco Dev Net, there other available training, and Sandbox development resources for developers to use from other Market learning networking companies, such as: 
Microsoft Azure – Azure also has a library of SDKs and Documentation as well as a sandbox environment for developing and manipulating applications to work with API’s. 
Google Cloud – Similar to Dev Net and Azure, Google also has a portal with SDK’s documentation and a sandbox environment along with lots of user forums to assist in development. 
In conclusion, the services discussed all have a very similar offering, in order to decide what platform to develop in it is worth referring back to the essay where it was discussed about a needs assessment of the network where it will have been identified the networks needs and compatibility, if an organisations network is built with Cisco equipment it would be advised to use a tool like Dev net to develop In, just as if the organisation is looking to move to a cloud hosted network NaaS (Network as a services) It would be recommending to use to corresponding cloud services Development tool, for example Azure or Google. 
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