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[bookmark: _Toc223214192]Abstract
This report presents the research, design, and implementation of a virtualised network environment developed within a controlled academic setting. The topology was deployed using a Type 2 hypervisor (Oracle VM VirtualBox) to host Windows Server 2022, a Windows client, and a Debian Linux server. The environment simulated the SWANSEA.ACCA domain infrastructure and incorporated structured IPv4 addressing with subnetting to enable segmented network communication.

Core enterprise services, including Active Directory Domain Services (AD DS) and Dynamic Host Configuration Protocol (DHCP), were configured to support centralized authentication, policy enforcement, and automated IP address allocation across subnets. Routing considerations, including inter-subnet communication and DHCP relay functionality, were implemented to ensure logical connectivity between network segments. Network performance and reachability were validated using ICMP-based testing and standard diagnostic utilities.

The report further evaluates hypervisor architecture selection, IP addressing efficiency, and routing strategies in relation to scalability, security, and resource constraints. Implementation challenges, including virtual network adapter configuration, firewall restrictions, ISO management, and Linux permission handling, were addressed through systematic troubleshooting.

The results demonstrate practical competence in virtualisation, structured network design, cross-platform administration, and enterprise service integration within a simulated domain environment.
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Research on Hypervisor
Hypervisors abstract physical hardware to host multiple virtual machines (VMs). Type 1 (bare-metal) hypervisors such as VMware ESXi and KVM run directly on hardware, minimizing overhead and improving isolation , . Their architecture integrates tightly with hardware-assisted virtualization (Intel VT-x/AMD-V), providing strong resource scheduling and scalability. In contrast, Type 2 hypervisors run on top of a host operating system, introducing additional abstraction layers and potential performance constraints.
For the enhanced topology supporting Windows Server 2022 and Debian Server, a Type 1 hypervisor is more suitable. The SWANSEA.ACCA domain environment requires high availability, security, and scalability. Bare-metal hypervisors reduce attack surfaces by eliminating dependency on a host OS, improving protection of domain controllers and certificate services. Compatibility is also assured, as Windows Server 2022 and Linux distributions are fully supported on enterprise hypervisors , .
Considering hardware constraints (64-bit processor with virtualization support, sufficient RAM, RAID storage), Type 1 solutions provide better performance optimization and workload isolation. Therefore, for scalability, security, and domain integrity in SWANSEA.ACCA, a Type 1 hypervisor, is justified.

Research on IP Addressing 
Data transmission across the Internet relies on layered encapsulation, where IP provides logical addressing to enable packet delivery between networks . IPv4 uses a 32-bit dotted-decimal format (e.g., 192.168.1.10), while IPv6 uses a 128-bit hexadecimal format to address global scalability challenges .

Diagram – IPv4 Structure

32 bits total
| Network | Host |
192.168.1.10/24
Subnet Mask: 255.255.255.0

Subnetting divides networks into logical segments, improving broadcast control and security. For example:

Network: 192.168.1.0/24
Subnets: 192.168.1.0/26
Hosts per subnet: 62

Routers forward packets based on longest-prefix matching, while switches operate at Layer 2 using MAC addresses to deliver frames within LANs. IP addressing enables hierarchical aggregation (CIDR), reducing global routing table size and supporting scalability.

IPv6 example:
2001:0db8:85a3:0000:0000:8a2e:0370:7334
Compressed: 2001:db8:85a3::8a2e:370:7334

The hierarchical structure of IP addressing enables route aggregation (CIDR), reducing routing table size and improving efficiency . IPv6 further enhances scalability and routing efficiency through simplified headers and vast address space . Efficient allocation mechanisms such as DHCP ensure optimized address utilization .
Thus, structured IP addressing enhances functionality, scalability, and security within segmented enterprise networks.


Research on Routing 
Routing determines optimal paths between networks. Static routing involves manual route configuration and is predictable but not adaptive. Dynamic routing protocols such as OSPF automatically exchange topology information and compute optimal paths using metrics .
Dynamic routing protocols operate by sharing routing updates, calculating metrics, and converging after topology changes . OSPF (link-state) offers faster convergence and scalability compared to distance-vector approaches.
For the topology where the Debian Server acts as a DHCP Relay forwarding requests to Windows Server 2022, stable inter-subnet communication is critical. In small environments, static routing may suffice due to simplicity. However, in an enhanced topology with VLAN segmentation and potential growth, OSPF provides scalability and resilience .
A hybrid model—static default routing combined with dynamic internal routing—ensures stability and adaptability. Therefore, dynamic routing is better suited for long-term scalability and reliability.

Research on Network Services 
Enterprise network services integrate security and centralized management. VPNs provide encrypted tunnels over untrusted networks, ensuring confidentiality and integrity . Certificate-based authentication strengthens secure remote access.
DHCP centralizes IP allocation and reduces configuration errors, supporting structured address management across subnets .
Active Directory Domain Services (AD DS) in Windows Server 2022 centralizes authentication, authorization, and policy enforcement . It integrates with Kerberos and LDAP, enabling cross-platform compatibility with Debian clients.
Certificate Authorities (CA) underpin Public Key Infrastructure (PKI), issuing digital certificates for authentication and encryption. Best practices include offline root CAs and secure key storage.
Collectively, VPN, DHCP, AD DS, and CA services enhance scalability, identity governance, and secure communications within the SWANSEA.ACCA enterprise environment.
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For this assignment, I decided to proceed with my research utilizing Hypervisor 2. 
A Type 2 (hosted) hypervisor is used instead of a Type 1 (bare-metal) hypervisor primarily when flexibility, ease of use, and convenience outweigh the need for maximum performance. While Type 1 hypervisors (like ESXi, Hyper-V) are designed for data centers and running VMs 24/7, Type 2 hypervisors (like VirtualBox, VMware Workstation) are installed as applications on top of an existing host operating system (Windows, Linux, macOS), making them ideal for desktop, development, and testing scenarios. 

Here is why one would choose a Type 2 hypervisor:

Ease of Installation and Use: Type 2 hypervisors are installed just like any other desktop application. They do not require dedicated hardware or complex, specialized knowledge to set up.

Ideal for Development and Testing: Developers often use Type 2 hypervisors to create sandboxed environments to test software on different operating systems without needing to reconfigure their main machine.

Hardware and Driver Flexibility: Because a Type 2 hypervisor relies on the host OS, it supports any hardware that the host OS supports. This is beneficial if you have specialized hardware (e.g., specific USB devices, graphics cards) that lack drivers for a Type 1 bare-metal environment.

Multipurpose Use of Hardware: A Type 2 hypervisor allows you to use your machine as a normal workstation (running email, web browsers) while simultaneously running virtual machines in the background.

Cost-Effective for Individual Users: Many Type 2 hypervisors, such as Oracle VirtualBox, are free, making them accessible for personal use, student labs, or small projects.

Simplified Data Sharing: It is generally easier to move files back and forth between the host OS and the guest VM in a Type 2 environment using shared folders and clipboard features.




























2.1 Choose your Hypervisor:
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The Oracle VM VirtualBox Manager, the virtual machine that is used for the mission of Windows and Debian, which are shown above to be already installed.





















2.2.1 Download and Setup:
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The webpage for the download of the Windows ISO 2010 (2011) “Client”
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The webpage for downloading the Windows ISO 2019 (2020)  “Server”

2.2.2
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The webpage for downloading the Debian ISO “Server & Client”

2.3 Configure PC name
[image: ]
Shows the Device name per machine being changed to the selected VM’s name

2.4 Configure permissions
[image: ]
Installation of SUDO into the Debian ISO

2.5 Configure IP Addressing
[image: ]
Windows 2020 Server pinging Windows 2010 Client
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Windows 2010 Client pinging Windows 2020 Server
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L-DC Debian Server and ClientL1 Debian Client pinging each other 
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L-DC Debian Server and Windows 2020 Server are pinging each other
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The overall deployment process became straightforward once I understood the workflow; the early stages involved significant trial and error. One of the first challenges I encountered was sourcing a compatible ISO image for demonstration purposes. Some older operating systems were no longer officially available for download, which caused initial confusion and delayed setup. At that point, I realised the importance of verifying version availability in advance. I was able to resolve this by obtaining a valid ISO copy from a peer, which allowed me to proceed with the installation stage.
During the Debian configuration phase, I initially struggled with correctly assigning network modes within the hypervisor. I underestimated how important adapter configuration was for separating server and client machines logically. My first attempts resulted in machines being unable to communicate as expected. After reviewing the adapter settings and receiving guidance during the lecture, I corrected the network mode assignments, which immediately resolved the connectivity issue. This helped me better understand how virtual network segmentation works in practice.
Another recurring issue involved IP and security configurations. I encountered blocked ICMP responses due to default firewall rules on the Windows machines, which initially led me to believe there was an addressing problem. After troubleshooting step-by-step, I identified that the firewall settings were preventing successful ping tests. Disabling the firewall temporarily allowed connectivity validation to proceed. On the Debian side, I also had difficulty modifying configuration files until I realised elevated permissions were required. Installing and using sudo allowed me to correctly apply network changes.
Overall, these mistakes were valuable learning experiences. The process reinforced the importance of systematic troubleshooting rather than assuming configuration errors. Each issue improved my understanding of virtual networking, security controls, and permission management within mixed operating system environments.
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Overview

This evaluation software is designed for IT professionals interested in trying Windows 11 Enterprise on behalf of their organization. We do not recommend that you install this evaluation if you are not an IT professional or are
not professionally managing corporate networks or devices.

Get started for free

Please select your product experience:
Download the ISO - Window 11 Enterprise >

Download the ISO - Windows 11 Enterprise LTSC >

Description

Windows 11 Enterprise, version 25H2 is designed for flexible work, offering features and enhancements focused on productivity, collaboration, and security. Specifically:
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Overview

In addition to your trial experience of Windows Server 2019, you can download a new feature on demand for Server Core, the App Compatibility FOD. This FOD contains additional features from the Desktop Experience to
improve thecompatibility of Server Core for apps and tools used for troubleshooting and debugging. Windows features on demand can be added to images prior to deployment or to actively running computers, using the DISM
command.

Learn more about the Server Core App Compatibility FOD. Download this FOD.

To learn more about FODs in general, and the DISM command, please visit DISM Capabilities Package Servicing.

Get started for free

Please select your product experience:
Try Windows Server on Azure > Download the ISO > Download the VHD >

Description

Windows Server 2019 is the operating system that bridges on-premises environments with Azure services enabling hybrid scenarios maximizing existing investments. Increase security and reduce business risk with multiple
layers of protection built into the operating system. Evolve your datacenter infrastructure to achieve greater efficiency and scale with Hyper-converged Infrastructure. Windows Server 2019 also enables you to create cloud native
and modernize traditional apps using containers and micro-services. For more details, check out the Windows Server Website.
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