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Introduction

This report is about the implementation of a virtualized network environment as a
continuation of the project initiated in Coursework 1. The network was built using a Type 2
hypervisor (VirtualBox) and complies strictly with the specifications detailed in the
coursework 2 specifications.

At the end of coursework 1, basic routing, NAT, and DHCP were already functional for both
sites:
e LAN Swansea: 10.14.27.0/24: contains a Windows Server 2022 (10.14.27.1) and a
Windows 11 client (10.14.27.10).
o LAN Cardiff: 192.168.14.0/24: contains a Debian Server (192.168.14.1) and an
Ubuntu client (192.168.14.10).
e WAN (bridged): 198.51.100.0/30: connects the two sites with Windows Server at
198.51.100.1 and Debian Server at 198.51.100.2.

The architecture has been expanded to include:

A persistent site-to-site VPN

A Windows Server AD forest (sarah.acca) and a child domain for Cardiff with Samba
(car.sarah.acca)

Domain Trust

DNS forward and reverse records

DHCP with advanced options

A shared folder

An internal website (webs.sarah.acca)

And a remote Desktop Services portal (rds.sarah.acca)

Both servers provide internet access to their respective LANs through NAT. A site-to-site
VPN was added between the two servers to allow each LAN to access the other through a
secure tunnel. The diagram below illustrates this new topology:
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198.51.100.1 | 10.14.27.1
10.14.27.10

Windows 11

Windows Server
| 10.14.27.2
| Debian Remote
Site-to-site LAN Swansea
WAN VPN :
PPTP
Windows
Remote
192.168.14.10
192.168.14.2
- Ubuntu

198.51.100.2 | 192.168.14.1 LAN Cardiff

[1] Updated network topology

VPN configuration

To ensure inter-site communication between the Swansea and Cardiff networks, a site-to-site
VPN was configured using the PPTP protocol.

To configure it, it was first necessary to choose which server would initiate the connection.
Since the Windows Server hosts the shared folder, the primary Active Directory domain, the
web server, and the Remote Desktop Services, it was the most logical choice to take on the
role of VPN initiator.

1. Windows Server VPN Configuration
The point-to-point tunneling protocol (PPTP) was chosen for the VPN because it’s quick and
easy to set up, making it a practical option for this kind of configuration. In the Routing and
Remote Access console, a demand-dial interface was created with PPTP as the selected
protocol:
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=
File Action View Help
b ok AR 1| N =NEYN 7|
B Routing and Remote Access Network Interfaces
Server Stat ~
. % vslxigma:;mﬁse focay || LAN and Demand Dial nterfeces Type Status Connection State Device Name
E Network Interfaces 2 Loopback Loopback Enabled Connected
H Ports 22 Intemal Internal Enabled Connected
ia
3 Remote Access Logging ) Intel(R) PRO/1000 MT Desktop Ada..
= Ipv f Demand-Df  Interface Wizard x Intel(R) PRO/1000 MT Desktop Ada...
H Ipv T vPN Type Intel(R) PRO/1000 MT Desktop Ada...
f Select the type of VPN cannection you want to create.
" Automatic selection
& Point to Pint Tunneling Protocal (PFTF)
¢ Layer 2 Tunneling Protocol (L2TF)
" IKEw2
< Back Next > Cancel
< >
A2 Type here to search 71 dg ENG

[2] Creation of the VPN interface on Windows Server

=3

=2

File Action View Help
e nE d= |

T Routing and Remote Access Network Interfaces

B server Status ~
v @ WIN-SRIUCOLGBEE (local) LAN and Demand Dial Interfaces Type Status Cennection State Device Name
H Network Interfaces B3 Loopback Loopback Enabled Connected
= ports B2 internal Intemal Enabled Connected
3 Remote Access Logging|| B Etheme [ e Wi 5 | Intel(R) PRO/1000 MT Desktop Ada...
= pu B3 ethemel Intel(R) PRO/1000 MT Desktop Ada...
= Ipve 83Etheme  Dial-Out Credentials Intel(R) PRO/1000 MT Desktop Ada...
B2 Caravp Supply the user name and password to be used when connecting to the remote
router.

“You need to set the dial out credentials that this interface will use when connecting to
the remote router. These credentials must match the dial in credentials configured on
the remote router.

User name: [Cardif

Domain [

Password [

Confirm password [

< Back Next > Cancel

I £ Type here tTo search 71 dg ENG
[3] Dial-Out Credentials Configuration

To ensure the connection remains active at all times, the persistent connection option was
enabled.
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Device Name

Intel(R) PRO/1000 MT Desktop Ada...
Intel(R) PRO/1000 MT Desktop Ada...
Intel(R) PRO/1000 MT Desktop Ada...

=
File Action View Help
e 2E XELEIH=
5 Routing and Remote Access Network Interfaces
Se Staty (T e T T e T |
. % \Imingémm toca || AN 200 Dend Dia nerfoces Type Status Connection State
. Network Interfaces B Loopback - Lomnteet
Z ports Binternal 3 CardVPN Properties X
Etheret 3
% ‘F‘:Z‘m Access Logging gmerm N General Options  Securty Networking
v .
& General B Ethernet Connectiontype:
2L static Routes B CardVPN O Demanddial
& 16Mp Idle time before hanging up: never
B naT
- (@ Persistent connection
Ny
Dialing policy
Redil attemps: 0 =
Average redial intervals: 1 minude ~
Calback PPP Settings...
< >

E R Type here to search

E £ dg ENG

[4] Persistent Connection Settings

Static routes were also added to route all traffic destined for the 192.168.14.0/24 network
through the VPN tunnel.

E Routinlzand Remote Access

File Action View Help
|2 d= HE

B Routing and Remote Access
) Server Status
v [ WIN-SRIUCOLGBES (local)
T Network Interfaces
B Ports
24 Remote Access Logging
v B P
B General
B Static Routes
= 16MP
B NAT
& 1pvh

>

Destination
T 192.168.14.0

Interface

CardVPN

Metwork mask Gateway
255.255.255.0 None

Metric View
1 Both

<
g pel Type here to search
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E¥ Administrater: Command Prompt

Windows Server 2022 Standard Evaluation
Windows License valid for 145 days

Microsoft Edge Build 20348.fe_release.210507-1500

14350

L Type here to search g € = E T dg ENG =]

[6] VPN Interface Assigned IP on Windows Server

2. Debian Server VPN Configuration
On the Debian side, the PPTP server was set up to accept connections from the Windows
Server. The necessary packages, ppp and pptpd were installed, and the ppipd.conf file was
updated to define the local and remote IP addresses.

W Help WY Write Out
B Exit Wi Read File

@ & = iR Bl @& right cti

11/03/2025

[7] pptpd.conf file on Debian

192.168.14.1 is assigned locally and 192.168.14.2-3 is reserved for remote clients so that

Windows Server would have the 2nd IP of the scope (.2).
Authentication was configured in the chap-secrets file using the credentials matching the ones

we chose in the precedent section :
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ﬁ Debian CLI (CARDIFF) [Running] - Oracle VirtualBox — O

File Machine View Input Devices Help

GNU nano 7.2
58] Bl
Mouse integration ...

Auto capture keyboard ...

[8] chap-secrets file in debian with the corresponding password.

Additionally, a script was placed in /etc/ppp/ip-up.d/ to automatically add the appropriate
static routes to the remote network whenever the VPN connection is made.

ﬁ Debian CLI (CARDIFF) [Running] - Oracle VirtualBox — O x

File  Machine View Input Devices Help
GNU nano 7.2 Jetc/pp /|

ip route add 1@.14.27.0/24 dev
ip route add 192.168.14.2 dev

4]

>

B oo | BB @ rRight Cul
14:40

11/03/2025

[9] script placed in /etc/ppp/ip-up.d/ to add static routes
3. Troubleshooting VPN Issues

Several issues came up during the implementation. One of them was an IP conflict on the
Debian server: both the LAN interface and the VPN interface ended up using the same IP
address. To fix this, proxy ARP was enabled for all interfaces using a system configuration
command, which allowed the server to properly handle the overlapping addresses.

ebian-cli-cardiff:/home/sarah# sudo sysctl -p
4.conf.all.proxy_arp = 1

4.ip_forward = 1
bian-cli-cardiff:/home/sarah# date

Further modifications were needed to get everything working perfectly. On both servers,
firewall rules had to be modified to allow VPN traffic and ICMP requests between the two
networks. On the Windows side, specific rules were added to permit ICMP packets coming
from the remote subnets 10.14.27.0/24 and 192.168.14/24.
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ICMP ALLOW LAN Properties < - 1
Actions
General Programs and Services Remote Computers Action  ~ || Inbound Rules -
Protocols and Ports ~ 5¢9Pe | Advanced  Local Principals | Remote Users Allow 3 New Rule..
Local IP address Allow ST Filter by Profile >
Allow
L™ Any IP address
=y QO Any Allow ¥ Filter by State 3
(@ These IP addresses Allow P Filter by Group »
10.14.27.1 Add -
1014272 i::uw View 4
152.168.14.2 ow 3 Refresh
Allow s
Allow |=» ExportList...
Allow Help
Remote P address Allow a
o & O Ay 1P address Allow MBS LLOMLLAR =
4 @ These IP addresses Allew #: Disable Rule
10.1427.0/24 Bl Allow & cu
192.168.14.0/24 Allow .
Allow = topy
Allow &K Delete
Allow [ Properties
Allow
Hel
Allow ) "
Allow
Allow
Allow
Allow
Allow
Allow
Cancel A Allow
ing - Internet Group Mana... Core Networking T Ves Allow
inn - IPHTTPS (TCP-1n) Core Networkina an Vee Allow s
>

[11] Firewall Rule modified to allow ICMP from VPN Clients
4. Testing VPN connectivity:

After the configuration was completed and issues were resolved, connectivity was tested by
executing ping tests between the devices in the two different LANs.

RS & Command Prompt - o %

0P A~ B dy)

[12] Successful Ping Tests Between Swansea and Cardiff
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The successful ping tests confirmed that the VPN was properly configured and that traffic
was correctly routed between the two networks, creating a unified network environment
across both sites.

Domain Services Configuration

To implement the domain infrastructure for the Swansea network, the Windows Server
machine was configured as a Domain Controller (DC), establishing the root domain
sarah.acca. This configuration included the setup of Active Directory Domain Services (AD
DS), DNS server tuning, DHCP adjustments, and user/domain join validation.

1. Swansea Domain

A. Domain Controller Promotion

After installing the AD DS role via Server Manager, the server was promoted to a Domain
Controller and a new forest was created under the name sarah.acca.

—~

Recycle Bin

)

o] [ Server Manager — O *
Microsoft
Edge

R Dashboa rd I FA Manage  Tools View

Post-deployment Configuration
Dashboard
Configuration required for Active Directory Domain
Services at WIN-SRIUCOLGBSB

Promate this server to a domain controller t'NS |OC8| server

Task Details

Local Server
All Servers
AD DS

DHCP
DNS moa rores and features

File and Storage Services P

1S
- WHAT'S NEW
Remote Access Create a server group

Add other servers to manage

Connect this server to cloud servi
Hide

LEARN MORE
< »

ROLES AND SERVER GROUPS

Roles: & | Servergroups: 1 | Servers total: 1

L Type here to search

[13] Initial promotion step after AD DS role installation
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S

Server Manager * Dashboard c @ P amge ook View e
= =]
0 Local Ser - = = I = ) B
=z e |rE /B XBd=z Bt aETah
!f ez ] Active Directory Users and Com| | pame Tpe
T§l ADDs = Saved Queries , Administrator User Settings - o
f8 pHCP | ¥ = “’a‘;"“;“ B2 Allowed RO...  Security
uiltin
o - B Cert Publish.. Security .
& DNS Comput
. - Memeuters B, Cloncable 0. Securiyd (1 YOUI info
3 File and =1 Domain Centrollers
F &% Denied ROD... Security
_ “ ForeignSecurityPrincipal
(RS | Managed Service Accou | BRDHCP Admi... Secuity
& Remote = Users HEDHCP Users  Security
B Dnshdmins  Security
&% DnsUpdateP... Security
8% Domain Ad...  Security
8% Domain Co...  Security
8% Domain Con... Security
H% Domain Gue... Security
% Domain Users  Security
B Enterprise A...  Security
B Enterprise K...  Security
Bentepriser.. sty SARAHVADMINISTRATOR
8% Group Polic... Security @ SARAH\Administrator
E.;Guest User Administrator
B Key Admins  Security
< > || 8% Protected Us.. Security
Sarvices Create your picture
Performance
BPA results B Browse for one

H £ Type here to search

€3 ds ENG

[14] Forest and domain successfully created as sarah.acca.

B. DNS Configuration

Once the domain was created, the DNS service was configured to respond only on
appropriate interfaces. Additionally, public DNS forwarders were added to allow external
name resolution for domain clients (thus being 1.1.1.1 and 8.8.8.8).

&

M

File Action View Help

N = = | #1|7| K E (6 5| B | WiN-sRucoLGess Properties ? X
s
= DNS N
| o ame Debug Logging Event Logging Moritoring Securiy
—_ |~ o WIN-sRucoLGBE8 rorwd Interfaces Forwarders Advanced Root Hints
B Al ~ [ ] Forward Lookup Zones TRever
i@ a 5] _msdes.sarah.acea Select the IP addresses that wil serve DNS requests. The server can listen
o & sarahacca Tlrustt  for DNS queres o al IP addresses defined forthis compter, or you can
5 el " Tlcondi  limitto selected IP addresses
T2 D) 1 _msdes -
o p sites LETRooth  Liten on
-] o l_]F
- 7 tep orwa
. QAP addresses
g Fi g
_ | _udp (®) Orly the following P addresses
fon “| DomainDnsZone:
ol 3| ForestDnsZones P address
= 7| Reverse Lookup Zones [ fe80:9941:7591:69c5:8a42 ~
7 Trust Points [ 198.51.100.1
7 Conditional Forwarders [ fe80::c538fa98:4005.2047
10.14.27.1
[ fe80::2c28:73dc:b65e:3a 1a
[] 10024
[ -80F-8dde:136d:Bed
(] feB0::aB0F:8d4e:136d 8ed.
[ 192.168.142 .
Tern T N
Cancel Aply Help
< >
Services Services
Performance Performance
BPA results BPA results
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&
’ & m
i File Action View Help f

p b | 7w K E Qs | @ | WIN-SRIUCOLGBEE Properties ? X
(e
: QNS Name Debug Logging Event Logging Manitoring Security
3~ INRINSRIUCORCEIE Crorwd  Intefaces Forwarders Advanced Root Hirts
~ | Forward Lookup Zones jRever
| _msdes.sarah.acca Forwarders are DNS servers that this server can use to resolve DNS
= h jT“-'St queries for records that this server cannot resalve
- sarah.acca Tcend
| _msdcs UR "
. 7| Roat
“| _sites =
tep [£Forng | 1P Adgress Server FQDN
| _udp 1111 one.one.one one
| DomainDnsZones 8888 dns.geogle
_ ForestDnsZones
+ [] Reverse Lookup Zones
=] 14.27.10.0n-addr.arpa
~| Trust Points
°| Conditional Forwarders
Use root hints f no forwarders are available
Note: If conditional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view conditional
farwarders, navigate to the Conditional Forwarders node in the scope tree.
oK Cancel Apply Help
< >

H £ Type here to search
—

[16] Configuration of external DNS forwarders

The root zone was then edited to remove the unwanted records for unresolved interfaces and

to disable dynamic updates (to prevent those records from coming back).

A reverse lookup zone (PTR record) was created for both the Swansea and Cardiff subnets

(as visible on the screenshot above too).

C. DHCP Scope Options

The DHCP server was already installed in Coursework 1. For integration with the new
domain, scope options were updated to assign the internal DNS server (10.14.27.1) to clients.

This ensures that clients can resolve internal domain names such as sarah.acca.
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B
File Action View Help
e | nm XE G| BE &
r‘?}i DHCP Option Name Vendor Value Pelicy Mame Actions
va \F'N";SEJUCDL i) 003 Router Standard 10.14.27.1 None Scope Optiens -
v v
B 2 server & D6 DN Servers andard 10.14.27.1 Mane More Actions ,
=] ? x
P Scope Options ?
i :d 005 DNS Servers -
£ Ady General
% Ad oo [dvaced Mare Actions »
i Res Availzble Options Description A
- Seg 003 Router Array of rout
4 Pol [ 004 Time Server Array of time
4 Policic [ 005 Name Servers Array of nan
7 Filters (%] 006 DNS Servers Array of ONJY
& IPvE < >
Data entry
Server name:
P address:
Add
Remove
Cancel Aop
< >
E L Type here to search E €& ds NG

[17] Changing the DNS Server for the DHCP clients
D. Creating a Test User Account
To wvalidate the domain’s functionality, a wuser account named Sarah Levy

(s.levy@sarah.acca) was created using the Active Directory Users and Computers (ADUC)
console.

File Action  icw  Heln

Rl | ; New Object - User X

R Master
= |vE 2
A o= 3 Crealein:  sarah acca/Users I
. g @ on A
[}
il A ccount for ad...

D ™ Frst name |Sarah ‘ nitials: | | s in this group c...

 thi
D Last name: [Lew | o7 s group

s of this group t...

Full name: |Sarah Levy | s in this group c..
I s who have d...
o Userlogon name: s who have vie..
nts whe are per...
ed administrato...

5% aks

User logon name (pre-Windows 2000):
|SARAH. | |g levy |

tations and ser...

in controllers i..
in guests

ok Canga | finusers

ed administrato...

H2 Enterprise K...  Security Group... Members of this group ...
82 Enterprise R, Security Group... Members of this group ...
B2 Group Polic... Security Group... Members in this group c...

2, Guest User Built-in account for gue...
H2 Key Admins  Security Group... Members of this group ...
< < > || 8, protected Us... Security Group... Members of this arou ... R
Services Services
Performance Performance
BPA results BPA results

E L Type here to search

[18] Creating Sarah Levy s user
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E. Joining a Client to the Domain

A windows 11 client was connected to the Swansea LAN and obtained an IP address via

DHCP. The machine was then joined to the domain and tested by logging in with the s.levy
account.

System Properties

Computer Name/Domain Changes

mote

*You can change the name and the membership of this

computer
computer. Changes might affect access to network resources

Computer name:

Full computer name:
DESKTOP-N4TMQCA sarah.acca

Member of
10 Domain

sarsh.acca

() Workgroup:

Caneel

HQAL O LC@ A e O

20/03/2025 =

[19] Windows client joining the domain sarah.acca

=. Microsoft

Sarah Levy

o slevy@sarah.acca
Manage my account

: Sarah Levy (_I.)
|
| - I~ ENG 16:20
| Q Search e u %" . C 8 > ~ o T 03200 &

[20] Domain user logged in on the Windows client
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2. Cardiff Child Domain

The Cardiff network was integrated into the main Active Directory structure by configuring a
child domain named car.sarah.acca. The domain controller role was assigned to a Debian
server using Samba and Kerberos. Once the child domain was provisioned, a domain trust
was established with the parent domain in Swansea.

A. Provisioning the Debian Server as a Domain Controller
The Debian server on the Cardiff LAN was prepared with required packages: samba,

winbind, krb5-user, and others. The samba-tool domain provision command was used to
set up the domain car.sarah.acca as a child of sarah.acca.

——
‘AUto czpture keyboard u

-domain=CAR
ind interfac

WARNING: Using pas
[tart

Unable to determine the DomainSID, can not enforce uniquen onstraint on local domainSIDs

@ | B & rioht ol
@& 15°C Rain  ~ e s n;;;,gfnzs ]

[21] Provisioning the Samba domain
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127.0

ETCT oaTDe ToMD CONT

0.1 192.168.14.1

68.135.24

DC-CARDIFF
0.14.27.1
CAR.SARAH.ACCA
I ctive directory domain controller

workgroup = CAR
idmap_ldb

rfc2307

ELLEVESVESVIN N

/samba/sysvol/car

rah.acca/scripts

[ Problems with history file ]
B Execute
& Justify

To Bracket

[22] Final Samba configuration

S

B. DNS Integration with Parent Domain

& o B G Rt col
141

gain s 2

A new host (A) record and corresponding PTR record were created on the DNS server in
Swansea to allow name resolution of the Debian DC across domains as Windows Server will
act as the main DNS Server for both networks.

Device Name

Intel(R) PRO/1000 M|

Intel(R) PRO/1000 M

Intel(R) PRO/1000 M

File Action View Help
HIXEEHEF
£ DNs Name Type Data
= ~ 5 DC-SWANSEA.sarah.acca j_msdcs kiate
E A~ [ Forward Lookup Zanes T ites
2 _msdessarahacea j_t
" v [ sarah.acca <P
1o msdes Do
- e
2 p 7 _sites .
= tep 0omainDnsZones
WA = _udp jForestDnsZones
i@ ITE] 9 car E—I(sameasparentfo\derj Start of Authority (SOA) [68], dc-swansea.sarah.ac...  static
ol 7 DomainDnsZones E—I(sameasparentfo\derj Name Server (N5) de-swansea.sarah.acca, static
=l ~ ForestDnsZones E—I(same as parent folder) Host (A) 10.14.27.1 03/04/202|
~ [ Reverse Lookup Zones E—Id(-(ard\ﬁ‘ Host (A) 192.168.14.1 static
=1 14.168.192.in-addr.ar| E—Id(—swansea Host (A) 10.14.27.1 static
2] 2714.10.n-addr.arpa
_| Trust Points
| Cenditional Forwarders
< >« >
pel
ServerName ID Severity Source Log Date and Time
DC-SWANSEA 134 Warning Microsoft-Windows-Time-Service System 03/04/2025 15:32:25
DC-SWANSEA 134 Warning Microsoft-Windows-Time-Service System 03/04/2025 15:32:24
DC-SWANSEA 124 Warning Microsoft-Windows-Time-Service System 03/04/2023 15:31:56

g P Type here to search
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[23] Final configuration of the DNS server
C. Adjusting Password Policy and Creating a Test User

The default Samba password policy was updated to disable complexity and minimum length
requirements. A test user s.levy@car.sarah.acca was then created.

root@DC-CARDIFF: /home/sarah# sudo samba-tool domain passwordsettings set --complexity=off
Password complexity deactivated!
All changes applied successfully!

-CARDIFF:/home/sarah# sude samba-tool domain passwordsettings set --min-pwd-lenght=@
samba-tool domain passwordsettings set <options> [options]

rah# sudo samba-tool user create s.levy 'sarah' --given-name='Sarah' --surname='Levy'
' added successfully

[24] Successful password policy changes and user creation with samba-tool.
D. PAM and Realm Configuration on Ubuntu Client

Kereberos integration is crucial for AD to function correctly. The Ubuntu client was joined to
the child domain using the realm join command. This domain is discoverable by DNS thanks
to the earlier configured new DNS records on Windows Server.

Apr3 19:44

g sarah@Ubuntu: ~

Processing triggers for libc-bin (2.39-Oubuntu8.4)
Processing triggers for oddjob (0.34.7-2)
1% sudo realm discover car.sarah.acca
car.sarah.acca
type: kerberos
realm-name: CAR.SARAH.ACCA
domain-name: car.sarah.acca
configured: no
server-software: active-directory
client-software: sssd
required-package:
required-package:
required-package:
required-package: libpam-sss
required-package: adcli
required-package: samba-common-bin
1% sudo realm join car.sarah.acca -U Administrator
Password for Administrator:
See: journalctl REALMD_OPERATION=r114.5108

[27] Joining the child domain on the Ubuntu client

To allow domain logins on a Linux client, the realmd, sssd and PAM were configured. Home
directories are automatically created for new users upon login.

Sarah LEVY - 2422988
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Al sarah@Ubuntu: ~

ackage configuration

{ PAM configuration
Pluggable Authentication Modules (PAM) determine how authentication, authorization,
and password changing are handled on the system, as well as allowing configuration
of additional actions to take when starting user sessions.

Some PAM module packages provide profiles that can be used to automatically adjust
the behavior of all PAM-using applications on the system. Please indicate which of
these behaviors you wish to enable.

PAM profiles to enable:

quality password strength checking

S required smart card authentication

S optional smart card authentication

ingerprint authentication

nix authentication

SS authentication

Register user sessions in the systemd control group hierarchy
Create home directory on login

GNOME Keyring Daemon - Login keyring management

Inheritable Capabilities Management

=

v

Lo mwymun

<Cancel>

[25] Home directory creation module enabled

E. Verifying Kerberos Authentication and Domain Integration

Online Accounts — [
B L( CCE [ f ; [ i eCr |__': OUr CloLe cCountc
Your Accounts
Kerberos )

[26] Ubuntu client successfully joined the car.sarah.acca domain
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FE. Establishing Trust Between Domains

A Dbidirectional,

transitive forest

trust was

configured between sarah.acca and

car.sarah.acca. This allows users and resources to be authenticated across both domains.

B
y File Action View

e pm E:= HE

elp

[ sarah.acca Properties

% sarah.acca

) Active Directory Domains and Trust

General Trusts  Managed By
Domains trusted by this domain (outgoing trusts):

Domain Name

carsarah acca

Trust Type  Transtive

Forest Yes

Domains that trust this domain (ncoming trusts):

Domain Name

carsarah.acca

Trust Type  Transttive

Forest Yes Remove

New Trust..

Cancel Help

Actions
sarah.acca

More Actions

DC-SWANSEA 134
DC-SWANSEA 134

E P Type here to search

Sarah LEVY -

Warning Microsoft-Windows-Time-Service

Warning Microsoft-Windows-Time-Service

< >
SevverName | ID  Severity | Source Log Date and Time
DC-SWANSEA 134 Warning Microsoft-Windows-Time-Service System  03/04/2025 153225
System 03/04/2025 15:32:24

System

03/04/2025 15:31:56

A_

¥ rice Name
H(R) PROA1000 M

#I(R) PROA1000 M

#(R) PROA1000 M

TASKS +

[28] Successful trust between parent and child domains

2422988
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Importing Users

To create all the users needed for the network, the CSV file named users list updated.csv

was downloaded from moodle. Users were added automatically using scripts, one for each
domain. The users who had YOURNAME.ACCA as their domain were added on the Swansea

server, and the users with OLDNAME.ACCA were added on the Cardiff server.

1. Users in the Swansea Domain

On the Windows Server in Swansea, a PowerShell script was used to read and import the
users. The script created each user with their name, email address, job title, department, and

other information from the CSV file. The format for the usernames was the first letter of the

first name followed by the last name (for example j.doe).

> owe :
File Edit View Tools Debug Add-ons Help
O e d a » [ B = |8 |5 o0 &m.
! bulkadd-WS.pst X & Commands X b3
1 Import-Module ActiveDirectory
2 $csvPath = "C:\Users\Administrator'Desktop\users_list.csv” Modules: | All v
3 $defaultPassword = ConvertTo-SecureString “sarah” -AsPlainText -Force
4
5 SImport-Csv ScsvPath | Where-Object { $_.email -match "YOURNAME\.ACCA" } | Active Directory Users and Computers
(3 Susername = ("{0}.{1}" -f 5_.first_name.Substring(0,1).ToLower(), 5_.1
7 $newEmail = "Susername@sarah.acca" File Action View Help
8 New-ADUser ST v = e = 3 =
s “Name "$(5_.First_name) $(5_.last_name)” o8| @ B XEG= HE R aETE
10 -GivenName $_.first_name ° —
1 -Surname 5_.last_name | Active Directory Users and Com|| Name T
12 -SamAccountName Susername = Saved Queries
i3 -UserPrincipalName "% rname@sarah.acca” * 8 h %Aamn Conley Ue
14 -EmailAddress $newEmail ° et B SHIBTRacA &, Aaron khan Us
15 -Company $_.company _| Builtin L
s Title §_.job i 2, Adam Ramirez U
17 -City §_.city ° o= 2, Administratar Us
18 -Department $_.department ' 2 Domain Controllers & Advion Davi i
19 -AccountPassword $defaultPassword ° ] ForeignSecurityPrincipal rian Davis :
20 —Enabled Strue d Managed Service Accou) &, Adrienne Anderson Us
e 2, Alan Stephenson Us
CrAgation de 1'utilisateur (Windows) : a.proctor avec 1'email a.proctor@sarah.acc E)mex Cunningham Us
CrABation de 1'utilisateur (Windows) : 1.mayer avec 1'email l.mayer@sarah.acca Al der Johi Us
CrAgation de 1'utilisateur (Windows) : w.henry avec 1'email w.henry@sarah.acca & Alecander lohnzan i
CrABation de 1'utilisateur (Windows) : c.lee avec 1'email c.lee@sarah.acca &, Alexander Richard Us
CrAgation de 1'utilisateur (Windows) : e.brown avec 1'email e.brown@sarah.acca — s
CrAgation de 1'utilisateur (Windows) barber avec 1'email j.barber@sarah.acca & Alecandra Sk
CrAgation de 1'utilisateur (Windows) &, Alexandra Dixon Ue
CrAgation de 1'utilisateur (Windows) : s@sarah.acca &, Alexis Mcdaniel Us
CrAgation de 1'utilisateur (Windows) : @sarah. acca
CrAgation de 1'utilisateur (Windows) : n.johnson avec 1'email n.johnson@sarah.acc &, Alfred Cantu Us
CrAgation de 1'utilisateur (Windows) : a.martinez avec 1'email a.martinez@sarah.al 5A\i(ia Moore Us
CrAgation de 1'utilisateur (Windows) : d.wright avec 1'email d.wright@sarah.acca 5;\‘. ia s U
CrAgation de 1'utilisateur (Windows) : k.williams avec 1'email k iams@sarah.a HEummer §
CrAgation de 1'utilisateur (Windows) : n.nolan avec 1'email n.nolan@sarah.acca %Ahsha Moreno Us
CrAgation de 1'utilisateur (Windows) : s.clark avec 1'email s.clark@sarah.acca %AH o Us
CrAgation de 1'utilisateur (Windows) : j.mccormick avec 1°email j.mccormick@sarah STy i
2 Allowed RODC Password Replica... Se
PS C:\Users\Administrator\Downloads> 2, Alyssa Bush U
> || & Amanda Baird Us
Completed L\\) Ln 757 Col 38 100%
H £ Type here to search

[29] The PowerShell script

Each user got the same default password and their account was active right away.
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2. Users in the Cardiff Domain

On the Debian server in Cardiff, a Bash script was used together with the samba-tool. Unlike
Windows, Samba cannot use fields like “company”, “job title” or “city” directly. So all of that
information was written into the description field for each user.

GNU nano 7.2

2] p 0l ol

Création de 1'utilisateur (Samba) :

"a.berry' adde
de 1'util
ell' added succ

Création de 1'utilisateur (Samba) :

User '1.griffith' added suc
Création de 1'utilisateur (
user 'm.nguyen' added succ
création de 1'utilisateur (Samba)
's.cross' added successfully
création de 1'utilisat mba)
User 'd.hernand, e
création
'm.da

1'utilisateur

¢ation de 1'util
‘r.griffin' add
tion de 1'utilisateur

.harper avec 1'email k.harpe

s.cross avec 1'email s

j.watson avec 1'email j.wat

.hodge avec 1'email w.hodge@car.

&5 B & E@ Erocr

bulkadd-DB.sh *
a doma a depa
K] Tl | & und - Al -1 B
Ul hy /| U8a Red v - 6} "l
Q oud

.garcia avec 1l'email c.garcia@

.sarah.acca

roman avec 1'email d.roman@car.sarah.acca

a.berry avec 1'email a.berry@car.sarah.acca

e.bell avec 1'email e.bell@car.sarah.acca

.griffith avec 1'email 1.griffith@car.sarah.acca

nguyen avec 1'email m.nguyen@car.sarah.acca
car. sarah.acca

hernandez avec 1'email d.hernandez@

.davis avec 1'email m.davi

boone avec 1'email g.boone@car.sarah.acca
@car.sarah.acca
jenkins avec 1'email m.jenkins@car.sarah.acca
ah.acca
griffin avec 1'email r.griffin@car.sarah.acca
rogers avec 1'email g.rogers@car.sarah.acca
callahan avec 1'email g.callahan@car.sarah.acca
ah.acca

kelly avec l'email j.kelly@car.

serrano avec 1'email b.serran arah.acca

B Record high

[31] Creating users on Debian
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(@ &1 E i G @ 3 Rt cui
O
- O NG s B

19




- NETWORK OPERATING SYSTEMS AND SERVICES -

Shared Folder Configuration

To enable file sharing between the two LANSs, a dedicated disk was added to the Windows
Server 2022 machine in Swansea, formatted, mounted, and configured as a shared network
folder. The objective was to allow users from both domains (sarah.acca and car.sarah.acca)
to access the shared space, with different permission levels.

1. Adding a New Virtual Disk

The first step was to expand the server’s storage with a second virtual hard disk. Using
VirtualBox, a 20 GB virtual disk was added to the VM.

= -
5} Win Serv 2022 (SWANSEA) - Settings — O X \Users|s2422988\Virtual Box
VMs\Windows Server 2022 (5
—_— wansea)\Snapshots\
- {efe0dch5-25e3-4b98-9aac-8
eners orage 12b8092e7" i
] Gererst Storag, b Shyowdi’
(VERR_PATH_NOT_FOUND).
System Storage Devices Attributes -
|

Result Code: VBCX_E_FTLE_ERROR
(0REOEBO0C4)

£ controller: SATA

(I osvier

™ i 3~
St ® Win Serv 2022 (SWANSEA. . =082:32dB1}
D:' | | Informaton

R Audo Type {Format): Normal (¥DI)

: [ oo
ﬂ Network Virtual Size:  20.00 GB

Component: Mediumirap
Interface: I

Win Serv 2022 (SWANSEA. .. e roaa

Actual Size: 20,00 68 oM o
@ Serial Ports Details: Fixed size storage
VM Mame: Debian CLI (CARDIFF)
Location:  C:\Users\s2422988 irtualBox VM.
£ $ use :
Attached to: Win Serv 2022 (SWANSER) ookl it b G
Enaypted with key: — \Users\s2422988\VirtualBox
Shared Folders VMs\Debian CLI (CARDIFF)
\Debian CLI (CARDIFF).vdi',
[ wser mtertace [X] System: P
Base Memory: 21039 MB VERR_FILE_NOT_FOUND opening
Processors: 5 i\mag;eﬁl\as'c: wireaa
Boot Order: Floppy, Optical, Hard Disk Users\s2422988\VirtualBox
Acceleration:  VT-x/AMD-Y, Nested Paging, Hyper-V Paravirtfy Y13 \Debian CLI (CARDIFF)

\Debian CLI (CARDIFF).vdi'
(VERR_FILE NOT_FOUND},

Result Code: E_FATL
({n Audio: (0KB0004005)
HostDriver: Defal  com, : MedmWra
ponent; MedumWrap
Caneel el Controller:  Intell o
{2d47005-787b-442
Recording File: C:\Users\s 2422938 \VirtualBox VMs\Win Serv 2022 (SWANSEA)\WIn Sery 2022 (SWANSEA)-screend. webm Bha3
Recording Attributes: Frame Size: 1024x768, Frame Rats: 25fps, Bit Rate: 512kbps 08237281}
[ storage: = Network:
Controller: SATA Adapter 1 Intel PRO/1000 MT Desktop (Internal Network, 'WAN)
SATAPortD:  Win Serv 2022 (SWANSEA).vdi (Normal, 50.00 GE) Adapter 2:  Intel PROJ1000 MT Desktop (Internal Network, 'LAN SWANSEA')
SATA Port 2: Win Serv 2022 (SWANSEA)_1.vdi {Normal, 20.00 GB) Adapter 3:  Intel PRO/1000 MT Desktop (NAT Network, ‘Nathetwork’)
(£ use: [[] Shared folders:
USE Controller: xHCI None
Device Fiters: 0 (0 active) o

19:52
03/04/2025 %

&% 15°C Rain A~ @ T1dx ENG

[32] Adding a second virtual disk to the Swansea server

After restarting the VM, the disk appeared as unallocated in the Windows Disk Management
tool. It was then initialized and formatted as NTFS.
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o
[ = | ThisPC - o %
= Disk Management — m] <@
” File Action View Help
— — > New Simple Velume Wizard X
oso e mlEEI~0D
9 Format Partition
Vol L it T File Systi
Yohime Anot lher  Fessen T store it on i parton,you st fomat .
= (Disk 0 partition 3)  Simple Basic
= System Reserved Simple Basic NTFS Choose whether you want to format this volume. and if so, what settings you want to use.
() Do not format this velume
(®) Format this volume with the following settings:
File system NTFS ~
Allocation unit size: Defautt ~
Volume label SwanFiles|
Perform a quick format
[ Enable file and folder compression
= Disk 0
Basic
50.00 GB
Online Healthy (System, Activ | | Healthy (Boot, Page Fil B s e
= Disk 1 |
Basic
11.60 GB 11,80 GB
Online Unallocated
v
M Unallocated Wl Primary partition |=

P Type here to search =| -

[33] Formatting a disk and assigning the label “SwanseaFiles”

o

Recycle Bin

File Action View Help

e Rl EEI 0D
| Layout | Type | File Syster|
Simple Basic NTFS

== (Disk 0 partition 3)  Simple Basic
| = System Reserved  Simple Basic NTFS Choose whether you wart to format this volume, and f so, what settings you want to use

Mew Simple Volume Wizard

Format Partition
Ta store data on this partition. you must format # first

() Do not format this volume
(®) Format this volume with the following settings
Fle system [NTFs v

Allocation unit size: | Defait ~|

Volume label: SwanseaFiles|

Perform a quick format
[] Enable file and folder compression

System Reserved || (C)
100 MB NTFS |49.39 GB NTFS
Healthy (System, Activ || Healthy (Baat, P

= Disk 1
Basic
20.00 GB
Online

R

W Unallocated W Primary partition

A/ Type here to search

[34] Formatting a disk with the NTFS file system and label “SwanFiles”

Once formatted, the disk was mounted as a new volume, and a folder named SwanseaFiles
was created inside.
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2. Sharing and Configuring permissions

The folder was shared and security permissions were adjusted to reflect access needs:
e Full control was granted to users from the parent domain sarah.acca

e Read & Execute rights were granted to users from the child domain car.sarah.acca
o Everyone and SARAH\Users were included to avoid unexpected access issues

3

Recycle Bin

Home Share Wiew

* 4 = > ThisPC » SwanseaFiles (D} » v O Search SwanseaFiles (Dt)
Name Date modified Type Size
# Quick access

Swa
[ Desktop
& Downloads

Permissions for SwanseaFiles

Securty
% Documents

= Pictures 3 Object name:  D:\SwanseaFiles

System32 Group or user names:

S8 CREATOR OWNER
82 5YSTEM

& Administrators (SARAH \Administratars)
i Network §& Domain Users (car\Domain Users)
42 Everyone
SR Users (SARAH\ Users)

[ This PC

Permissions for Domain Users
Full cortrol

Modify

Read & execute

List folder contents

Read

KEEOO gz

Titem  1item selected

£ Type here to search

[35] Configuring shared folder permissions for domains users from both Swansea and

Cardiff

This ensured that Swansea users could create, edit, and delete files, while Cardiff users had
read-only access.

3. Testing Access Rights

Tests were run using domain users from both locations to check that access control worked as
expected.
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o

(itegielt= s - i oieiais
= o il pllstsice
T SwanseaFiles X +

% X 4 T C @ > - DC-SWANSEA > SwanseaFiles Search Swansea Q

) )

liflesei N X

Eifege - @ New * o E) = ) T Sort = View (B Details |

] & testfile Properties X

> @ OneDrive Name

— testfile General Digtal Signatures  Securty Detals  Previous Versions

B Desktop  # Propery  Value
File

Name lestile bt

Type Text Document

File location \DC-SWANSEA\SwanseaFiles

WM Pictures 4 Size Obytes

Date created  03/04/2025 20:06

& Music # Date modiied (3/04/2025 20.06

Aibutes A

- Rl Onner SARAHs Jevy

Computer DC-SWANSEA

L Downloads #

2 Documents

> Il ThisPC
> 8 CD Drive (D:) CC

> 4 Network

Remove Properties and Personal Information

OK ]| Cancel

litem  1item selected O bytes

2007

|] IJ= Q Ssearch [ =] .r.' E C— ﬂ m il E:f @ 03/04/2025

[36] Swansea domain user successfully creates a file on the shared folder

0 Recent

Starred —
testfile.txt
Home

*
Gh
[2 Documents
¢

Downloads

New Document.txt
smbi//10.14.27.1/swanseafiles/

J1 Music open~ M

Pictures

& Videos

3 ]
ad
A
¥
5
B

uj Trash

7 swanseafil... &

Failed to save document

+ Other Locations

Permission denied

Close

A

Home

[35] Cardiff domain user is denied write access when trying to create a file on the share

The test confirms that permissions were correctly set according to the user’s domain.
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ISS Web Server Setup

To publish a simple internal website for testing, the Internet Information Services (ISS) role
was added to the Windows Server in Swansea. A custom HTML file was then served under a
custom domain name using HTTPS with a self-signed certificate.

1. Generating a Self-Signed SSL Certificate

A self-signed certificate was created using PowerShell to allow HTTPS access to the website.
The certificate was bound to the domain webs.sarah.acca.

tor> Mew-SelfsignedCertificate

PSParentPath: Microsoft.PowerShell.Security\Certificate::LocalMachine\My

umb,

D850EE446DAB7395D780D82247ECTE

PS C:\Users\Administrator> New-SelfSignedCertificate

PSParentPath: Microsoft.PowerShell.Securi rtificate::LocalMachine\My

7611CB3FA26FBC4AD135D58FBEBT1E  CN

PS C:\Users\Administrator>

214

£ Type here to search i . A B % gppns B

[37] Creating self-signed certificates for webs.sarah.acca and rds.sarah.acca with
PowerShell

2. Setting up the Website in IIS
In the IIS Manager, a new website named webs was created. The root folder was set to

C:\www\webs.sarah.acca, and the site was configured to listen on IP 10.14.27.1, port 443,
using the HTTPS protocol. The hostname webs.sarah.acca was used to identify the website.

Sarah LEVY - 2422988
24



- NETWORK OPERATING SYSTEMS AND SERVICES -

b

- G| » DC-SWANSEA »| Add Website 7 x & - fhe-
File View  Hel
e, e Site name:

Connections webs | [webs Select...

< - gl
.- % Start Page
~ 82 DC-SWANSEA (SARAH\Administ
2 Application Pools
v i8] Sites Pass-through authentication
4@ Default Web Site

Content Directory

Physical path:

[Cwwwwebs sarah.acca

Connectas.. | TestSettings..
Binding

Type: P address: Port:

https v| [10.1427.1 | [

Host name:

[webs.sarah.acca |

[ Require Server Name Indication

[] Disable LS 1.3 over TCP [ Disable QUIC
[ Disable Legacy TLS [ Disable HTTP/2
[] Disable OCSP Stapling

S5L certificate:

webs.sarah.acca o Select... View...

Start Website immediately

Fanes

Ready

£ Type here to search T

[38] IIS configuration for the new website using HTTPS binding

3. Creating the HTML Page

A very basic HTML page was created manually using Notepad and saved as index. html.

Al
T @ » DCSWANSEA » Sites b webs » & @ -
File
oy Fle Ao W I [ [~ 7 i
@~ i * = | [ 2 indechtri - Notepsd - o X @65 site has been
&3 2 ons support browsers
g B2 R wit Fomat View Help P | Lcopabilties, tis
24 8 P9 1pocTYPE HTML> ded to create a
-4 v B hm> site,
. <head>

<meta charset="UTF-8">
' <title>Swansea</title>
- </head>
<body>»

<h1>Welcome to Swansea</hl>

<p>Wihat is your favorite pizza topping?</p>
</body> a0l

</html>

Ln1, Col1 100%  Windows (CRLF) UTF-8 —————

7items  1item selected 200 bytes £C =

[39] HTML code written for the test website
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4. Verifying the Website on Clients

The website was tested from several machines. The domain webs.sarah.acca was correctly
resolved, and the page loaded with the expected message.

' O § svanses x [ - o x
(== (7] © Notsecure | htpsi//webssarah.acca AN i = e 'p'
Welcome to Swansea

What is your favorite pizza topping?

Outlock (new)

55° = - ”~ - ENG 22:44
-= Q search {= L ? = © U ? >_ | il L (B8 03/04/2025

[40] The Swansea website loaded successfully on Windows 11 client.

2D B swnses % e
o ) © nNotsecure | h#tps//webs.sarah.acca AP PAS T “:‘,.

Welcome to Swansea

What is your favorite pizza topping?

[41] The Swansea website loaded successfully on Windows Server 2022
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Apr3 2315

“— C O a sarah.acca bk ® a9 =

Welcome to Swansea

What is your favorite pizza topping?

[42] The Swansea website loaded successfully on Ubuntu Client

Afterwards, we activated the windows authentication for this website.

& Internet Information Services (IIS) Manager

& € » DC-SWANSEA » Sites » webs » & &

File View Help
Connections
- Loy}
¥ Start Page
w -85 DC-SWANSEA (SARAH\AdmI

q Authentication

Groupby: No Grouping =

1} Application Paols Name Status Response Type
~ 8] Sites Anonymous Authentication Disabled
@ Defaut WebSite [ | ASP.NETImpersonation Disabled =
& webs Forms Authentication Disabled HTTP 202 Login/Redirect
Windows Authentication Enabled HIIP 401 Challenge ..

™E Internet Information Services (ll...

Configuration: localhost’ applicationHost.config, <location path="webs'>

L Type here to search

[43] Enabling Windows Authentication
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The issue with enabling windows authentication is that it wasn’t working right out of the box
with windows server 2022, so the access to the website from it was no longer available
afterwards as it wasn’t possible to login to any accounts. A solution was found by disabling
the loopback check with a registry value using PowerShell.

o
-4

im} Eﬁ webs.sarah.acca *® =

Ll (i) https://webs.sarah.acca PR o= .}

E¥ Administrator: Windows PowerShell == m} X

H £ Type here to search I
e

[44] Disabling the loopback check rule with PowerShell

Thus the website became available on Windows Server with a working authentication.
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Remote Desktop Services (RDS)

Remote Desktop Services were deployed on the DC-SWANSEA server to allow users from
both Swansea and Cardiff domains to access Windows applications remotely via web
browser. The installation includes role setup, session collection configuration, application
publishing, and user access testing.

1. Installing the RDS Role

The setup began by adding the Remote Desktop Services role via the Server Manager wizard.
The scenario included RD Session Host, RD Web Access, and a basic session collection.

e
Server Manager * Dashboard -@ | |' Manage
_ T Add Roles and Features Wizard e u]
IE Dashbe|
i \iaw ~ - DESTINATION SERVER
I Llocals| View progress DC-SWANSEA sarahiacca
5 Al Sery
it AR P The Remote Desktop Services deployment scenario is being installed.
18 DHCP Server Progress Status
& DNS Remote Desktop Services role services
B File an \DC-SWANSEA sarah.accs — In Progress
o Is Installing..
- Session collection
El Remotg
DC-SWANSEA sarah.acca Pending
RemoteApp programs —
DC-SWANSEA sarah.acca Pending
P File Explorer

Performance

BPA results

) T " 2255
ﬂ £ Type here to search i L g . = e /0472005 )

[45] Installing the Remote Desktop Services role on DC-SWANSEA

2. Creating the Session Collection and Assigning Users

A session collection was automatically created and named QuickSessionCollection. Both
SARAH\Domain Users and CAR\Domain Users were added to the user groups so that users
from both domains could connect.
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PR Tools  View  Help

[ QuickSessionCollection Properties

Session Collection

Shi

General + Specify User Groups
i Sacsion + Specify the user groups that will be associated with this session collection. Users who are
i members of these groups can connect to the RD Session Host servers that are membersof  h.acca SARAM\Administrator Active
) this collection, and can access published Remote rograms.
a8 Security =2 his coll d published RemateApp prog:
= | +
iR Load Balancing
. Client Settings +
[G-) User Profile Disks ~ + SARARNDomain. Usees
=l CAR\Domain Users

@ For a user account to have access to a RemoteApp program, the user account must
have access to both the RemateApp program and the callection to which it is
published. Updating the user access at the callection level will not change the user
access at the RemoteApp program level

ok |[ cancal | [ App

HOST SERVERS

Last refreshed

35 | All servers | 1 total TASKS w

E P Type here to search

[46] Adding both Swansea and Cardiff domain users to the RDS session collection

3. Publishing Remote Applications

A selection of applications was made available to users through RD Web Access. These
included essential tools like Active Directory, Group Policy Management, Paint, and
Calculator.

T Publish RemoteApp Programs - o X

Completion

The selected RemoteApp programs were published successfully for the QuickSessionCollection
collection,

36 RemoteApp progarms were published for the QuickSessionCollection collection.

RemoteApp Program Status asion

B} Active Directory Administrative Cente  Published lah.acca  SARAH\Administrator Active
EJActive Directory Module for Windows  Published

T caleulator Published

i1 Character Map Published

& Connection Manager Administration  Published

Bj Defragment and Optimize Drives Published

Z=Disk Cleanup Published

& DNS Published

s Group Policy Management Published

Wintemet Information Services (1IS) Ma  Bublished
€.i5Cs! Initiator Published

# Math Input Panel Published

& Microsoft Azure Services Published

HOST SERVERS

[47] RemoteApp programs published in QuickSessionCollection

Sarah LEVY - 2422988
30



- NETWORK OPERATING SYSTEMS AND SERVICES -

4. Configuring IIS Redirect

To make access easier, a redirect rule was added to the Default Web Site in IIS. This rule

forwards any request to the main hostname. (h#tps://rds.sarah.acca) directly to the RD Web

portal.

e‘j:%merneunfurmamn Services (I15) Manager = *
e @ » DC-SWANSEA » Sites » DefaultWeb Site » @ @
File View Help
& - 2all.-§ @ edirec 2
7% Start Page Use this feature to specify rules for redirecting incoming requests to another file or URL. Bx Conce
~ 85 DC-SWANSEA (SARAH\Admi Y
it Application Pools Redirect requests to this destination: i
v .[@] Sites
~ &l Default Web Site |hnp5: //rds.sarah.acca/RDWeb
‘.- aspnet_client Example: https://www.contoso.com/sales
i 5. P RDWeb
@ webs Redirect Behavior
Redirect all requests to exact destination (instead of relative to destination)
[ Only redirect requests to content in this directary (not subdirectories)
Status code:
Found (302) e
: | [ st View |- Comtent e
Configuration: ‘Default Web Site' web.config 9

AR Type here to search

[48] HTTP redirect from the main site to RD Web portal in IIS

Sarah LEVY - 2422988

31



- NETWORK OPERATING SYSTEMS AND SERVICES -

5. Testing the Access from Clients

The Rd Web interface was then tested from a client browser. After login, all published
applications were displayed and could be launched.

@ RD Web Access X @ Swansea x | +

(<] @ Notsecure https://rds.sarah.acca/RDWeb/Pages/en-US/Default.aspx

E | Work Resources
—2%) Remoteapp and Desktop Connection

RemoteApp and Desktops Help = Signout

Current folder: /

B* E B » & © = =

Active Active Calculater Character Connection  Defragment  Disk Cleanup Group Policy
Directory Directory Map Manager and Optimize Management
Administrative _Module for Administrati.. Drives

%@ e € 9 § &

Internet  iSCS| Initiator  Math Input Microsoft Microsoft Notepad ODBCData  ODBC Data
Information Fanel Azure Services Edge Sources (32-  Sources (64-
Services (5] bit) bit)

= w T & O

Recovery Registry Remote Remote Resource i p System System
Drive Editor Access Desktop Menitor e e o . Configuration  Information
Management  Cornection

™ P
2 0O s g B8 |- : 4
Task Manager  Windows Windows. Windows Lt H XPS Viewer

MediaPlayer  Memory FowerShel
Disgnostic ISE (x36)

Build 20348

R Type here to search i @ ! . T ds

[49] Successful connection to RD Web Access interface from a client browser

A user was also able to launch the Server Manager remotely through RDS, confirming that
the applications were functional and responding.

& D @ RDWebAcess

T Server Manager - ] x

bé (@] © Notsecure | ey

« Dashboard vﬂ':i';)l 7 emre mE wm G

WELCOME TO SERVER MANAGER

[ | Work Reso
,_(\

RemoteApp and Des o Configure this local server

RemoteApp and Desktops| I DHCP QUICK START
2 DNS 2 Add roles and features
Current folder: / :i File and Storage Services > 3 Add other servers to manage
D= WHAT'S NEW
| = o \ oLn
E: =l Remote Access 4 Create a server group
Acty Acti ca{ @ Remote Desktop Services >
Direciary Sreciay . 5 Connect this server to cloud serv
Administrative Moduie for
Hide|
ﬁ% % LEARN MORE
i , ‘ >
Internet ISCSI Initiator iat|
Information Pl
seices ) ROLES AND SERVER GROUPS
2, 1 Roles: 7 | Servergroups:1 | Servers total: 1
. -
Recovery Registry Re e
Drive Editor A I§! ADDS 1
Man,

@ Manageability

@ 9 |

Task Manager  Windows Wi )
Media Player My Services
Dia
Performance
RPA results

b4 ‘%= C@e N O

[50] Server Manager opened remotely from the RDS portal
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Conclusion

This project was a real challenge, but also a great opportunity to explore how different
network services work together in a virtual environment. Starting from a basic setup, the
system was extended step by step into a complete and realistic two-site infrastructure, capable
of handling user management, secure communication, file sharing, web services, and remote
access.

One of the most important outcomes is not just the final result, but the process itself.
Understanding how systems interact, solving unexpected issues, and learning how to
troubleshoot and adapt. Every part of the setup, from configuring trust between domains to
making a remote application launch from a browser, required patience, precision, and logic.

In the end, the virtual network behaves like a real-world company network, and all critical
services are in place. It proves that even with limited resources and a virtual lab, it’s possible
to simulate complex, professional-level infrastructure.
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