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[bookmark: _Toc222903022]Introduction
Modern organisations rely on secure and well-structured network infrastructures to support communication, resource management, and data sharing. Virtualisation technologies enable organisations to design, test, and deploy enterprise networks efficiently while reducing hardware costs and increasing flexibility. This coursework focuses on researching, building, and deploying a virtualised enterprise network using industry-standard tools and practices.

The scenario is based on a multinational organisation, NOSSLONDON2026, operating across two locations: Birmingham and London. The objective of this task is to research key networking concepts and implement a functional virtual network that reflects real-world enterprise requirements. The deployed environment includes a Windows Server 2022 domain infrastructure, a Windows 11 client, and both Debian server and Debian client systems, allowing the network to support mixed operating systems within the same environment.

This report is structured into three main sections. The first section presents research on hypervisors, IP addressing, routing, and essential network services. The second section documents the practical deployment of the virtual network, including virtual machine setup, network topology configuration, IP addressing, and connectivity testing. The final section provides a technical and personal reflection on the deployment process, challenges encountered, and skills developed throughout the coursework.
[bookmark: _Toc222876988][bookmark: _Toc222903023]Task 1 – Research Report
[bookmark: _Toc222876989][bookmark: _Toc222903024]1.1 Research on Hypervisors
Hypervisors are commonly categorised into Type 1 (bare metal) and Type 2 (hosted), depending on how they interact with underlying hardware. Type 1 hypervisors run directly on physical hardware and act as a lightweight operating system. This architecture generally provides stronger isolation, higher performance, and improved security, which makes it suitable for large enterprise environments that require high availability and dedicated infrastructure [1], [2]. However, Type 1 hypervisors typically demand specialised hardware and more complex administration.

Type 2 hypervisors operate on top of an existing host operating system and rely on it for hardware access. Although this introduces a small performance overhead, Type 2 hypervisors offer greater flexibility, simpler deployment, and lower hardware requirements [1]. For the NOSSLONDON2026 topology, which includes a Windows Server 2022 domain controller and Debian-based servers and clients, a Type 2 hypervisor such as Oracle VirtualBox is suitable due to its strong compatibility with both Windows and Linux operating systems [1], [3].

The topology requires a stable domain environment (BIRMINGHAM.ACCA) and must support future expansion into additional network services in an enhanced topology. VirtualBox provides snapshot and rollback functionality, which is particularly beneficial when configuring services such as Active Directory, where configuration errors can otherwise require time-consuming rebuilds [1]. In addition, the ability to run multiple virtual machines with separate network adapters on a standard Windows 11 host aligns with realistic hardware constraints often found in small enterprise or educational environments [4]. While Type 1 hypervisors are more appropriate for full-scale production deployments, the selected Type 2 solution offers an effective balance between security, scalability, and practical feasibility for this network design.

[bookmark: _Toc222876990][bookmark: _Toc222903025]1.2 Research on IP Addressing
Through lecture-based discussions, it became clear that data transmission across the Internet does not rely on direct connections between individual computers. Instead, data is divided into packets and forwarded across multiple networks using logical addressing. IP addresses provide the mechanism that enables each packet to be identified, routed, and delivered to the correct destination, allowing communication to scale beyond local networks [5].

Routers and switches perform different but complementary roles in this process. Switches operate within the same network and forward data using hardware (MAC) addresses, which improves efficiency for local communication. Routers, however, use IP addresses to make forwarding decisions between separate networks [6]. This distinction is fundamental in enterprise environments, as it enables network segmentation while still supporting controlled communication between sites, such as the Birmingham and London locations in the NOSSLONDON2026 topology.

IPv4 addressing uses a 32-bit structure represented in dotted-decimal format, whereas IPv6 uses a 128-bit hexadecimal format to address limitations in IPv4 availability and future scalability [7]. Subnetting allows a larger address space to be divided into smaller logical networks, improving manageability and reducing broadcast traffic [8]. In practical enterprise design, smaller subnets such as 30 are commonly used for point-to-point links, while 24 subnets are suitable for local area networks. Efficient IP address utilisation supports improved performance, structured troubleshooting, and scalable network expansion in virtualised enterprise environments [5], [8].
[image: ]F 
Figure1: Example illustrating IPv4 subnetting across two /24 networks and the role of a router in enabling communication between different IP subnets.
[bookmark: _Toc222876991][bookmark: _Toc222903026]1.3 Research on Routing
Routing is the process that enables data packets to be forwarded between different networks using logical addressing. Routing protocols exist to allow routers to determine the most appropriate path for packet delivery, based on factors such as destination networks, next-hop addresses, and network reachability [6]. These protocols ensure that traffic can move beyond local subnets and reach remote destinations in a controlled and predictable manner.

Routing can be implemented using either static or dynamic approaches. Static routing relies on manually configured routes, where the network administrator defines the path traffic should take to reach specific networks [9]. This method provides simplicity, predictability, and low overhead, but it does not automatically adapt to network changes. Dynamic routing, in contrast, uses routing protocols to exchange routing information between devices and automatically update routing tables [10]. While dynamic routing improves scalability and resilience in large or frequently changing networks, it introduces additional complexity, processing overhead, and potential security considerations.

For the NOSSLONDON2026 topology, a static routing approach is well-suited due to the limited number of networks and the clearly defined connectivity between the Birmingham and London sites. The Debian Server’s role as a DHCP relay requires stable and predictable routing to ensure DHCP requests are reliably forwarded to the Windows Server [12]. Static routes simplify troubleshooting and make it easier to verify correct data flow during testing. In this context, static routing supports the network’s functional requirements while maintaining control, clarity, and ease of management, making it an appropriate choice for both the current and enhanced topology design [9].

[bookmark: _Toc222876992][bookmark: _Toc222903027]1.4 Research on Network Services
Enterprise network services provide the foundation for secure communication, centralised management, and efficient resource utilisation. Rather than operating independently, services such as DHCP, VPNs, Active Directory Domain Services (AD DS), and Certificate Authorities are typically integrated to support both functionality and security within an organisation [11].

DHCP enables automated and centralised allocation of IP configuration to networked devices, which reduces administrative overhead and minimises configuration errors [12]. Best practices include defining appropriate lease durations, using exclusions for critical infrastructure, and ensuring high availability for essential segments. VPN services extend network access securely over untrusted networks by encrypting traffic and enforcing authentication controls [15]. In enterprise environments, VPN best practices focus on strong encryption, certificate-based authentication, and restricted access policies aligned with user roles.

AD DS provides centralised identity and access management by enabling authentication, authorisation, and policy enforcement across domain-joined systems [13]. Its effectiveness depends on proper domain design, secure administrative practices, and integration with DNS. Best practices include limiting privileged access, applying Group Policy carefully, and ensuring domain controllers are secured and regularly updated. Certificate Authorities support trust within the network by issuing and managing digital certificates used for secure services such as VPN authentication and encrypted communications [14]. Effective CA management requires protecting private keys, defining certificate lifecycles, and auditing certificate issuance. Together, these services support secure, scalable, and manageable enterprise network operations [11], [13].


[bookmark: _Toc222876994][bookmark: _Toc222903028]2.1 Choice of Hypervisor
Based on the research conducted in Task 1 and the practical constraints of the deployment environment, Oracle VM VirtualBox was selected as the hypervisor for implementing the NOSSLONDON2026 virtualised enterprise network. VirtualBox operates as a Type 2 hypervisor and was installed on a Windows 11 host system, allowing multiple guest operating systems to run concurrently while sharing physical hardware resources.

This choice was influenced by several factors. Firstly, VirtualBox provides strong compatibility with both Windows Server 2022 and Debian Linux, which is essential for supporting the mixed operating system environment required by the topology. Secondly, the hypervisor supports multiple virtual network adapters per virtual machine, enabling accurate simulation of local area networks and point-to-point connections between the Birmingham and London sites.

In addition, VirtualBox includes snapshot and rollback functionality, which is particularly valuable when configuring critical services such as Active Directory Domain Services and DHCP. This allows configurations to be tested safely and restored if errors occur, reducing the risk of data loss and unnecessary reinstallation. From a hardware perspective, VirtualBox does not require dedicated server-grade infrastructure and can be deployed on standard workstation hardware, making it suitable for both educational and small enterprise environments.

Finally, the selection of VirtualBox supports future expansion of the network in Coursework 2, where additional services such as VPNs, certificate services, or enhanced routing configurations may be introduced. Overall, VirtualBox provides an effective balance between functionality, flexibility, and practicality for this virtualised enterprise network deployment.

[bookmark: _Toc222876995][bookmark: _Toc222903029]2.2 Download and Set Up
[bookmark: _Toc222876996][bookmark: _Toc222903030]2.2.1 Download of Hypervisor and Operating Systems
Oracle VM VirtualBox was selected as the hypervisor for this project due to its compatibility with multiple operating systems and its suitability for creating virtualised network environments. The hypervisor was downloaded from the official Oracle website to ensure security, reliability, and compatibility with the host system.

The required operating system installation files were obtained from their official sources. Windows Server 2022 and Windows 11 ISO files were downloaded from Microsoft’s official evaluation and download platforms to ensure authenticity and compliance with licensing requirements. In addition, Debian Linux ISO files were downloaded from the official Debian website to support both server and client Linux-based virtual machines.

Using official sources ensures that the software is secure, up to date, and free from modification. These ISO files were later used during the virtual machine creation and installation process within Oracle VM VirtualBox.
[image: ]
 Figure 2 Creation of the Windows Server 2022 virtual machine in Oracle VirtualBox, showing operating system selection and installation media.

[image: ]
Figure 3 Creation of the Debian Server virtual machine in Oracle VirtualBox.

[image: ]
Figure 4 Creation of the Debian Client virtual machine in Oracle VirtualBox.
[bookmark: _Toc222876997][bookmark: _Toc222903031]2.2.2 Deploying the Virtual Network
The virtual network was deployed using Oracle VM VirtualBox to simulate an enterprise environment. Virtual machines were created for Windows Server 2022, a Windows client, and Debian-based systems to ensure separation of roles and realistic network behaviour.

The Windows Server was configured with multiple network adapters. One adapter was connected to a NAT network to provide simulated Internet access, while a second adapter was connected to an Internal Network representing the Birmingham LAN. This allowed controlled communication between internal devices and external connectivity.

The Windows and Debian client systems were connected to the Internal Network to enable communication with the server. All virtual machines were successfully installed, powered on, and verified within VirtualBox to ensure correct network adapter configuration and connectivity. Screenshots are provided as evidence of the deployment process.


[image: ]
Figure 5 Configuration of the Windows Server network adapter connected to NAT to provide external network connectivity.
[image: ]
Figure 6 Configuration of the Windows Server network adapter connected to the internal network (int birmingham) representing the Birmingham LAN.

[image: ]
Figure 7 Configuration of the Windows Server network adapter connected to the WAN network to support inter-network communication.

[image: ]
Figure 8 Windows 11 Client virtual machine network adapter configured to the internal network (int Birmingham) in Oracle VirtualBox.

[image: ]
Figure 9 Network configuration of the Debian Server virtual machine in Oracle VirtualBox, showing Adapter 1 enabled and attached to a NAT network.

[image: ]
Figure 10 Network configuration of the Debian Server virtual machine in Oracle VM VirtualBox, showing Adapter 2 enabled and attached to an Internal Network (intnet London) to represent the London local area network segment.

[image: ]
Figure 11 Debian Server virtual machine network configuration in Oracle VM VirtualBox, showing Adapter 3 enabled and attached to an Internal Network (intnet WAN) to support inter-site connectivity between the London and Birmingham networks.
[image: ]
Figure 12 Debian Client virtual machine network configuration in Oracle VM VirtualBox, showing Adapter 1 enabled and attached to the Internal Network (intnet London) to allow communication within the London local area network.



[bookmark: _Toc222876998][bookmark: _Toc222903032]2.2.3 Operating System Installation
The required operating systems were installed on their respective virtual machines using ISO files within Oracle VM VirtualBox. Windows Server 2022, Windows 11, and Debian Linux were installed successfully following standard installation procedures. Each virtual machine completed the installation process and was powered on to confirm that the operating systems were functioning correctly. Screenshots are provided as evidence of successful operating system installation.
[image: ]
Figure 13 Initial setup screen of the Windows Server 2022 operating system installation.

[image: ]
Figure 14 Select Windows Server 2022 Standard (Desktop Experience) during the operating system installation process.

[image: ]
Figure 15 Selection of custom installation during the Windows Server 2022 setup process.

[image: ]
Figure 16 Selection of virtual disk space for installing Windows Server 2022.

[image: ]
Figure 17 Windows Server 2022 installation in progress within the virtual machine.

During the final stage of the installation of Windows Server, the built-in Administrator account was configured in accordance with the coursework requirements.
[image: ]
Figure 18 Configuration of the built-in Administrator account during the Windows Server 2022 installation process.
[image: ]
Figure 19 Windows 11 client operating system installation showing disk partition selection within Oracle VirtualBox.

[image: ]
Figure 20 Windows 11 client operating system installation in progress within Oracle VirtualBox.

[image: ]
Figure 21 Debian Server operating system installation and software selection within Oracle VM VirtualBox.

[bookmark: _Toc222876999][bookmark: _Toc222903033]2.3 Configure IP Addressing
IP addressing was configured to ensure correct communication between all virtual machines within the network topology. Static IP addresses were assigned to the Windows Server and Debian Server to provide consistent network services, while the Windows 11 client and Debian client were configured according to the network design. Each device was assigned an IP address within the correct subnet, along with an appropriate subnet mask and default gateway. DNS settings were configured where required to support name resolution. Screenshots are provided to demonstrate the successful configuration of IP addressing on each system.

[image: ]
Figure 22 Server IPv4 network configuration using NAT

[image: ]
Figure 23 Configuration of a static IPv4 address on the Windows Server network adapter for the Birmingham LAN, showing the assigned IP address and subnet mask.

[image: ]
Figure 24 Configuration of the Windows Server WAN network adapter with a static IPv4 address and subnet mask.


[image: ]
Figure 25 Manual IPv4 configuration on the Windows 11 client connected to the internal Birmingham network.

IP addressing was configured to ensure correct communication between all virtual machines within the network topology. Static IP addresses were assigned to the Windows Server and Debian Server to support consistent network service.[image: ]
Figure 26 Verification of IP address configuration on the Debian Server

[bookmark: _Toc222877000][bookmark: _Toc222903034]2.4. Test and Troubleshoot
Connectivity testing confirmed that the virtual network was correctly configured and operating as intended. ICMP ping tests performed on both Windows and Debian systems showed successful communication within the same subnet. For example, the Debian client received consistent replies from the internal gateway (172.16.2.1), confirming correct IP addressing and internal network connectivity. Connectivity attempts between different networks were unsuccessful, as expected, demonstrating effective network segmentation before routing configuration. Minor issues, such as temporary interface or IP configuration errors, were resolved by restarting network services. Overall, the results validated accurate IP configuration, proper network isolation, and behaviour consistent with the NOSSLONDON2026 network design.
[image: ]
Figure 27 Successful ICMP ping from Debian client to internal gateway (172.16.2.1).

[image: ]
Figure 28 Network service restart and interface status verification on Debian server.

[bookmark: _Toc222877001][bookmark: _Toc222903035]3.1 Reflection

[bookmark: _Toc222877002][bookmark: _Toc222903036]3.1.1 Technical Reflection
During the deployment and testing of the virtual network, several technical challenges were encountered and resolved through systematic troubleshooting. One issue involved incorrect IP addressing, which initially prevented successful communication between virtual machines. This was identified using ICMP ping tests that failed to return responses. The issue was resolved by verifying subnet consistency, correcting static IP addresses, and restarting network services. Another challenge involved incorrect network adapter assignments in Oracle VM VirtualBox, which caused isolation between devices. Reviewing and correcting adapter settings resolved the problem. Testing confirmed successful connectivity within the same network and restricted communication between different networks, demonstrating correct network segmentation.

[bookmark: _Toc222877003][bookmark: _Toc222903037]3.1.2 Personal Reflection
This assignment improved my understanding of virtualised networks and increased my confidence in configuring and troubleshooting network environments. Initially, managing multiple virtual machines and network settings was challenging, but breaking the task into stages helped me work more effectively. I learned the importance of careful planning, testing configurations regularly, and documenting changes clearly. Overall, this task strengthened both my technical skills and my problem-solving approach, which will be valuable for future studies and professional work.
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