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CABLES

Copper cables are used for short distance
connectivity and optical cables for long
distance connection establishment.

Multi-mode Fiber

Single-mode Fiber
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INTERCONNECTION DEVICES

HUBS SWITCHES DIRECTORS
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high availability and redundancy,

improved performance,

STORAGE ARRAY

business continuity,

multiple host connectivity.
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SAN
MANAGEMENT
SOFTWARE

Link between the host,
interconnection devices and
storage array.

Mapping of storage devices,
switches, and logical partitioning
of SAN, called Zoning.

Storage devices and
interconnection devices.
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THE SOFTWARE THAT IS REQUIRED TO MANAGE AND
MONITOR THE OPERATION OF THE SAN.

* There are many different software available in the market to manage and monitor the operation of the
SAN. Here | would like to talk about two most accurate and famous software:

i) Hitachi
ii) SolarWinds
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HITACHI

Device Manager
‘Multiple kinds of disparate storage devices are
. ‘managed in a unified manner,
Tiered Storage Manager and storage operation is simplified.
On-line data transition is achieved, —
and efficient utilization of Pro M
storage resources is supported.

Dynamic Link Manager
Multiplexed data-input/output paths arc
utilized to the utmost extent,
and availability of storage access is improved.
Operation/monitoring

Protection Manager Global Link Availability Manager
“Advanced backup and restore operation of
Hitachi disk array subsystems are simplified,
and secure data protection is supported.

Path-activation condition of all servers multiplexed
by Dynamic Link Manager s centrally controlled.

Replication Monitor ‘Tuning Manager
Configuration and activation condition of “Total performance and capacity in
volume replication distributed in SAN/NAS environment s centrally monitore
SAN environment is centrally monitored and stable running of storage systems is supported.

SAN: storage area network NAS: network attached storage

Fig 1: Cycle for Optimum Storage Operation and Management [3]
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manager view
(separate groups)

Status of disk
resources

Common manager view
(separate storage devices)

Unified management with
‘common manager view makes
it possible to understand
information about hardware
Common configurations of several
manager view  different kinds of storage,
(separate server) thereby simplifying setting up
of storage.

By means of a notification
function, non-configurational
changes and sudden failures

can be noticed, and quick
response is possible.

Disk-utilization
statuses of all
storage, servers,
and services
are displayed,
and setup and
management
operation of
disk resources
ina SAN
environment
made easier.

*Fig 2: Overview of Device Manager.
3]
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FEATURES OF
HITACHI [4]

Device Manager

Provisioning Manager

* Dynamic Link Manager

Protection Manager
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Real-time Storage monitoring

Supports both virtual and physical
storage devices

SOLARWINDS

Can access multiple arrays with a
single dashboard

Failure notification
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FEATURES OF
SOLARWINDS [5]

1200+ application performance monitoring templates

Centralized asset management

Easy and fast install

Built on the Solar winds Orion Platform

Automated discovery of applications and infrastructure

Storage performance and health
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FUTURE GROWTH! [6]

* Improve data paths : The storage area network is generally used to improve the data paths.

* These are also used to improve the application performance like Load balancing and Network segregation
* One of the major advantages of server storage area network is the High availability

* Efficient performance

* Cost savings on additional storage
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SECURIHR

¢ Threats can be broken up into three basic levels.
 The first level of threats is unintentional and due to accidents or mistakes...

* The second level of threats is a simple malicious attack that uses existing equipment and possibly some
easily obtained information.

* The third level of threat is the large-scale attack that requires an uncommon level of sophistication and
equipment to execute the attack...
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LEVEL ONE PREVENTION

* Access Control Lists can provide a basic level of security to the SAN by restricting access to certain hosts.
i) Management Access Control
ii) Switch Connection Control

iii) Device Connection Control
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LEVEL TWO PREVENTION

Zoning is a method of arranging storage area network devices into logical groups over the physical
configuration of the fabric.

Zoning adds another level of security to a storage area network because it controls access to a SAN from
a host device.

Only devices that are authorized to access a particular storage resource are allowed to do so.
“Accessibility of data can be restricted by the administrator to certain users to prohibit sensitive
information from being read by those who are not authorized to read it.” [7]
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LEVEL THREE PREVENTION

* The only way to prevent this threat is take the necessary precautions to avoid data from being stolen.
* Another example of a Level Three threat would be a Denial of Service attack. [8]

« Defines a Denial of Service attack as “overloading its target system to impair its ability to communicate
with the authorized user as well as delay response of the system to the requested command.”

« The best practice is to do a constant risk analysis on the SAN and to fix any security holes as quickly as
possible.
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INFRASTRUCTURE
SIMPLIFICATION

Virtualization : Typically virtualization hides some of
the back-end complexity or adds or integrates new
functionality with existing back-end services.

Automation : The SAN File System can automatically
reallocate the space without disruption.

Integration : Improves security and easy management
tasks
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INFORMATION LIFECYCLE MANAGEMENT IN SAN

Information life cycle management is the consistent management of
information from creation to final disposition.

It is comprised of strategy, process, and technology to effectively
manage information which, when combined, drives improved control
over information in the enterprise.

Reduced risk, Cost savings, Improved Service.
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BUSINESS
CONTINUITY

Business continuity management is a framework which is used to
detect the exposure of organization to internal and external
threats.

It can include disaster recovery, business recovery, crisis
management, incident management, emergency management
and contingency planning.
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A) hardware components of the SAN.

B) How it is interconnected.

C) The software that is required to manage and monitor
the operation of the SAN.

D) How the SAN can be scaled to allow for future growth.

E) How security of data is managed including data
redundancy and protection from non-authorised access.

F) Explain the concepts of infrastructure simplification,
information lifecycle management, and business
continuity in a Storage-area network (SAN)

QUICK RECAP
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WHAT IS A SAN? [1]

A SAN (Storage Area Network) is a network of storage devices
that can be accessed by multiple servers or computers, providing
a shared pool of storage space.

Each computer on the network can access storage on the SAN as
though they were local disks connected directly to the computer.
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THE BASIC HARDWARE COMPONENTS OF SAN [2] | C/

SERVER NETWORK STORAGE
INFRASTRUCTURE





image4.png
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Node port Cables Interconnection Storage Array, SAN Management
Devices and Software




image5.png
NODE PORT Storage

Tape Libraries are referred as
nodes




