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Introduction
Bring Your Own Technology (BYOT) is becoming an ever-growing feature within organisations and businesses. Although it has advantages, it creates extra security implications which business/organisations need to mitigate and CoffeeCapulus are no exception. 
This report will focus on the three main areas (Information, Computer and Network security) the company will face security concerns around and recommendations using a variety of technologies and techniques to maximise the protection of the company’s assets and resources.

Vulnerabilities, Threats and Attacks
Over the years, new, advanced and sophisticated ways to maliciously exploit vulnerabilities in business/organisations Information Technology Infrastructure have been introduced. These range from complex coding scripts to the art of trickery and are not solely focussed on theft but can include Denial of Service (DoS) or destruction of property, which in turn can cause financial, reputational and in some instances personal damage to individuals.
Hackers and thieves have realised it’s not just one area of an IT Infrastructure that can be exploited but the entire network and all its elements are possibilities; software, hardware, physical infrastructure and the employees/users themselves are potential vulnerable entry points.
The following section will highlight the typical kind of vulnerabilities, threats and attacks CoffeeCapulus may encounter from multiple domains.

Software/Applications
Software ranges from system software such as Operating Systems that schedule computer events, allocate resources and monitor events to application software such as spreadsheets, word processors, web browsers etc.; these allow the user to perform a particular function.
When we talk about software vulnerabilities, we are not just taking about malicious events but also accidental or non-malicious problems, which also have the potential to damage data and cause harm to the IT infrastructure.

Software Conflicts - Some software may conflict with other software on a computer as they run simultaneously. These programs run at the same time and interact with each other, sharing data, which can cause unforeseen vulnerabilities. There may be bugs lying in the software which could cause damage to information on the computer when the software gets confused by a particular interaction.

Memory Issues – Software will use the memory on the computer to operate but are susceptible to memory access problems such as buffer overflows, which means where a program, while writing data to a memory buffer, will overrun the boundaries of the buffer and starts to write to another memory location, resulting in data loss. Software is also susceptible to buffer over-reads, which when reading data from a buffer will overrun the boundaries and try to read another memory location within the computer, inadvertently showing more data than the user intended.

Input Validation Errors - Software may have input validation errors such as uncontrolled format strings, which is where unchecked, manual data entry is potential harmful to the program and calls data from memory locations.
A user could also insert SQL Injections into data entry fields that can be executed and if the statement is strongly written it can dump databases contents to the attacker. This is usually used to attack websites but it can be used against anything that uses SQL database. Code Injections can also be used to exploit a particular software bug. The attacker can introduce their own code to a vulnerable computer program to change the functions course, so when the function is executed it has the potential to cause massive amounts of damage.

Privilege Bugs - This is where software gets confused by another party and allows it to use its authority. Cross-Site Request Forgery (CSRF) is an example of a privilege bug, this refers to a website that transmits unauthorised commands that the web application trusts.
Software can even be susceptible to Privilege Escalation, which can occur if the software has bugs, design flaws or configuration errors. These can be exploited to gain a higher level of access, which enables the user to access features or information that they are not authorised to view.
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User Interface Failure - If the software is badly designed the user could fall victim to user interface failures, where the software prompts the user about a security decision that needs to be made. If there is not enough information available to the user to make a thoughtful decision, the user may decide on an option that leaves the software vulnerable to attacks.. The regular user is not a computer expert so software needs to be designed in a simplistic fashion so the user understands what they are doing. 

Another vulnerability of software is Side Channel Attacks. An attacker takes advantage of the information gained from the implementation of the cryptography in use. An attacker can gain information on timing, power consumption, sounds etc and use this information to breach the security techniques in use. It does require the attacker to have knowledge of the internal operation of the systems in use but it is quite possible to carry out. Timing attacks are a popular method of Side Channel Attacks because they are often overlooked in the software design phase. In this instance an attacker compromises the cryptography in use by analysing the time the security algorithms execute. Every operation a computer executes takes time and these times can differ depending on the input, an attacker could develop a program that in theory, works backwards by timing each operation until they reach the necessary input. 
Users also have to be aware of software manufacturers going out of business or software changing ownership. If this happens then the chances are that there would be no updates being developed for the software and if a new vulnerability is found, the user is unknowingly open to attack. There is then no fix for this and has the potential to cause huge problems if the user continues to use the product.
Software like hardware can also have backdoors that a manufacturer has placed there on purpose so it can be logged into remotely. Again these are undocumented but if an attacker was to discover this then they could exploit it to gain control of the software.

When a user purchases a piece of software they expect the software to be secure but in reality they are not, this is why the manufacturer will issue updates on a regular basis because no threats and vulnerabilities have been discovered. If these are ignored then it is highly likely it will be exploited.
Software should be tested to a very high standard before it is issued but in some instances it isn’t and this insufficient testing leads to problems. It is not uncommon for a big piece of software to be released and a week later the manufacturer is releasing a patch to fix the problems that have been discovered. 
Unfortunately in this day and age there is always someone who can find a vulnerability with a particular piece of software and will exploit it, the fact of the matter is no piece of software is perfect security wise but when the problems arise fixes can be implemented, it’s just a matter of catching the vulnerability before it is exploited on a massive scale.

Software/Applications

Below is a list of a few potential threats/attacks CoffeeCapulus could face but it is worth noting that new methods are always being introduced and discovered and the security battle is constant, the company needs to be proactive rather than reactive to stay ahead of threats and attacks.

Malware, Malicious Code/Scripts 

· Viruses – Usually a small piece of software that spreads from computer to computer. They can steal, delete or corrupt data and can even use other software on the computer, such as email to spread itself. Most viruses need a user interaction to activate it and come attached to other executable files, meaning users need to be on guard to what they open[1].

· Trojan Horse – Named because of the way this malicious software disguises itself as something else. For example, a piece of software, thought to be legitimate can be downloaded by a user and can turn out to be malicious. Once inside the users computer it can then do numerous things such as record passwords, hijack webcams and record the operations a user carries out. They can potential gain an employees username and password allowing unauthorised personnel to gain access to the companies private infrastructure[1]. 

· Worms – The primary function of a worm is to slow down computer networks. It does this by having the ability to spread itself across an entire network, without user interaction, using all the computer hard disk space and most of the bandwidth as it spreads[1].. This would slow down CoffeeCapulus’s network, preventing employees from doing their jobs and could even affect customers WIFI experience

· Ransomware – This particular piece of software will lock all the systems data, prohibiting any use of the system until a payment is made. It does this by using encryption and withholding the keys from the user. This could potentially lock the companies IT infrastructure down, preventing the business from operating and there is no guarantee the system will be unlocked after a payment is made[1].

· Botnet – Usually a network of computers which has been infected, can be controlled remotely by a hacker. Once a malicious piece of software is installed on a machine it is recruited into the infected net and can then be controlled without the user knowing. There is no limit to the number of machines within a botnet, but the larger it becomes the more dangerous it can be. A typical use of a botnet is to send multiple requests to an online service, overloading its servers and causing it to crash or reduce performance, this is an example of Denial of Service attack[1]. This could have financial and reputational implications as it could cause CoffeeCapulus’s systems to lag.

Email and Browser Attacks

· Spyware – This enables unauthorised users to gain information on employees activities. Its slightly different to the Trojan Horse as it can attempt to modify the systems security settings to stay hidden. This software will periodically send information, such as employee login/personal and customer data back to the ‘spy’ and doesn’t require the criminal to physical access the system themselves[1]. 

· Spam – Spam is usually an unwanted message in an email inbox, usually of an advertisement but it can clutter mailboxes and potentially take up space on mail servers. They can be harmless but could also contain links that redirect a user to download malicious software when clicked[1].

· Phishing/Spear Phishing – Another type of email threat, these scams disguise themselves as emails that look legitimate but are actually designed that way to trick the user into handing over information or install malicious software on their system. A typical example could be the fraudster pretending to be IT admin asking users to confirm login details or a bank asking to confirm financial details[1].
Spear Phishing is more targeted towards certain individuals by personalising the emails to make them look even more legitimate, but the purpose is the same as Phishing[1].

· Scareware – A page could pop-up, it will look very legitimate and inform a user of multiple threats within their system, but in fact these do not exist. This tactic is used to scare the user into purchasing software to remove these ‘threats’, but there is nothing to remove[1].

· Plugins – There are legitimate software companies that offer plugins to view and enhance the browsing experience but if these are not kept up to date with latest versions, issued by the official vendors, they can become a security risk[1].

Unauthorised Access – Information is a need to know basis, any users who can see information they are not supposed to see can cause a threat, either by malicious intent or by simply sending or telling others about what they can view. This is in direct violation of the GDPR rules and can cause great financial, reputational and in some instances personal damage to individuals if the information is personal or sensitive. 

Poor Configuration – Something as simple as poor configuration on software and even hardware can cause vulnerabilities. If not completed properly it can cause backdoors in the infrastructure.

Operating Systems – The operating systems which the applications and software run from could pose a vulnerability. If the operating systems are old, not up to date with latest patches then this can cause a potential weak point.
This exact scenario happened in 2017 to The United Kingdom’s NHS, when it was subject to the Ransomware ‘Wannacry’ attack, leaving hospitals crippled throughout the country. In 2016, Anna Sayburn from The Royal College of Surgeons of England[10], investigated into the potential fallout if the NHS faced a cybercrime attack and reported this. In the same paper, it was discovered in 2016, that a group calling itself ‘Shadow Brokers’ had claimed of stealing data from the US National Security Agency by using vulnerabilities in the Microsoft Windows Operating systems. Microsoft took this onboard and developed a patch for its Windows 7 system, releasing it in March 2017 but the NHS failed to install this patch before the launch of the ‘Wannacry’ attack and in some locations were running even older operating systems in Windows XP.
Unlike most ransomware attacks, the ‘Wannacry’ attack didn’t rely on user interaction to activate it, instead it used the operating systems unpatched vulnerabilities and was free to cause damage through it.
It devasted the NHS by locking all its computer systems for several weeks and meant NHS staff had no access to patient records, scans, x-rays or blood tests. The NHS had to use paper-based systems to record data and in some instances could not treat patients because the decision was made that they couldn’t treat them safely. They had to operate on a ‘case-by-case’ basis meaning some patients had to miss out on treatment, potentially delaying treatment that would otherwise prevent further health damage.
The attack was eventually halted because an IT expert inadvertently spotted a ‘killswitch’ in the ‘Wannacry’ code, not all malicious code could be built with such a thing, so the NHS got lucky.
The attack could have been prevented if the NHS had patched their operating systems or upgraded them, this shows it is good practice to be proactive rather than reactive.
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Users
Often classed as the most likely area to cause a security breach which includes employees, customers and contractors and may have a purposeful malicious intent or could actually be accidental on the users behalf. Some scenarios are:

Trickery/Social Engineering

· Pretexting – This is a deception tactic to trick the user into verbally giving information. An example is someone pretending to be the IT helpdesk and asking the user to confirm login details to prove identity. If the user gives details then this gives the imposter the means to access the company’s systems.

· Shoulder Surfing – A simple and non-technical approach. If an employee is using works equipment in a public location, a passer by, someone in intentional close proximity or strategical placed with long range viewing equipment such as binoculars or security cameras, could see the employees details as they login or view what information they are looking at on their screens and then in turn use for their own purposes[1].

· PiggyBacking – Also known as Tailgating, again is a non-technical approach. This is simply an unauthorised person ‘tagging’ along with an employee to physically access areas they are not permitted to. An employee could scan their works pass to get into a CoffeCapulus premise and the ‘piggybacker’ could simple walk in the same time, without having to scan any pass or identification[1].



Malicious Intent

There is always a possibility that an employee or someone else inside the company may want to cause harm to the company on purpose. There are three factors that primarily feature for such a person:

· Opportunity – This can be described as knowledge of the target and acting on the correct timing and may pair with a vulnerability but not always. If the opportunity presents itself, the person may have thoughts and plans to profit and may act upon it.

· Means – This relates to the ability of the person such as skills, but can include resources (financial, technical and human) that are at their disposal. With the right means a person may have more intent to attempt an attack or threat.

· Motive – A particular scenario may drive a person to cause a malicious act, this could include debt, revenge or outside interests such as close connections to rival companies. With a motive a person would be a higher risk to cause the company harm.

With any of these three traits a person could maliciously try to damage the company. They could do this by installing malicious software (examples later on), purposely modify or delete data so the integrity is lost, steal or disable equipment to open the infrastructure up to outside attacks

Negligence
Not all damaging acts are malicious in intent, some may just be down to the carelessness of the user, such as deleting incorrect files or leaving their workstations unattended and unlocked, so another person could use their workstation for their own purposes or accidental downloads of malicious software through social engineering methods or through connecting external media such as CD/USB Drives. These are all things that need to be thought of when it comes to the protection of the IT infrastructure.

Customers
Traditionally part of the coffee shop experience is the ability for customers to use WI-FI whilst       enjoying their drink. CoffeeCapulus, also carry this tradition which means customers connected to part of the IT infrastructure with their own devices. This is a major security concern because CoffeeCapulus can’t check the health status of customer devices. If not controlled by an internal process then this scenario could prove to be extremely dangerous for CoffeeCapulus.


Hardware
It is not always known, but hardware of computer systems themselves can cause vulnerabilities in IT security. Some security concerns are:

· Pre-loaded equipment – if equipment is not purchased through a reputable vendor then they could be pre-loaded with malicious tools which could extract or damage data at a point in time. These are known as backdoors and can be difficult to spot as they are designed to be triggered into activation and lay dormant during verification processes.


· Incompatibilities – No matter how hard device developers try, not all hardware is compatible with one another. This can cause security issues because connections can be interrupted and equipment can start to work in ways they were unintended to.

· Physical Damage – Users treating equipment with little respect can cause damage and financial burden, as can malicious intent. Damaged equipment can cause loss of data and availability of business services, not to mention the financial cost to fix or replace components. 

· Infected Disks or USB Drives – When issues or maintenance tasks are scheduled, engineers may have pre-loaded disks or USB drives with tools they can directly plug into a machines to carry out health tests etc. There may be a chance that the drives and disks could become infected when doing so and then infect the next machine that uses the same drives for their health tests. If undetected, this could become a wide-spread infection causing substantial damage to the CoffeeCapulus network.


· Old Firmware – Hardware has its own internal programming which is operated by firmware. The older the firmware gets, the more of a threat it becomes as a hacker may have discovered a flaw in the program to exploit. This can create an entry point into the network for someone to use at will for their own agenda.

· Employees leaving or device stolen, lost or fails – It is always a concern when an employee leaves the company as their interests will now lay elsewhere. Likewise if the device is stolen or lost because this means the device is in or maybe in the possession of an unauthorised person. This means the user may have access to the contents, the network of CoffeeCapulus and free to carry out malicious attacks or theft. It may also mean the attacks are not a one time event, access means multiple attacks can be carried out and over a period of time, causing mass damage, financial, reputational and personal costs.

· Mobile data retention – Mobile devices are basically computers, they will retain information the same way a computer will, which may include user login details and passwords for easy access on browsers. They also contain RAM which is used for short term memory, in instances of things that have just been used, the RAM will store this for a short while so it can be used in a fast manner rather than going to the location where it is stored each time to perform a function. An example, data in a database that is stored on the CoffeeCapulus network; the RAM will store this locally for a short while to perform the intended tasks and once the device is reset it will then remove the data from the RAM. But this may be enough time for someone to access the data if the device has been compromised and create a security incident for CoffeeCapulus.




Network

The network itself also needs to be protected, both local and wide area, otherwise any security implemented and effort taken to control software, hardware and users could be in vain. Network threats are usually sourced externally but the following points will show it can be an internal issue too.

Server Downtime – Servers need to be maintained, which means the likelihood that server will be offline to carry out this task. Without a workaround plan while this is taking place could mean the business not operating correctly, resulting in reputational and financial costs.

Unauthorised Access – Just like hardware and software a network can be accessed externally through malicious code or even in the case of CoffeeCapulus, the guest network located in its shops.

Loss of Data in Transit – There is always the possibility of data being lost in going to where its supposed to go after saving. Transmission of data can be done by wired or wireless but there is always the possibility it can get intercepted and stolen, deleted or modified before it reaches its destination. This will ruin the integrity and availability of the data if it is altered in anyway, rendering the data false and therefore useless. If the data is personal or sensitive in nature, then in the wrong hands it can cause personal damage.

Network Probing and Port Scanning – To many requests to a network can potential create a Denial of Service attack and in some instances bring the services offline. If a flaw is found in these requests it shows an opening into the network, giving attackers the freedom to connect and carry out their attack.

Firewall Misconfiguration – If the firewall is misconfigured then it could be rendered useless and cause vulnerabilities. If not completed properly it can cause entry points to the infrastructure.


Cloud Domain

If the company is using private clouds for any of its services then it is another domain that needs protection and brings with it a whole set of threats and vulnerabilities. The majority are similar to the network’s threats such as; Unauthorised access, probing, port scanning, software out of date, router and firewall misconfiguration but also opens the possibility of downloading company data by accident or intentionally. Web-scraping the data is always a threat if downloads have been disabled, another threat to think about. If any data is stored on the cloud any incident could cause data loss, theft and corruption. Also, if the administrative section is compromised it could cause to loss of data availability if passwords are changed and user logins removed.

Physical Threats

The company can have all the virtually security in the world but that doesn’t matter if the    physical threats and vulnerabilities are not combated. Such threats are :

Natural – Weather and natural disasters such as earthquakes can all cause threats. These can damage equipment and cause structural damage to company grounds. This can result in taking networks offline, so service availability is compromised and even create physical entry points such as door weakening etc.

Unauthorised Access to Facilities – This goes hand in hand with the Trickery/Social Engineering section of the report, but lost staff passes can also create vulnerabilities to physical security.

Power Faults – These can be damaging to data, especially if data is being written to hard disk drives when it happens. This happens because of voltage spikes, frequency shifts or simply the age of components and can result in the loss or corruption of data.

Magnetic Fields – Traditionally data is stored using magnetic changes on disks. Vendors have improved the technology over the years and hard disks are relatively safe due to encasing but there is always a chance disks can be vulnerable to magnets. These magnetic fields can be generated by other equipment such as, monitors, telephones, vacuum cleaners, dust and even pet fur. Although CoffeeCapulus has a no pets policy, there is always a possibility an employee may bring in pet fur attached to their clothing.

Physical Removal of non mobile equipment from site – Someone stealing equipment from company grounds is always a threat. If someone is able to remove computer equipment, they may have enough time to break through the security protections in place to gain unauthorised access to data and systems.

Open Premises – As stores are open to the public, there will also potentially be threats from people who walk into the store who may try to steal company property or to access store areas where IT equipment is kept so they can carry out attacks.

Carelessness – Employees who treat company premises and equipment with carelessness can cause major damage. From something as simple as leaving doors unlocked, this gives the freedom to intruders to access CoffeeCapulus physical infrastructure









 



In reality, this is just a short list of some methods in which IT networks can be compromised but the fact is that there is a lot more possible methods, such as Backdoors/Rootkits, Wabbits, Diallers, Bluejacking, Mousetrapping and many more, but ultimately all are designed to exploit vulnerabilities in an IT infrastructure to either gain unauthorised access or to steal or cause damage to resources. It is a difficult and constant battle to protect the companies assets but with the correct tools and procedures in place it is possible to combat any attacks or threats. 








Protection Methods

        Users 
 There are numerous ways in which CoffeeCapulus can manage the threat users can cause and it’s recommended all should be implemented.

· Educate – Create regular security awareness training. Making this a mandatory training requirement and changing the content, will have a positive impact on users understanding of security and how to protect the companies interests.

· Disable any USB ports and CD drives so the user doesn’t have any chance to accidentally or maliciously bring in external threats, this can be done through the network administrative software, device manager.

· Restrict permissions/access – Only authorised users with a business need should have access to particular information and this needs to be controlled via access controlling systems. For data and systems, this task can be carried out via the network administrative software for hard disk drives by assigning user login information against authorised drives and databases should include view levels to hide sensitive information from unauthorised viewers. In addition, locks on doors, such as server rooms, which can only be opened with the correct authorisation assigned to employee key cards should be implemented.

· Polices –  The Cambridge Dictionary describes a policy as ‘a set of ideas or a plan of what to do in particular situations that has been agreed to officially by a group of people, a business organisation’[5]. 
CoffeeCapulus can write a set of policies for many topics such as Password, Email, Internet, Anti- Bribary, Corruption, Conflict of Interest, Records Retention and Destruction, Security and Lone Working, Contractors and Clear Desk. These will be aligned with CoffeeCapulus’s interests, culture and will represent the company’s strategy for implementing security of information, outlining consequences of if staff do not abide by. It is recommended the policies are read by all employees, contractors or anyone involved internally within CoffeeCapulus, preferable new personnel should read and sign copies on commencement of their term with the company and all policies should be stored in locations that are easily accessible for personnel to read easily to refresh knowledge, such as internal intranet pages. The creation of a policy can be a long and very political process; the companies legal representatives should spend time to write a strong policy but the attached documents at [Appendix A] and [Appendix B] are examples of a Clear Desk and Password Policy.
· Guest network – To counter the potential crisis of customer devices bringing in a threat to the network, a segmented guest network should be setup for customers to use. This network is connected to be customers and is kept away from the internal CoffeeCapulus IT network. Aviuk.com, says that network segmentation provides; Improved network visibility and monitoring, Increased network security, Controlled physical access to specific equipment, reduce attack blast radius and improved network performance[6].

Hardware

Here is a list of security recommendations for CoffeeCapulus to maximise the security of its devices in the IT infrastructure:

· Reputable Vendors – Equipment should be purchased from reputable vendors, and contracts in place for the supply of faulty or compromised components. By purchasing this way, it reduces the risk of a threat but that being said all equipment should be formatted before implementation into the CoffeeCapulus network.

· Surge Protectors – Can combat some power outage risks but should be combined with a hardware voltage spike protection device the is between the wall and hardware.

· Component Replacement – It is good practice to replace components over time, not just because of the performance affect but it will decrease the risk of faulty or aging parts to break down within business-critical times. Consider replacing parts and components after three to five years.

· Backup servers – It is highly recommended a backup server that houses data is in place. It is not good enough to just have a server in place, there needs to be a process in place to make the backup server an exact replicate of the primary server at all times. Not only will this be beneficial if the primary server crashes and the backup server kicks in to keep the availability of resources, if the primary server gets infected, it can be disconnected, removed and replaced. It is also a recommendation to have more than one backup server, preferable not all in same location because of physical attacks to building structures. 

· Virtualisation – A virtualisation toolkit should be installed by the IT administrators when they are maintaining and updating any network components. This will provide a virtual environment of the intended setup and give a safe place to test elements. If anything goes wrong then nothing gets damaged and the IT technicians can try a different approach to maximise protection setups. It is recommended that Oracle’s VirtualBox is installed as it is regarded as a leading industry standard, providing a vast multitude of virtual environments, including Windows and Linux operating systems.

· Policies  - Include a hardware policy about use of equipment and include a section on equipment damage. This will give knowledge and understanding regarding CoffeeCapulus rules about hardware usage and care. Examples of other polices are at [Appendix A and Appendix B].

· Server rooms – A server room with a locked door, which can only be opened by authorised personnel will reduce the risk of malicious damage to high security equipment, but this room must have the correct temperature environment to avoid over heating and should not be located below bathrooms or kitchens in the case of water leakages.

· Malware Tests – If any external disk drives are to be used within the CoffeeCapulus network, tests for malicious software should take place by using up to date anit-virus software beforehand. This will ensure no infected drives et the chance to infect the network.

· Positioning – Something such as positioning of equipment can combat some of the threats hardware can face. Remove computer of floors so dust can’t easily affect machines, desk spacing so clutter and outside elements can’t be accidentally spilt or affect computer systems and keeping machinery as far away from magnet or static sources.

· Update Firmware – Ensure all device firmware is up to date with the latest versions and ensure the firmware is only obtained from the official vendor. Firmware from unofficial sources may cause backdoor threats and equipment malfunction. With the latest versions of firmware installed, this will keep hardware as safe as can be.

· Secure devices – The simply art of fastening devices no mobile equipment to desks with cages, security cables etc, This will ensure nobody physically steals equipment from CoffeeCapulus grounds.

· Trusted Platform Modules – These are hardware modules that can attach to other equipment such as computer motherboards to extend security features.

· Mobile Device Management (MDM) Software – This type of software is essential for a business, such as CoffeeCapulus who’s infrastructure is 95% mobile. The purpose of MDM is to monitor, manage and provide security to all devices encompassed in the CoffeeCapulus infrastructure, this includes smartphones, laptops and tablets. This software is deployed and compatible with a number of mobile service providers and mobile operating systems, which can be used over multiple devices[7].
The software that is recommended is ScaleFusion. This is a leading industry standard cloud based MDM, out of the box software which provides vast security features including:
· ‘Kiosk Mode’ to lock a device(s), preventing access to system and any applications.
· Restrict access to applications installed within the infrastructure on individual devices.
· Limit control on application downloads and usage.
· Location tracking in the case of lost or stolen incidences.
· Enforced passcode policies to protect critical data that gets stored on mobile devices. 
· The ‘SafetyNet’ features Android device checks to ensure integrity, security and compatibility checks on Android devices.
· Factory Reset Protection it offers is great for allowing/blocking Google accounts that are used to sign-in to devices that have been factory reset.
· Custom WIFI configuration to block connection to unidentified networks.
· Screen capture control to prevent screenshotting of work applications on their devices.
· Compliance violation detection allows the IT admin team to take appropriate actions when violations occur.
· Remote wiping and factory reset abilities to prevent data loss if devices are lost or stolen, rendering them worthless. Also helpful for remote deleting any personal details stored on mobile devices, such as browser cookies that store personal details and RAM refresh to wipe it clean of any data at the push of a button, removing the chance for unauthorised data access if a device is compromised.
· Advanced security incidents monitoring such as forceful SIM card swapping or exiting the ‘Kiosk’ mode without the IT admin’s approval.
· MDM profile removal prevention from devices. Only the admin can do this.
· Administrator activity logs are recorded to ensure the administrators themselves do not cause any harm.
· Data sharing restrictions prevent users from copying/sharing documents or data from work applications to personal applications.
· Whitelisting abilities, to only allow access to certain websites or software installation.
· Blacklisting abilities to block known malicious websites or software installation.
· Role based access to only allow users of a certain authorisation level to access particular datasets and applications.
· Easy and multiple methods to enrol into the CoffeeCapulus network by simple QR scanning, Email, Apple DEP, Google Suite, Android Zero Touch, Office 365 and Windows enrolment. 

These are just some features of the ScaleFusion MDM software, in truth it has many more but the fact this is a one stop shop to control all device security measures in a safe and user friendly environment, meaning device management can be fast in cases when it needs to be, potentially saving CoffeeCapulus further damage in instances of a possible security breach[8].


Software/Applications
Here is a list of security recommendations for CoffeeCapulus to maximise the security of its software and applications and in turn in the IT infrastructure:

· Virus Scans – Recommended to do at least twice a week on all devices, files, folders, directories and even the recycle bin. New and improved ways of creating and implementing malicious code are discovered daily and vendors work hard to create patches to fight against these threats. Ensure scans are run and updates on the anti-virus software are installed in a timely fashion to maximise the security.

· Update Software/Operating Systems – Any applications/software and Operating Systems that are installed on the infrastructure. Make sure any updates or patches are installed from the official vendor, don’t give attackers the chance to exploit vulnerabilities in old versions of software. It is recommended to implement a policy to patch and upgrade software and operating systems by implementing regular checks for when they become available.

· Create a whitelist/blacklists - Creating a whitelist means only given access to or allow approved applications and software to be installed on computers. This can be done through the MDM software. Blacklisting software will eliminate the chance of installing rogue software on the systems.

· Limit usage – Mentioned in the MDM section, the administrator can restrict certain users to using the minimum requirement software and hide certain features of software from users. This way CoffeeCapulus can avoid users from doing anything malicious or accidentally within the software itself.

· Configuration – Ensure configuration is done properly. For example if you don’t setup any anti virus software properly it may miss malicious things in its scan. This is one of the main reasons of successful attacks.

· Log all incidents – Knowing what has happened in the past and how it was successfully dealt with could save a lot of time and money in the future. If a similar attack is launched against the company, CoffeeCapulus will have the knowledge to how to deal with the threat.

· Access Control Systems – An effective access control system will only grant access to certain areas or restrict the viewing on certain data to users that have been authenticated and authorised to do so. Control systems can do this to groups of users or by individual level by recording login usernames. There are 4 main types of access control systems:

· Mandatory Access Control – Uses a hierarchal approach, where access and viewing is granted by level
· Discretionary Access Control – Where users control their own access (not recommended for CoffeeCapulus)
· Role Based Access Control – Uses a more real world approach where access and viewing is granted by job role within the business/organisation.
· Rule Based Access Control – Where the system administrator will define the rules for access and views.

It is worth pointing out a access control system will be rendered useless if the password policy is not adhered to.
Based on the above options it is recommended the Role Based Access Control system is implemented as the Coffee Shops have the same hierarchal throughout and access changes are easily made. That being said CoffeeCapulus can just as easily use the Mandatory Access Control system but the Role Based system is more flexible and mimics real world scenarios.

· Virtualisation – Like when installing new hardware updates and equipment, virtualisation can be used to test new software installs and updates to provide a virtual environment of the intended setup and give a safe place to test elements. If anything goes wrong, then nothing gets damaged and the IT technicians can try a different approach to maximise protection setups. Again, it is recommended that Oracle’s VirtualBox is installed.


Wireless and Mobile Attacks

· Grayware – This is not malicious all the time but can still be harmful or irritating for users. It is when unwanted actions are carried out by files or applications and can affect device performance and expose security risks[2].

· SMiShing – The text messaging of mobile devices is exploited by sending fake texts to devices. They can include links or fake phone numbers that when the user interacts with can pass sensitive information, financial details or download malicious software to the device.

· RF Jamming – This is where an attacker blocks the wireless signals from devices. In the case of CoffeeCapulus the network is believed to be 95% wireless, which means RF Jamming could potentially be the primary DoS attack instigated against the company. The jamming process would block the wireless device signals from reaching where they are supposed to go and could halt the business. Certain contingencies for wired transmission should be implemented as a backup.

· Wired Equivalent Privacy (WEP) – Not malicious in intent, this is actual a security protocol which was designed to provide a wireless local area network the same security levels as a wired local area network. The aim was to use encryption when data is transmitting but a recent study at the University of California Berkley, showed major flaws in WEP where attacks enabled the interception and modification of data transmissions, to gain access to restricted networks. That said the Wireless Ethernet Compatibility Alliance (WECA) claims WEP was never meant to be a primary security measure but to be used in conjunction with other security mechanisms[3].

· WI-FI Protected Access (WPA and WPA2) – These again are security protocols, brought out to replace WEP but again are open to attack because in 2017, security researchers discovered vulnerabilities where it is possible to analyse the packets between the user and access points using a packet sniffer, however, the vendors were informed privately and patches/updates were made available to the public[4]. WPA2 is the most secure way to protect mobile devices but it is important the latest versions, patches and updates are installed and configured properly.

Network Security

Firewalls - A firewall will monitor all the traffic on a network. It does this by filtering incoming/outgoing traffic which is based on a set of established rules. They are classed the easiest way of setting up security between malicious attacks and a system, what a lot of people don’t know is there are many types of firewalls and they can be both hardware or software. The most basic being the packet filtering firewall, which is the oldest type of firewall and mainly used to check the traffic in an internal network such as departments in an office. It uses a ‘checkpoint’ method at the router or switch, which performs checks on the data packets header information, which are sent to and from the router, include such things as; Destination IP, origin IP addresses, packet types, source port and numbers, destination port and protocol used. If any of these checks do not meet the required criteria, the packet is dropped and is not transmitted.
There are three types of packet filter firewall;

· Static – where rules are established manually and the connection between external and internal networks are left in either opened or closed states, until manually changed.
· Dynamic – where rules dynamically change depending upon certain conditions and whether ports are only opened for limited times, closed the rest of the time.
· Stateful – pre-set rules are maintaining a secure connection and packets pass through, if approved by the rules.

But even though packet filter firewalls are most common, they have their advantages and disadvantages. Advantages include:

· One router to monitor the entire network traffic
· Efficient and Fast – the filtering process is fast but its not the quickest firewall type
· Works without the user knowing, the firewall works in the background and the user will only know if a packet is dropped. With other firewalls the user may be required to know how to configure it
· Low cost
· Uses minimal resources, so it doesn’t affect network performance
Disadvantages include:
· Less secure than some other types of firewalls – the fact the header is checked and not the payload (content), means it is still susceptible to advanced methods of attack.
· It can be vulnerable to IP spoofing, which means the creation of a fake internet protocol’s source address. This hides the true identity of the sender and impersonates someone else, so even if the firewall is set to only allow a certain amount of packets from a single location, the attacker can send many from multiple fake addresses to try an overload the system and create a Denial of Service incident or to crash the system completely.
· No user authentication
· Only works on the network layer, it doesn’t access any other layers of the OSI model, including the application layer.
· Its not a perfect fit all networks. Implementation can be difficult and setting the filter criteria can be a long process
· No long term memory – it will access the packets one at a time, so if a source IP has been deemed malicious, it will not remember it and do the checks on the same IP source, if another comes back.

To decide on what type of firewall to choose for CoffeeCapulus, considerations have been made for every type of firewall, including; Packet Filtering, hardware, circuit level, stateful inspection, proxy, next generation and cloud firewalls; but there isn’t a clear cut winner. It is possible to use more than one firewall to provide multiple layers of security but the decision should be made upon, firstly, the business size, can a firewall be managed on each device, in the case of CoffeeCapulus this isn’t feasible, theres simply too many so a firewall that monitors the network should be implemented at the very minimum. 
The next consideration is resources available. I have no doubt a big business such as CoffeeCapulus could purchase the security they require, which can include hardware and software or even cloud firewall components.
That being said because of the large amount of mobile presence the company has it is recommended that a next generation firewall be the primary firewall protection. Next Generation firewalls provide:
· Deeper inspection of traffic 
· Package deal security
· Automatic upgrades
· Monitoring the majority of OSI layers
· A very high level of security
The firewall product which is recommended to use is Paloalto Networks Virtual Machine Learning Next Generation Firewall. In conjunction with this, Paloalto Networks GlobalProtect package can integrate with the firewall to provide high level security. This package has been designed for mobile workforces and is a leading standard in industry with multiple government agencies and big businesses are currently using. We have decided on a virtual firewall rather than hardware because hardware is limited. Belows comparison of two of PaloAlto’s leading firewalls, PA-220 being the hardware and VM-700 being the virtual.
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As you can see from the numbers in tables[9]. The virtual option supplies a far greater scope    for maximising security measures.
    	Multi-Factor Authentication – 
  	Disaster Recovery Plans – 
           	Business Continuity Plans –
Penetration Testing – This test takes a deep look at the security features implemented on your entire network. It can tell if further security measures are needed and I usually completed by a third party to provide an unbiased opinion and report on any flaws they find in the network. This test complies with ISO 27001 standards which most countries use as a guide to implementing security and as it is a continuous process it may be worthwhile employing an ethical hacker to test the network on a regular basis, including configuration of all hardware and firewalls. This means potential cost savings by not having go privately and new, fresh ideas of testing can take place as soon as discovered and no waiting for external parties to come in, giving the company the knowledge to see if all its security measures and policies are effective and being complied with.
Segmentation – 
Encryption - 


Virtual Private Networks (VPN) – These create an encrypted tunnel as such between a user and remote server. All traffic is routed through this tunnel so data is secure and also gives the computer a different IP address, masking the true identity of the network and location. This is recommended to be essential for CoffeeCapulus for the mobile workforce and another separate VPN for the guest networks customers connect to in shops.

Network Access Control (NAC) – Before devices can connect to a network, a sequence of checks such as making sure up to date anti-virus and operating systems have been installed on the device. If not, then the device is simply not allowed to connect to the network. This should be implemented on the network to give employees the push needed to update their devices.

Wireless Access Points – A device that creates a wireless local area network (WLAN). Linksys.com[11] states an access point can connect to a wired router or switch and project a WI-FI signal to a designated area. For CoffeeCapulus it would be recommended the guest network, store front and local area networks employees connect to in shops use separate access points. These devices include authentication and encryption process and will help with the segmentation process to shut off networks in emergencies.

Disable downloads – It is possible to remove the data downloads in applications such as cloud services. 

Physical Protection

	Recommendations to maximise the physical security  of CoffeeCapuls grounds include:

Security cameras – Implement CCTV into all premises on entrances and in rooms where sensitive and important equipment/data is stored

Security Guards – A security guard presence may put off any threats of physical threats and can look at things from a humans point of view in addition from the logical view cameras provide. 

Create a pass/badge system – Over the years staff passes/badges have evolved into the technical age. They can now contain chips that can record information within, including data on areas a particular pass is allowed access to. With electronic door locks reading this information provides a secure physical entry system to CoffeeCapulus physical infrastructure.
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Appendix A

Clear Desk Policy

At CoffeeCapulus we operate a clear desk policy.

Information within our company is confidential and must be protected from unauthorised access, both internally and externally.

The application of a clear desk policy reduces the risk compared to an environment without a policy.

· Ensure all desks and areas are clear of paper and clutter.
· At the end of the business day, please ensure no official or unofficial documents on left on your desk.
· Ensure all personal possessions are put away, either in an official locker, or lockable drawers provided by CoffeeCapulus or taken home.
· Leaving dirty crockery and cutlery on ones desk is not acceptable. If the items belong to you, please use the official kitchen area to wash them or take home. If the items belong to CoffeeCapulus, there is an area (Plastic box labelled) to place such items for them to be washed. If left on a desk they may effect in the operation of official equipment.

Failure to comply with any of the procedures will result in disciplinary action


















Appendix B
Password Policy
All employees and personnel who have access to computer systems belonging to CoffeeCapulus must adhere to all points within the password policy. This maximises the protection of the network, data integrity and computer systems.
This policy is designed to protect CoffeeCapulus resources by implementing strong passwords, in addition to the protection of such passwords, establishing a timeframe between when passwords should be changed.
Password Protection
· Never write passwords down, this includes virtual copies in word processing software and physical paper copies.
· Never send passwords through email to yourself or others.
· Your password is for and you alone to know, never share with others.
· Never tell your password over the phone to anyone, including IT admin. They will never ask you for a password.
· Never give away any hints of what your password may be.
· Do not use the same password on other locations such as, but not exclusively, social media websites or forums.
· If you believe your password to be compromised, report this to the IT security office.
· If you are requested to provide a password, refer them to the IT security office.
· Don’t use common words or reverse spelling in passwords.
· Don’t use personal information, such as people, places, pets, date of births, phone numbers or part of your login username within your password.
· Be aware of your surroundings when logging in with your password. Make sure no one can see you when you do so.
Password Format
· Password must by 8 characters in length minimum
· Password must by 14 characters in length maximum
· Passwords should use three or four of either; lowercase, uppercase, numbers or special characters, for example –  (!@#$%£^&*{}[])
· Passwords are case sensitive
· Maximum age of a password is 60 days
· Minimum age of a password is 2 days
· Passwords to be stored in reversible encryption, only by official IT department
· After 3 failed login attempts, accounts will be locked and by phoning the IT helpdesk will they only be unlocked
· Screen savers should be in place and be active within 5 minutes of user inactivity. Tis process should lock the computer at the same time, where users can unlock the computer by using the CTRL, ALT, DEL keys to prompt the username and password login screen. This is in place to safeguard computers when machines are left unattended
Password security is vastly important to the company and to everyone involved. To not adhere to the policy, this will result in disciplinary action and can include dismissal
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