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1. [bookmark: _Toc24130661]Introduction
1.1. [bookmark: _Toc24130662]What is Ransomware?
According to [1], ransomware is a malicious form of software meant to lock and encrypt a computer’s sensitive data and then ask for payment before releasing a decryption key to the affected user. The ransom is usually demanded within a set amount of time, and payment is typically expected through a Bitcoin wallet transfer [2].  If the victim either waits too long or does not pay the ransom, the criminal will usually lock away the encrypted data forever; but since these are criminals, it is likely that even if payment is made promptly, the key will never be released anyway [1].
1.2. [bookmark: _Toc24130663]How does ransomware get on a PC?
Ransomware is usually downloaded by a user onto their own computer, but not necessarily through explicit fault of their own. Cybercriminals often use tactics like phishing emails and scripts placed in websites in order to install their virus onto a victim’s. Ransomware creators typically make the web pages and phishing emails look as legitimate as possible in order to bypass any system security one may have, such as an antivirus [3].

2. [bookmark: _Toc24130664]CryptoWall
[bookmark: _Toc24130665]2.1. The history of cryptowall
CrytoWall is a Windows-specific form of file-encrypting ransomware that was released in April 2014 [4]. CryptoWall and variants thereof are widely favoured by cybercriminals, and as such CryptoWall has undergone several iterations and version updates to make the virus harder to detect and remove – the most recent version is CryptoWall v5.1 [5].
[bookmark: _Toc24130666]2.2. why is cryptowall Dangerous?
[bookmark: _Toc24130667]2.2.1. Encrypting File Names
CryptoWall differs from many other ransomware viruses because it also encrypts the file names of the files it infects, not just the data [4]. This makes it extremely difficult for the user to check if they have these files backed up, since they would also have to decrypt these file names, thus making CryptoWall incredibly potent.
[bookmark: _Toc24130668]2.2.2. Deletion of Volume Shadow Copies
Built into Windows is the Volume Shadow Copy service (VSS), which allows users to automatically or manually create backups and snapshots of their data, even while it is in use [6]. CryptoWall has the ability to delete these backups of files so that even if the user were to revert to an older image of their system, all their data would still be deleted and/or encrypted.
[bookmark: _Toc24130669]2.2.3. Installation
When a computer becomes infected with the CryptoWall virus, the ransomware program will install itself into the user’s registry and start-up folders, meaning you cannot get rid of it by restarting your PC. This also means that even if one were to boot into safe mode and try and remove the malware from there, unless every single element of the virus was removed, it would still be there even after restarting. CryptoWall also injects code into explorer.exe, making it install malware and delete the volume shadow copies previously mentioned. This also gives the virus access to all devices connected to the affected PC, such as external hard drives and any network-attached devices, which helps the virus to spread incredibly rapidly [5].
[bookmark: _Toc24130670]2.3. decrypting encrypted files
Unfortunately, once one’s files have been encrypted with CryptoWall, or any ransomware for that matter, it is highly unlikely that the files will be able to be decrypted. The cybercriminals behind ransomware attacks use highly sophisticated methods of encryption, such as RSA and AES-256 [5]. Therefore, it is recommended by the FBI that one should never pay the ransom, and instead focus on putting in place preventative methods for protecting against ransomware attacks.
[bookmark: _Toc24130671]2.4. Preventative Measures
In order to prevent a computer becoming infected with ransomware (or any virus for that matter), there are several effective, commonplace measures one can take [7]:
1. Install cybersecurity software onto PCs, such as an antivirus software.
2. Create frequent, secure backups of your data
a. Physical backups work well, so long as the backup media is disconnected after the backup has been made, else the backup could also become infected.
3. Keep PCs and other systems updated
a. Up-to-date security patches from the software manufacturer are the simplest way of making a computer less vulnerable to a cyber-attack; the WannaCry ransomware attack of 2017 took advantage of a vulnerability in Windows that Microsoft had patched earlier that year, but many people neglected to install it and thus their computers were infected.

[bookmark: _Toc24130672]3. Conclusions
[bookmark: _Toc24130673]3.1. What can be done to prevent ransomware attacks?
It would seem that the best course of action in stopping ransomware attacks is to take preventative measures, as outlined in Section 2.4. If the data can never be encrypted or lost in the first place, then ransomware attacks are no longer a threat.
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