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This report will cover security policies and measures used in a real-world scenario, which are used to help identify, prevent and protect a medium sized company and its staff from both internal and external threats. It will then discuss the appropriate security policies, providing comprehensive reasoning as to why these measures have been implemented, how they are useful as a preventative measure and their shortcomings.
It will then discuss how to implement these policies and measures in a realistic way, outlining a plan to monitor and respond to any potential threats and finally discuss how we can implement training for staff that will help them comply with said policies.
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An internal threat is when threats are posed from within the organisation itself, such as employees, vendors and anyone who has access to a company device with permission.
The most common internal threat is negligence, research shows that 95% if breaches involve human error [1]. Some common examples of this may include issues such as weak passwords practices and sharing [2][3]. More often than not, users will have their passwords be insecure (which is ultimately the fault of IT) or will share them with other employees or even write them on a physical note. 
Another issue that arises from users is the sharing of confidential information or loss of device [4]. 
User negligence can cause massive harm in the form of malware and phishing attacks. This is due to the end user being the primary target of these attacks, which primarily happen due to lack of training, awareness and negligence, however, it is imperative that a user who falls for such attack is not reprimanded, as many of these attacks are purposefully built to fool less IT literate people [5].
While uncommon, there is also the threat of malicious intent via internal users, also known as an insider threat. The reason this can occur may be due to an unhappy employee, who wishes to get revenge on the company from the feeling of being wronged, an opportunistic employee who wants to use their level of access for personal gain or even negligence [1].
Malicious threats internally will typically come in two forms, the first is data theft, where a user will steal information to sell to a rival company or even sell on the dark web, and tampering, where a user will modify or delete a file, often used in revenge against another.
The final internal threat is unauthorised access. If a user has excessive permissions, they may unintentionally cause harm by modifying files or even be able to use external storage devices and have administration permissions, which allows them to run unsigned code and applications on their devices[2][4].
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External threats are considered any threat that originates due to outside factors, this may include Malware and Cyberattacks, among others.
In more recent times, phishing attacks are a favoured method due to their ease of creation and automation used in their process [5]. These are typically seen as emails, where the attacker imitates a trusted sender, such as Google or Microsoft, and sends a generic email that would eventually take you to a fake website that asks for your credentials, MFA code and so on.
Malware can come in many forms, such as Trojans, Worms and Rats, however the most popular for an organisation such as FinSecure would be Ransomware. This particular malware works by encrypting your system files, including any shared files from other devices, then displaying a window and steps on how to recover those files, commonly asking for payment in the form of bitcoin to do so [6]. However, all forms of malware are dangerous, can cause mass data loss and should be dealt with immediately.
We are all aware of social engineering tactics used to infiltrate and attack both the common person and companies, as these use human error and negligence as their primary point of attack. These are often in the form of scam calls, where the caller impersonates a well-known company such as Microsoft to scare the user into giving them sensitive information, such as full access to a computer, debit/credit card information and more [5].
One less common external threat that we face is the physical theft of a device.
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To enforce users to have secure passwords, we can control this by using a user management software, which allows us to set prerequisites for a password, such as length limit, enforcement of a capital, lowercase and special letters and even the ability to set an expiration date. The key to this solution is to compromise with the user on security and ease of use, as in an ideal world every user would have a sixteen-digit long password that expires at the end of every month, however, as an end user this is frustrating, so we compromise on the timing between expiration and the password length. This will satisfy the NIST Cybersecurity Framework (NIST CSF)[2] digital identities guidelines (NIST SP 800-63B)[3].
In the modern world, we commonly multi-factor authentication (MFA), to add increased security, while minimally affecting the users, as this option requires a secondary device or version of access to allow the end user to sign in, typically this is a code sent via text message, email or phone call to a registered device, email or phone number. The reason this is so secure is that it often requires access to the physical device to gain access to data, even if the machine itself is compromised. This is a recommended security measure from the ISMS (A.9.4), GDPR (Article 32)[7] and the NIST CSF (Access Control).
Finally, implementing some security monitoring methods, such as logs detailing basic user information such as downloads, failed login attempts and their public IP Address, password changes (this is not to monitor what they change their passwords to, rather when they change it, as anyone who isn’t the user knowing their password would violate GDPR regulations). This helps to detect any anomalies, which can be further investigated, and also abides by the NIST CSF’s security monitoring guidelines.
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External Threats
The first policy we can implement would be to restrict external access, so that every user who wishes to access files externally must have MFA enabled, authorised access from the IT department and an official request from an official designated manager internally and to use a VPN to connect to necessary systems. This complies with the NIST CSF (PR.AC) and the ISMS (ISO 27001 A.7.2) [4].
Another potential check that we can implement is email filtering, both inbound and outbound. This allows us to immediately quarantine any potential threats, whether it may contain malware, a potential phishing scam or even an unauthorised user. Alongside this, we can implement regular phishing tests. This complies with the NIST (SP 800-53)[8] and the ISMS (ISO 27001 A.7.2) [4].
To protect against malware, we can implement some basic policies, such as automatic backups. This would also benefit users in other circumstances, such as accidental deletion, or overwriting a file. 
The final policy we can employ is one for physical device security regarding any devices with increased levels of authorisation, as many low-level users would not hold access to sensitive information. The first is to employ full-disk encryption, which would help prevent a data breach in the case a device is physically lost or stolen. Alongside this, any company device must be provided by FinSecure and any personal device is unauthorised for company use. This complies with ISMS (ISO 27001 A.11.2)[4] and the NIST CSF (PR.AC and PR.DS).
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To mitigate most internal threats, we can use software such as Active Directory (AD), we can restrict access that the users have to data by using groups, or security groups in AD. This will allow us to add users to a specific group, which can be determined via department, role in the organisation and more. By doing this, users cannot even view unauthorised files and therefore do not know they exist and by using the same method, we can restrict users from accessing external data transfer tools, such as external hard drives or a USB flash drive. 
Using this we can implement our password policy, group permissions, administration privileges and external data transfer access rules to specific groups and users with ease, it also allows us an easy overview of who is in what group, which permissions each group has and more.
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To mitigate phishing attacks, we can use our email provider (internal or externally managed) to quarantine as previously discussed, these emails can then be reviewed or added to a whitelist if deemed safe. We can also enable a rule that enforces DMARC/DKIM/SPF authentication methods to block spoofed emails [5]. Finally, we can also enforce MFA for every user (NIST CFS 800-63B).
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To prevent malware attacks, we can use AD to prevent users from having administration access, however this does not solve the issue. We also need to provide an anti-malware application, such as Bitdefender, which can quarantine potentially infected files and block any malicious downloads. We can also use an anti-virus software to block port scanning among other features.
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The two best methods to prevent against theft and sabotage are encryption and backups. To do this, any user who has high level privileges are required to have BitLocker enforced on their device, which encrypts the hard drive and requires a separate password to boot into the operating system and BIOS [1]. 
The other solution which should be used in tandem with the first is to backup any devices onto an external hard drive, preferably a Network-Attached Storage (NAS) or a Cloud-Based solution such as OneDrive, as they are typically separated from all other devices on the network [6].
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The first monitoring tool that we would employ is a Remote Monitoring & Management tools (RMM) such as Datto RMM, which allows an IT Engineer to remotely control a device without the need for the user to interact [9]. This will also allow us to deploy applications, scripts, update group policies, view remote information such as hard drive space and computer specifications, current user and more.
The second tool we can also use is an anti-virus application to monitor any unauthorised download attempts, including the user who attempted them, while also alerting us on any anomalies such as external network connection attempts.
Active Directory also allows us to monitor user activity and information, such as most recent password change, their level of access, failed access attempts and more information.
It is imperative that we have a high-end router, such as a Cisco Meraki, as this provides important information regarding network information that will allow us to track user activity and be alert to any anomalies.
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Here is a short diagram that describes the response process we have implemented:
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Figure 1: Response Flowchart
 This describes the various severity levels, their appropriate responses and the documentation and future prevention of that issue, to either prevent or help resolve said issue faster, this also follows NIST guidelines [10].

[bookmark: _Toc197375794]Training and Awareness
To ensure that staff comply with the new security policies we have implemented, we can do yearly basic training alongside monthly reminders via email to help promote IT literacy [11]. 
All new employees must complete training that teaches them the different types of threats they may face in the workplace, using interactive videos to keep their attention, which forces them to listen to the video, click on different subsections of threats and finally a quiz that tests them on their knowledge that they have learnt, requiring a seventy percent pass rate to finish the course and must be done in office.
This can also be repeated once per year, for all employees (SANS methodologies [12]) to a slightly lesser degree to serve as a refresher of their original course. Alongside this, we can implement random phishing attempts, which are commonly offered by email services, to test employees and keep them aware of that risk, which also allows us to know who is more susceptible to these types of attacks and enrol them in more training on how to recognise these threats.
We can also send out monthly email reminders of some basic information and threats to look out for, including statistics of how many people are affected and similar types of data and our official channels of communication and services that we use as a company.
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