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Abstract
The SCM, developed by James Reason in the 1990s, is a widely recognized and influential model used to understand and 
manage complex systems and their associated risks. The aim of this review paper is to provide a comprehensive analysis of 
the Swiss Cheese Model (SCM) in the context of risk management. To conduct this review, an extensive literature search 
was performed using reputable academic databases, including PubMed, African Journals Online, Science Direct, Scopus, 
Springer, Google Scholar, and Sage Publications. The search included keywords such as SCM; Risk Management; Error 
Management and Risk Assessment. English journals published up to 2023 were considered for inclusion in this review. 
The review reveals that the SCM has been widely adopted across various industries, including healthcare, aviation, nuclear 
power, and transportation. Numerous studies have demonstrated its effectiveness in identifying potential risks, understanding 
their underlying causes, and implementing preventive measures. The model's core concept of multiple layers of defenses, 
represented by slices of cheese with holes (potential weaknesses), has proven valuable in visualizing how errors or failures 
can occur within complex systems. The review highlights the importance of organizational culture and leadership in suc-
cessfully implementing the SCM. Results show that a positive safety culture, open communication channels, and strong 
leadership support are crucial for creating an environment where the SCM can be effectively utilized. This comprehensive 
review affirms the significance of the SCM as a valuable tool in risk management. However, recommendations shows that 
future research should focus on further refining the model's application in specific domains and exploring the importance of 
integrating it with other risk management frameworks.

Keywords  Swiss cheese model · Risk management · Error management · Accident prevention · Risk assessment · Hazard 
identification · Risk mitigation

Introduction

Risk management is a critical aspect of various industries, 
including healthcare, aviation, nuclear power, and finance 
(Abu and Ugbah 2022; Ahamad et al. 2022; Shabani et al. 
2023a, b, c, d, e). Risk management is a systematic process 
of identifying, assessing, and prioritizing potential risks and 

implementing strategies to minimize or mitigate their impact 
on an organization or project (Chimwai and Munyanyi 2019; 
Filyppova et al. 2019; Fan 2020). This suggests that risk 
management involves the identification of potential threats 
or uncertainties that could negatively affect the achievement 
of objectives of an organisation or industry, followed by the 
evaluation of their likelihood and potential consequences. 
The goal of risk management is to proactively identify and 
address risks in order to reduce the likelihood of negative 
events occurring and to minimize their impact if they do 
occur (Hao and Nie 2022; Hsu et al. 2022; Shabani et al. 
2023a, b, c, d, e). According to the US Bureau of Labour 
Statistics in (2018), the United States construction industry 
recorded 1,243 fatal accidents in 2005 however, there was a 
decline in the number of fatal accidents to 971 in 2017. This 
decrease can be attributed to the implementation of various 
accident management methods, notably risk management as 
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reported by the US Bureau of Labour Statistics in 2018. Risk 
management encompasses various activities and processes 
that are designed to manage risks effectively and these activ-
ities include risk identification, risk assessment, risk prior-
itization, risk treatment and risk monitoring and reviewing 
(Mabika 2018; Mavhura 2019; Jerie and Matunhira 2022). 
This postulates that if risk management practices are imple-
mented effectively following its processes by organizations, 
they can proactively address uncertainties and enhance their 
ability to achieve their objectives.

Effective risk management provides several benefits to 
organizations (Musabayana et  al. 2021; Mkungunugwa 
et al. 2022; Musungwa and Kowe 2022). This proposes that 
effective risk management helps organizations to anticipate 
and prepare for potential threats, reduces the likelihood of 
negative events occurring, minimizes financial losses, pro-
tects reputation and brand value, enhances decision-making 
processes, and improves overall organizational resilience. 
de Sant and de Hilal (2021); da Cunha et al. (2022) and 
González Barman (2023) opined that the Swiss Cheese 
Model (SCM) is a widely recognized and influential frame-
work used in risk management. The Swiss Cheese Model 
was used for job hazard analysis in Oil Servicing Companies 
in Rivers State in Nigeria (Abu and Ugbah 2022). According 
to Leksir (2020), Lin et al. (2023) and Raharjo et al. (2023) 
the Swiss Cheese Model was first introduced by James Rea-
son in the late 1990s as a conceptual framework for under-
standing accidents and errors in high-risk industries. In addi-
tion, Developed by James Reason, a prominent psychologist 
and researcher in the field of human error, the SCM pro-
vides a systematic approach to understanding and mitigating 
risks within complex systems (Fuad et al. 2019; Fu et al. 
2020; Jong et al. 2020; Elsehrawy et al. 2021). This clearly 

indicates that organisations can use the Swiss Cheese Model 
to analyse their systems, identify weak points, and imple-
ment appropriate measures to strengthen their defenses. The 
Swiss Cheese Model’s simplicity and effectiveness in high-
lighting potential vulnerabilities have made it a valuable tool 
for risk management (Larouzee and Le Coze 2020; Karimi 
et al. 2021; Karanikas 2022). The Swiss Cheese Model was 
used as a framework for risk management in petroleum prod-
uct distribution in Nigeria (Ambituuni 2016).

James Reason drew inspiration from earlier work on 
system safety and human factors engineering (Seshia et al. 
2018; Sarin et al. 2020). Reason observed that accidents 
rarely occur due to a single cause but rather result from a 
combination of multiple failures within a system (Thonon 
et al. 2019; Toto and Limone 2019). The SCM metaphori-
cally represents failures as "holes" in slices of cheese, with 
each slice representing a layer of defense against potential 
hazards (Warner et al. 2019; Wiegmann et al. 2022). The 
Swiss Cheese Model has key concepts as shown in Fig. 1 
which include, active failures, latent conditions, defenses 
and barriers, as well as holes. Active failures refer to errors 
or violations committed by individuals directly involved in 
the system's operation (Wu et al. 2023; Young et al. 2023). 
Active failures can include mistakes made by pilots, sur-
geons, or operators. The industrial accidents that occurred 
in different parts of the world, namely the Chernobyl nuclear 
power plant catastrophe in 1986 in Ukraine, the Texaco 
Refinery explosion in 1994 in Wales, and the BP Deepwa-
ter Horizon Oil Spill disaster in 2010 in the Gulf of Mexico, 
were all major incidents that can be attributed to human 
error either directly or indirectly (Darabont et al. 2020; 
Shabani et al. 2023a, b, c, d, e). This submits that active 
failures are often the immediate triggers for accidents but 

Fig. 1   Swiss Cheese Model.  
Source: Fu et al. (2020)
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are not necessarily the root causes of accidents. In addi-
tion, latent conditions are also among the key concepts of 
the SCM (Battisti 2018; Audinet et al. 2021). Latent condi-
tions are underlying weaknesses or vulnerabilities within an 
organization or system that contribute to the occurrence or 
severity of active failures (Bialystok 2021; da Cunha et al. 
2022; Chandra 2023). This clearly means latent conditions 
can include inadequate training, poor communication chan-
nels, insufficient resources, or flawed organizational culture.

According to da Sant (2022) defenses and barriers are 
considered to be part of the key components of the Swiss 
Cheese Model. Defenses and barriers represent measures put 
in place to prevent or mitigate risks within a system (Fu et al. 
2020; Elsehrawy et al. 2021). This denotes that risk defenses 
and barriers include safety protocols, procedures, training 
programs, equipment design, and organizational policies to 
manage risks.

Defenses and barriers aim to reduce the likelihood of 
active failures and limit their potential consequences (Holter-
mann 2021; González Barman 2023). Further, the SCM is 
made up of holes in the Cheese. Holes on the SCM can occur 
due to human error, equipment malfunction, inadequate 
training, or other factors (Kamoun and Nicho 2018; Jong 
et al. 2020; Karanikas 2022). During the period from 2008 
to 2018, an extensive investigation was conducted on a mul-
titude of chemical accidents that occurred in South Korea 
and the findings revealed that human error accounted for a 
significant majority, specifically 76.1%, of all the chemical 
accidents that took place within this timeframe (Jung et al. 
2020). This implies that holes in the cheese represent the 
weaknesses or vulnerabilities within each layer of defense. 
Karimi et al. (2021) and Line et al. (2023) opined that when 
multiple holes align across different layers of defense, they 
create a pathway for an accident or error to occur.

The Swiss Cheese Model has found widespread applica-
tion in various industries concerned with risk management 
(Larouzee and Le Coze 2020; Maskari et al. 2023). The 
Swiss Cheese Model based accident analysis was used to 
identify the causes of an accident that took place in a driv-
ing school in Ghana (Toto and Limone 2019). Some notable 
applications of the Swiss Cheese Model include healthcare, 
aviation and nuclear power (Noh et al. 2020; Olson and Raz 
2021; Mendes et al. 2022). This clearly indicates that the 
Swiss Cheese Model developed by English psychologist 
James Reason in the early 1990s, has become a widely rec-
ognised reference model for understanding, investigating, 
and preventing organisational accidents in various produc-
tion systems such as transportation, energy and healthcare. 
In the realm of healthcare, Cohen et al. (2018) employed 
the Human Factors Analysis and Classification System 
(HFACS), which was created using the Swiss Cheese Model 
as a foundation, to categorize a total of 592 surgical near-
misses that were documented through a hospital's incident 

reporting system within a span of one year. While the Swiss 
Cheese Model has proven valuable in risk management, it is 
important to acknowledge its limitations. The SCM simpli-
fies complex systems into discrete layers of defense, poten-
tially oversimplifying the intricacies of real-world systems 
(Seshia et al. 2018; Puthillath et al. 2023; Raharjo et al. 
2023). This means the Swiss Cheese Model may not fully 
capture all factors contributing to accidents or errors. There-
fore, it is essential to recognize its limitations and explore 
possibilities for improvement to enhance its effectiveness 
in risk management. As a result, this review paper aims to 
provide a comprehensive overview of the Swiss Cheese 
Model in the context of risk management, examining the 
strengths and limitations of the Swiss cheese Model in risk 
management.

Findings of the review would become relevant to Sus-
tainable Goal number 3 which focuses on Good Health and 
Well-Being. The study would increase the attainment of the 
Sustainable Development Goal number 9 which focuses on 
Industry, Innovation and Infrastructure. This indicates that 
the information becomes relevant to industries that deal 
with high risk operations such as nuclear and transporta-
tion. Through applying the findings of the review paper Sus-
tainable Development Goal 11 which put more attention on 
Sustainable Cities and Communities will be achieved. This 
designates that the compiled information can be applied to 
urban planning and disaster management to identify poten-
tial risks and vulnerabilities within cities. By understand-
ing the alignment of holes in different layers of defense, 
city planners can develop strategies to enhance resilience, 
mitigate risks associated with natural disasters, and create 
sustainable communities.

Methodology

The review paper was compiled by utilizing literature that 
had already been published. A thorough examination of 
existing literature was conducted with the aim of gathering 
relevant information pertaining to an all-encompassing anal-
ysis of the Swiss Cheese Model in the context of risk man-
agement. The literature on this subject is limited or lacking 
in quantity as a result other documents which involve aspects 
such as risk assessment and hazard identification were used 
during literature search. The retrieval of English literature 
published until 2022 was conducted with the aim of enhanc-
ing the validity and reliability of the data utilized in the 
compilation of the review. The measurement of the data's 
relevance was conducted by utilizing the abstract and key-
words provided in the review paper. The data was searched 
using specific keywords which include Swiss Cheese Model, 
Risk Management, Error Management, Accident Prevention, 
Risk Assessment, Hazard Identification and Risk Mitigation. 
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A wide range of databases, including PubMed, African 
Journals Online, Science Direct, Scopus, Springer, Google 
Scholar, and Sage Publications, were extensively searched 
to identify significant articles. The collected data underwent 
screening and additional reduction to prioritize the essential 
information presented in current research, results, and meth-
odologies of published papers. Various review papers and 
journals were utilized in gathering data for the study as they 
were crucial in providing information for different sections 
identified in the study.

Origins of the Swiss cheese model

The origins of the Swiss cheese model can be traced back to 
Reason's work on human error and accident causation (Tho-
non et al. 2019; da Cunha et al. 2022). In his book "Human 
Error" published in 1990, Reason introduced the concept of 
the "system approach" to understanding accidents (Evans 
et al. 2019; Wolf et al. 2021; Appicharla 2023). James Rea-
son argued that accidents are not solely caused by individual 
errors but are often a result of systemic failures (Loh et al. 
2020; Chandra 2023). This proposes that James Reason's 
earlier work focused on the concept of latent conditions, 
which are underlying organizational and environmental 
factors that contribute to accidents. James Reason identi-
fied various types of latent conditions, such as inadequate 
training, poor communication, and equipment failures (Weg-
man 2021; Degefu 2021; Green 2023). This clearly means 
latent conditions mentioned by James Reason can create 
the conditions for active failures (errors) to occur. Building 
upon this foundation, Reason further developed the Swiss 
cheese model to illustrate how multiple layers of defense can 
interact and fail in complex systems (Olson and Raz 2021; 
Wiegmann et al. 2022; Lewandowski et al. 2023). James 
Reason presented the model in his paper titled "The Human 
Contribution: Unsafe Acts, Accidents and Heroic Recover-
ies," published in 1997 (Yeow et al. 2020; Fu et al. 2020). 
In this paper, Reason described how each layer of defense 
in a system can have its own weaknesses or holes. These 
weaknesses can be due to factors such as design flaws, inad-
equate procedures, or human errors. James Reason states 
that when these weaknesses align across different layers, 
they create a clear pathway for an accident or error to pen-
etrate through all the defenses (Larouzee and Le Coze 2020; 
Noh et al. 2020; Mendes et al. 2022). This designates that 
Reason emphasized that accidents are not caused by a single 
failure but are the result of a combination of failures aligning 
in an unfortunate sequence. Reason argued that preventing 
accidents requires a multi-layered approach, focusing on 
strengthening each layer of defense and reducing the likeli-
hood of their alignment (Jong et al. 2020; Karimi et al. 2021; 
Maskari et al. 2023). Reason’s argument causes the Swiss 
cheese model to gain significant popularity and recognition 

within the field of risk management and safety engineering. 
This postulates that the SCM provides a visual representa-
tion that resonated with safety practitioners and helped them 
to understand the complex nature of accidents and errors in 
systems.

Components of the Swiss cheese model

The Swiss Cheese Model consists of several key components 
that interact with each other to create a system’s overall 
safety or vulnerability (Wen et al. 2022; Singo et al. 2022a, 
b, c; Puthillath et al. 2023). This indicates that the Swiss 
Cheese Model suggests that accidents happen when multi-
ple failures align, allowing hazards to penetrate through the 
holes in the defenses. The components of the Swiss Cheese 
Model include active failures (Larouzee and Le Coze 2020; 
Young et al. 2023). Active failures refer to the immediate 
actions or decisions made by individuals within a system 
that can directly lead to an accident or error (Jing et al. 2020; 
Karimi et al. 2021; Raharjo et al. 2023). This denotes that 
the SCM indicates that active failures are often caused by 
human error, such as mistakes, lapses in attention, or vio-
lations of established procedures. Active failures are con-
sidered the most visible and immediate cause of accidents 
(Song et al. 2020; Norazahar 2020; Saeidi Keshavarz et al. 
2020). The Swiss Cheese Model also includes latent condi-
tions as part of its components (da Cunha et al. 2022). Latent 
conditions are underlying weaknesses or flaws within an 
organization or system that may not be immediately appar-
ent but can contribute to accidents over time (Fan 2020; Wen 
et al. 2022). Nkosi et al. (2020) and Hald et al. (2021) latent 
conditions include inadequate training, poor communica-
tion, equipment malfunctions, design flaws, staffing issues, 
or organizational culture problems. This implies that latent 
conditions are often present long before an accident occurs 
and can create an environment where active failures are 
more likely to happen. Unlike active failures, latent condi-
tions are not immediately apparent and may exist for long 
periods before they manifest as active failures. The Swiss 
Cheese Model emphasizes the importance of understanding 
and addressing both active failures and latent conditions to 
improve safety and prevent accidents (da Cunha et al. 2022; 
Wiegmann et al. 2022). By understanding the relationship 
between active failures and latent conditions, organizations 
implement strategies to improve safety and reduce the likeli-
hood of accidents. This involve measures such as enhanc-
ing training programs, improving communication channels, 
redesigning processes or equipment, fostering a culture of 
safety, and implementing effective error reporting and analy-
sis systems.

Preconditions are considered to be part of the Swiss 
Cheese Model (Karimi et al. 2021; Wiegmann et al. 2022). 
According to Raharjo et al. (2023) preconditions are factors 
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that increase the likelihood of active failures occurring. Pre-
condition factors include time pressure, fatigue, stress, inad-
equate resources, and lack of supervision or conflicting goals 
(Ebrahimi et al. 2021; Olson and Raz 2021). This advocates 
that preconditions set the stage for active failures by creating 
an environment where individuals are more prone to mak-
ing mistakes or taking shortcuts which enhance accidents. 
Additionally, the components of the Swiss Cheese Model 
encompass defenses (Sarin et al. 2020; Larouzee and Le 
Coze 2020). Defenses represent the barriers and safeguards 
put in place to prevent accidents from occurring or mitigate 
their consequences (Elsehrawy et al. 2021; Sehgal 2023). 
Defenses applied by the SCM include safety protocols, pro-
cedures, training programs, equipment maintenance, safety 
inspections, alarms, warning systems and safety audits (Fu 
et al. 2020; Sultan et al. 2019). This clearly indicates that 
defenses act as layers of protection against active failures 
and latent conditions. The Swiss Cheese Model also presents 
holes as part of its components (Olson and Raz 2021; Yuan 
et al. 2022). Haghani et al. (2023) designated that holes in 
the Swiss Cheese Model represent the weaknesses or vul-
nerabilities within each layer of defense. Holes on the SCM 
occur due to human error, equipment failures, inadequate 
training, poor communication, poor management commit-
ment and poor safety feedback as well as improper report-
ing of near-miss incidents (Leksir 2020; González Barman 
2023). This clearly indicates that when holes in different 
layers align, they create a pathway for an accident or error 
to occur.

Application of the Swiss cheese model in risk 
management

The application of the Swiss Cheese Model in risk manage-
ment involves several steps (Jong et al. 2020; Karimi et al. 
2021; Wiegmann et al. 2022). The first step of applying the 
SCM is to identify potential hazards or risks within a sys-
tem or processes (Audinet et al. 2021; Hao and Nie 2022). 
This suggests that application of the SCM enhances hazard 
identification within an organization. Hazard identification 
is done through various methods such as risk assessments, 
incident investigations and safety audits as well as data 
analysis (Mavhura 2019; Jerie and Matunhira 2022; Shabani 
et al. 2023a, b, c, d, e). Once the hazards are identified, the 
next step is to analyse the existing defenses or control meas-
ures in place. This proposes that application of the Swiss 
Cheese Model in risk management involves assessing the 
effectiveness of each layer of defense and identifying any 
weaknesses or gaps that could allow hazards to pass through. 
In the third stage the Swiss Cheese Model is used to map 
out the different layers of defense and their potential weak-
nesses (Chandra 2023; Xie and Peng 2023). This clearly 
indicates that the application of the Swiss Cheese Model 

in risk management helps to visualize how hazards could 
potentially pass through the system and cause accidents.

In addition, in stage 4 of applying the Swiss Cheese 
Model in risk management methods to manage identified 
risks are developed. Based on the analysis and mapping, 
risk management strategies can be developed to mitigate 
the identified risks (González Barman 2023; Yalcin et al. 
2023). This recommends that application of the SCM in 
risk management involves strengthening existing defenses, 
implementation of additional controls, or redesigning pro-
cesses to minimize the likelihood of hazards passing through 
all layers. Moreover, in stage 5 monitoring and continuous 
improvement of the SCM in risk management is performed. 
Risk management is an ongoing process, and it is important 
to continuously monitor and review the effectiveness of the 
implemented controls (Mkungunugwa et al. 2022; Chigara 
and Moyo 2020; Shabani et al. 2023a, b, c, d, e). This entails 
that application of the Swiss Cheese Model in risk manage-
ment should involve regular audits, inspections and feed-
back mechanisms to be in place to identify any new hazards 
or weaknesses that may arise. When incidents or accidents 
occur despite the implemented risk controls, it is important 
to learn from them and make improvements accordingly 
(Abu and Ugbah 2022). Learning from accidents involve 
conducting thorough investigations to understand the root 
causes of the incident, identifying any gaps in the defense 
layers, and implementing corrective actions to prevent simi-
lar incidents in the future (Ahamad et al. 2022; Appicharla 
2022). Steps involved when using the Swiss Cheese Model 
in Risk Management are summarised in Table 1.

Critiques and debates of the Swiss cheese model

The model represents each layer of defenses as a slice of 
cheese with holes, implying that failures occur randomly 
and independently (Larouzee and Le Coze 2020; Noh et al. 
2020). However, in reality, failures often interact with 
each other in complex ways, making it difficult to accu-
rately represent them as discrete layers (Lin et al. 2023; Wu 
et al. 2023). This clearly shows that oversimplification can 
lead to a false sense of security and may hinder organisa-
tions from fully understanding the intricacies of their sys-
tems. Although the Swiss Cheese Model has been widely 
embraced and applied in various industries, it is associated 
with critiques and debates (Stosic et al. 2022; Qiao et al. 
2022). The critique of the Swiss Cheese Model is related to 
the assumption that errors are solely caused by individual 
actions or failures (Yeow et al. 2020; Leksir 2020). This 
implies that the Swiss Cheese Model primarily focuses 
human error as the main contributor to accidents, neglecting 
other factors such as organizational culture, system design 
flaws or external pressures. However, this narrow focus on 
individual behaviour can lead to a blame oriented approach 
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rather than a systematic approach to safety improvement. 
Critiques of the Swiss Cheese Model argue that by solely 
attributing accidents to human error, organizations may 
miss opportunities to address underlying systemic issues 
(Lu 2021; Torres et al. 2022).

Furthermore, some critics argue that the Swiss Cheese 
Model does not adequately address the role of organizational 
factors in shaping safety outcomes (Holtermann 2021; Abu 
and Ugbah 2022). This suggests that the Swiss Cheese 
Model acknowledges how the organization influences 
individual behaviour, it does not provide a comprehensive 
framework for analysing and addressing organizational fac-
tors. Organizational culture, leadership practices, commu-
nication patterns and resource allocation are all critical ele-
ments that can significantly impact safety performance but 
are not explicitly incorporated into the Swiss Cheese Model 
(de Sant and de Hilal 2021; Ahamad et al. 2022; Haghani 
et al. 2023). In addition, debates surrounding the Swiss 
Cheese Model also revolve around its practical application. 
Some argue that the model’s simplicity makes it accessible 
and easy to understand, facilitating its adoption in various 
industries (Jing et al. 2020; Goddu 2021; Chandra 2023). 
This connotes that the model lacks specificity and guidance 
on how to effectively implement risk management strategies. 
Critics argue that organizations may struggle to translate the 
conceptual framework into actionable practices, leading to 
limited effectiveness in preventing accidents (Seshia et al. 
2018; Smith and Plunkett 2019; Bialystok 2021). Despite 
these critiques and debates, it is important to note that the 
Swiss Cheese Model has made significant contributions to 
the field of risk management and safety. The Swiss Cheese 

Model has been widely used in industries such as healthcare, 
aviation and nuclear power, where safety is of paramount 
importance (Kamoun and Nicho 2018; Karimi et al. 2021; 
Wiegmann et al. 2022). This entails that the SCM has helped 
to raise awareness about the importance of multiple layers 
of defenses and the need for a systematic approach to safety 
improvement.

Strengths and weaknesses of the Swiss cheese 
model

The Swiss Cheese Model has been widely adopted and 
praised for its effectiveness in understanding and managing 
risks; however, it also has its own set of strengths and weak-
nesses (Battisti 2018; Song et al. 2020; Karanikas 2022). 
One of the key strengths of the Swiss Cheese Model is its 
ability to provide a clear and intuitive visual representation 
of complex systems and their vulnerabilities (Adriaensen 
et al. 2019; Larouzee and Le Coze 2020). The Swiss Cheese 
Model was used as a method to improve occupational safety 
and health in complex systems of industry 4.0 (Adriaensen 
et al. 2019). Additionally, Chen et al. (2023) opined that the 
Swiss Cheese Model is effecting in addressing accidents in 
complex systems. This connotes that the model uses layers 
of cheese slices to represent different defenses barriers, with 
holes representing potential weaknesses or failures in those 
barriers. Visual representation of the Swiss Cheese Model 
helps stakeholders to easily understand how multiple failures 
can align to create a pathway for accidents or adverse events 
(Mwamba et al. 2022; Haghani et al. 2023). This entails that 
SCM emphasizes that accidents are rarely caused by a single 

Table 1   Steps involved in applying the Swiss cheese model in risk management

Steps Involved In Applying the Swiss Cheese Model In Risk Management References

1. Identify Hazards (The first step is to identify potential hazards or risks 
within the system or organization)

Jong et al. 2020; Karimi et al. 2021; Wiegmann et al. 2022; Chandra 
2023; Xie and Peng 2023

2. Analyse Defenses (Once the hazards are identified, the next step is 
to analyse the existing defenses or barriers that are in place to prevent 
these hazards from causing harm)

3. Assess Vulnerabilities (In this step, the vulnerabilities or weaknesses 
in each defense layer are assessed)

4. Identify Potential Errors (Once vulnerabilities are identified, it is 
important to understand the potential errors that could occur within 
each defense layer)

5. Implement Risk Controls (Based on the vulnerabilities and potential 
errors identified, appropriate risk controls or interventions should be 
implemented)

6. Monitor and Review (Risk management is an ongoing process, and 
it is crucial to continuously monitor and review the effectiveness of the 
implemented risk controls)

By following these steps, organizations can effectively apply the Swiss 
cheese model in risk management to enhance safety and prevent acci-
dents or incidents
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factor or individual error but are often the result of multiple 
failures aligning in an unfortunate sequence. As a result, by 
considering the interdependencies between different layers 
of defense, organizations can gain a holistic understanding 
of their vulnerabilities and develop more robust risk man-
agement strategies. The Swiss Cheese Model promotes a 
holistic perspective on risk management by considering both 
active and latent failures (Appicharla 2022; Mendes et al. 
2022; Raharjo et al. 2023). The Swiss Cheese Model was 
used as a best practice for risk management approach in 
pharmacy management (De Silva 2018). In United States the 
Swiss Cheese Model was used to assess safety attitudes of 
employees at Airports (Oztekin 2018). This means the Swiss 
cheese model encourages organizations to adopt a proactive 
rather than reactive approach to risk management. Instead 
of solely focusing on individual errors or failures, the Swiss 
Cheese Model emphasizes the importance of identifying sys-
temic weaknesses and implementing preventive measures 
(Wen et al. 2022; Puthillath et al. 2023). Hence, this shift 
lead to a culture of continuous improvement and learning 
within organizations.

In addition, the visual representation of the Swiss Cheese 
Model is helpful in simplifying complex systems however, 
it can also oversimplify reality (Noh et al. 2020; da Cunha 
et al. 2022). However, in real-world scenarios, there may 
be numerous interdependencies and interactions between 
different layers of defense, making it challenging to accu-
rately represent them with a simple visual model (Thonon 
et al. 2019; Toto and Limone 2019). This clearly means this 
oversimplification can lead to a false sense of security or 
an underestimation of the complexity of risk management. 
As a result, organizations need to be cautious not to rely 
solely on the Swiss Cheese Model and should consider other 
risk assessment tools and methodologies to ensure a com-
prehensive understanding of their risks. The Swiss Cheese 
Model acknowledges the role of human error in accidents; it 
does not provide a comprehensive understanding of human 
factors and their influence on risk management (Puthillath 
et al. 2023; Maskari et al. 2023). According to the investiga-
tion done in United States Food and Drug Administration in 
2019, the primary cause of medical incidents, resulting in 
60% of all related deaths or injuries, is attributed to human 
error (Song et al. 2020). This denotes that the Swiss Cheese 
Model limits its focus on human factors which causes risks 
within the workplace. Human error is often influenced by 
various factors such as fatigue, stress, workload and organi-
zational culture (Wu et al. 2022; Mohammadfam et al. 2022; 
Shabani et al. 2023a, b, c, d, e). By not explicitly address-
ing these factors, the model may overlook important aspects 
of risk management related to human performance. Hence, 
decision-making within organizations should consider addi-
tional frameworks or theories that focus on human factors, 
such as the Human Factors Analysis and Classification 

System (HFACS), to complement the Swiss cheese model. 
The Swiss Cheese Model is often criticized for its static 
nature, as it assumes that the layers of defense remain con-
stant overtime (Jong et al. 2020; Wiegmann et al. 2022; 
Buist and Arnold 2022). In reality, organizations and sys-
tems are dynamic, constantly evolving and changing (Battisti 
2018; Audinet et al. 2021). This indicates that new risks 
may emerge and existing defenses may become outdated or 
ineffective. Therefore, it is important for organisations to 
regularly assess and update the layers of defense to increase 
their effectiveness (Degefu 2021; da Cunha et al. 2022).

Practical implications of the Swiss cheese model 
in risk management

Risk management is a crucial aspect of any organization’s 
operations, as it involves identifying, assessing and miti-
gating potential risks that could impact the achievement of 
objectives (Jerie and Matunhira 2022; Mkungunugwa et al. 
2022; Shabanni et al. 2023). This clearly indicates that prac-
tical implications of effective risk management are numerous 
and can significantly contribute to the success and sustain-
ability of an organization. The primary practical implica-
tions of risk management is its ability to improve decision 
making processes within an organization (Van Thuyet et al. 
2019; Shahid et al. 2019; Alzoubi 2022). This implies that 
risk management using the Swiss Cheese Model is vital in 
enhancing decision making. By identifying and assessing 
potential risks, organizations can make informed decisions 
that take into account the potential consequences and the 
likelihood of those risks occurring. Risk management allows 
for more accurate forecasting and planning, enabling organi-
sations to allocate resources effectively and make strategic 
choices with their risk (Munir et al. 2020; van der Schaar 
et al. 2021).

In addition, risk management using the Swiss Cheese 
Model protects the reputation of the organization (Karimi 
et al. 2021; da Cunha et al. 2022). Chimwai and Munyanyi 
(2019) and Nyanga (2020) opined that reputation is a valu-
able asset that can be easily damaged by unforeseen events 
or crises. This postulates that by implementing robust risk 
management practices, industries can identify and mitigate 
risks that could affect their reputation. Risk management 
includes proactive measures such as communication, moni-
toring and stakeholder engagement strategies (Singo et al. 
2022a, b, c; Musungwa and Kowe 2022; Jerie and Matun-
hira 2022). Organizations maintain trust and credibility 
with stakeholders by effectively managing risks, which is 
essential for long term success. Effective risk management 
using the Swiss Cheese Model led to cost reduction for 
organizations (Norazahar 2020; Fan 2020; Lin et al. 2023). 
This implies that the practice of identifying and mitigat-
ing potential risks in organizations using the Swiss Cheese 
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Model avoids or minimizes financial loss. Implementation 
of proper safety protocols reduce the likelihood of workplace 
accidents, resulting in lower insurance premiums and legal 
costs (Chigara and Moyo 2022; Mapuvire et al. 2022; Sha-
bani et al. 2023a, b, c, d, e). This clearly indicates risk man-
agement practices using the Swiss Cheese Model identify 
potential disruptions and enable organizations to develop 
contingency plans or alternative sourcing strategies, reduc-
ing the financial impact of supply chain interruptions.

Risk management using the Swiss Cheese Model 
increases compliance of organizations to safety regulations 
(Fuad et al. 2019; Zhao et al. 2021; Ngo 2021). According 
to a study carried in Zimbabwe, the Swiss Cheese Model 
could be applicable to Artisanal and Small Scale Gold Min-
ers (ASGM), which is associated with hazardous working 
conditions (Singo et al. 2022a, b, c). This entails that risk 
management plays a crucial role in ensuring compliance 
with regulations and legal requirements. Organizations 
operate within a complex web of laws and regulations that 
govern their activities (Mabika 2018; Gwezuva and Jerie 
2018; Nyanga 2022). This suggests that failure to comply 
with safety regulations can result in legal penalties, reputa-
tional damage and even business closure. By implementing 
effective risk management practices, organizations iden-
tify and address potential compliance risks, ensuring that 
they operate within the boundaries of the law. In addition, 
risk management using the Swiss Cheese Model improves 
stakeholder confidence in an organization (Larouzee and Le 
Coze 2020; Young et al. 2023; Puthillath et al. 2023). This 
proposes that stakeholders, including investors, customers, 
employees and regulators want assurance that an organiza-
tion is well-managed and capable of navigating potential 
risks. The use of Swiss Cheese Model as a risk management 
framework in organizations instil confidence in stakeholders 
that their interests are being protected (Sheehan et al. 2021; 
Kim et al. 2023). This intends that risk management using 
the Swiss Cheese Model increases investment, customer loy-
alty, employee satisfaction and regulatory support.

The use of the Swiss Cheese Model increases business 
continuity in the face of unexpected incidents or events 
(Azadegan et al. 2019; Warner et al. 2019; Kirwan et al. 
2021). This clearly indicates that identifying and assessing 
potential risks using the Swiss Cheese Model enhances the 
ability of the organizations to develop contingency plans and 
strategies to minimize disruptions to operations. Measures 
developed to increase business continuity after identifica-
tion of risk using the SCM include disaster recovery plans, 
backup systems, business interruption insurance and con-
tinuous safety audits (Zhang et al. 2019; Taherdoost 2021; 
Wu et al. 2023). This signifies that effective risk manage-
ment using the Swiss Cheese Model allows organizations 
to respond swiftly and effectively to risks, minimizing 
downtime and ensuring the continuity of critical business 

functions. Moreover, the use of the SCM in risk manage-
ment causes the industries to be competitive (Saeidi Kes-
havarz et al. 2020; Abu and Ugbah 2022; Ahmad Azwan 
2022). This connotes that industries that apply frameworks 
such as the Swiss Cheese Model in managing risks gain a 
competitive advantage over other industries. By proactively 
identifying and mitigating risks, organizations can position 
themselves as more reliable and trustworthy partners or sup-
pliers (Jerie and Matunhira 2022; Shabani et al. 2023a, b, c, 
d, e). This proposes that effective risk management leads to 
increased market share, customer loyalty and differentiation 
from competitors who may be less prepared for potential 
risks. If the Swiss Cheese Model is applied in risk manage-
ment it facilitates innovation within organizations (Karimi 
et al. 2021; da Cunha et al. 2022; Wiegmann et al. 2022). 
This offers that understanding and managing risks using the 
Swiss cheese Model is associated with new ideas or ventures 
and creation of an environment that encourages experimen-
tation and creativity. After Fire Quantitative Risk Assess-
ment of tanks used to store petroleum in the Tehran Refinery 
in Iran was performed using the Loss Causation and Swiss 
Cheese Model novel ideas were used to design new model 
for risk assessment (Saeidi Keshavarz et al. 2020). Effec-
tive risk management practices allow organizations to take 
calculated risks while minimizing potential negative con-
sequences (Filyppova et al. 2019; Santos and de Oliveira 
2019; Siegrist et al. 2021). This means that use of SCM 
in risk management fosters a culture of innovation where 
employees feel empowered to propose new ideas without 
fear of excessive risk.

Challenges organisations face in applying the Swiss 
cheese model

While the Swiss Cheese Model offers a valuable approach 
to risk management, organizations often face several chal-
lenges when implementing it (Battisti 2018; Audinet et al 
2021; Bialystok 2021). Implementing the Swiss Cheese 
Model requires a strong commitment to safety and risk man-
agement from all levels of an organization (Elsehrawy et al. 
2021; da Cunha et al. 2022). However, some organizations 
may have a culture that prioritizes productivity over safety 
or lacks a proactive approach to risk management. Fuad et al. 
(2019) and Holtermann (2021) indicated that it is challeng-
ing to shift the traditional strategies used within the organi-
sation and create a culture that embraces the principles of 
the Swiss Cheese Model. Additionally, the Swiss Cheese 
Model emphasizes the importance of integrating various risk 
management activities across different functions and depart-
ments within an organization (Larouzee and Le Coze 2020; 
Jong et al. 2020; Karimi et al. 2021). Nevertheless, organiza-
tions may struggle with old approaches of risk management, 
where each department or function operates independently 
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without considering the broader organizational context. This 
lack of integration result in fragmented defense layers and 
reduce the overall effectiveness of risk management efforts.

Implementing the Swiss Cheese Model often involves 
investing resources in various areas such as training pro-
grams, technology upgrades, process improvements, and 
regular risk assessments (Leksir 2020; Lewandowski et al. 
2023). According to Lin et al. (2023) organizations face 
resource constraints, including financial limitations or lim-
ited availability of skilled personnel and these constraints 
hinder the implementation process and make it difficult to 
establish robust layers of defense. Effective communica-
tion is crucial for successful implementation of the Swiss 
Cheese Model (Loh et al. 2020; Maskari et al. 2023). This 
implies that organizations need to ensure that all stakehold-
ers understand their roles and responsibilities in managing 
risks and actively participate in the process. Mkungunugwa 
et al. (2022) and Mendes et al. (2022) opined that communi-
cation breakdowns occur due to hierarchical structures, lack 
of transparency, or inadequate information sharing mecha-
nisms. Hence, poor communication issues lead to gaps in 
the defense layers and compromise the effectiveness of the 
Swiss Cheese Model in risk management. Implementing 
the Swiss Cheese Model often requires changes in exist-
ing processes, procedures, and behaviours (Noh et al. 2020; 
Norazahar 2020; Olson and Raz 2021). Resistance to change 
is a common challenge faced by organizations during any 
implementation effort, including risk management initiatives 
(Nunu et al. 2018; Shabani et al. 2021). This suggests that 
employees resist new practices due to fear of the unknown, 
perceived loss of control, or skepticism about the benefits 
of the model.

Integration of the SCM with other risk management 
models

Integrating the Swiss Cheese Model with other risk manage-
ment models enhances its capabilities and provides a more 
comprehensive approach to risk mitigation (Song et  al. 
2020; Yuan et al. 2023). This advocates that combining the 
strengths of different models, can help organizations to gain 
a deeper understanding of their risks, analyse potential haz-
ards and consequences, identify interventions at different 
stages, and prioritize resources effectively. Integrating the 
Swiss Cheese Model with other risk management models 
such as hierarchy of controls enhance the effectiveness of 
risk management practices (Karimi et al. 2021; Logrosa 
et al. 2022). The hierarchy of controls is a risk manage-
ment framework that prioritizes different types of controls 
based on their effectiveness in reducing or eliminating risks 
(Jerie and Musasa 2022; Shabani et al. 2023a, b, c, d, e). The 
hierarchy of control consists of five levels: elimination, sub-
stitution, engineering controls, administrative controls and 

personal protective equipment/cloth (PPE/C) (Singo et al. 
2022a, b, c; Chigara and Moyo 2022). This proposes that 
integrating the Swiss Cheese Model with the hierarchy of 
controls can help organisations to identify which layers of 
defense align with each level of control. Integration of the 
Swiss Cheese Model and the hierarchy of controls is vital 
since it determines the most effective control measures for 
mitigating risks at different layers of defense (Saeidi Kes-
havarz et al. 2020; Hao and Nie 2022). This entails that inte-
gration of the Swiss Cheese Model enables organisations to 
focus on implementing controls that have a higher likelihood 
of preventing or minimizing risks.

The Swiss Cheese Model is commonly integrated with 
the Bowtie Model, which is another popular risk manage-
ment tool used to analyze and visualize potential hazards 
and their consequences (Song et al. 2020; Zhao et al. 2021). 
The Bowtie Model focuses on identifying the causes and 
consequences of an incident, as well as the preventive bar-
riers that can be implemented (Aust and Pons 2020; Bijay 
et  al. 2020). This postulates that integrating the Swiss 
Cheese Model with the Bowtie Model enhances the ability 
of the organizations to identify how failures in each layer of 
defense can lead to specific hazards and consequences. As 
a result, integration allows for a more detailed analysis of 
potential risks and helps in designing targeted preventive 
measures. Furthermore, the Swiss Cheese Model can also 
be integrated with the Risk Matrix, which is a tool used 
to assess and prioritize risks based on their likelihood and 
severity (Ibrahim and Patruni 2019; Kadena and Keszthelyi 
2022). Moreover, by incorporating the Swiss Cheese Model 
into the Risk Matrix, organizations can evaluate the effec-
tiveness of their existing defenses and identify areas where 
additional controls or preventive measures are needed (Hsu 
et al. 2022; Liou et al. 2022). This clearly shows that integra-
tion of the Swiss Cheese Model and the Risk Matrix helps 
in prioritizing resources and efforts towards addressing the 
most critical vulnerabilities.

The integration of the Swiss Cheese Model with Fault 
Tree Analysis (FTA) and Failure Mode Effect Analysis 
(FMEA) can provide a comprehensive approach to under-
standing and managing complex systems and their poten-
tial failures (Song et al. 2020; Cheshmberah et al. 2020). 
This infers that these three methodologies (Swiss Cheese 
Model, Fault Tree Analysis and Failure Mode Effect Anal-
ysis) can be widely used in various industries, including 
aviation, healthcare, nuclear power, and manufacturing, to 
identify and mitigate risks. For example, the effectiveness 
of the medical therapeutic respirators from Beijing Haidian 
Hospital was assessed by employing the enhanced Failure 
Mode Effect Analysis method and the Swiss Cheese Model 
to evaluate the evaluate the potential risks associated with 
their clinical use (Song et al. 2020). Fault Tree Analysis 
(FTA) is a systematic approach used to analyse the causes 
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of system failures (Ding et al. 2021; Xiao et al. 2023). In 
addition, FTA starts with identifying the top-level undesired 
event or failure and then breaks it down into contributing 
events or conditions using logic gates such as AND, OR, 
and NOT (Pan et al. 2022; Yazdi et al. 2023). This recom-
mends that the fault tree diagram provides a graphical rep-
resentation of the logical relationships between events and 
helps identify the root causes of failures. For example, in 
aviation, the integration of these methodologies can help 
identify the causes of accidents or incidents by analysing 
the contributing events using FTA (Ma et al. 2022; Xiao 
et al. 2023). This shows that the FTA is used to assess the 
potential failure modes and their effects on flight safety and 
the Swiss Cheese Model provides a visual representation 
of the multiple layers of defenses, including human factors, 
organizational factors, and technical controls and how they 
interact to prevent accidents. Moreover, the advanced FTA 
methodologies have found extensive application in various 
fields such as Computer Science, Mathematics, Energy, 
Environmental Science, and Decision Sciences and these 
disciplines have utilized FTA approaches for risk manage-
ment purposes, with respective percentages of 17%, 8.5%, 
6.7%, 5.1%, and 3.9% (Yazdi et al. 2023). In healthcare, 
integrating the Swiss Cheese Model, Fault Tree Analysis 
and Failure Mode Effect Analysis help to identify potential 
risks in patient safety (Qiao et al. 2020; Wiegmann et al. 
2022). This advocates that FTA can be used to analyse the 
causes of adverse events or medical errors, while FMEA can 
assess the potential failure modes in medical processes or 
procedures and the Swiss Cheese Model can provide insights 
into the vulnerabilities in the healthcare system and guide 
the implementation of preventive measures. As a result, inte-
grating the Swiss Cheese Model into risk assessment and 
mitigation processes, help organizations to gain a deeper 
understanding of potential risks and develop more effective 
strategies to prevent or mitigate them. Integrating the Swiss 
Cheese Model into risk assessment and mitigation processes 
significantly enhance an organization's ability to identify, 
understand, and manage risks in complex systems (Puthil-
lath et al. 2023; Maskari et al. 2023). Through visualizing 
vulnerabilities, understanding systemic risks, improving 
risk communication, enhancing risk assessment, developing 
layered defenses, and promoting continuous improvement, 
organizations build a more resilient and proactive approach 
to risk management (Shabani et al. 2023a, b, c, d, e; Shabani 
et al. 2023a, b, c, d, e; Shabani et al. 2023a, b, c, d, e).

Future directions and enhancement of the Swiss 
cheese model

According to Haghani et al. (2023) the Swiss Cheese Model 
has been widely adopted and applied in various indus-
tries, but there are several future directions and potential 

enhancements that can further improve its effectiveness in 
risk management. The Swiss Cheese Model can be enhanced 
by incorporating human factors more explicitly (Jing et al. 
2020; Young et al. 2023; Puthillath et al. 2023). This implies 
that human error is often a significant contributor to acci-
dents and adverse events, and considering human factors 
within the Swiss Cheese Model can provide a more compre-
hensive understanding of the risk. Integration of human fac-
tors involve analysing human performance, involvement of 
workers in decision making, check the workload of workers 
and other cognitive factors that influence the effectiveness 
of each layer of defense (Jerie and Jenya 2017; Nunu et al. 
2018; Musabayana et al. 2021).

In addition, the traditional Swiss Cheese Model assumes 
static layers of defense that remain constant overtime (Olson 
and Raz 2021; Raharjo et al. 2023). However, in complex 
systems, the effectiveness of these layers can change due to 
various factors such as organisational changes, technologi-
cal advancements or external influences. This denotes that 
enhancing the Swiss Cheese Model to account for dynamic 
and adaptive layers of defense would allow for a more accu-
rate representation of risk management in evolving envi-
ronments. The Swiss Cheese Model provides a qualitative 
understanding of risk (Sarin et al. 2020; Larouzee and Le 
Coze 2020), as a result incorporating quantitative analysis 
and metrics can enhance its practical application. This means 
by assigning probabilities and consequences to each layer of 
defense, organisations can prioritize their efforts and allocate 
resources more effectively. Incorporating probabilities to the 
Swiss Cheese Model enable a more data driven approach to 
risk management and facilitate comparisons between differ-
ent risks or mitigation strategies (Fu et al. 2020; Elsehrawy 
et al. 2021). The Swiss Cheese Model should incorporate 
feedback loops (González Barman 2023). In addition, feed-
back loops play a crucial role in risk management as they 
allow for continuous learning and improvement (Leksir 
2020; Jong et al. 2020). This entails that by integrating feed-
back loops within the Swiss Cheese Model, organisations 
can capture and analyse data from near-missing incidents 
and accidents to identify patterns and trends. Information 
collected through feedback loops is used to refine the layers 
of defense and address potential weaknesses proactively to 
enhance risk management (Audinet et al. 2021; Hao and 
Nie 2022).

Enhancement of the Swiss Cheese Model can be done 
through integration of the model with advanced technolo-
gies (Noh et al. 2020; Chandra 2023). According to Lin et al. 
(2023) and Wu et al. (2023) the advancement of technolo-
gies such as geographic information systems and data ana-
lytics presents an opportunity to enhance the Swiss Cheese 
Model. In addition, technologies automate the analysis of 
vast amounts of data, identify patterns and predict potential 
failures or risks (Torres et al. 2022; Stosic et al. 2022). This 
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implies that integrating technologies in the Swiss Cheese 
Model help organisations to gain real time insights and 
make more informed decisions regarding risk management. 
While the Swiss Cheese Model has been widely applied in 
industries such as aviation, healthcare and nuclear power, 
there is potential for its application in new domains (Seshia 
et al. 2018; Holtermann 2021; de Sant and de Hilal 2021). 
This recommends that the Swiss Cheese Model could be 
adopted for cybersecurity risk management or supply chain 
risk management. However, expanding the application of the 
model to new domains would require tailoring it to specific 
contexts and identifying domain-specific layers of defense.

Conclusion and recommendations

This review paper titled "A Comprehensive Review of the 
Swiss Cheese Model in Risk Management" provides a thor-
ough examination of the Swiss Cheese Model (SCM) and 
its application in risk management. The SCM is a widely 
recognized and influential model that helps organizations 
understand and manage complex systems and processes to 
prevent accidents and mitigate risks. The paper begins by 
introducing the concept of the SCM and its origins in the 
field of aviation safety. It explains how the model visualizes 
a system as a series of barriers or slices of cheese, each with 
its own potential for failure or error. These barriers can be 
organizational, procedural, technical, or human in nature. 
The model suggests that accidents occur when multiple fail-
ures align, creating a pathway for an adverse event to occur.

The review paper then delves into the various components 
of the SCM, discussing each layer of defense and its role in 
preventing accidents. It explores how these layers interact 
with each other and how their effectiveness can be influ-
enced by factors such as organizational culture, communica-
tion, and training. The paper also examines the limitations of 
the SCM, acknowledging that it is not a solution but rather a 
tool for understanding and managing risks.

Furthermore, the review paper discusses real-world 
applications of the SCM across different industries such as 
healthcare, nuclear power, transportation, and manufactur-
ing. It highlights case studies where the SCM has been suc-
cessfully implemented to identify vulnerabilities in systems 
and improve safety measures. Additionally, it addresses criti-
cisms and debates surrounding the model, including con-
cerns about oversimplification and its reliance on hindsight 
bias. Overall, this comprehensive review paper provides a 
deep analysis of the Swiss Cheese Model in risk manage-
ment. It offers insights into its strengths, weaknesses, and 
practical applications across various industries. By under-
standing the complexities of systems and how failures can 
occur at different levels, organizations can use the SCM as 
a valuable tool to enhance their risk management strategies.

As a result, organizations should invest in training pro-
grams and workshops to enhance employees' understanding 
of the Swiss Cheese Model. This will enable them to identify 
potential risks more effectively and implement appropriate 
defenses. Organizations should recognize the importance of 
human factors in risk management and incorporate them into 
their application of the Swiss Cheese Model. This includes 
considering human error probabilities, cognitive biases 
and organisational culture when analysing risks. Organi-
zations should adopt a continuous improvement mind-set 
when using the Swiss Cheese Model. Regularly reviewing 
and updating defenses, identifying new vulnerabilities, and 
learning from past incidents will help enhance risk manage-
ment practices.
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