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[bookmark: _Toc229345876]ACCA5023 Network Operating Systems and Services
[bookmark: _Toc229345877]Configure and Manage the Virtualised Enterprise Network
[bookmark: _Toc229345878]1. Introduction
This report documents the configuration of a virtualised enterprise network containing two sites: Swansea and London. The Swansea site contains the main Windows Server domain controller, S-DC, and the Swansea client, ClientS1. The London site contains L-DC and ClientL1. The network was configured to provide centralised authentication, DNS, DHCP, secure routing, file sharing, IIS web access, Remote Desktop Services, and a site-to-site VPN.
The final domain used for the environment is skyler.acca. The design follows a typical enterprise model where core services are centralised on a Windows Server domain controller, while branch-site connectivity is provided through routing and VPN services.
[Screenshot 1: Full network topology showing S-DC, ClientS1, L-DC, ClientL1, Swansea network, London network, and transit network]
[image: ]
This screenshot shows the final enterprise network topology. The Swansea site contains S-DC and ClientS1 on the 192.168.1.0/24 network. The London site contains L-DC and ClientL1 on the 192.168.2.0/24 network. The two sites are connected using a transit network between S-DC and L-DC, allowing routing and IPsec VPN communication between Swansea and London.
[bookmark: _Toc229345879]2. Network Addressing and Topology
The Swansea network was configured as 192.168.1.0/24, with S-DC using 192.168.1.1. The London network was configured as 192.168.2.0/24, with L-DC using 192.168.2.1 and ClientL1 using 192.168.2.10. A transit network was used between the two sites, with S-DC using 20.0.0.1 and L-DC using 20.0.0.2.
Static IP addressing was used for the server and routing devices because these systems provide infrastructure services and must remain reachable using predictable addresses. This is especially important for DNS, DHCP, routing, and VPN configuration.
[Screenshot 2: S-DC ipconfig /all showing 192.168.1.1 and 20.0.0.1]
[image: ]
This screenshot shows the IP configuration of S-DC. The server has one interface on the Swansea LAN using 192.168.1.1 and one transit interface using 20.0.0.1. IP routing is enabled, allowing S-DC to route traffic between the Swansea network and the London network through the VPN/transit connection.
[Screenshot 3: L-DC ip addr / ip route showing 192.168.2.1, 20.0.0.2, and route to Swansea]
[image: ]
This screenshot shows the network configuration of L-DC. The server has an interface on the London LAN using 192.168.2.1 and a transit interface using 20.0.0.2. The routing table shows that traffic for the Swansea network 192.168.1.0/24 is routed through the transit/VPN connection.
[Screenshot 4: ClientS1 and ClientL1 IP configuration showing correct IP, gateway, and DNS]
[image: ]
ClientS1 IP configuration showing Swansea LAN addressing, DNS resolution, and connectivity to S-DC.3. Active Directory Domain Services
[image: ]
[image: ]
ClientL1 IP configuration showing London LAN addressing, route to Swansea, DNS resolution, and cross-site connectivity.
[bookmark: _Toc229345880]3. Active Directory Domain Services
Active Directory Domain Services was installed on S-DC and configured with the domain skyler.acca. AD DS provides centralised storage and management of network objects such as users, computers, passwords, and security information, allowing users and administrators to access network resources through a single domain identity system [1]. 
The domain controller was verified using PowerShell commands such as Get-ADDomain and Get-ADComputer -Filter *. The final domain computer objects shown were S-DC, ClientS1, L-DC, and ClientL1, confirming that the required machines were joined to the domain.
User accounts were created from the provided user list. The required naming format was applied using the first initial, followed by a dot, followed by the surname, such as b.white, l.terry, and s.jackson. These accounts were also added to the SwanseaUsers group so that access permissions could be managed through group membership rather than individual users.
[Screenshot 5: Get-ADDomain showing skyler.acca]
[image: ]
This screenshot verifies the Active Directory domain configuration. The domain DNS root is skyler.acca, the NetBIOS name is SKYLER, and S-DC is shown as the domain controller holding the main domain roles. This confirms that AD DS was successfully installed and configured.
[Screenshot 6: Get-ADComputer -Filter * showing S-DC, ClientS1, L-DC, ClientL1][image: ]
This screenshot shows the domain-joined computer objects in Active Directory. The presence of S-DC, ClientS1, L-DC, and ClientL1 confirms that the required machines have been added to the domain and can be centrally managed through AD DS.
[Screenshot 7: Get-ADUser b.white, l.terry, and s.jackson]
[image: ]
This screenshot shows example imported user accounts, including b.white, l.terry, and s.jackson. The accounts follow the required naming format and include valid user principal names in the skyler.acca domain. This confirms that the CSV user import was successful.
[Screenshot 8: Total ACCA users count and SwanseaUsers group count]
[image: ]
This screenshot shows the total number of users in the ACCA organisational unit and the number of members in the SwanseaUsers group. The matching counts confirm that the imported users were created successfully and added to the correct security group for permissions management.
[bookmark: _Toc229345881]4. DNS Configuration
DNS was configured on S-DC for the skyler.acca domain. DNS is a critical service in an Active Directory environment because AD DS uses DNS name resolution to allow clients to locate domain controllers and allow domain controllers to communicate with each other [2]. 
Forward lookup records were configured for the required devices and services, including S-DC, ClientS1, L-DC, ClientL1, webs.skyler.acca, and rds.skyler.acca. This allows users and systems to access resources by hostname rather than IP address. DNS testing was completed using Resolve-DnsName, confirming that the correct records resolved to the correct IP addresses.


[Screenshot 9: DNS Manager showing skyler.acca forward lookup zone]
[image: ]
This screenshot shows the DNS forward lookup zone for skyler.acca. It includes A records for the required hosts and services, including S-DC, ClientS1, L-DC, ClientL1, webs.skyler.acca, and rds.skyler.acca. This allows systems and users to access resources by hostname instead of IP address.
[Screenshot 10: Resolve-DnsName results for S-DC, L-DC, ClientS1, ClientL1, webs, and rds]
[image: ]
This screenshot verifies DNS resolution using PowerShell. The Resolve-DnsName results confirm that hostnames such as ClientS1, L-DC, ClientL1, webs, and rds resolve successfully. This proves that DNS is working for both infrastructure devices and user-facing services.
[Screenshot 11: Reverse lookup zone / PTR records if configured]
[image: ]
This screenshot shows the DNS reverse lookup configuration. Reverse lookup records allow IP addresses to be resolved back into hostnames, which supports troubleshooting, auditing, and service validation in the domain environment.
[bookmark: _Toc229345882]5. DHCP Configuration
DHCP was configured to automatically provide IP address settings to client machines. DHCP is used to pass configuration information to hosts on a TCP/IP network, including reusable IP addresses and additional network options [3], [4]. 
Two DHCP scopes were configured. The Swansea scope uses 192.168.1.10 to 192.168.1.20, and the London scope uses 192.168.2.10 to 192.168.2.20. Scope options were configured for the default gateway, DNS server, and DNS domain name. Microsoft’s Windows Server DHCP guidance also identifies scope configuration, DHCP server authorisation, and IPv4 client options as core parts of DHCP server deployment [3]. 



[Screenshot 12: Get-DhcpServerv4Scope showing SwanseaScope and LondonScope]
[image: ]
This screenshot shows the configured DHCP scopes. The Swansea scope provides addresses from 192.168.1.10 to 192.168.1.20, and the London scope provides addresses from 192.168.2.10 to 192.168.2.20. Both scopes are active, confirming that DHCP is ready to provide client addressing.
[Screenshot 13: DHCP options showing router, DNS server, and DNS domain name]
[image: ]
This screenshot shows the DHCP options configured for the Swansea and London scopes. The options include the correct router/default gateway, DNS server, and DNS domain name. These settings ensure that clients receive the correct network configuration automatically.
[Screenshot 14: Client showing correct network configuration from DHCP or configured address]
[image: ]
This screenshot provides evidence that client devices are using the correct addressing for their network. It supports the DHCP configuration by showing that the client addressing matches the planned Swansea and London IP ranges.
[bookmark: _Toc229345883]6. Routing and Site-to-Site VPN
Routing was configured so the Swansea and London networks could communicate. On S-DC, a persistent route sends traffic for 192.168.2.0/24 through 20.0.0.2. On L-DC, traffic for 192.168.1.0/24 routes back through the transit link. Successful ping tests confirmed communication between Swansea and London.
A site-to-site VPN was configured using IPsec. IPsec is designed to provide security services for traffic at the IP layer, making it suitable for protecting traffic between two routed networks [5]. strongSwan was used on the Linux side because it is a comprehensive open-source implementation of IKE protocols for securing IP traffic in policy-based and route-based IPsec VPN scenarios [6], [7]. 
The VPN used strong security settings including AES-256, SHA-256, and DH14. The IPsec tunnel was verified using Get-NetIPsecMainModeSA, Get-NetIPsecQuickModeSA, and swanctl --list-sas. These commands confirmed that the tunnel was established between 20.0.0.1 and 20.0.0.2, with traffic selectors for 192.168.1.0/24 and 192.168.2.0/24.
[Screenshot 15: route print on S-DC showing persistent route to 192.168.2.0/24]
[image: ][image: ]
This screenshot shows the persistent route on S-DC for the London network. Traffic destined for 192.168.2.0/24 is sent to 20.0.0.2, which is the transit interface on L-DC. This route is required for Swansea devices to reach the London network.

[Screenshot 16: L-DC ip route showing route to 192.168.1.0/24]
[image: ]
This screenshot shows the routing table on L-DC. Traffic for the Swansea network 192.168.1.0/24 is routed through 20.0.0.1. This confirms that return routing from London to Swansea is configured correctly.
[Screenshot 17: Get-NetIPsecMainModeSA showing AES256, SHA256, DH14]
[image: ]
This screenshot shows the Windows IPsec Main Mode security association. The VPN tunnel is established between 20.0.0.1 and 20.0.0.2 using AES-256, SHA-256, and DH14. This confirms that strong encryption settings were used for the site-to-site VPN.
[Screenshot 18: swanctl --list-sas showing established tunnel]
[image: ]
This screenshot shows the strongSwan VPN status on L-DC. The tunnel is established between the London and Swansea transit addresses, with traffic selectors for 192.168.2.0/24 and 192.168.1.0/24. This confirms that the Linux side of the VPN is active and passing traffic.










[Screenshot 19: Ping tests between Swansea and London networks]
[image: ][image: ]
This screenshot shows successful ping tests between the Swansea and London networks. The results confirm that local Swansea connectivity, London gateway connectivity, and cross-site communication to ClientL1 are working through the configured routing and VPN tunnel.


[bookmark: _Toc229345884]7. File Sharing and Permissions
A second disk was mounted as E: and the shared folder E:\SwanseaFiles was created. The folder was shared as SwanseaFiles. Server Message Block is the Windows file sharing protocol used to allow remote clients to access shared folders and files [8]. 
Permissions were configured so that Domain Users have full control and other users have read-only access. This supports the assignment requirement by allowing authorised domain users to access shared files while limiting unnecessary access for other users.
[Screenshot 20: Disk Management or Get-Volume showing E: drive]
[image: ]
This screenshot shows the mounted E: drive on S-DC. The E: drive is used to store the SwanseaFiles shared folder, separating shared data from the system drive and matching the required file share configuration.







[Screenshot 21: Get-SmbShare -Name SwanseaFiles]
[image: ]
This screenshot shows the SwanseaFiles SMB share. The share path is E:\SwanseaFiles and the share is online, confirming that the folder has been successfully published as a network share for domain users.
[Screenshot 22: Get-SmbShareAccess -Name SwanseaFiles showing Domain Users Full and Everyone Read]
[image: ]
This screenshot shows the configured share and NTFS permissions for SwanseaFiles. Domain Users have full access, while Everyone has read-only access. This demonstrates group-based access control and limits unnecessary permissions.
[Screenshot 23: Client access test to \s-dc.skyler.acca\SwanseaFiles]
[image: ]
This screenshot shows a client accessing the \s-dc.skyler.acca\SwanseaFiles share. The successful folder listing and access test confirm that the SMB share is reachable from a domain client and that the permissions allow authorised access.
[bookmark: _Toc229345885]8. IIS Website Configuration
IIS was installed on S-DC and a website was created for webs.skyler.acca. The website was configured with Windows Integrated Authentication so that users authenticate with domain credentials rather than anonymous access. This supports centralised access control because website access is linked to Active Directory identity.
The website was tested using DNS resolution and web access. The successful response from https://webs.skyler.acca confirms that the site was available and responding correctly.





[Screenshot 24: IIS Manager showing webs.skyler.acca site]
[image: ]
This screenshot shows the IIS website configuration for webs.skyler.acca. The site is started, uses the configured physical path, and has the correct HTTP/HTTPS bindings. This confirms that the internal website has been created and hosted successfully.
[Screenshot 25: IIS authentication settings showing Windows Authentication enabled and Anonymous disabled][image: ]
This screenshot shows the authentication configuration for webs.skyler.acca. Windows Authentication is enabled and Anonymous Authentication is disabled, meaning users must authenticate using domain credentials. This supports centralised access control through Active Directory.
[Screenshot 26: Browser or Invoke-WebRequest showing webs.skyler.acca responding]
[image: ]
This screenshot verifies that webs.skyler.acca is reachable. DNS resolution points the hostname to the correct server, and the web request returns a successful response. This confirms that the IIS website is operational.

[bookmark: _Toc229345886]9. Remote Desktop Services
Remote Desktop Services was configured to provide remote access through rds.skyler.acca. RDS in Windows Server is used to securely deliver managed desktops and applications to users, supporting centralised access and management [9]. 
The RDS web portal was tested using https://rds.skyler.acca/RDWeb. DNS resolution and HTTPS access confirmed that the RDS service was reachable using the expected hostname.



[Screenshot 27: Get-WindowsFeature showing RDS-RD-Server and RDS-Web-Access installed]
[image: ]
This screenshot shows that the required Remote Desktop Services components are installed. RD Session Host and RD Web Access are present, and the Remote Desktop service is running, confirming that RDS has been configured on the server.
[Screenshot 28: Browser showing https://rds.skyler.acca/RDWeb login page]
[image: ]
[image: ]
This screenshot shows the RD Web Access portal using the rds.skyler.acca hostname. The successful page load confirms that the RDS web interface is reachable using DNS and HTTPS.
[Screenshot 29: Certificate or HTTPS binding evidence for rds.skyler.acca]
[image: ]
This screenshot shows the HTTPS binding and certificate evidence for rds.skyler.acca. This confirms that the RDS web portal has been configured to use HTTPS, supporting secure browser access to the remote desktop service.
[bookmark: _Toc229345887]10. Testing and Verification
Testing was completed using PowerShell, Linux terminal commands, DNS queries, ping tests, and service checks. The final tests confirmed that DNS records resolved correctly, DHCP scopes existed, Active Directory users and computers were present, the file share existed, IIS responded, RDS was reachable, and the IPsec VPN was established.
The most important evidence is that ClientL1 could communicate with Swansea resources across the VPN and S-DC could reach ClientL1 using the correct source interface command:
ping -S 192.168.1.1 192.168.2.10
This confirms that the traffic was tested from the Swansea network interface rather than from another adapter.
[Screenshot 30 ping -S 192.168.1.1 ClientL1.skyler.acca showing 0% loss]
[image: ]
This screenshot shows the command ping -S 192.168.1.1 ClientL1.skyler.acca. This proves that S-DC can reach the London client across the VPN using the Swansea LAN interface as the source. This is important because it confirms that cross-site routing is working correctly, not just local or NAT-based connectivity.



[Screenshot 31: L-DC showing AD login as b.white@skyler.acca]
[image: ]
This screenshot shows L-DC recognising the Active Directory user b.white@skyler.acca. The id and getent results confirm that SSSD is communicating with Active Directory and that the user is recognised as a domain user and member of the SwanseaUsers group. This proves that Linux-side domain integration is working.
[bookmark: _Toc229345888]11. Conclusion
The virtualised enterprise network was successfully configured to meet the assessment requirements. The environment includes a working Active Directory domain, DNS records, DHCP scopes, domain users, domain-joined computers, file sharing, IIS, RDS, routing, and a secure IPsec site-to-site VPN between Swansea and London.
[bookmark: _Toc229345889]The configuration demonstrates both technical implementation and professional verification. The use of PowerShell and Linux command-line testing provides clear evidence that the services are not only installed but functioning correctly across both networks. The final result is a manageable enterprise-style network where authentication, addressing, name resolution, file access, web access, remote access, and secure inter-site communication are all operational.
References
[1] Microsoft, “Active Directory Domain Services overview,” Microsoft Learn, Mar. 11, 2025. [Online]. Available: https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/get-started/virtual-dc/active-directory-domain-services-overview. [Accessed: May 10, 2026].
[2] Microsoft, “DNS and AD DS,” Microsoft Learn, May 12, 2025. [Online]. Available: https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/dns-and-ad-ds. [Accessed: May 10, 2026].
[3] Microsoft, “Quickstart: Install and configure DHCP Server,” Microsoft Learn, Apr. 21, 2025. [Online]. Available: https://learn.microsoft.com/en-us/windows-server/networking/technologies/dhcp/quickstart-install-configure-dhcp-server. [Accessed: May 10, 2026].
[4] R. Droms, “Dynamic Host Configuration Protocol,” RFC 2131, Internet Engineering Task Force, Mar. 1997. [Online]. Available: https://datatracker.ietf.org/doc/html/rfc2131. [Accessed: May 10, 2026].
[5] S. Kent and K. Seo, “Security Architecture for the Internet Protocol,” RFC 4301, Internet Engineering Task Force, Dec. 2005. [Online]. Available: https://datatracker.ietf.org/doc/html/rfc4301. [Accessed: May 10, 2026].
[6] C. Kaufman, P. Hoffman, Y. Nir, P. Eronen, and T. Kivinen, “Internet Key Exchange Protocol Version 2 (IKEv2),” RFC 7296, Internet Engineering Task Force, Oct. 2014. [Online]. Available: https://datatracker.ietf.org/doc/html/rfc7296. [Accessed: May 10, 2026].
[7] strongSwan Project, “strongSwan - IPsec VPN for Linux, Android, FreeBSD, macOS, Windows,” 2026. [Online]. Available: https://www.strongswan.org/. [Accessed: May 10, 2026].
[8] Microsoft, “What is SMB File Sharing for Windows and Windows Server?,” Microsoft Learn, Nov. 27, 2025. [Online]. Available: https://learn.microsoft.com/en-us/windows-server/storage/file-server/file-server-smb-overview. [Accessed: May 10, 2026].
[9] Microsoft, “Remote Desktop Services overview in Windows Server,” Microsoft Learn, Oct. 30, 2025. [Online]. Available: https://learn.microsoft.com/en-us/windows-server/remote/remote-desktop-services/overview. [Accessed: May 10, 2026].
image6.png
9 May 03:08

skyler@ClientL1: ~ Qj = x

skyler@clientLl:~$ echo "=== Screenshot 4 ClientLl1l IP Configuration ==="
=== Screenshot 4 ClientLl IP Configuration ===
skyler@ClientL1l:~$ hostname

ClientLl

skyler@ClientLl:~$ whoami

skyler

skyler@clientLl:~% echo "=== Network configuration ==="

=== Network configuration ===
skyler@ClientLl:~$ ip -br addr

lo UNKNOWN 127.0.0.1/8 ::1/128
enpos3 up 10.0.2.15/24 fd17:625c:f037:2:9045:1716:9567:20c0/64 feB80::2980:b400:212a:927d/64
enposs up 192.168.2.10/24

skyler@ClientLl:~$ ip route

default via 10.0.2.2 dev enp@s3 proto dhcp src 10.0.2.15 metric 1002
10.0.2.0/24 dev enpos3 proto dhcp scope link src 10.0.2.15 metric 1002
192.168.1.0/24 via 192.168.2.1 dev enpos8 proto static metric 100
192.168.2.0/24 dev enp0Os8 proto kernel scope link src 192.168.2.10 metric 100
skyler@ClientLl:~$ echo "=== Connectivity tests ==="

=== Connectivity tests ===

skyler@clientLl:~$ ping -c 4 192.168.2.1

PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.

64 bytes from 192.168.2.1: icmp seq=1 ttl=64 time=1.74 ms

64 bytes from 192.168.2.1: icmp_seq=2 ttl=64 time=1.70 ms

64 bytes from 192.168.2.1: icmp seq=3 ttl=64 time=2.56 ms

64 bytes from 192.168.2.1: icmp seq=4 ttl=64 time=1.74 ms

--- 192.168.2.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3016ms
rtt min/avg/max/mdev = 1.700/1.934/2.560/0.361 ms
skyler@clientLl:~$ ping -c 4 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icmp seq=1 ttl=126 time=5.68 ms

64 bytes from 192.168.1. icmp_seq:z ttl=126 time=3.27 ms

64 bytes from 192.168.1. icmp seq=3 ttl=126 time=7.20 ms

64 bytes from 192.168.1. icmpiseq=4 ttl=126 time=11.2 ms

H H H

--- 192.168.1.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3013ms
rtt min/avg/max/mdev = 3.269/6.828/11.164/2.869 ms
skyler@ClientLl:~% ping -c 4 192.168.1.10
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--- 192.168.1.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3013ms
rtt min/avg/max/mdev = 3.269/6.828/11.164/2.869 ms
skyler@ClientLl:~$ ping -c 4 192.168.1.10

PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data.

64 bytes from 192.168.1.10: icmp_seq=1 ttl=126 time=5.55 ms

64 bytes from 192.168.1.10: icmp_seq=2 ttl=126 time=5.92 ms

--- 192.168.1.10 ping statistics ---
4 packets transmitted, 2 received, 50% packet loss, time 3034ms
rtt min/avg/max/mdev = 5.553/5.737/5.921/0.184 ms
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=== Screenshot 5: Active Directory Domain Configuration === -
S-DC

skyler\administrator

DNSRoot : skyler.acca

NetBIOSName ¢ SKYLER

DomainMode : Windows2016Domain

Forest : skyler.acca

PDCEmulator : S-DC.skyler.acca

RIDMaster : S-DC.skyler.acca

InfrastructureMaster : S-DC.skyler.acca

PS C:\Users\Administrator>

o
A DB gy O

BONET MBS @EIRGH AT
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=== Screenshot 6: Domain-Joined Computers === -
S-DC
skyler\administrator
Name DNSHostName

CLIENTL1 ClientL1.skyler.acca
CLIENTS1 ClientS1.skyler.acca
L-DC L-DC.skyler.acca
S-DC S-DC.skyler.acca

PS C:\Users\Administrator>

A DB gy O

e BO¥NSET&SMES @ERGHT AT
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=== Screenshot 7: Example Active Directory Users
S-DC
skyler\administrator

Name
SamAccountName
UserPrincipalName :
GivenName
Surname
Enabled
Department

Name
SamAccountName
UserPrincipalName :
GivenName
Surname
Enabled
Department

Name
SamAccountName
UserPrincipalName :
GivenName
Surname
Enabled
Department

: Brian White
: b.white

b.white@skyler.acca

: Brian

: White

: True

: Managers

: Luis Terry
: l.terry

1.terry@skyler.acca

¢ Luis

: Terry

: True

: Competitors

: Susan Jackson
: s.jackson

s.Jjackson@skyler.acca

¢ Susan

: Jackson
: True

: Experts

005
AR R g

BO¥MTFSFMELS @ EIRGHT AT
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=== Screenshot 8: User Count and SwanseaUsers Group Membership

S-DC

skyler\administrator

=== Total users in ACCA OU ===

989

=== SwanseaUsers group member count ===
989

=== First 15 SwanseaUsers members ===

Name

Brian White
Luis Terry
Susan Jackson
Sherri Carney
Samuel Reed
Jonathon Doyle
Carla Harrington
Drew Garcia
Billy Williams
Melinda Donovan
Donna Clarke
Robert Simmons
Kelsey Garcia
Wesley Cole
Steven Mcgee

PS C:\Users\Administrator>

SamAccountName

.terry
.Jjackson
.carney
.reed
.doyle
.harrington
.garcia
.williams
.donovan
.clarke
.simmons
.garcia
.cole
.mcgee
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=== Screenshot 9: DNS Forward Lookup Zone ===

S-DC

skyler\administrator

ZoneName ZoneType IsAutoCreated IsDsIntegrated IsReverseLookupZone IsSigned
skyler.acca Primary False True False False

=== A Records in skyler.acca ===

HostName RecordType IPAddress

@ A 20.0.0.1

@ A 192.168.1.1
@ A 10.0.4.15
ClientL1 A 192.168.2.10
ClientsS1 A 192.168.1.10
DomainDnsZones A 192.168.1.1
DomainDnsZones A 20.0.0.1
DomainDnsZones A 10.0.4.15
ForestDnsZones A 192.168.1.1
ForestDnsZones A 20.0.0.1
ForestDnsZones A 10.0.4.15
L-DC A 192.168.2.1
rds A 192.168.1.1
s-dc A 10.0.4.15
s-dc A 20.0.0.1
s-dc A 192.168.1.1
webs A 192.168.1.1

PS C:\Users\Administrator>

2007

5 ® m» AR E D) g L
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=== Screenshot 10: DNS Resolution Tests ===
S-DC
skyler\administrator

Name Type TTL  Section IPAddress

S-DC.skyler.acca AAAA 1200 Question  fe80::c8b3:f9ad:5014:c49a
S-DC.skyler.acca AAAA 1200 Question  fd17:625c:f037:4:c8b3:f9ad:5014:c49a
S-DC.skyler.acca AAAA 1200 Question  fe80::alfa:e7c@:b549:fbda
S-DC.skyler.acca AAAA 1200 Question  fe80::2cad:939c:5860:afeb
S-DC.skyler.acca A 1200 Question 10.0.4.15
S-DC.skyler.acca A 1200 Question 20.0.0.1

S-DC.skyler.acca A 1200 Question  192.168.1.1
ClientS1.skyler.acca A 1200 Answer 192.168.1.10
L-DC.skyler.acca A 3600 Answer 192.168.2.1
ClientL1.skyler.acca A 3600 Answer 192.168.2.10
webs.skyler.acca A 3600 Answer 192.168.1.1
rds.skyler.acca A 3600 Answer 192.168.1.1

PS C:\Users\Administrator>
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=== Screenshot 11: DNS Reverse Lookup Zone and PTR Records ===
S-DC

skyler\administrator

=== Reverse lookup zones ===

ZoneName ZoneType IsDsIntegrated
0.in-addr.arpa Primary False
127.in-addr.arpa Primary False
255.in-addr.arpa Primary False

=== PTR records ===

Zone HostName RecordType PTR

1.0.0 PTR localhost.

PS C:\Users\Administrator>
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=== Screenshot 12: DHCP Scopes ===

S-DC

skyler\administrator

Scopeld Name State StartRange EndRange SubnetMask LeaseDuration
192.168.1.0 SwanseaScope Active 192.168.1.10 192.168.1.20 255.255.255.0 8.00:00:00
192.168.2.0 LondonScope Active 192.168.2.10 192.168.2.20 255.255.255.0 8.00:00:00

PS C:\Users\Administrator>
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=== Screenshot 13: DHCP Scope Options ===
S-DC

skyler\administrator

=== Swansea DHCP options ===

OptionId Name Value
51 Lease {691200}
3 Router {192.168.1.1}
15 DNS Domain Name {skyler.acca}
6 DNS Servers {192.168.1.1, 192.168.1.1}

=== London DHCP options ===

OptionId Name Value
51 Lease {691200}
3 Router {192.168.2.1}
15 DNS Domain Name {skyler.acca}
6 DNS Servers {192.168.1.1, 192.168.1.1}

PS C:\Users\Administrator>

x0
woyas

Ao

gorgsmg

B RIGHT ALT





image17.png
File Machine View Input Devices Help

Administrator: Windows Powershell

=== Screenshot 14: DHCP Client Lease Evidence ===
S-DC
skyler\administrator

Swansea DHCP leases ===
London DHCP leases ===

IPAddress HostName ClientId AddressState LeaseExpiryTime

192.168.2.10 CLientL1l.skyler.acca 08-00-27-f6-77-d2 Active 14/05/2026 19:48:25

PS C:\Users\Administrator>
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=== Screenshot 15: S-DC Persistent Route to London Network ===
S-DC

skyler\administrator

=== Route to London network ===

DestinationPrefix NextHop InterfaceAlias RouteMetric PolicyStore

192.168.2.0/24 20.0.0.2 Transit 1

=== Full route print evidence ===

Interface List

3...08 @0 27 53 97 b9 ...... Intel(R) PRO/1000@ MT Desktop Adapter
15...08 00 27 2b 32 f6 ...... Intel(R) PRO/1000@ MT Desktop Adapter #2
9...08 00 27 63 fc @a ...... Intel(R) PRO/1000@ MT Desktop Adapter #3

Software Loopback Interface 1

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 10.0.4.2 10.0.4.15 25
10.0.4.0 255.255.255.0 On-1link 10.0.4.15 281
10.0.4.15 255.255.255.255 On-1link 10.0.4.15 281
10.0.4.255 255.255.255.255 On-1link 10.0.4.15 281
20.0.0.0 255.255.255.252 On-1link 20.0.0.1 281
20.0.0.1 255.255.255.255 On-1link 20.0.0.1 281
20.0.0.3 255.255.255.255 On-1link 20.0.0.1 281
127.0.0.0 255.0.0.0 On-1link 127.0.0.1 331
127.0.0.1 255.255.255.255 On-1link 127.0.0.1 331
127.255.255.255 255.255.255.255 On-1link 127.0.0.1 331
192.168.1.0 255.255.255.0 On-1link 192.168.1.1 281
192.168.1.1 255.255.255.255 On-1link 192.168.1.1 281
192.168.1.255 255.255.255.255 On-1link 192.168.1.1 281
192.168.2.0 255.255.255.0 20.0.0.2 20.0.0.1 26

n N N N T35nls 177 N N 1 221

- Er— ¢ -

w1
NEO R g B

BOMXTF LSO EM™S 8 PIRGHT AT




image19.png
File Machine View Input Devices Help

Fix (Added the Names, before removal of student1...) [Running] - Oracle VirtualBox = (u] X

Administrator: Windows Powershell

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 10.0.4.2 10.0.4.15 25
10.0.4.0 255.255.255.0 On-1link 10.0.4.15 281
10.0.4.15 255.255.255.255 On-1link 10.0.4.15 281
10.0.4.255 255.255.255.255 On-1link 10.0.4.15 281
20.0.0.0 255.255.255.252 On-1link 20.0.0.1 281
20.0.0.1 255.255.255.255 On-1link 20.0.0.1 281
20.0.0.3 255.255.255.255 On-1link 20.0.0.1 281
127.0.0.0 255.0.0.0 On-1link 127.0.0.1 331
127.0.0.1 255.255.255.255 On-1link 127.0.0.1 331
127.255.255.255 255.255.255.255 On-1link 127.0.0.1 331
192.168.1.0 255.255.255.0 On-1link 192.168.1.1 281
192.168.1.1 255.255.255.255 On-1link 192.168.1.1 281
192.168.1.255 255.255.255.255 On-1link 192.168.1.1 281
192.168.2.0 255.255.255.0 20.0.0.2 20.0.0.1 26
224.0.0.0 240.0.0.0 On-1link 127.0.0.1 331
224.0.0.0 240.0.0.0 On-1link 192.168.1.1 281
224.0.0.0 240.0.0.0 On-1link 20.0.0.1 281
224.0.0.0 240.0.0.0 On-1link 10.0.4.15 281
255.255.255.255 255.255.255.255 On-1link 127.0.0.1 331
255.255.255.255 255.255.255.255 On-1link 192.168.1.1 281
255.255.255.255 255.255.255.255 On-1link 20.0.0.1 281
255.255.255.255 255.255.255.255 On-1link 10.0.4.15 281

Persistent Routes:
Network Address Netmask Gateway Address Metric
192.168.2.0 255.255.255.0 20.0.0.2 1

PS C:\Users\Administrator>
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root@L-DC:shomesskyler# echo === Screenshot 16: L-DC Route to Swansea Network ==='
=== Screenshot 16: L-DC Route to Swansea Network ===

root@L-DC:/home/skyler# hostname

L-DC

root@L-DC:/home/skyler# whoami

root

root@L-DC:/homesskyler# echo ''=== IP addresses ===
=== IP addresses ===

root@L-DC:/homes/skyler# ip -br addr

1o UNKNOKHN 127.0.0.1/8 - 1/128

ENPBS3 up 10.9.2.15/24 fd17:625c:f037:2:1635:ccdf:7d62:f541/64 febo::cBoe:dfS6:5d86:hafersed
ENPOSE up 20.9,0.2/30 fefo::iaon:27fffedfco%a/64

ENPBS9 up 192.168.2.1/24 fedo:ao0:27tf 1 fe96:7225/64

root@L-DC:shome/skulerd# echo === Routing Table ==="

=== Routing Table ===

root@L-DC: /homesskylerd# ip route

default via 10.6.2.2 dev enpesd proto dhcp src 10.0.2.15 metric 1ee2
10.60.2.0/24 dev enpes3 proto dhop scope link src 10.0.2.15 metric 102
20.0.0.0/50 dev enpess proto kernel scope link src 20.6.0.2
192.166.1.06/24 via 26.6.0.1 dev enpess

192.166.2.0/24 dev enpBs9 proto kernel scope link src 192. 158 2.1
root@L-DC:shomesskyler# echo "=== Test route to Swansea ===
=== Test route to Swansea ===

root@L-DC:/homesskyler# ping -c 4 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) hytes of data.

64 bytes from 192.168.1.1: icmp_seq=1 tt1=127 time=2.22 ms
64 bytes from 192.168.1.1: icmp_seg=2 tt1=127 time=0.862 ms
64 bytes from 192.168.1.1: icmp_seg=3 tt1=127 time=1.33 ms
64 bytes from 192.168.1.1: icmp_seg=4 tt1=127 time=0.977 ms

--- 192.168.1.1 ping statistics ---

4 packets transmitted, 4 received, 6% packet loss, time 3229ms
rtt minsavg/max/mdev = ©.802,1.329/2.215/6.544 ms
root@L-DC:/homes/skyler# ping -c 4 192.168.1.16

PING 192.168.1.1¢ (192.168.1.10) S6(84) hytes of data.

“C

--- 192.168.1.10 ping statistics ---

4 packets transmitted, @ received, 108% packet loss, time 3@78ms

root@L-DC:shomesskyler# ping -c 4 192.168.1.10

PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data.

64 bytes from 192.1658.1.18: 1cmp seq=1 tt1=127 time=1.64 ms
64 bytes from 192.166.1.16: icmp_seq=2 tt1=127 time=1.27 ms
64 bytes from 192.166.1.16: icmp_seq=3 tt1=127 time=1.43 ms
64 bytes from 192.166.1.16: icmp_seq=4 tt1=127 time=1.67 ms

--- 192.168.1.16 ping statistics ---
4 packets transmitted, 4 received, @% packet loss, time 4444ms
rtt minsaveg/max/mdev = 1.272/1.501/1.667/0.160 ms

root@L-DC:/homes/skyler# e
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=== Screenshot 17: IPsec Main Mode Security Association === -
S-DC
skyler\administrator

LocalEndpoint : 20.0.0.1
RemoteEndpoint : 20.0.0.2

LocalFirstId : MSFT_NetIPsecIdentity
RemoteFirstId : MSFT_NetIPsecIdentity
CipherAlgorithm : AES256

HashAlgorithm : SHA256

GroupId : DH14

KeyModule : Tkevl

LifetimeSeconds : 15840

PS C:\Users\Administrator>
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=== Screenshot 18: strongSwan Active VPN Tunnel ===

L-DC

root

=== Start/refresh VPN ===

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icmp_seq=1 tt1=127 time=1.32 ms
64 bytes from 192.168. : icmp_seq=2 tt1=127 time=1.08 ms
64 bytes from 192.168. : icmp_seq=3 ttl1=127 time=0.745 ms
64 bytes from 192.168. : icmp_seq=4 tt1=127 time=1.46 ms

e
[loion

--— 192.168.1.1 ping statistics -—-—
4 packets transmitted, 4 received, 0% packet loss, time 3025ms
rtt min/avg/max/mdev = 0.7u45/1.151/1.459/0.271 ms
=== strongSwan status ===
® strongswan.service - strongSwan IPsec IKEv1/IKEv2 daemon using swanctl
Loaded: loaded (/usr/lib/systemd/system/strongswan.service; enabled; preset: enabled)
Active: active (running) since Sat 2026-05-09 04:32:54 BST; 13s ago
Invocation: acef5u4bd17444c3489d9d3503671bla7
Process: 1309 ExecStartPost=/usr/sbin/swanctl --load-all --noprompt (code=exited, status=0/SUCCESS)
Main PID: 1280 (charon-systemd)
Status: "charon-systemd running, strongSwan 6.0.1, Linux 6.12.74+debl3+1-amd64, x86_64"
Tasks: 17 (limit: 2301)
Memory: 4.7M (peak: 7.7M)
CPU: 94ms
CGroup: /system.slice/strongswan.service
L1280 /usr/sbin/charon-systemd

May 09 04:33:04 L-DC charon-systemd[1280]: sending packet: from 20.0.0.2[500] to 20.0.0.1[500] (188 bytes)

May 09 04:33:04 L-DC charon-systemd[1280]: received packet: from 20.0.0.1[500] to 20.0.0.2[500] (236 bytes)

May 09 04:33:04 L-DC charon-systemd[1280]: parsed QUICK_MODE response 1133623702 [ HASH SA No ID ID N((24576)) 1]

May 09 04:33:04 L-DC charon-systemd[1280]: selected proposal: ESP:AES_CBC_256/HMAC_SHA2_256_128/NO_EXT_SEQ

May 09 04:33:04 L-DC charon-systemd[1280]: CHILD_SA net{l} established with SPIs cb57223f_i 0f3U9eld42_o and TS 1..8.1.0/24
May 09 04:33:04 L-DC charon-systemd[1280]: generating QUICK_MODE request 1133623702 [ HASH ]

May 09 04:33:04 L-DC charon-systemd[1280]: sending packet: from 20.0.0.2[500] to 20.0.0.1[560] (76 bytes)

May 09 04:33:04 L-DC charon-systemd[1280]: received packet: from 20.0.0.1[500] to 20.0.0.2[500] (92 bytes)

May 09 04:33:04 L-DC charon-systemd[1280]: parsed QUICK_MODE response 1133623702 [ HASH N(CINIT_CONTACT) 1]

May 09 04:33:04 L-DC charon-systemd[1280]: 1gnor1ng fourth Quick Mode message
Hint: Some lines were ellipsized, use -1 to show in full.
=== Active tunnel evidence ===
agent plugin requires CAP_SETUID/CAP_SETGID capability
plugin 'agent': failed to load - agent_plugin_create returned NULL
swansea-london: #1, ESTABLISHED, IKEvl, 3lalelb5e8539247_i* 369fc76afd3d0d56_r
local '20.0.0.2' @ 20.0.0.2[500]
remote '20.0.0.1' @ 20.0.0.1[5600]
AES_CBC-256/HMAC_SHA2_256_128/PRF_HMAC_SHA2_256/MODP_2048
established 3s ago, rekeying in 13901s
net: #1, reqid 1, INSTALLED, TUNNEL, ESP:AES_CBC-256/HMAC_SHA2_256_128
installed 3s ago, rekeying in 3501s, expires in 3957s
in <cb57223f, 336 bytes, 4 packets, 0s ago
out 0f3u9ed2, 336 bytes, 4 packets, 0s ago
local 192.168.2.0/24
remote 192.168.1.0/24
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=== Screenshot 19: Swansea to London Connectivity Tests ===
S-DC

skyler\administrator

=== Swansea local test ===

Pinging 192.168.1.10 with 32 bytes of data:

Reply from 192.168.1.10: bytes=32 time=1lms TTL=128
Reply from 192.168.1.10: bytes=32 time=2ms TTL=128
Reply from 192.168.1.10: bytes=32 time=1lms TTL=128
Reply from 192.168.1.10: bytes=32 time=2ms TTL=128

Ping statistics for 192.168.1.10:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 2ms, Average = 1ms
=== London gateway / L-DC test ===

Pinging 192.168.2.1 with 32 bytes of data:

Reply from 192.168.2.1: bytes=32 time<lms TTL=64
Reply from 192.168.2.1: bytes=32 time=1ms TTL=64
Reply from 192.168.2.1: bytes=32 time<lms TTL=64
Reply from 192.168.2.1: bytes=32 time<lms TTL=64

Ping statistics for 192.168.2.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms, Average = Oms
=== London client test using Swansea source interface ===

Pinging 192.168.2.10 from 192.168.1.1 with 32 bytes of data:
Reply from 192.168.2.10: bytes=32 time=1ms TTL=62
Reply from 192.168.2.10: bytes=32 time=1ms TTL=62
Reply from 192.168.2.10: bytes=32 time=1ms TTL=62
Reply from 192.168.2.10: bytes=32 time=4ms TTL=62

Ping statistics for 192.168.2.10:
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
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Reply from 192.168.
Reply from 192.168.
Reply from 192.168.
Reply from 192.168.

bytes=32 time<lms TTL=64
bytes=32 time=1ms TTL=64
bytes=32 time<lms TTL=64
bytes=32 time<lms TTL=64

R R R R
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2o

Ping statistics for 192.168.2.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms, Average = Oms
=== London client test using Swansea source interface ===

Pinging 192.168.2.10 from 192.168.1.1 with 32 bytes of data:
Reply from 192.168.2.10: bytes=32 time=1ms TTL=62
Reply from 192.168.2.10: bytes=32 time=1ms TTL=62
Reply from 192.168.2.10: bytes=32 time=1ms TTL=62
Reply from 192.168.2.10: bytes=32 time=4ms TTL=62

Ping statistics for 192.168.2.10:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 4ms, Average = 1ms
=== DNS name test to London client ===

Pinging ClientLl.skyler.acca [192.168.2.10] from 192.168.1.1 with 32 bytes of data:
Reply from 192.168.2.10: bytes=32 time=1ms TTL=62
Reply from 192.168.2.10: bytes=32 time=1ms TTL=62
Reply from 192.168.2.10: bytes=32 time=3ms TTL=62
Reply from 192.168.2.10: bytes=32 time=1ms TTL=62

Ping statistics for 192.168.2.10:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 3ms, Average = 1ms
PS C:\Users\Administrator>
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=== Screenshot 20: Mounted Second Disk Drive === -
S-DC
skyler\administrator
=== Volumes ===
DriveLetter FileSystemLabel FileSystem DriveType HealthStatus SizeRemaining Size
D VBox_GAs_7.2.6 CDFS CD-ROM Healthy 2] 53391360
System Reserved NTFS Fixed Healthy 70397952 104853504
NTFS Fixed Healthy 87044096 549449728
C NTFS Fixed Healthy 35932655616 53029629952
E SwanseaFiles NTFS Fixed Healthy 10679607296 10718539776

=== E Drive Folder Evidence ===

True
Name Mode LastWriteTime
SwanseaFiles d----- 05/05/2026 16:16:28

PS C:\Users\Administrator>
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=== Screenshot 21: SwanseaFiles SMB Share ===

S-DC

skyler\administrator

Name : SwanseaFiles

Path : E:\SwanseaFiles
Description :

ShareState : Online

ShareType : FileSystemDirectory

=== Folder exists check ===
True
=== Folder contents ===

Name Length LastWriteTime

client-test.txt 7 04/05/2026 20:17:15
rds.cer 814 05/05/2026 16:20:20
ReadMe.txt 78 04/05/2026 20:12:06
webs.cer 817 04/05/2026 20:36:28

PS C:\Users\Administrator>
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=== Screenshot 22: SwanseaFiles Share Permissions ===
S-DC

skyler\administrator

=== SMB Share Permissions ===

AccountName AccessRight AccessControlType
SKYLER\Domain Users Full Allow
Everyone Read Allow

=== NTFS Folder Permissions ===

IdentityReference FileSystemRights AccessControlType IsInherited
Everyone ReadAndExecute, Synchronize Allow False
BUILTIN\Administrators FullControl Allow False
SKYLER\Domain Users FullControl Allow False

PS C:\Users\Administrator>
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=== Screenshot 23: Client

ClientS1
skyler\administrator
=== DNS resolution ===

s-dc.skyler.acca
s-dc.skyler.acca
s-dc.skyler.acca
s-dc.skyler.acca

=== Share access test
True

=== Folder contents ===

Name Length
client-test.txt r
rds.cer 814
ReadMe .txt 78
webs.cer 817

LastWriteTime

85/e5/2826 ©4:17:15
86/05/2026 ©00:20:20
85/85/20826 ©4:12:06
85/85/2826 ©4:36:28

ClientS1l share access test

PS C:\Users\Administrator>

Access to SwanseaFiles Share

Type

» h!-g

TTL

3cee
3600
3600
3600

IPAddress

fd17:625c:f@37:4:c8b3:f9ad:5014:c49a

192.168.1.1
20.9.0.1
10.8.4.15

- 10°C

~ R T )

04:44
09/05/2026

=
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=== Screenshot 24: IIS Website Configuration ===
S-DC

skyler\administrator

=== IIS Websites ===

name id state physicalPath

Default Web Site 1 Started %SystemDrive%\inetpub\wwwroot
webs.skyler.acca 2 Started C:\inetpub\webs

=== IIS Bindings ===

protocol bindingInformation sslFlags
http *:80: 0
https *:443: 0
https *:443:rds.skyler.acca 1
http *:80:webs.skyler.acca 0
https *:443:webs.skyler.acca 1

=== webs.skyler.acca physical path ===

Name Length LastWriteTime

aspnet_client 05/05/2026 16:07:14
index.html EEY) 04/05/2026 20:24:23
web.config 601 06/05/2026 22:25:11

PS C:\Users\Administrator>

o
A DB gy O

BOoO¥MIFLFEOME @ BRGHTALT





image30.png
& s x (Added the Na

File Machine View Input Devices Help

es, before removal of student1...) [Running] - Oracle VirtualBox - o X

Administrator: Windows Powershell

=== Screenshot 25: IIS Authentication Settings ===
S-DC

skyler\administrator

=== Windows Authentication ===

ItemXPath : /system.webServer/security/authentication/windowsAuthentication
IsInheritedFromDefaultValue : False

IsProtected : False

Name : enabled

TypeName : System.Boolean

Schema : Microsoft.IIs.PowerShell.Framework.ConfigurationAttributeSchema
Value : True

IsExtended : False

=== Anonymous Authentication ===

ItemXPath : /system.webServer/security/authentication/anonymousAuthentication
IsInheritedFromDefaultValue : False

IsProtected : False

Name : enabled

TypeName : System.Boolean

Schema : Microsoft.IIs.PowerShell.Framework.ConfigurationAttributeSchema
Value : False

IsExtended : False

=== Authentication feature installed ===

Name DisplayName InstallState

Web-Server Web Server (IIS) Installed
Web-Windows-Auth Windows Authentication Installed

PS C:\Users\Administrator>
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=== Screenshot 26: w
S-DC

skyler\administrator
=== DNS resolution =

Name

webs.skyler.acca
=== Website response

StatusCode

StatusDescription
Content

=== Optional HTTP te
StatusCode

StatusDescription
Content

PS C:\Users\Administ

ebs.skyler.acca Website Test ===

¢ OK

Type TTL  Section
A 3600 Answer
test ===
. 200
: yp<html>

<head><title>webs.skyler.acca</title></head>

<body>

<h1>webs.skyler.acca is working</h1>

<p>Windows Integrated Authentication test site.</p>
</body>

</html>

st ===

. 200
¢ OK
: yp<html>

<head><title>webs.skyler.acca</title></head>

<body>

<h1>webs.skyler.acca is working</h1>

<p>Windows Integrated Authentication test site.</p>
</body>

</html>

rator>

IPAddress

192.168.1.1
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=== Screenshot 27: Remote Desktop Services Features ===
S-DC

skyler\administrator

Name DisplayName InstallState
Remote-Desktop-Services Remote Desktop Services Installed
RDS-RD-Server Remote Desktop Session Host Installed
RDS-Web-Access Remote Desktop Web Access Installed

=== RDP service status ===
Name DisplayName Status

TermService Remote Desktop Services Running

PS C:\Users\Administrator>
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o @ RD Web Access x +

<~ G ) https://rds.skyler.acca/RDWeb/Pages/en-US/login.aspx?ReturnUrl=2%62FRDWeb%2FPages%2Fen-US%2FD...

. Work Resources
’f' RemoteApp and Desktop Connection

A Type here to search

Domsiniuser neme
Password: | - |

The user name or password that you entered is not
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=== Screenshot 28: RDS Web Access Test === °
S-DC
skyler\administrator

=== DNS resolution ===

Name Type TTL  Section IPAddress

rds.skyler.acca A 3600 Answer 192.168.1.1
=== RDWeb response ===

StatusCode : 200
StatusDescription : OK

PS C:\Users\Administrator>

a9
AN E DR g
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=== Screenshot 29: RDS HTTPS Certificate and Binding Evidence === -
S-DC
skyler\administrator

=== HTTPS bindings ===

protocol bindingInformation sslFlags
https *:443: 0
https *:443:rds.skyler.acca 1
https *:443:webs.skyler.acca 1

=== Certificates for rds.skyler.acca ===

Subject : CN=rds.skyler.acca
Issuer : CN=rds.skyler.acca
NotBefore : ©5/05/2026 16:05:45
NotAfter : ©5/05/2027 16:25:45

Thumbprint : 4364481C84D8B982FD5E1CDB667DEAD145052222

=== DNS check ===

Name Type TTL Section IPAddress

rds.skyler.acca A 3600 Answer 192.168.1.1

PS C:\Users\Administrator>
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=== Screenshot 30: S-DC to ClientLl Cross-Site Test === -
S-DC
skyler\administrator
=== DNS check ===
Name Type TTL  Section IPAddress
ClientL1.skyler.acca A 3600 Answer 192.168.2.10

=== Correct source-interface ping test ===

Pinging 192.168.2.10 from 192.168.1.1 with 32 bytes of data:
Reply from 192.168.2.10: bytes=32 time=1ms TTL=62
Reply from 192.168.2.10: bytes=32 time=1ms TTL=62
Reply from 192.168.2.10: bytes=32 time=1ms TTL=62
Reply from 192.168.2.10: bytes=32 time=2ms TTL=62

Ping statistics for 192.168.2.10:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 2ms, Average = 1ms
=== Correct source-interface DNS-name ping test ===

Pinging ClientLl.skyler.acca [192.168.2.10] from 192.168.1.1 with 32 bytes of data:
Reply from 192.168.2.10: bytes=32 time=2ms TTL=62
Reply from 192.168.2.10: bytes=32 time=2ms TTL=62
Reply from 192.168.2.10: bytes=32 time=2ms TTL=62
Reply from 192.168.2.10: bytes=32 time=1ms TTL=62

Ping statistics for 192.168.2.10:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 2ms, Average = 1ms

PS C:\Users\Administrator>
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=== Screenshot 31: AD User Login on L-DC ===
L-DC
root
=== AD user lookup ===
uid=919402117(b.white@skyler.acca) gid=919400513(domain users@skyler.acca) groups=919400513(domain users@skyler.acca),919401107(swanseausers@skyler.acca)
b.white@skyler.acca:*:919402117:919400513:Brian White:/home/b.white@skyler.acca:/bin/bash
= SSSD status ===
® sssd.service - System Security Services Daemon
Loaded: loaded (/usr/lib/systemd/system/sssd.service; enabled; preset: enabled)
Active: active (running) since Sat 2026-05-09 04:14:16 BST; U4lmin ago
Invocation: 052605a2e0f14b1991f78de36dcOc3e9
Process: 624 ExecStartPre=/bin/chown —f -R root:root /etc/sssd (code=exited, status=0/SUCCESS)
Process: 631 ExecStartPre=/bin/chmod —f -R g+r /etc/sssd (code=exited, status=0/SUCCESS)
Process: 649 ExecStartPre=/bin/sh -c /bin/chown —f root:root /var/lib/sss/db/*.ldb (code=exited, status=0/SUCCESS)
Process: 655 ExecStartPre=/bin/chown -f -R root:root /var/lib/sss/gpo_cache (code=exited, status=0/SUCCESS)
Process: 668 ExecStartPre=/bin/sh -c /bin/chown —f root:root /var/log/sssd/*.log (code=exited, status=0/SUCCESS)
Main PID: 676 (sssd)
Tasks: 5 (limit: 2301)
Memory: 78.3M (peak: 78.5M)
CPU: 8u4éms
CGroup: /system.slice/sssd.service
676 /usr/sbin/sssd -i --logger=files
694 /usr/libexec/sssd/sssd_be --domain skyler.acca --logger=files
708 /usr/libexec/sssd/sssd_nss --logger=files
709 /usr/libexec/sssd/sssd_pam --logger=files
710 /usr/libexec/sssd/sssd_pac --logger=files

Sat 9 May 04:56:15 BST 2026
root@L-DC: /home/skyler#
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PS C:\Users\Administrator> write-host Screenshot 2: $-DC IP Configuration

Screenshot 2: S-DC IP Configuration
PS C:\Users\Administrator> hostname

s-DC
PS C:\Users\Administrator> whoami
skyler\administrator

PS C:\Users\Administrator> ipconfig /all

Windows IP Configuration

Host Name . ..
Primary Dns Suffix
Node Type . . . . .
1P Routing Enabled.
WINS Proxy Enabled.
DNS Suffix Search List.

Ethernet adapter Swansealan:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. S
Autoconfiguration Enabled .
Link-local IPv6 Address .
1Pv4 Address.

Subnet Mask .

Default Gateway .

DHCPYV6 TATD . .

DHCPYV6 Client DUID.

DNS Servers .

NetBIOS over Tcpip.
Ethernet adapter Transit:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. S
Autoconfiguration Enabled .
Link-local IPv6 Address .
1Pv4 Address.

Subnet Mask .

Default Gateway .

DHCPYV6 TATD . .

DHCPYV6 Client DUID.

DNS Servers .

NetBIOS over Tcpip.
Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. S
Autoconfiguration Enabled .
1pv6 Address. S
Link-local IPv6 Address .
1Pv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires .

Default Gateway .

DHCP Server .
DHCPV6 TAID . .
DHCPV6 Client DUID.

DNS Servers . . . .
NetBIOS over Tcpip. .
PS C:\Users\Administrator>

: s-DC
: skyler.acca

Hybrid
Yes

: No
: skyler.acca

home

Intel(R) PRO/1006 MT Desktop Adapter
08-00-27-53-97-89

: No

Yes
Fego: :2cad:939¢ :5860: afeb%3 (Preferred)

: 192.168.1.1(Preferred)

255.255.255.0

: 101187623

00-01-00-01-31-67-8F -2B-08-00-27-53-97-89

192.168.1.1

: Enabled

: Intel(R) PRO/1606 MT Desktop Adapter #2

08-60-27-28-32-F6
No

: Yes

Fego: :a1fa:e7c6:b549: Fbaak1s (Preferred)
20.6.0.1(Preferred)

: 255.255.255.252

168296487

: @0-01-00-01-31-67-8F-28-08-00-27-53-97-B9

192.168.1.1

: Enabled

home
Intel(R) PRO/1066 MT Desktop Adapter #3

: ©8-00-27-63-FC-0A

Yes
Yes

: fd17:625c:037:4:C8b3:f9ad:5014: c49a(Preferred)

Fego: :8b3: foad:5614: 49a%9 (Preferred)
10.6.4.15(Preferred)

: 255.255.255.0

o1 April 1896 19:36:62
09 May 2626 18:03:48

: feso::2%9

10.0.4.2

:10.0.4.2
: 487063501

00-01-00-01-31-67-8F -2B-08-00-27-53-97-89
192.168.1.254

: Enabled

s
o
[

|®

1809
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root@L-DC:/home/skyler# echo ''=== Screenshot 3: L-DC IP Configuration ===
=== Screenshot 3: L-DC IP Configuration ===
root@L-DC:/home/skyler# hostname

L-DC

root@L-DC:/home/skyler# whoami

root

root@L-DC:/homes/skyler# ip -br addr

lo UNKNOHN 127.0.0.1/8 - /128

ENPos3 Up 10.9.2.15/24 fd17:625c:fe37:2:1635:ccdf: 7d62:f541/64 feBo::cBee:dfS6:5d86:hofes64
ENposa Upr 20.9.0.2/30 feoo::ao0:27ff:fedf:co9a/64

ENPOs9 Ur 192.168.2.1/24 feoo::a00:27ff:fe96: 7e25/64

root@L-DC:shomesskyler# ip route

default via 16.6.2.2 dev enpes3 proto dhcp src 16.0.2.15 metric 1062
10.0.2.0/24 dev enpes3 proto dhcp scope link src 10.0.2.15 metric 1002
20.0.0.0/30 dev enpos8 proto kernel scope link src 20.0.0.2
192.166.1.0/24 via 20.0.0.1 dev enposs

192.166.2.0/24 dev enpes9 proto kernel scope link src 192.165.2.1
root@L-DC:/homesskyler# echo === DNS test using coursework DNS server 192.166.1.1 ===
=== DNS test using coursework DNS server 192.168.1.1 ===
root@L-DC:/homesskyler# nslookup S-DC.skyler.acca 192.168.1.1

Server: 192.168.1.1

Address: 192.168.1. 1453

Name: S-DC.skyler.acca

Address: 20.0.0.1

Name : S-DC.skyler.acca

Address: 18.6.4.15

Name:  S-DC.skyler.acca

Address: 192.168.1.1

Name : S-DC.skyler.acca

Address: fd17:625c:f037:4:c8b3:f9ad:5014:c4%9a

root@L-DC:/home/skyler# nslookup L-DC.skyler.acca 192.168.1.1
Server: 192.168.1.1
Address: 192.168.1. 1453

Name : L-DC.skyler.acca
Address: 192.166.2.1

root@L-DC: shomesskylerd
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Administrator:

—— Screenshot 4: ClientSl 1P Configuration —--
Clientsl

skyler\adwinistrator

—m= Motwork configuration ==

interfacealias : Ethernet

1Pvasddress {18.8.3.15}

1PvDefaultGateway : {MSFT_Metfioute (InstancelD - ":8:8:8 5 28:87855; ") }

oNSServer MSFT_ONSClientServeraddress (Mame - CreationClassMame - ", "*, SystosMame - "23"), MSFT_OMSClientServeraddress (Mame - "117, CreationClassMame -

. SystemCreationClassMame - "", SystemMame - "2")}

interfacealias Swanseal AN

1Pvasddress {192.168.1.18}

IPvaDefaultGateway : {MSFT_Metfoute (InstancelD - " 8:8:8:9:55;55;C78;@88;8;55;")}

oNSServer {MSFT_OnsClientServeraddress (Name - "13", CreationClassMame - ", SystemCreationClassMame - "*, Systemame - "23"), MSFT_ONSClientServerAddress (Mame - "13", CreationClassMame -
. SystemCrestionClassMame - ", SystemMame - "2")}

—ee ONS tEStS —ee

Name Type TTL  Section  IPaddress

Clients1.skyler.acca Aaan 1288 Question  feS8::aeda:1314:ee7:3csd

Clientsl.skyler.acca Anaa 1208 Question 625

Clients1.skyler.acca AfAA 1208 Question  fd17:625c:f@37:3:2173:d186:6ceb:1918

Clientsl.skyler.acca a 1208 Question 18.8.3.15

Clients1.skyler_acca a 1288 Question 192.168.1.1@

wobs . skyler_acca a 3608 Answer 192.168.1.1

——e Connectivity test —--

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes-32 time-lms TTL-128
feply from 192.168.1.1: bytes-32 time-3ms TTL-128
Reply from 192.168.1.1: bytes-32 time-2ms TTL-128
feply from 192.168.1.1: bytes-32 time-2ms TTL-128

Ping statistics for 192.168.1.1:
Packets: Sent - 4, Received - 4, Lost - @ (X loss),
sppraximate round trip times in milli-seconds:
Minimus - lms, Maximus - 3ws, Average - 2ms

Displaystint : DateTime

Oate @s/as/2a26 ea:ea:08
Day =

DayOfeck Saturday

DayOfvear 129

Hour 2

xind : Local

Millisecond : 132

Minute : 56

Month 5

Second T oas

Ticks 6©39138922061326166
TimeOfOay I @2:56:486.1326166
Year : 2826

DateTime : @9 May 2826 @2:56:46

PS C:\Users\Adwinistrator> _

02:56
e 2 . Earn.. A T3 D) 4900006 A





