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[bookmark: _Toc59184568]Task 2:
[bookmark: _Toc59184569]Security approach and functionality work:
To stop the fraud activities, triggers are created here. Fraud activities like to record the fake visits, to assign fake rent properties, creation of tables to hide the properties, to make changes in the database etc. To stop these following fraud activities, triggers are applied, so that if any person tries to make changes in database then that is recorded. 
When anyone tries to insert any new table or command to fraud, then trigger stores the below mentioned details:
· ID of Property inserted.
· Date of insert.
· User responsible for the insert.
When anyone tries to delete any table or command to fraud, then trigger stores the below mentioned details:
· ID of Property deleted.
· Date of Delete.
· User responsible for the delete.
When anyone tries to update any table or command to fraud, then trigger stores the below mentioned details:
· Details of @Old and @New data.
· Date of update.
· User responsible for the update.
By this records are stored of the person who is trying to make changes and then possible action can be taken against him. 






[bookmark: _Toc59184570]a)
[bookmark: _Toc59184571]Sales table:
[image: C:\Users\yogesh\AppData\Local\Temp\Rar$DR03.860\SS\1\sales table.jpg]
Figure 1 - Sales table







[bookmark: _Toc59184572]Audit data table: (prgpropertyaudit)
[image: C:\Users\yogesh\AppData\Local\Temp\Rar$DR06.547\SS\1\audit table.jpg]
Figure 2 - Audit data table
[bookmark: _Toc59184573]Audit data table: (prgdatabaseaudit)
In sales table, property id, deletion date and username details are stored. In prgdatabaseaudit named audit data table, name of database, name of table, type of event, name of login, sql command and date and time of audit are stored. In prgpropertyaudit named audit data table, audit id, customer id, transaction date, username details and visit details are stored.
These tables can be used to detect any DDL and DML transaction occurring, because trigger is applied to insert, delete and update, whenever someone tries to use these commands then required data is stored in respective columns. Like in sales table, when someone tries to make changes in the database, then details of that particular person are stored in the database. And in audit data table, all the details are stored and saved, and also performed operation can be seen there. The particular query is inserted, deleted or updated, these details can be seen here.
[bookmark: _Toc59184574]b) 
[bookmark: _Toc59184575]Advantages to be gained from proposed solution:
Whenever someone tries to insert data in database, to delete data from database and to update data from the database, then details are saved in the database that which changes are made and by whom on which date and id of that particular. For security purpose and to maintain integrity and dignity of data, following approach is used. 
[bookmark: _Toc59184576]Examples:
[image: C:\Users\yogesh\AppData\Local\Temp\Rar$DR12.782\SS\2\audit table after delete.jpg]
Figure 3 - Audit table after delete
Here in this example, in prgpropertyaudit table, some operations were performed on the database. In last deletion was performed on the database and details were stored in audit table as audit id is 93, customer id is 53, date of transaction is 17 dec 2020, time is 5:29PM, username details are dbo, visit detail is that the delete operation was performed. 
[image: C:\Users\yogesh\AppData\Local\Temp\Rar$DR14.500\SS\2\audit table after update.jpg]
Figure 4 - Audit table after update
Here in this example, in prgpropertyaudit table, some operations were performed on the database. In last updation was performed on the database and details were stored in audit table as audit id is 47, customer id is 35, date of transaction is 17 December 2020, time is 5:27PM, username details are dbo, visit detail is that the update operation was performed. 

[image: C:\Users\yogesh\AppData\Local\Temp\Rar$DR15.610\SS\2\Delete from sales table.jpg]
Figure 5 - Delete from sales table
Here in this example, in sales table, some operations were performed on the database. In last deletion was performed on the database and details were stored in sales table. Here in sales table, where username is William, that particular detail is deleted. 

[image: C:\Users\yogesh\AppData\Local\Temp\Rar$DR17.016\SS\2\Update sales table record.jpg]
Figure 6 - update in sales table
Here in this example, in sales table, some operations were performed on the database. In last updation was performed on the database and details were stored in sales table. Here in sales table, username is set as William where property id is 11. 

A. [bookmark: _Toc59184577]Transaction and Concurrency in DBMS:
[bookmark: _Toc59184578]Transaction in DBMS:
In transaction set of operations is there, which are logically related. Transaction is consists of a group of tasks. A single action can be there or a series of actions can also be there. By this contents of database are accessed and performed by a single user.
Let’s take an example where an employee of a bank wants to transfer 800 rupees from account of X to account of Y. In this transaction, two tasks are going to be performed there.
Account of X- 
[image: ]
Account of Y-
[image: ]
Operations on transaction:
Some main operations of transaction are as follows:
1. Read(X): Here value of X is read from the database and then stored in buffer of main memory. Buffer is used to transfer the same value.
2. Write(X): Here value is writing back from buffer to database. 
[bookmark: _Toc59184579]Example: Here some transactions of an account are as follows:
1) R(X);
2) X = X – 400;
3) W(X);
Assume-
Initial value of X before starting the transaction = 3000
1st operation - Read the value of X from the database and stores it in buffer.
2nd operation – Value of X is decreased by 400 and now current value of X is 2600. So buffer will contain X = 2600.
3rd operation – Value of buffer which is X = 2600 is stored in database.
If operations get failed because of hardware, software, power etc. then Commit and Rollback operations are performed. Rollback is used to undo the done work and Commit is used to save the done work permanently.
[bookmark: _Toc59184580]Concurrency in DBMS:
In concurrency multiple transactions are executed and handled simultaneously. Result of transaction may get affected. Concurrency is important to maintain the order of specific transactions and there execution. 
Problems related with concurrency are as follows:
1) When updates are lost.
2) Wrong read or dirty read.
3) Unrepeatable read.
B. [bookmark: _Toc59184581]ACID properties of DBMS:
Transaction access and modify the content of database and it is a single unit. In transaction read and write operations are performed. Consistency of database is maintained before and after the transaction. So ACID properties are necessary to maintain the consistency of the database before and after the transaction. To main consistency, some properties are followed which are called as ACID properties. 
[bookmark: _Toc59184582]Atomicity-
Atomicity is also called “All or nothing rule”. In this entire transaction gets completed or transaction doesn’t happen. Only both this possibilities are there and there is no in between. Transaction cannot occur partially. To following operations are executed here:
Abort – When transaction is aborted, changes doesn’t gets reflected in database.
Commit – When transaction is committed, Changes gets reflected in database.
[image: ]
Figure 7 – ACID properties
[bookmark: _Toc59184583]Consistency:
Constraints of integrity must be maintained. The database needs to be consistent before and after the transaction. Correctness of database is referred here.
[bookmark: _Toc59184584]Isolation:
By this multiple transactions can occur independently and there must not be any kind of inconsistency. Without any interference, multiple transactions need to occur. Changes will not be reflected in the payment transaction until they are saved or fully remembered along with other payments. This feature allows them to run programs in a specific sequence, while creating the same conditions as the terms of a transaction.
[bookmark: _Toc59184585]Durability:
This feature saves updates and database changes at the end of the transaction, as well as saves to disk and ensures system usage in case of errors. This update is really available and stored in volatile memory. As a result, the withdrawal will not disappear.
All ACID functions ensure consistent database accuracy and continuity, and each process creates one workgroup, managed by one transaction, each updated in all businesses and stored independently of the other functions.
These properties are responsible for user.
C. [bookmark: _Toc59184586]Anomalies caused by interleaved schedule:
Several anomalies can occur when executed concurrent transactions are in uncontrolled manner. These anomalies are as follows:
1) Dirty read.
2) Unrepeatable read.
3) Lost updates.
[bookmark: _Toc59184587]Dirty read:
The payment could not be made because the reason for updating the item in the payment database was incorrect. A new database can be recovered from other transactions until the new original value is returned.
A record has been updated by transaction t1, t2 read this. If aborted by t1 then t2 has the value. Currently t2 has the values, which was never a part of stable database.
[bookmark: _Toc59184588]Example:
[image: ]
At t2, value of A is read by transaction Y.
At t3, value of A is read by transaction X.
At t4, Y rollbacks. Therefore replace the new A value with t1 value.
Transaction-X therefore has values ​​that are never part of a static database.
This problem is called the dirty read problem because it means reading dirty value that has never been committed before.

[bookmark: _Toc59184589]Unrepeatable read:
When retrieval is inconsistent, this is known as unrepeatable read. Other transactions results in inconsistency in data, while transactions count some of the functions of summary data, transactions are updated.
Some read t1 details and update t2 payment details, so we will replace the rest. If you read the t1, the new value will not match the previous value.
[bookmark: _Toc59184590]Example:
[image: ]
The X transaction combines the full balance or sum of the balance and the value of the Y transaction to be transferred from account -1 to account -3, an amount of 50.
Transaction X here gives 550 results, which is incorrect. If we store the results in the database because of a total of 600, then the database will be in the wrong state.
Here transaction-X, inconsistent state of the database.
[bookmark: _Toc59184591]Lost updates:
Two transactions accessing the same data unit could not modify the activity, so they do not represent certain data objects.
If transactions T1 and T2 are read and then updated, the effect of updating the first record is overwritten by the second update.
[bookmark: _Toc59184592]Example:
[image: ]
At t2, value of A is read by transaction X.
At t3, value of A is read by transaction Y.
At t4, X writes the value of A based on the value found in t2.
At t5, Y writes the value of A based on the value found in t3.
The T5 Transaction-X update is currently unsuccessful, because the transaction has changed regardless of its current value.
Here such a problem is known as the lost update problem. 
D. [bookmark: _Toc59184593]Two phase locking.
By this protocol, execution phase of the protocol divide the transaction in 3 parts.
1st part – when transaction’s execution starts, permission of lock is required.
2nd part – All the locks are acquired by the transaction. When the transaction releases its first lock, the 3rd phase is started.
3rd part – transaction cannot demand for new lock, only acquired locks are released.
[image: ]
Figure 8 – Two phase locking
Its two phases are as follows:
[bookmark: _Toc59184594]Growing phase:
Lock is acquired by the transaction, lock cannot be released here.
[bookmark: _Toc59184595]Shrinking phase:
Existing held lock is released here, new lock cannot be acquired.
Two phase locking can help to avoid the problem caused in dirty read. Because in two phase locking, in a single transaction lock is acquired by the transaction and until that particular is getting updated, another transaction cannot acquire that value. Only after the lock is released by the transaction, another transaction can acquire that value. So when in dirty read, value is getting read by both the transactions simultaneously. By using two phase locking, only one transaction can use the value at a time, only after transaction releases its lock, another transaction can read that value.
	Transaction - X
	Time
	Transaction - Y

	-
	t1
	-

	-
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	Update A (LOCK Y)

	-
	t3
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	-
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	Rollback (UNLOCK Y)

	Read A (LOCK A)
	t5
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	t6
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