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Network Services
Worksheet 3: TCP/IP Configuration using DHCP (Dynamic Host Control Protocol).
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Complete the following tasks:
abstract

	Task 1:  Understanding Different TCP/IP Configurations

	We know that Computers use IP addresses to communicate over TCP/IP protocol.  Windows 2012 provides three different ways to configure IP Addressing.

Manually – Static IP addresses, usually assigned to Servers running Windows 2012 Server.  All the servers on our 192.168.1.0 network are configured, at present with manual/static IP addresses

Dynamically – If a DHCP server is installed IP addresses are assigned automatically on boot-up, DHCP is the default TCP/IP configuration and is in most cases automatically setup on Windows Workstations.

Alternative - When you install Windows 2012 you are automatically configuring that Server to be a DHCP client.

· Obtain an IP address automatically uses a DHCP server for dynamic IP addressing
· Use the following IP address – Statically defines the IP address

If you are a DHCP client, and you are unable to locate a DHCP server, you get your address from a range of IP addresses known as the APIPA (Automatic Private IP Addresses).

An APIPA type address is a class B IP address. It is allocated from the range 169.254.0.1 to 169.254.255.255.  It has a Subnet mask of 255.255.0.0.  This is a private IP range; you would not find another computer attached to the public internet using any APIPA addresses.

The DHCP client (if no host can be contacted) picks a random IP address from this range, and broadcasts it out on the network.  If this address is in use the owner will send a packet informing the client it is already in use.  If the IP address is not being used, the client ‘binds’ this IP address to the specific network adapter.  The client will send out requests periodically to the DHCP server, until DHCP automatic IP address can be assigned.

VERY IMPORTANT:
BEFORE YOU UNDERTAKE THIS TASK MAKE A NOTE OF ALL STATICALLY DEFINED IP ADDRESSES; YOU WILL NEED THESE LATER ON.

[Complete this task from Swanesa and the Windows 7 client]

* Locate the Apipa setting only for the 0 Network interface
* Set the networking to automatic private IP addressing on both servers (You will only need to complete this task on one of your networks).
* Choose Start – run – cmd
ipconfig/release (just to make sure our static address is completely erased.
ipconfig /renew, it will take a few moments for our computer to realize that it cannot find a DHCP server on the network.

· We will get an error message informing us the request is timed out (because a DHCP server could not be contacted).
· We should now be able to obtain an APIPA, in the cmd prompt type ipconfig
· We should now see for our Network Connection, that an Auto configuration IP address has been assigned, with a subnet mask of 255.255.0.0
· We see now that AutoConfiguration has been enabled, note no Default Gateway is assigned.  This means that clients beyond the same switch or LAN that live on remotely separate networks cannot PING each other

Try to ping the two other servers on the other network; record what happens.



	Task 2:  Installing the DHCP Server

	Installing the DHCP Server:

Note: Before we do this task we need to reset our configuration back to the static IP addresses that were entered earlier, do this here.

We’ve seen previously how to configure dynamic IP addresses on our Network Adapter.  DHCP.  DHCP gives us centralized control over IP addresses and TCP/IP default settings (subnets, default gateways).  When we set up the DHCP server, we can rely on this server to supply the TCP/IP settings.  

DHCP lies at the application layer of the OSI model, it is one of the applications, that utilises the services of TCP/IP.  

Note at the moment; the Connection is configured with a Dynamic IP address (as a DHCP client).

[Complete this task from Cardiff]

· Add a role from the dashboard.
· Choose next and the default screen
· From the list of available services to install check on DHCP Server - .
· Choose Next at the next notification page.  Complete the dialog.
· Access the DHCP Post-Install configuration wizard.
· Select “Commit.”


	Task 3: Authorising the DHCP Server

	YOU WON’T NEED TO DO THIS YET – THIS WILL BE NECESSARY ONLY ONCE WE CONFIGURE ACTIVE DIRECTORY, BUT COME BACK TO COMPLETE IT.  WITHOUT COMPLETING THIS STEP, YOUR DHCP SERVER WILL NOT WORK AFTER INSTALLING ACTIVE DIRECTORY.

Authorising the DHCP Server:

One thing that Windows AD Domains protect against, is rogue DHCP servers or rather, the addition of them in our Network Infrastructure.  DHCP clients are not really concerned which offer of an IP address they respond to (they just want an IP address).  

To avoid network communications problems, we must have a way of ensuring that our clients get a correct address from the right DHCP server in the right scope.    

In order for Domain clients to receive IP addresses from a DHCP server, the DHCP Servers must be authorised in Active Directory.  To be an authorised the DHCP server must be:
· Running DHCP console
· A member server or a Domain Controller in the Active Directory domain.

[Complete this task from Cardiff]

· Start – Administrative Tools DHCP
· In the Console Tree – Select the Server
· On the Action Menu – click Authorise

· Verify that the DHCP Service is authorised: in Console Tree, press F5 to refresh
Confirm that DHCP Server now displays with a green arrow that points up

· Close the DHCP console.


	Task 4:  DHCP Scopes

	DHCP Scopes:

When we have installed DHCP onto our Network, the next step is to create a scope.  

A scope is a range/pool of IP addresses (held within an IP address database), that are valid to be leased/assigned to DHCP clients within a particular NETWORK.  Here we will create a scope for our Private Network.

The scope must be configured before clients can use DHCP server for dynamic TCP/IP configuration.

Each subnet is allowed a single DHCP scope that has a single continuous range of addresses.  Specific addresses for applications (e.g. Web Servers, Print Servers) should be made exempt/excluded from the range that DHCP scope specifies (e.g. Reserved IP Addresses).

Question.

Why is it important to use Reservations when using DHCP?

Tasks:

Part A:  [Creating a DHCP scope for initialization of ‘Leasing’ IP addresses to DHCP clients on the 0 network]


[Complete this task from Cardiff]

· Navigate to Start – Administrative Tools – DHCP.
· Expand the server name, right click IPv4 and select “New Scope”.
· Name it “0 Network DHCP Scope”.
· Set the start IP address as 192.168.0.2 and the end address as 192.168.0.254.
· At the Select Network Connection Bindings screen choose an appropriate Network Connection adapter.
· Do not add an exclusion.
· An 8 day lease is fine, and normal for a wired connection.
· Select “Yes” and continue.
· Enter the IP address Cardiff on the relevant network and hit “Add”.
· Immediately hit “Next” on the DNS and WINS options.
· Select “Yes, I want to activate this scope now.”



	Part B:  [DHCP Client obtains a leased IP address]

[Complete this task from Swansea]


· Login to the server if needed.
· Choose Start – Control Panel – double click Network Connections.
· Right click the Partner Network Connection  
· Choose Properties
· Choose Internet Protocol (TCP/IP) click Properties.
· Check on the Obtain IP address automatically option.
· Check on the Obtain DNS Server address automatically option
· Choose Ok – Close

· Start – Run – cmd

· Type: ipconfig /release
· Type: ipconfig /renew (to obtain an IP address from DHCP Server)
· Type: ipconfig /all

Verify that the DHCP server IP Address for the Partner Network Connection, is the IP Address of Swansea server.  
 
[Complete this task from Cardiff]

· Start – Administrative Tools – DHCP Console
· In the console tree - Click Address Leases, verify that the Computer Name displayed is that of your Partners Computer.


	Task 5:  Configuring DHCP reservations

	Configuring DHCP reservations.

[Complete this task from Cardiff]

· Navigate to Start – Administrative Tools – DHCP.
· Expand the server name, then IPv4 and select “Address Leases”.
· You should see a single lease: 192.168.0.2 – Swansea.  We’ll convert this into a reservation.
· Right click the reservation and select “Add to reservation”.  This will convert the lease into a reservation.  This is the easy way to create a reservation when a lease already exists.

We’ll now create a lease for a computer for which we do not have a lease.


[Complete this task from the Windows 7 client]

· Start – Computer – Right click Network and select “Properties”.
· Change adapter settings.
· Select the 0 network and choose “status”.
· “Details”.
· Copy (exactly) the “physical Address”.  It should be in the format 00-00-00-00-00-00, e.g. 00-15-5D-86-03-3F.  Close this.

[Complete this task from Cardiff]

· Navigate to Start – Administrative Tools – DHCP.
· Expand the server name, then IPv4 and right click “Reservations” and select “New Reservation.
· Set the reservation name to “Lab-01-01” and the IP address 192.168.0.5.
· Set the MAC Address to the physical address noted above.  This must be exact.
· Select “Add”.

[Complete this task from the Windows 7 client]

· Start – cmd.
· Type “ipconfig /release”
· Type “ipconfig /renew”
· Type “ipconfig” – what IP address has been obtained?

[Complete this task from Cardiff]

· Change the reservation for the Windows 7 client to give it the IP address 192.168.0.3.

[Complete this task from the Windows 7 client]

· Start – cmd.
· Type “ipconfig” – what IP address has been obtained?  Has it changed?  If not, why not?
· Again, release and renew the IP address.  Has it changed now?



	Task 6:  Observational Tasks:

	Q). Define the role of the DHCP Server in your Network? 
Q). What happens when we have dynamically configured TCP/IP for our NIC, but then consequently cannot contact a DHCP server?
Q). Illustrate (with illustrations!!) the 4 stage process involved when DHCP clients look to obtain an IP address via DHCP?

Q). Describe the advantages of using a relay agent. Explain (with descriptions and illustrations) how and why we would setup the Relay Agent on our Router?
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